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1. Introduction 

This brief guide is intended as an additional aid for the CRDM GUI user starting to configure the data under 

their responsibility, but its purpose is not, in any way, to substitute for the CRDM UHB, where you will find all 

the needed information to use the GUI screens (e.g. needed privileges, types of users, business rules, etc.). 

The document is divided into two main parts: the first is devoted to the reference data under the responsibility 

of the Central Bank; the second details the reference data that can be created directly by the TIPS Participants 

or Ancillary Systems. Please consider that all the data maintained by TIPS Participants or Ancillary Systems 

can be maintained by the relevant Central Bank. 

In order to be able to instruct successfully in TIPS all the reference data has to be configured correctly, 

unless the relevant object is explicitly mentioned as optional. 

 

In summary, the following actions have to be performed by a Central Bank: 

1. Create a Party  

2. Add the Technical Address Network Service Links 

3. Create a Party Service Link to define the Party as a TIPS participant, Reachable party or Ancillary 

System 

4. Create a new Administrator User for the TIPS Actor1 

5. Create the Certificate DN for the TIPS Actor user 

6. Create the User-Certificate DN link for the Administrator user  

7. Create Predefined Roles for Administrator Users and TIPS Actors 

8. Grant the Administrator User with the ñAdminister Partyò role 

9. Create a non-administrator User for the Central Bank (only if additional CB users are needed) 

10. Grant the CB non-administrator user with the relevant roles (only if additional CB users are needed) 

11. Create the Certificate DN for the CB non-administrator user (only if additional CB users are needed)) 

12. Create the User-Certificate DN link for the CB non-administrator user (only if additional CB users are 

needed) 

13. Create a Cash Account owned by a TIPS participant or Ancillary System 

14. Define an Authorised Account User for the cash account (this step can also be performed by TIPS 

Authorised usersthe Payment Bank or Ancillary System) 

15. Define a DN-BIC routing configuration (this step can also be performed by the Payment Bank or 

Ancillary System) 

16. Define a Billing configuration 

 

While the following steps can be performed by a Payment Bank: 

1. Grant the Administrator user with the relevant roles 

2. Create a non-administrator User  

                                                      
1 A TIPS Actor can be of type Central Bank, TIPS Participant, Reachable Party and Ancillary System. 
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3. Create the Certificate DN for the non-administrator user 

4. Create the User-Certificate DN link for the non-administrator user  

5. Grant the non-administrator user with the relevant roles 

6.5. Define an Authorised Account User for the Cash Account 

7.6. Define a DN-BIC routing configuration 

8.7. Define a CMB on Cash Account (optional) 

9.8. Define a Limit on the CMB (mandatory only if the CMB has been created) 

10.9. Define the Reachable Party as Authorised Account User for the CMB (mandatory only if the 

CMB has been created) 

11.10. Define a Report Configuration for the TIPS Participant or Ancillary System (optional) 

12.11. Define a Message Subscription Rule Set for the TIPS Participant or Ancillary System 

(optional) 

13.12. Define a Routing configuration for the TIPS Participant or Ancillary System (optional) 

 

 

1.1 Reference Data under Central Bank responsibility 

1.1.1 Create Party2 

- Go to the Common / Parties / Parties / New path and click on the New option. As an alternative path, 
go to the Common / Parties / Parties / Search screen and click on the New button. Then insert the 
requested data as shown in the screenshot below. 

- Please note that you have to insert all the Party Technical Addresses that will be used by the created 
party for A2A communication. 

 

 

                                                      
2 In case the Party already exists it is possible to Edit it directly and add the needed TANSL configuration. 
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- Party NCBXSKMMXXX/PBBKSKMM016 has been successfully created. 
 

 
 

- Search the newly created party and then click on the Edit button. 
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- Click on the Technical Address Network Service Links button and choose the Technical Address and 
the Network Service from the drop down menu. Then click on the Submit row button. 
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- The first TANSL has been successfully created.  
 

- Please note that if the Network Service used by that Party is SWIFT or SIA, the correct technical 
Network Service name to select for the configuration of reports and notifications will be 
ά{²LC¢Φbh¢LCέ ƻǊ ά{L!Φbh¢LCέ respectively.  
 

- A Party cannot ƘŀǾŜ ƳƻǊŜ ǘƘŀƴ ƻƴŜ ¢!b{[ ǘƻ ŀ άϝΦbh¢LCέ bŜǘǿƻǊƪ {ŜǊǾƛŎŜ  
 

- If the άϝΦbh¢LCέ bŜǘǿƻǊƪ {ŜǊǾƛŎŜ is used also for sending Instant Payments and Liquidity Transfers 
no other Network Service is needed. 
 

 
 

- The two TANSL are now in place. 
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1.1.2 Define the Party as a TIPS Participant, Reachable party or Ancillary System 

 

For TIPS Participant: 
- Go to the Common / Parties / Party Service Links / New path and click on the New option. As an 

alternative path, go to the Common / Parties / Party Service Links / Search screen and click on the 
New button. Then create the Party Service link for party NCBXSKMMXXX/PBBKSKMM016. Please 
note that the Valid from of the link cannot be earlier than the Valid from of the relating party. 
Similarly, the Valid to cannot be later than the Valid to of the corresponding party. 
 

 



11 

 

 
 

- The Party service link has been created. 
 

 
 
 

For Reachable Parties: 
- Party NCBXSKMMXXX/PBBKSKMM017 has been created 
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- Go to the Common / Parties / Party Service Links / New path and click on the New option. As an 
alternative path, go to the Common / Parties / Party Service Links / Search screen and click on the 
New button. Insert the data as shown in the screenshot below (Party type is TIPS Reachable Party) 
and click on the Submit button. 
 

 
 

- The Party service Links has been created. NCBXSKMMXXX/PBBKSKMM017 has been established as 
a Reachable Party, therefore it cannot hold TIPS Accounts. 
 

 
 

For Ancillary System Parties: 
 
- Party NCBXSKMMXXX/ANSYSKMM004 has been created 
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- Go to the Common / Parties / Party Service Links / New path and click on the New option. As an 
alternative path, go to the Common / Parties / Party Service Links / Search screen and click on the 
New button. Insert the data as shown in the screenshot below (Party type is TIPS Ancillary System) 
and click on the Submit button. 
 

 
 

- The Party service Links has been created.  NCBXSKMMXXX/ANSYSKMM004 has been established as 
an Ancillary System, therefore it can only hold TIPS Ancillary System Technical Account (ASTA). 
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1.1.3 Create an Administrator user for the TIPS Actor 

 

- Go to the Common / Access Rights Management / Users / New path and click on the New option. As 
an alternative path, go to the Common / Access Rights Management / Users / Search screen and click 
on the New button. 
 

 
 

- Then insert the data as shown in the screenshot below. 
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- The User has been created 
 

 
 

1.1.4 Create a new Certificate Distinguished Name 

- Go to the Common / Access Rights Management / Certificate Distinguished Names / New path and 
click on the New option. As an alternative path, go to the Common / Access Rights Management / 
Certificate Distinguished Names / Search screen and click on the New button. 
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- Insert the Certificate Distinguished Name data and click on the Submit button. 
 

 
 

- The Certificate Distinguished Name has been created 
 

 
 

It is worth noting that if the DN is meant for a U2A user, it shall be captured with upper-case qualifiers and 
with one space after each comma. If it is meant for an A2A user, it shall be captured with lower-case qualifiers 
and without any spaces. For example: 

- U2A user: CN=example, OU=sampledn, O=swift 
- A2A user: cn=example,ou=sampledn,o=swift 

1.1.5 Create a User-Certificate Distinguished Name Link for the new User 

- Go to the Common / Access Rights Management / User Certificate Distinguished Name Links / New 
path and click on the New option. As an alternative path, go to the Common / Access Rights 
Management / User Certificate Distinguished Name Links / Search screen and click on the New 
button. 

 



17 

 

 
 

- Then insert the Login name of the User and the Certificate Distinguished Name you have created, 
then click on the Submit button3. 

- LŦ ǘƘŜ 5b ƛǎ ƴƻǘ ŎƻƴŦƛƎǳǊŜŘ ǿƛǘƘ aŀƛƴ ¦ǎŜǊ ŦƭŀƎ ǘƛŎƪŜŘ ǘƻ ȅŜǎΣ ǘƘŜ ǳǎŜǊ ǿƻƴΩǘ ōŜ ŀōƭŜ ǘƻ ǎŜŜ ¢Lt{ 
GUI menu 
 

 
 

- The link between the User and the Certificate Distinguished Name has been created 
 

 

                                                      
3 DNs can be linked, via User-Certificate DN Links with Main User flag set to TRUE, to multiple Users. These Users can belong to different Payment Bank 
parties, but there can be only one User for each Payment Bank that is the Main User for a specific DN. 
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1.1.6 Create Roles for the TIPS Actor 

The TIPS Operator has already granted to the Central Bank Party all the needed privileges through the agreed 
predefined roles for CBs (see Annex I).  
 
The Central bank must create the TIPS roles as laid out in the List of Roles and Privileges for CBs and Account 
holders. Central Banks should not grant single privileges to any users but rather always create and grant the 
MTRSG-defined TIPS roles. 

 
 
 

To create the predefined roles for a TIPS Actor execute the following steps: 
- go to the Common / Access Rights Management / Roles / New screen and click on the New option. 

As an alternative path, go to the Common / Access Rights Management / Roles / Search screen and 
click on the New button. 
 

 
 

- Assign a Name and a Description to the Role and click on the Submit button 
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- The Role CRDMTIPS-REF-DATA-GUIDE4 has been successfully created 
 

 
 

- Go to the Common / Access Rights Management / Grant/Revoke System Privileges / Search screen, 
select the Role name radio button, choose the newly created role from the drop down menu and 
click on the Search button 
 

 
 

- Select from the left part of the screen the Privileges you want to grant to the role and decide whether 
to grant them in Administrator mode, 4-eyes mode or to Deny them, then click on the Submit button. 
The privileges will be granted. 
 

                                                      
4 This is just a fake role name to show as an example 
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1.1.7 Grant privileges (through Roles) to the TIPS Actor Party 

- Go to the Common / Access Rights Management / Grant/Revoke Roles / Search screen and select the 
Parent and Party BIC of the TIPS Actor.  

- Then click on the Search button. 
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- Select the Role (or the set of Roles) that you want to grant to the TIPS Actor then click on the upper 
arrow. 
 

 
 

- The Role has been granted to the selected TIPS Actor Party 
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Alternatively, to grant the same Role to more Parties at the same time: 
 

- Go to the Common / Access Rights Management / Grant/Revoke Roles / Search screen and select the 
Role to be granted. Then click on the Search button 

- Select one or multiple TIPS Actor Parties on the left side of the screen, then click on the right arrow. 
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- The Role is granted to all the selected TIPS Actor Parties 
 

 
 
















































































