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Introduction

This document describes all the features of the TIPS serviceand TIPS Actor so
focusing on application-to-application communication.

This document is intended to guide TIPS Actors to the proper understanding of the service and to offer
all the information needed for the implementation of software interfaces on their side.

The UDFS document focuses on the provision of information to TIPS Actors to design and build the
interface of their business applications with TIPS (A2A) and it is available for the whole community: in
order to ensure the same level of knowledge for all TIPS Actors the information relevant for CBs, TIPS
Participants, Ancillary Systems, Reachable Parties, Instructing Parties and the TIPS Operator is
contained in one single book of UDFS.

The document is divided into three main chapters:

- The first chapter provides a full description of all the TIPS features and the related reference
and transactional data models, non-technical details concerning access to the service and
connectivity, dependencies and interactions with other services, operations and support
features. The background information provided in Chapter 1 guides the understanding of
Chapter 2. Information provided in Chapter 1 on the TIPS feature is mainly user-oriented, but it
also includes some details on the internal TIPS processes, when relevant.

- The second chapter provides a formalized description of the (A2A) dialogues, which allow TIPS
A c t capplcétions to interact with TIPS. This part aims at providing an exhaustive description
of the different (successful and unsuccessful) use cases TIPS actors may face, by providing
many detailed examples. The section guides the reader through the steps of the different
scenarios 1 highlighting the actions undertaken by TIPS and all the involved TIPS Actors. The
following parts compose a scenario:

o0 End-to-end description of the process i by means of activity diagrams and explanatory
text;

0 Involved actors;
0 Exchanged messages;
0 List of meaningful business cases.

The description of each step of the process includes an exhaustive list of all the checks
performed by TIPS. The detailed description of the business rules is reported in the list at the
end of the document (4.1 fBusiness Rules).

- The list of meaningful business cases is composed by:
0 A sample data constellation;

0 The content of the main fields of the relevant inbound messages;
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0 A description of the main steps taking place in TIPS;
0 The content of the main fields of the resulting outbound messages.
- The third chapter provides a detailed description of all XML messages

- Actors may use to interact in A2A mode with TIPS. Each message specification includes the
following elements:

o0 Reference name and identifier i e.g. LiquidityCreditTransfer (camt.050.001.07)

o List of fields included in the message. Each field specification includes the following
elements:

A EPC Reference (if applicable)
Reference name
Short description

XML Path

> > > >

Boolean attribute specifying whether the field is used in TIPS
A Boolean attribute specifying whether the field is mandatory or not

Wherever a message or its fields are referenced throughout the document, only the reference
name is used.

Reader s gui de

The document is structured as to guide the readers through the steps of the whole A2A interaction and
processing details as exemplified by the figure below.

Figure 17 Scope of UDFS
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Different readers may have different needs and priorities and may not need to read the whole book. For
instance, business readers, interested mainly in organisational issues, may not wish to enter into the full
details of each and every message description, but they might prefer going through a description of the
application processes and the information flows between their own business applications and the TIPS
service. On the other hand, technical readers involved in the specification and development of technical
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interfaces to TIPS may not be interested in the complete description of the TIPS application processes
that are leading to the sending of a given message. They would probably search the necessary
information to design and build the interface of the TIPSAct or s & business appli
Every reader can decide their own reading plan and it is not mandatory for every reader to read the

entire UDFS book.

The following paragraphs show with a couple of examples how business readers and technical readers
may follow different reading patterns, in order to fulfil their needs.

Business oriented perspective

The business reader may be interested in the way information is structured in TIPS. This user may want
to follow the reading plan described below to find information about the operations that are needed in
order to process an Instant Payment in TIPS:

- The business reader finds in section 1.3 ATIPS Actors and account structured a general

description of the main Reference data needed to work on TIPS, specifying how they are used
for the settlement of Instant Payment transactions (e.g. what is a Participant and the related
Accounts it owns and how to authorise a BIC to use an account to settle Instant Payment
transactions). Also section 1.4 fDynamic data modelo is important to understand how the

information is managed in TIPS.

- From this point, the business reader may jump to section 2.2 finstant Payment transaction fito

find a description of the processing of an Instant Payment. Here they can find useful examples
in order to understand the main scenarios involving Instant Payments.

- For further details on the validations to be performed, they may jump to section 4.1 iBusiness
Rulesq where the functional checks are described.

Technical oriented perspective
For a technical reader, it is more likely that the reading plans would pass through:

- Chapter 2 fDialogue between TIPS and TIPS Actors where a complete overview of the

possible A2A dialogue with TIPS is required, e.g. when structuring the interface of a TIPS Actor
towards TIPS. Each sub-section of this chapter describes, then, the flows involving the
functionalities of TIPS. The readers can focus on the functionality they are interested in
analysing the process and the main scenarios.

- Chapter 3 Catalogue of messagesq where a detailed description of the content of a given XML

message is provided, e.g. when specifying the details of the interface of a TIPS Actor towards
TIPS.

- For further details on the checks to be performed and ISO codes used in the message, they
may jump to chapter 4 fAppendicesa

All readers, whether business or technical, are invited to read the following UDFS sections, which are
providing a background to the understanding of any other UDFS section:
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- 1.3 ArIPS Actors and account structured which provides the basis for reference data

organisation in TIPS;

- 1.5 TIPS Featuresy which is a summary providing the basis for the understanding of the main

TIPS concepts (access to TIPS, authentication and authorisation processes, security).

1. General features of TIPS

The present chapter, after a short introduction of the TIPS service, describes all the features provided
by the service.

Section 1.2 introduces the details regarding the access of TIPS Actors to TIPS, covering the different
modes of connectivity, the authentication and authorisation processes, as well as security aspects and
an introduction to the Graphical User Interface (GUI).

Sections 1.3 and 1.4 describe respectively the reference data and the dynamic data models of TIPS,
including a description of all the relevant entities and their relationships.

Section 1.5 describes the various features of TIPS and the underlying business processes, including
Instant Payment settlement, liquidity management, reference data management, queries, reports and
archiving.

Section 1.6 describes the interactions that TIPS, as a part of the Eurosystem Market Infrastructure, has
with the other main services provided by the Eurosystem.

The last section describes processes supporting the TIPS Operator in the operational management of
the system and the exact perimeter of the system introducing its limitations.

1.1. Introduction to the TIPS Service

TARGET Instant Payment Settlement (TIPS) is a harmonised and standardised pan-European service
with common functionality across different countries and jurisdictions for settling payments instantly in
Central Bank Money, with high capacity and around-the-clock availability.

The primary aim of TIPS is to offer instant settlement services in euro to its participants, extending the
services offered by T2. TIPS is, in any case, designed to be currency-agnostic in order to provide
settlement in non-euro Central Bank Money, if requested, by connecting to any RTGS System.

In addition, TIPS offers on optional basis an instant settlement service for cross-currency transactions

involving both euro and non-euro currencies.

The TIPS service provides:
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- Real-time gross settlement in Central Bank Money for domestic, cross-border and cross-
currency (one-leg out)! Instant Payment transactions received from TIPS Actors;

- Liquidity management functionalities to support the Instant Payment process;

- Queries and reporting tools to support monitoring and reconciliation.

In order to reach these objectives, TIPS enables communication and provides authentication services

and secure messaging to and from the centralised settlement component. The participants (i.e. Payment

Service Providers? or PSPs) have a settlement interface to send Instant Payment transactions and

receive payment confirmations or any other payment related messages based i when possible i on

ISO 20022 standards and, in case of euro transactions, in accordance with the SEPA Instant Credit

Transfer (SCT'st) scheme. For cross-currency (one-leg out) transactions, a cross-currency model based

on the One-Leg Out Instant Credit Transfer (OCT'™st) scheme has been designed and implemented in

TIPS: for this scheme two settlement models have been defined. A first settlement model, called regular
cross-currency settlement model, which foresees the orchestration of the two legs of the cross-currency
transaction by external actors ( Ex i t and Entry Leg PSPs), and a seco
Transactionodo (LKT) settl ement meofdbeal n,d 0w hoircchh eddesat hoh
payment, while contemporarily (i) guarantees that the payment is instant end-to-end and (ii) offers

certainty of the delivery of the funds to the ultimate beneficiary. The participants are also provided with

the functionalities to either recall settled Instant Payments transactions or initiate investigations on

Instant Payments (including cross-currency payments) submitted to TIPS whose status confirmation has

not been received yet. Additionally, TIPS Participants or Instructing Parties can initiate Outbound

Liquidity Transfers.

TIPS Accounts in euro are legally opened in T2-CLM by the responsible Central Bank and have to be
dedicated to the settlement of Instant Payments transactions in TIPS. In the specific scenario of T2-
CLM, the TIPS Account balances are taken into account for the calculation of the minimum reserve and
marginal lending facility. For this reason, a snapshot of the balance on the TIPS Account for the fulfilment
of the minimum reserve requirement is taken at the closing time of T2-CLM, immediately after the last
execution of the Algorithm 3 (i.e. shortly after the Bank-to-Bank cut-off at 18:00 CET). TIPS Accounts in
other currencies are legally opened in the relevant RTGS System by the responsible Central Bank and
have to be dedicated to the settlement of Instant Payments transactions in TIPS in the given currency.
Also these TIPS Accounts are captured in CRDM by the responsible CentralBank. The TIPS Accoun
balances denominated in other currencies are communicated to relevant RTGS System during its End-
of-Day phase by means of a General Ledger file.

TIPS operates on a 24/7/365 basis and it makes use of the following components:

1 According to the definition provided withinthe One-l eg out scheme, t heeurrred reayed cteh-legoutditc rtolses o n
model shall also include the scenario of a transfer in EUR from a SEPA country to EUR in a noiSEPA country, i.e. without a FX
conversion

2 The definition of Payment Service Provider used in this document is purely technical and aims at keeping the terminology
consistent with the EPC scheme and the TIPS URD
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- The Eurosystem Single Market Infrastructure Gateway (ESMIG) which allows users to gain
access to all Eurosystem services, including TIPS, after being authenticated and authorised to
access the relevant service. The ESMIG, moreover, guarantees sanitisation of messages for
security purposes and technical validation of the standard messages sent to the different
services.

- The Common Reference Data Management (CRDM), i.e. the centralised, harmonised
reference data management component that handles in a single point all data that is shared by
more than one Eurosystem service. The CRDM allows users to configure, create and keep up-
to-date all the reference data needed in the different Eurosystem services, including TIPS. As
an example, the setup of reference data related to a TIPS Participant like the creation of an
account is up to the responsible National Central Bank (NCB) whereas a TIPS Participant is
responsible for the setup and configuration of Credit Memorandum Balances (CMBS).

- The Billing (BILL) common component, which (i) produces invoices, (ii) delivers the invoices to
the customers and (iii) optionally debits the relevant accounts for the related amount based on
consumption data it collects from TIPS.

- The Legal Archiving (LeA) component, which collects and stores business transaction and
reporting data from different Eurosystem services, including TIPS. The Legal Archiving
component stores data in a secure manner and in its original content and format and makes it
accessible throughout a predefined retention period.

- The Enhanced Information Database (EIDB) component receives aggregated transactional
data from the TIPS Operational Database on a daily basis, with a data retention period of three
months. Aggregated data exploration and visualization is possible for authorized TIPS National
Central Bank users through a dedicated tool (i.e. Apache Superset) reachable from the ESMIG
Portal.

TIPS Actors can access TIPS through two different channels:
- Application-to-Application (A2A) channel, that is application-or i ent ed and al
systems to interact with TIPS;

- User-to-Application (U2A) channel, that is user-oriented and offers human-friendly application
access through a Graphical User Interface (GUI).

1.2. Access to TIPS

The purpose of this section is to introduce the basic connectivity to TIPS. It does not aim to describe in
details the technical connection with TIPS.

TIPS Actors access TIPS, in A2A or U2A mode, via the respective Network Service Providers (NSPs)
and through the ESMIG component. TIPS Actors must bilaterally define a relationship with one or more
selected NSPs for the purpose of getting connected to TIPS.
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Figure 27 TIPS Connectivity

U2Achannel A2Achannel

1.2.1. Connectivity (A2A/U2A)

TIPS supports access to the service through two different channels: Application-to-Application (A2A)
channel and User-to-Application (U2A) channel.

- A2A: software applications can communicate with TIPS exchanging single messages. A2A

communication relies on 1SO 20022 standard XML messages, where applicable, for both
inbound and outbound communication. Otherwise, i.e. when there is no ISO 20022 standard
message available or when the usage of XML technology is not advisable for technical reasons
(e.g. performance or network traffic constraints) flat data files may be used. At the current stage,
there is no business case requiring flat data files to be used instead of ISO 20022 standard
messages.
All the exchanges of messages are executed through a realtime transfer service. This means
that both parties (i.e. the Originator Participant and Instructing Party acting on behalf of the
Originator Participant or Reachable Party on one side and the Beneficiary Participant and
Instructing Party acting on behalf of the Beneficiary Participant or Reachable Party on the other
side) must be available and reachable when the message is sent. In case the message cannot
be delivered, no retry mechanism is foreseen.

- U2A: for specific functionalities, the TIPS Actors can access TIPS through a Graphical User
Interface. This channel is foreseen for a small subset of functionalities and queries (see 1.2.5
fiGraphical user interfaceg.
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1.2.2. Authentication and authorisation process

Any individual or application interacting with TIPS is identified by a Distinguished Name (DN). A DN is
a sequence of attribute-value assertions separated by commas, e.g.:

<cn=smith,ou=tips-ops,o=bnkacct,o=nsp-1>
DNs are uniquely linked to digital certificates®, which TIPS Actors assign to their individuals (interacting
with TIPS in U2A mode) or applications (interacting with TIPS in A2A mode).

Certificates are issued by each NSP. For each request submitted to TIPS in U2A and A2A mode, the
relevant connectivity provider performs authentication of the sender at network infrastructure level. If the
authentication is successful, the connectivity provider forwards the requestandthes ender 6 s
ESMIG component.

The ESMIG component carries out an authorisation check at service level, in order to verify whether the
DN is enabled to submit requests to TIPS. The ESMIG documentation contains exhaustive information
onallt he checks the ESMI G carries out. I f these
DN are forwarded to TIPS.

TIPS then carries out the authorisation of t h
rights profile. Section 1.2.3 MAccess rightsoprovides details on this process.

Distinguished Names, their connection to TIPS Actors, as well as access rights profiles and
authorisations for DNs to submit requests related to specific BICs are defined in the Common Reference
Data Management (CRDM) component. Additional information on the setup of access rights and on the
underlying concepts can be found in the CRDM documentation.

1.2.3. Access rights

TIPS authorises requests from specific users (i.e. individuals or applications identified by means of a
DN) based on their relevant access rights profile. Each interaction with TIPS that can be triggered either
in A2A mode by means of a message (e.g. sending an Instant Payment transaction) or U2A mode via
GUI screen (e.g. blocking of a TIPS Account) is defined as a TIPS user function. The capability to trigger
a specific TIPS user function is granted by means of the related Privilege.

All Privileges that are relevant for TIPS are defined and stored within the CRDM, which also offers the
possibility to group different Privileges into sets known as Roles. Each of these Roles will define a
specific business role for TIPS Actors to use to interact with TIPS. TIPS users will be assigned one or
more roles in the CRDM depending on their requirements, and these roles will define their access rights
configuration.

Roles are then granted to users identified by specific DNs. This allows the DN linked to the Role to
trigger user functions in TIPS by exercising the Privileges contained within the Role.

3 A digital certificate is an electronic document binding an identity to a pair of electronic keys, a private key (used to sign d igital
information to be sent to a counterpart or to decrypt digital information received from a counterpart) and a public key (use d to
encrypt digital information to be sent to a counterpart or to perform the authentication and to ensure the integrity of digit al
information received from a counterpart)
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TIPS authorises the sender of a given request only if the DN fulfils both of the following conditions:
1. The DN has the relevant privilege(s) required to submit the request;
2. The DN is enabled to submit the request on the requested business object(s).

The first condition depends on the DN6és access right:
to it in the CRDM. For example, a DN may be enabled to send Instant Payment transactions but not
liquidity transfers.

The second condition is based on the business object itself on which a request is being performed. For

instance, in an Instant Payment transaction, the object is represented by the TIPS Account being

debited; in an Account balance and status query, the object is the TIPS Account being queried. TIPS

applies specific business logic, which differs depending on the type of request, to determine whether a

certain DN is authorised to act on a certain object. If a certain DN is authorised to exercise a type of

reuest (related to a specific Privilege) on a specific
scope for that Privilege.

The concept of Instructing Party is also defined in this way. Instructing Parties are DNs that are
authorised to send or receive instructions on behalf of a specific Party. This configuration is defined by
means of a relationship set up within the CRDM.

The entire access rights configuration process is carried out within the CRDM: the CRDM documentation
provides additional details on these aspects.

1.2.4. Security
This section aims at describing the main processes performed by TIPS in terms of principles applied to
ensure TIPS Actors can securely exchange information with TIPS.
It means that the following security conditions are met:

- Confidentiality: Ensuring that information is accessible only to authenticated and authorised
TIPS Actors;

- Integrity: Safeguarding the accuracy and completeness of information;

- Availability: Ensuring that authorised users have access to information and associated assets
when required;

- Monitoring: Detecting operational and technical problems and recording appropriate
information for crisis management scenarios and future investigations;

- Auditability: Ensuring the possibility to establish whether a system is functioning properly and
that it has worked properly.

1.2.4.1. Confidentiality

The confidentiality of data is ensured by the possibility to grant specific access rights for any given set
of data, as detailed in section 1.2.3 fAccess rightsa In conjunction with mechanisms of authentication
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and authorisation applied to all requests received by TIPS in both A2A and U2A mode, this guarantees

t hat each TIPS Actorbdés data is tr eat-attlorisedactdbrs.d ent

1.2.4.2. Integrity

Within TIPS, various business validations ensure the integrity of information. If a business validation
fails, TIPS has a concept of Error handling in place. The requested action is not processed and TIPS
provides the user with detailed information regarding the nature of the error.

In U2A mode, TIPS offers users in addition the possibility to further ensure the data integrity via usage
of a dual authorisation concept, the 4-Eyes principle. In case this option is chosen for a specified set of
TIPS operations, a second independent verification and confirmation is required before an operation
becomes active in TIPS. If, for example, a critical set of data should be modified and the person
requesting the change is only allowed to do so under the 4-Eyes principle, then a second person of the
same Party has to confirm the correctness of the request. Otherwise, the requested change is not
implemented.

1.2.4.3. Availability

The overall availability of the TIPS services is ensured by the innovative architectural design, and is
pursued through node redundancy and self-recovery capability (built at application level). In the event
of unavailability of some local nodes of the application cluster or unavailability of an entire site, TIPS
adapts its behaviour as far as possible to continue operating.

1.2.4.4. Monitoring

TIPS operational monitoring provides tools to the TIPS Operator for the detection in real-time of
functional or operational problems. Technical monitoring allows for the detection of hardware and
software problems via real-time monitoring of the technical components involved in the processing,
including the network connections.

1.2.4.5. Auditability
TIPS provides an audit trail with which it is possible to reconstruct user activities, exceptions and
information security events. More in detail, the following data are collected:
- payment transaction and liquidity transfer records;
- authentication successes and failures of normal and privileged users;

- security related messages (e.g. changes of access rights, alerts and exceptional events).

1.2.5. Graphical user interface

TIPS offers a set of functions accessible via a dedicated Graphical User Interface (GUI) in U2A mode.
Authorised users are able to access TIPS functions and data via the GUI based on their access rights
profile.

The following table provides the exhaustive list of TIPS U2A functions provided through the GUI.
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Each TIPS Actor may trigger all or only a subset of these functions depending on the participant type
(e.g. Central Bank, TIPS Participant, etc.) and only in relation to the objects in its own data scope. These
functions, with the exception of the Advanced Payment Transaction status query and the Advanced
Liquidity Transfer status query, which may be subject to a less restrictive service level agreement, are
available on a 24/7/365 basis.

Table 117 TIPS U2A functions

Function | Actor

Block/Unblock TIPS Participant and Ancillary System CB, TIPS Operator*

Block/Unblock TIPS Account and TIPS AS Technical | CB, TIPS Operator*

Account

TIPS Participant, Ancillary System, Instructing Party®,
CB, TIPS Operator

Block/Unblock Credit Memorandum Balance

TIPS Participant, Ancillary System, Instructing Party®,

Adjust Credit Memorandum Balance Limit
CB, TIPS Operator

TIPS Participant, Ancillary System, Instructing Party,

Query Account Balances and Status
CB, TIPS Operator

TIPS Participant, Ancillary System, Instructing Party,

Query CMB Limit and Status
CB, TIPS Operator

TIPS Participant, Ancillary System, Instructing Party,

Query Payment Transaction Status
CB, TIPS Operator

TIPS Participant, Ancillary System, Instructing Party,

Advanced Payment Transaction Status
CB, TIPS Operator

TIPS Participant, Ancillary System, Instructing Party,

Liquidity Transfer Status
CB, TIPS Operator

TIPS Participant, Ancillary System, Instructing Party,

Advanced Liquidity Transfer Status
CB, TIPS Operator

TIPS Participant, Ancillary System, Instructing Party?,

Initiate Outbound/Intra-service Liquidity Transfer
CB, TIPS Operator

4 TIPS Operator can block TIPS Participants, Ancillary Systems, TIPS Accounts or TIPS AS Technical Accounts in contingency
and upon request of the responsible Central Bank

5 An Instructing Party acting on behalf of a TIPS Participant or an Ancillary System may block/unblock CMBs owned by the
relevant TIPS Participant or Ancillary System, unless restricted via access rights

6 An Instructing Party acting on behalf of a TIPS Participant or an Ancillary System may adjust the limit of the CMBs owned by
the relevant TIPS Participant or Ancillary System, unless restricted via access rights

7 An Instructing Party acting on behalf of a TIPS Participant may be authorised to instruct Liquidity Transfers
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Function | Actor

TIPS Participant, Ancillary System, Instructing Party,

Query Broadcast
CB, TIPS Operator

TIPS Participant, Ancillary System, Instructing Party8,
CB, TIPS Operator

Create Broadcast

The TIPS User Handbook (see TARGET Instant Payment Settlement User Handbook) provides
exhaustive information on each of the screens listed above, including the type of actors authorised to

trigger the corresponding functionality.

1.3. TIPS Actors and account structure

1.3.1. Parties and TIPS Actors

Entities that interact with the TIPS service are generally known as TIPS Actors. The TIPS participation
model envisions different types of Actors, with different roles and responsibilities, as outlined in section
1.3.1.2. fConcept of party in TIPSO TIPS Actors are defined as different entities in the Common

Reference Data Management component.

This section provides a detailed description of all the reference data CRDM stores and TIPS uses for all
TIPS Actors. More in detail, section 1.3.1.1 identifies the reference data related to the setup of actors
for TIPS and it provides detailed information as to who is responsible for the setup of these reference
data. Section 1.3.1.2 defines the concept of party in the CRDM component and the way this concept
relates with the different types of legal entities that can interact with TIPS. Section 1.3.1.3 describes the
so-called hierarchical party model, i.e. the organisational structure of parties in the CRDM repository.
Sections 1.3.1.4 and 1.3.1.5 illustrate in detail the reference data required by TIPS for each actor, i.e.

the way a party can be identified in TIPS and which attributes have to be stored for each actor.

1.3.1.1. Setup of TIPS Actors

The setup of TIPS Actors takes place in the Common Reference Data Management component.

The TIPS Operator is responsible for setting up and maintaining party reference data for all Central
Banks in TIPS. Central Banks are responsible for setting up and maintaining party reference data for
the parties of their national community. In addition, each party can set up data for their individual
Instructing Parties.

The following table summarises, for each reference data object related to the setup of TIPS Actors, the
Actor responsible for its configuration and it specifies which mode the Actor can use for the configuration.

8 An Instructing Party (or SIP) acting on behalf of a TIPS Participant may be authorised to create and send Broadcasts
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Table 21 Setup of Parties for TIPS

Reference Data Object Responsible Actor Mode ‘

Party (CB) TIPS Operator U2A

Party (Participant) Central Bank U2A, A2A

Party (Reachable Party) Central Bank U2A, A2A

Party (Ancillary System) Central Bank U2A, A2A
. Central Bank®, TIPS Participant,

Instructing Party Ancillary System, Reachable Party U2A

1.3.1.2. Concept of party in TIPS

Any TIPS Actor, meaning any legal entity or organisation participating in and interacting with TIPS either
directly or indirectly (i.e. through an Instructing Party), is defined as an entity in the Common Reference
Data Management (CRDM) repository. Depending on their role in TIPS, TIPS Actors may be defined as
a Party (or several parties, as explained later in this section) in CRDM. Each party belongs to one of the
following party types:

- TIPS Operator

- Central Bank

- Participant

- Ancillary System
- Reachable Party

In addition, a TIPS Actor may act as an Instructing Party, which does not involve the definition of a
specific Party.

The TIPS Operator is the legal and organisational entity that operates TIPS. They are responsible for
the initial setup and day-to-day operations of TIPS and act as single point of contact for Central Banks
and directly connected TIPS Actors??. They are responsible for monitoring the system and carrying out
corrective actions in case of incidents or in the event of service unavailability. The TIPS Operator is also
responsible for setting up and maintaining Central Banks reference data in the Common Reference Data
Management repository and, if required, they may operate on behalf of any TIPS Actor, upon request
of the respective Central Bank. They have full access to all live and all archived reference data and
transactional data in TIPS.

Central Banks are responsible for setting up and maintaining reference data in the Common Reference
Data Management repository for all the TIPS Actors belonging to their community. Central Banks can
also act as Participants (see below) themselves. In addition and as far as the submission of liquidity

9 The Central Bank defines the Technical Address Network Service (TANSL) setup pertaining to instructing parties
10 TIPS Actors different from Central Banks may contact the Service Desk only for connectivity-related incidents
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transfers or the maintenance of reference data are concerned, they can act on behalf of one of their
Actors in case of need. The European Central Bank owns and manages a single Transit Account (see
section 1.3.2.3 fiTransit Accountsg in euro that must existin TIPS, in order to allow the transfer of liquidity

from T2-CLM to TIPS and vice versa. With the same purpose, for each other settlement currency in
TIPS, the relevant non-euro Central Bank shall define a single Transit Account for their currency.

Participants represent entities that hold one or more than one TIPS Accounts. They are identified by a
BIC11 and they receive liquidity on their TIPS Accounts by means of Liquidity Transfers from the
relevant RTGS System. In this respect, TIPS Participants do not necessarily own a T2-CLM Main Cash
Account; therefore, a TIPS Participant may receive liquidity in TIPS from another T2-CLM Participant.
TIPS Participants can setup and maintain CMBs (see section 1.3.2.4 fCredit Memorandum Balance9

linked to their own accounts as well as configuring Instructing Party (see below) roles for themselves or
for their Reachable Parties (see below). In addition, they define the access rights configuration of said
Instructing Parties. They can also act as Instructing Parties as by definition they are able to specify DNs
with the prerogatives of an Instructing Party for what concerns their own accounts (for details, see
section 1.3.1.5 below).

Each Ancillary System holds a TIPS AS Technical Account for the settlement of Instant Payments and
itis identified by a BIC11. The liquidity on the TIPS Technical Accounts is provided by the TIPS Accounts
by means of intra-service Liquidity Transfers.

Reachable Parties are also identified by a BIC11, but they do not hold TIPS Accounts and have to rely
on a Participant6s accou;hey nmap bedefinet dseesporsiplerfer ore or
more CMBs, allowing them to query the CMB data. They can also act as Instructing Parties, which allows
them to interact directly with TIPS.

The role of Instructing Party allows an Actor to send (or receive) Instant Payments to (or from) TIPS.
Instructing Parties are not defined as Parties, but as Distinguished Names that Participants and
Reachable Parties can define and authorize to act on their behalf. This allows third parties, not
necessarily TIPS Participants or a Reachable Parties, to act as Instructing Parties on behalf of other
Participants or Reachable Parties, taking on a subset or the whole set of functionalities that are available
to the Participant or Reachable Party granted them in terms of access rights. Participants and Reachable
Parties can act as Instructing Parties as well.

Each legal entity may play different roles in TIPS. Generally speaking, any legal entity playing multiple
business roles in TIPS results in the definition of multiple parties.

For example, a Central Bank willing to make use of TIPS also for the settlement of Instant Payments,
needs to be defined as two parties, one Central Bank party and one TIPS Participant party.

Similarly, a financial institution holding two accounts within the books of two different Central Banks,
would be defined as two different Participant parties, each of them belonging to one of the two Central
Banks.
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1.3.1.3. Hierarchical party model

The party model of TIPS is based on a hierarchical three-level structure. The TIPS Operator is the only
party on the top level of the hierarchy and it is responsible for the setup of each party of the second
level, i.e. each Central Bank in TIPS. Similarly, each party belonging to the second level (i.e. a Central
Bank) is responsible for the setup of all parties of its community (i.e. Participants, Ancillary Systems and
Reachable Parties), represented by parties of the third level. Instructing Parties are not part of the
hierarchical party model, because as described in the previous section, they are not a type of party in
TIPS, but rather a role that allows an Actor (a TIPS Participant, a Reachable Party or a third party not
participating in TIPS) to instruct for a given party in TIPS.

The hierarchical model also determines the so-called reference data scope, i.e. the area of responsibility
of each Central Bank and of the TIPS Operator. More into detail:

- The reference data scope of a Central Bank includes its reference data, plus the reference data
of all its parties;

- The reference data scope of the TIPS Operator includes all the remaining reference data, i.e.
all the reference data not included in the data scope of any Central Bank (e.g. countries and
currencies reference data).

Each Central Bank and the TIPS Operator are responsible for their own reference data scopes, i.e. each
of them is responsible for the input and maintenance of all information included in its reference data
scope. The TIPS Operator may also act, upon request, on the reference data scope of a Central Bank.

1.3.1.4. Party identification

Each legal entity is identified in the financial market by a BIC (Business Identifier Code), according to
the ISO 9362 standard. As previously described, each legal entity or organisation may result in the
definition of multiple parties in the Common Reference Data Management repository. This implies that
the usage of BIC is not enough to ensure uniqueness in the identification of parties, as these parties
may be related to the same legal entity and, consequently, they may have been assigned the same BIC.
For this reason, the CRDM component requires two BICs to identify each party. More precisely, the
CRDM service identifies each party with the BIC of the party itself and the BIC of the party with which it
has established a business relation. Therefore:

- Each Participant, Ancillary System and Reachable Party is identified by the 11-character BIC of
its Central Bank plus its own 11-character BIC;

- Each Central Bank is identified by the 11-character BIC of the TIPS Operator plus its own 11-
character BIC.

TIPS imposes a constraint in the assignment of BICs related to its parties, due to the fact that the
settlement process must be able to infer the accounts to be debited and credited by an Instant Payment
transaction based on the BICs of the Originator Participant and of the Beneficiary Participant (see also
section 2.2). This circumstance implies the need to ensure that any given BIC can only be assigned to
one TIPS party and that two different TIPS parties must have assigned two different BICs. For this
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reason, the CRDM component prevents allowing two different parties to be defined as TIPS parties if
they are identified by the same 11-character BIC (this may happen, for example, when one financial
institution is defined two times as a party by two different Central Banks). Therefore, in order to allow a
given financial institution to be defined as two different TIPS parties (by the same Central Bank or by
two different Central Banks), the same financial institution must be defined in the CRDM repository as
two parties identified by two different 11-character BICs.

1.3.1.5. Reference data for parties in TIPS

The following diagram shows the conceptual data model for party reference data in TIPS. All related
entities, attributes and relationships between different entities are described in detail in the rest of this

section.
Figure 37 Party reference data model

Party Reference Data
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The following table shows the exhaustive list of Party reference data attributes that TIPS receives from
the Common Reference Data Management component and stores in its Local Reference Data
Management (LRDM) repository.

Table 31 Party reference data

Attribute Description

11-character Business Identifier Code (BIC11) to uniquely identify the

Party BIC )
party in TIPS.
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Attribute Description

Type of party. The exhaustive list of party types is as follows:
TIPS Operator
Central Bank

Party Type

Participant
Ancillary System
Reachable Party

= =4 4 -4 A

Country

Country code of the Central Bank the party belongs to.

Party Technical Address

Distinguished Names defined for the receipt of messages relevant for the
Party as account owner, such as reports, broadcasts and floor/ceiling

notifications.

Blocking Status

Blocking status for the Party, only relevant for TIPS Participants.

Exhaustive list of possible values:
- Blocked for credit;
- Blocked for debit;
- Blocked for credit and debit;
- Unblocked.

All other party reference data are stored in the Common Reference Data Management repository, as
they are not needed for settlement in TIPS.

Each Participant party is linked to one or many TIPS Accounts (see section 1.3.2.1), as account owner.
An Ancillary System is linked to one TIPS AS Technical Account (see section 1.3.2.2) as account owner.
Each Central Bank party may be linked to one and only one Transit Account (see section 1.3.2.3), as

account owner of the Transit Account for a given currency.

The following table shows the exhaustive list of Instructing Party reference data attributes that TIPS

receives from the Common Reference Data Management component and stores in its Local Reference

Data Management repository.

Table 47 Instructing Party reference data

Attribute Description

Direction

It specifies whether the link between the DN and the BIC authorises the
Instructing Party to act as Originator Participant (inbound routing) or as
Beneficiary Participant (outbound routing). The exhaustive list of possible

values is as follows:
1 Inbound
1  Outbound
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Attribute Description

When Direction is Alnboundodo, it s
Distinguished Name to send messages to TIPS. When Di

DN TIPS uses to send messages to the Instructing Party.

This field is only relevant for cases where a DN is acting on behalf of a
specific BIC, such as in instant payments. When Directi o
it specifies the BIC the Instructing Party uses as Originator in the payment
UserBIC messages sentt o Tl PS. When Direction i
BIC TIPS uses in the payment messages sent to the Instructing Party as

Beneficiary.

For inbound routing purpose, one Distinguished Name may be linked to many Parties and, optionally,
many Originator BICs, which means the same entity may play the Instructing Party role for many
Participants and Reachable Parties, possibly for many Originator BICs within the same Participant or
Reachable Party. Conversely, one Party may be linked to many Distinguished Names, potentially
specifying many Originator BICs, which means one Participant or Reachable Party may authorise many
entities to play the Instructing Party role, for one or many of their BICs. Such a scenario may be used in
case a TIPS Participant needs to instruct its own accounts and, at the same time, give a third party the
possibility to instruct on its behalf on the same accounts.

For outbound routing purpose, any given Beneficiary BIC may be linked to one and only one
Distinguished Name, which means each Participant and Reachable Party must authorise one and only
one entity to play the Instructing Party role on the Beneficiary side. Conversely, one Distinguished Name
may be linked to many Beneficiary BICs, which means one entity may play the Instructing Party role for
many Participants and Reachable Parties.

The relationships between DNs and Originator/Beneficiary BICs are defined in the DN-BIC Routing table
within CRDM. One Instructing Party may act both as Originator and Beneficiary, possibly using the same
Distinguished Name for both directions (Inbound and Outbound).

1.3.2. Accounts structure and organisation

Accounts are opened in TIPS for the provision of liquidity and the settlement of Instant Payment
transactions. The following diagram shows the conceptual data model for account reference data in
TIPS. This section provides a detailed description of all the reference data CRDM stores and TIPS uses
for all its accounts.
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Figure 47 Account structure and organisation
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The TIPS Operator and Central Banks input and maintain in the Common Reference Data Management
repository the following categories of accounts, depending on their role:

- TIPS Account
- TIPS AS Technical Account
- Transit Account
Furthermore, TIPS Participants may define Credit Memorandum Balances (CMBSs) linked to their TIPS

Accounts, in order to define payment capacity limits for their Reachable Parties. Similarly, Ancillary
Systems may define CMBs linked to their AS Technical Accounts.

The following four sections define the above-mentioned reference data objects, whereas section 1.3.2.5
provides a detailed description of the reference data required by TIPS for the same reference data
objects.

1.3.2.1. TIPS Accounts

TIPS Accounts are accounts that Participants use for the settlement of Instant Payments and Liquidity
Transfers. They cannot have a negative balance.

Each Participant may own one or many TIPS Accounts and they may use them for their settlement
activities or to give the possibility to settle to Reachable Parties or other Participants as well as
authorising several BICs to use the account for settlement. For the purpose of cross-currency
settlement, each Participant has to specify whether a given authorised BIC can accept cross-currency
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payments. The Participant that holds the TIPS Account, in any case, remains the owner and legal
responsible for the TIPS Account itself.

Central Banks create TIPS Accounts for their Participants.

1.3.2.2. TIPS AS Technical Accounts

Ancillary Systems use TIPS AS Technical Accounts for Instant Payments, positive Recall Responses
and Liquidity Transfers settlement. The account cannot have a negative balance.

Each Ancillary System may own at most one TIPS AS Technical Account to give to their Reachable
Parties or Participants the permission to settle on it by authorising their BICs to use the account for
settlement. Each Ancillary System that holds a TIPS AS Technical Account remains, in any case, the
owner and legally responsible for it.

Central Banks open TIPS AS Technical Accounts for their Ancillary Systems.

1.3.2.3. Transit Accounts

Transit Accounts in TIPS are accounts that belong to Central Banks which may have either zero or
negative balance as they reflect any movement of liquidity from/to the RTGS System. The transit
accounts are technical accounts involved in the liquidity transfer process. They cannot be involved in
the settlement of Instant Payment transactions. Only one Transit Account per settlement currency can
exist in TIPS. The Transit Account for euro belongs to the European Central Bank. The TIPS Operator
creates Transit Accounts for the Central Banks. For contingency reason, e.g. in the event of an
interruption in the communication between TIPS and the relevant RTGS, it will be possible for the
responsible Central Bank to push/pull liquidity from/to the Transit Account to/from a TIPS Account by
means of Internal Contingency Liquidity Transfers.

1.3.2.4. Credit Memorandum Balance

A Credit Memorandum Balance (CMB) represents a limit, e.g. defined for a Reachable Party, in the
usage of the liquidity of a given TIPS Account or TIPS AS Technical Account. As such, each CMB is
linked to exactly one TIPS Account, but each TIPS Account may have any number of CMBs, each CMB
representing a credit line for a Reachable Party in TIPS. The same logic applies to CMBs linked to TIPS
AS Technical Accounts.

On optional basis (i) TIPS Participants can create CMBs for their TIPS Accounts and (ii) Ancillary
Systems can create CMBs for their TIPS AS Technical Account.

CMBs offer the possibility to define limit management flexibly on a TIPS Account, without dedicating
liquidity exclusively for each single customer. Specifically, the sum of all CMB limits on a TIPS Account
may be higher than the balance of the same Account at any time.

When defining a CMB, it is possible to specify a limit, which may be initially set to zero. In this case, the
related user cannot make use of the payment capacity of the TIPS Account linked to the CMB until either
(i) the limit is set by the TIPS Participant to a value greater than zero or (ii) the CMB starts receiving
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Instant Payments in credit. In order to propagate the CMB data to TIPS (if the CMB has been created)
it is compulsory to define a Limit.

Additionally, the TIPS Participant (or the Ancillary System) may create an unlimited'* CMB. In this case,
the related authorised account user can make use of the full payment capacity of the TIPS Account (or
the TIPS AS Technical Account) linked to the CMB.

1.3.2.5. Reference data for accounts and CMBs in TIPS

The following table shows the exhaustive list of Account reference data attributes that TIPS receives
from the Common Reference Data Management component and stores in its Local Reference Data
Management repository.

Table 51 Account reference data

Attribute Description

Account Number It specifies the unique number of the account.

Type of account. The exhaustive list of account types is as follows:
1 TIPS Account

Account Type .
1 TIPS AS Technical Account
1  Transit Account
Currency It specifies the currency of the account.
Opening Date Opening date of the account.
Closing Date Closing date of the account.

o It specifies the lower threshold for notifying the account owner. When
Floor Notification Amount S
equal to zero, the notification is not produced.

- o It specifies the upper threshold for notifying the account owner. When
Ceiling Notification Amount L
equal to zero, the notification is not produced.

Boolean attribute specifying whether the account owner must receive a
Credit Notification Flag credit notification after the settlement of any inbound Liquidity Transfer

from the relevant RTGS System.

Boolean attribute specifying whether the account owner must receive a
Debit Notification Flag debit notification after the settlement of any Outbound Liquidity Transfer

to the relevant RTGS System.

11 An unlimited CMB is defined by using the limit value 999999999999999999 in the camt.01
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Attribute Description

Blocking status for the account. Exhaustive list of possible values:
- Blocked for credit;

Blocking Status - Blocked for debit;

- Blocked for credit and debit;

- Unblocked.

All other account reference data are stored in the Common Reference Data Management repository, as
they are not needed for settlement in TIPS.

In terms of account ownership, the following rules apply:
1 Each TIPS Account is linked to one TIPS Patrticipant;
1 Each TIPS AS Technical Account is linked to one Ancillary System;

1 Each Transit Account is linked to one Central Bank (the European Central Bank for the euro
Transit Account, the relevant Central Bank for any other settlement currency).

After the closing date is exceeded, a TIPS Account or a TIPS AS Technical Account is removed from
the Local Reference Data Management database only if its balance is equal to zero. Otherwise, only
the responsible Central Bank (and the Operator, upon request, in contingency) is authorised to instruct
Outbound Liquidity Transfers on the closed account to repatriate the liquidity to the relevant RTGS
System.

Furthermore, each TIPS Account or TIPS AS Technical Account may be linked to one or many CMBs
and to one or many Authorised Account Users (see Table 7 below).

The following table shows the exhaustive list of CMB reference data attributes that TIPS receives from
the Common Reference Data Management component and stores in its Local Reference Data
Management repository.

Table 61 CMB reference data

Attribute Description

CMB Number It specifies the unique number of the CMB.
Opening Date Opening date of the CMB.
Closing Date Closing date of the CMB.

It specifies the lower threshold of the CMB headroom (see section 1.4)
Floor Notification Amount for notifying the owner of the account which the CMB is linked to. When

equal to zero, the notification is not produced.

It specifies the upper threshold of the CMB headroom for notifying the
Ceiling Notification Amount owner of the account which the CMB is linked to. When equal to zero, the

notification is not produced.
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Attribute Description

Limit It specifies the limit amount for the CMB.

Blocking status for the CMB. Exhaustive list of possible values:
- Blocked for credit;

Blocking Status - Blocked for debit;

- Blocked for credit and debit;

- Unblocked.

All other CMB reference data are stored in the Common Reference Data Management repository, as
they are not needed for settlement in TIPS.

Each CMB is linked to either one TIPS Account or one TIPS AS Technical Account.

The following table shows the exhaustive list of Authorised Account User reference data attributes that
TIPS receives from the Common Reference Data Management component and stores in its Local
Reference Data Management repository. Each Authorised Account User specifies a BIC which is
allowed to use the related TIPS Account, TIPS AS Technical Account or CMB for settlement.

The BIC of an Ancillary System cannot be authorised to settle on a TIPS Account nor on a TIPS AS
Technical Account.

Table 71 Authorised Account User reference data

User BIC BIC authorised for settling on the account or CMB.

c Boolean attribute specifying whether the BIC is authorised to accept
ross-currency )
cross-currency instant payments.

All other Authorised Account User reference data are stored in the Common Reference Data
Management repository, as they are not needed for settlement in TIPS.

Each Authorised Account User can be linked to one and only one TIPS Account, TIPS AS Technical
Account or CMB; each CMB can have no more than one Authorised Account User, while TIPS Accounts
and TIPS AS Technical Accounts may have any number.

1.4. Dynamic data model

This section describes the dynamic data model of TIPS. It contains all the data concerning settlement-
related messages (i.e. Instant Payment transactions and Liquidity Transfers), such as transaction data,
account balances and CMB headrooms. Furthermore, it also includes dynamic data related to local
reference data objects, e.g. the blocking status of parties, accounts and CMBs, limit values. Finally, it
also encompasses dynamic data concerning the different RTGS Systems connected to TIPS (e.g.
current status and business date).
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Figure 57 Dynamic data model
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1.4.1. Payment Transaction

This entity represents data related to TIPS Instant Payment transactions following the SCT'"stscheme,

non-Euro denominated transactions or Single Instructing Party (SIP) settlement model processing.

Table 81 Payment Transaction data

Reference

The Originator PSP& seference number of the SCT'™t Transaction message, non-
Euro Transaction, SIP Transaction message or cross-currency Transaction

message.

Acceptance Timestamp

Timestamp of the SCT't Transaction, non-Euro Transaction, SIP Transaction or

cross-currency Transaction.

Amount

Amount intended to be settled by the transaction

Currency

The currency relevant for the transaction

Crediting Account

TIPS Account (or TIPS AS Technical Account) to be credited

Crediting Account Status

Blocking status for the TIPS Account (or TIPS AS Technical Account) to be

credited. Exhaustive list of possible values:
- Blocked for credit;
- Blocked for debit;
- Blocked for credit and debit;
- Unblocked.

Crediting CMB

CMB to be credited
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Crediting CMB Status

Blocking status for the CMB to be credited. Exhaustive list of possible values:
- Blocked for credit;
- Blocked for debit;
- Blocked for credit and debit;
- Unblocked

Debiting Account

TIPS Account (or TIPS AS Technical Account) to be debited.

Blocking status for the TIPS Account (or TIPS AS Technical Account) to be

debited. Exhaustive list of possible values:
- Blocked for credit;

Debiting Account Status .
- Blocked for debit;
- Blocked for credit and debit;
- Unblocked.

Debiting CMB CMB to be debited.

Debiting CMB Status

Blocking status for the CMB to be debited. Exhaustive list of possible values:
- Blocked for credit;
- Blocked for debit;
- Blocked for credit and debit;
- Unblocked.

Status

Status of the transaction for SCT"™st and non-Euro schemes, and cross-currency

settlement model.

Exhaustive list of possible values:
- Received
- Validated
- Reserved
- Settled
- Failed
- Rejected
- Expired

For the SIP settlement model the exhaustive list of possible status values is the
following:

- Received

- Validated

- Settled

- Failed

- Expired
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Type of the underlying payment transaction.

Exhaustive list of possible values:

Type
- Instant Payment
- Positive Recall Response
Value Date Transaction settlement date in accordance to the related RTGS System.

Each Instant Payment transaction creates two Cash Postings related to the impacted Accounts or

CMBs.

1.4.2. Liquidity Transfer

This entity represents data related to liquidity transfers submitted by TIPS Actors or received from the

relevant RTGS System. Liquidity Transfer data includes the following attributes.

Attribute

Reference

Table 97 Liquidity Transfer data

Description ‘

Reference number of the liquidity transfer.

Acceptance Timestamp

Timestamp assigned to the liquidity transfer when received by TIPS.

Amount

Amount intended to be transferred.

Currency

The currency relevant for the liquidity transfer.

Crediting Account

TIPS Account, transit account, TIPS AS Technical Account, Main Cash Account or
RTGS System Account to be credited.

Crediting Account Status

Blocking status for (i) the TIPS Account to be credited for an inbound liquidity

transfer or (ii) TIPS AS Technical Account for an intra-service liquidity transfer.

Exhaustive list of possible values:
- Blocked for credit;
- Blocked for debit;
- Blocked for credit and debit;
- Unblocked.

Debiting Account

TIPS Account, transit account, TIPS AS Technical Account, Main Cash Account or

RTGS System Account to be debited.

Debiting Account Status

Blocking status for (i) the TIPS Account to be debited for an outbound liquidity

transfer or (ii) TIPS AS Technical Account for an intra-service liquidity transfer.

Exhaustive list of possible values:
- Blocked for credit;
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Attribute Description

- Blocked for debit;
- Blocked for credit and debit;
- Unblocked.

Status of the liquidity transfer. Exhaustive list of possible values:
- Received
- Validated

Status - Settled

- Failed

- Rejected by RTGS

- Transient

Value Date Liquidity transfer settlement date in accordance to the related RTGS System.

Each Liquidity Transfer references a credited and a debited Account.

1.4.3. Cash Posting

Cash Postings are created for each Payment transaction or Liquidity Transfer that results in a reserved
or settled amount on either a TIPS Account or a TIPS AS Technical Account. Cash Posting data includes

the following attributes.

Table 101 Cash Posting data

Attribute Description

Amount Amount reserved or settled by the transaction or liquidity transfer.

Specifies the origin of the Cash Posting.

Exhaustive list of possible values:
- Payment transaction
- Liquidity Transfer

Type

Each Cash Posting is linked to a single Payment transaction or Liquidity Transfer, as well as a single
Cash Balance. In addition, a Cash Posting can reference up to one CMB.

1.4.4. Cash Balance

A Cash Balance is created for each TIPS Account and modified each time a Payment Transaction or
Liquidity Transfer results in a reserved or settled amount. Cash Balance data includes the following

attributes.
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Table 117 Cash Balance data

Attribute Description

Current balance available for settlement on the TIPS Account (or TIPS
AS Technical Account)

Available Balance

Balance that has been temporarily reserved on the TIPS Account (or on

Reserved Balance the TIPS AS Technical Account) while the related Instant Payment

transactions are executed.

Each Cash Balance is linked to a single TIPS Account (or TIPS AS Technical Account) as well as a
single Cash Posting.

1.4.5. CMB Headroom

TIPS keeps track of the utilisation and available headroom for each CMB for which a limit is defined.
Whenever an Instant Payment transaction is settled against a given Originator or Beneficiary CMB, TIPS
debits/credits the linked TIPS Account, or the TIPS AS Technical Account, and decreases/increases the
relevant CMB Headroom accordingly at the same time. If the amount of an Instant Payment transaction
would exceed the current CMB Headroom to be debited, then it is rejected.

For unlimited CMBs, the headroom must always be considered infinite and, conversely, the utilisation
always zero.

A CMB Headroom is created for each CMB and modified each time an Instant Payment transaction
impacting the CMB is processed or the CMB limit is adjusted. CMB Headroom data includes the
following attributes:

Table 127 CMB Headroom data

Attribute Description

CMB Headroom Current value of the limit available for settlement on the related CMB.

Each CMB Headroom is linked to a single CMB as well as a single Cash Posting.

1.4.6. RTGS Systems

TIPS maintains information about the RTGS Systems that interact with it, along with the respective
currency, status (i.e. whether they are open and ready to receive liquidity transfers or not), distinguished
name and business date. The distinguished name of the RTGS System is recognised as a dedicated
RTGS System user authorised to send any messages or queries to TIPS (e.g. to manage the transfer
of liquidity from the RTGS System to TIPS and to query the balances of the TIPS Accounts linked to the
RTGS System account).
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di Clgseddb r whef er 8 0o b ody-$evimejliquidity framsfets,

inter

)i 8 used to authorize only -setviee Centr a!

Simil ar | Ypend aClodetd@,s adl RadiallyClosed® i s activated per
activation is only foreseen for the Danish community in the time slot between 17:00 and 18:00 of the

RTGS business date for the DKK. During the partial closure window for a currency, TIPS rejects any

outbound inter-service LT attempt in that currency from a non-Central Bank user whereas any inbound

inter-service LT attempt can only

be blocked in the connected RTGS system.

Given that a Push/Pull Rule-based LT is not generated by a Central Bank user, it will be rejected by

TIPS whenever t

he RTGS System is in status OPart.

It is worth specifying that Intra-service Liquidity transfers are not impacted by the above-mentioned

dartially Closed6 st at us

as they can be processed in TI

The status and the business date are updated automatically upon receiving a

ReturnBusinessDaylInformation message from the relevant RTGS System and can be modified

manually by the TIPS Operator i
attributes.

n contingency situations. RTGS System data includes the following

Table 131 RTGS Systems data

Attribute Description

RTGS System

Identifier of the RTGS System interacting with TIPS.

RTGS Currency

Settlement currency of the related RTGS System.

RTGS Status

Current status of the related RTGS System.

Possible values:
- Open
- Closed
- Partially Closed

Business Date

Current business date of the RTGS System.

Distinguished Name

DN of the RTGS System

The following RTGS status transitions are therefore allowed, taking into consideration the example of

DKK currency:

1 Fr o@per® Clasedd :
regardless of the sender.

A n gervicenQuibaund Liquidity Transfer is rejected by TIPS,

1 Fr o@Glosédd PadiallpClosedd : -samviceQutbound Liquidity Transfers are rejected by
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TIPS if a sender does not belong to the Central Bank'? operating on the specific currency for
which partial closure applies.

1 Fr olartidlly Closedd Clasedd : A n-gervicenQuibaund Liquidity Transfer is rejected by
TIPS, regardless of the sender.

1 Fr o@Glosédd ©pendd A n-gervicemQuibaund Liquidity Transfer is accepted by TIPS,
regardless of the sender.

1.5. TIPS Features

1.5.1. General concepts

TIPS processes instructions continuously during the day, on a 24/7/365 basis without any scheduled
service downti me. I n this cont extlIpstant Rayments ar quidity
Transfers, but also to local reference data updates and any other type of request that leads to the update
of reference or dynamic data in TIPS.

All these types of instructions are processed in a strictly ordered sequence as part of the same input
flow, so that a single sequence of instructions leads deterministically to a single possible status.

For example, TIPS may receive an Instant Payment transaction that attempts to debit an account and a
concurrent request to block the same account for debiting. If TIPS receives the ordered sequence where
the debiting precedes the blocking, the Instant Payment transaction will be processed before the account
is blocked. If, conversely, TIPS receives the ordered sequence where the account blocking is executed
prior to the Instant Payment transaction, the account will be blocked whereas the transaction will be
rejected.

The possible types of instructions processed by TIPS are listed below:

- Instant Payment transactions for the settlement of cash on a TIPS Account/TIPS AS Technical
Account

- Beneficiary replies to confirm or reject an Instant Payment transaction on the beneficiary side

- Recall instructions to request a refund from the Beneficiary Participant for previously settled
Instant Payment transactions

- Recall Responses from the Beneficiary Participant for either the refund or the rejection in
response to a recall instruction

- Investigation and Request for Status Update on a Recall
- Liquidity transfers to instruct the transfer of liquidity between TIPS and an RTGS System

- Rule-based liquidity transfers to pull/push liquidity from/to a Main Cash Account

12 pysh/Pull Rulebased LTs denominated in a currency for which a partial closure window applies will be rejected during the
partial closure window for that currency
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- Internal Contingency Liquidity transfers to instruct the transfer of liquidity between a Transit
Account and a TIPS Account

- Intra-service Liquidity transfers between a TIPS Account and a TIPS AS Technical Account

- Reference data maintenance instructions to modify TIPS local reference data.
Note that for the cross-currency settlement only Instant Payment transactions and Investigations are
supported for the time being.

Local reference data maintenance within TIPS is limited to the following set of operations that can be
performed at any point in time (i.e. 24/7/365) with immediate effect:

- Blocking/unblocking of a TIPS Participant or Ancillary System;

- Blocking/unblocking of an account or CMB;

- Update of a CMB limit.
All other reference data setup and maintenance operations are performed in CRDM; reference data are
then propagated from CRDM to TIPS asynchronously, on a daily basis (as described in section 1.6.3).
TIPS also offers querying and reporting functionalities.

Data included in reports depends on the access rights profile of the subscribing TIPS Actor and is based
on periodical snapshots taken at specific points in time in TIPS. TIPS offers two types of reports:

- Statement of Account Turnover;
- Statement of Accounts.
TIPS Actors can subscribe for the types of reports they want to receive.

For the Statement of Accounts the TIPS Actors can also configure whether they want to receive it in full
mode (complete set of data) or in delta mode (including only the data produced since the last generation
of the same type of report for the same actor) along with the frequency they want to receive it at each
day.

TIPS triggers the production of full reports when the relevant RTGS System notifies TIPS about the end
of the current business day. In addition, delta reports can be scheduled to be produced and sent at
regular intervals corresponding to the moments when snapshots are taken (every number of hours, e.g.
every 3 hours, every 6 hours, etc.). When subscribing for a report in Delta mode, the end of the business
day of the relevant RTGS System triggers in any case a last report generation for the business day
which contains all the data remaining between the trigger itself and the last Delta report produced for
the interested Actor.

In addition, upon notification from an RTGS System that a new business date has been reached, TIPS
provides the same RTGS System with data on the business day that just elapsed and that the RTGS
System uses to build and provide General Ledgers to the Central Banks.

Queries, with the exception of the Advanced Payment Transaction status query and the Advanced
Liquidity Transfer status query which may be subject to a less restrictive service level agreement, are
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available on a 24/7/365 basis, and allow users to access data in real time. TIPS provides six types of
queries:

- Account balance and status query;

- CMB limit and status query;

- Payment transaction status query;

- Advanced Payment transaction status query;

- Liquidity transfer status query;

- Advanced Liquidity transfer status query.

With the exception of the Advanced Payment transaction status query, the Liquidity transfer status query
and the Advanced Liquidity transfer status query, which are available in U2A only, the remaining queries
can be triggered both in U2A and A2A modes.

The following subsections go in depth on the aforementioned features.

1.5.2. Settlement of Instant Payment transactions

TIPS supports the different process flows foreseen in the SCT'"st scheme, i.e. Instant Payments, recalls
and investigations.

Moreover, TIPS supports four additional process flows for Instant Payment processing:
1 Non-Euro settlement scheme;
1 Single Instructing Party (SIP) settlement model;
1 Regular Cross-currency settlement model;
1 LKT Cross-currency settlement model.

The cross-currency models include the business case of the settlement of a mono-currency transaction

in EUR between a PSP established in and/or |l icensed t
Scope and operating in the Euro Leg and a Financial Institution which operates outside the SEPA
Schemesd Geogr apehable lzelow cerdaing an overview of the types of instructions TIPS

Actors can exchange with TIPS for payment purposes.

Table 141 TIPS Payment transaction types

Instruction Type Description Model/Flow

Forwarded from an Originator Participant, Ancillary System or Instructing | SCT"™, non-Euro
Party acting on behalf of the Originator Participant or a Reachable Party | settlement

to TIPS to instruct the settlement of cash on a TIPS Account or on a TIPS | scheme, cross-
Instant Payment
AS Technical Account. It is also forwarded by TIPS to the intended | currency (one-leg
transaction
Beneficiary Participant, Ancillary System or Instructing Party acting on | out) settlement
behalf of the Beneficiary Participant or a Reachable Party to request | model

confirmation for the settlement.
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Instruction Type Description Model/Flow

Sent from an Originator Participant, Ancillary System or Instructing Party

acting on behalf of the Originator Participant or a Reachable Party to TIPS

Instant Payment . X X
to instruct the immediate settlement of cash on a TIPS Account or on a

transaction without . . . . SIP settlement
TIPS AS Technical Account., without preliminary reservation of funds.

reservation (for SIP model

In order to activate such a settlement model, TIPS checks that (i) the DN
settlement model)

acting on behalf of the Originator and the Beneficiary coincide and (ii) the

same DN is granted with the appropriate privilege to Instruct as SIP13.

Forwarded from a Beneficiary Participant, Ancillary System or Instructing | SCT™, non-Euro
Party acting on behalf of the Beneficiary Participant or a Reachable Party | settlement

to TIPS as response to an Instant Payment transaction. It contains the | scheme, cross-
Beneficiary Participantos posi ti v|curency(one-leg
positive response, it is also forwarded by TIPS back to both (i) the | out) settlement
Originator Participant, Ancillary System or Instructing Party acting on | model
Beneficiary Reply behalf of the Originator Participant or a Reachable Party and (ii) an
additional confirmation is sent to the Beneficiary Participant, Ancillary
System or Instructing Party acting on behalf of the Beneficiary Participant
or a Reachable Party as confirmation that settlement has been performed
or ended in error. In the event of a negative response, it is forwarded by
TIPS back to the Originator Participant, Ancillary System or Instructing

Party acting on behalf of the Originator Participant or a Reachable Party.

Sent by an Originator Participant of a previously settled Instant Payment | SCT'"™!, non-Euro
transaction to request that the given transaction is refunded and a | settlement
refunded amount i equal or possibly lower than the original one i is | scheme

credited back to the original account. It is submitted by the Originator
Recall Participant, Ancillary System or Instructing Party acting on behalf of the
Originator Participant or a Reachable Party to TIPS and, after successful
validation, it is forwarded by TIPS to the relevant Beneficiary Participant,
Ancillary System or Instructing Party acting on behalf of the Beneficiary

Participant or a Reachable Party.

BThe privilege to 6lnstruct as SIP6 is independent from the TIPS
two privileges can coexist in the same access right profile of a TIPS Actor. However, if the same technical sender is willing to

send IPs for both settlement models, i.e. instruct IP with reservation of funds and SIP, in a fully segregated way it shall us e

two different DNs.
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Instruction Type Description Model/Flow

Sent by a Beneficiary Participant, Ancillary System or Instructing Party
acting on behalf of the Beneficiary Participant or a Reachable Party to

TIPS as either a positive response to refund the cash, reversing the effect

SCT"™t non-Euro
settlement

scheme

of the original Instant Payment transaction, or a negative response to a
Recall Response
Recall instruction. In both cases, after successful validation, it is forwarded
by TIPS to the Originator Participant, Ancillary System or Instructing Party
acting on behalf of the Originator Participant or a Reachable Party as

confirmation.

SCT"™!, non-Euro

settlement
The investigation is sent by the Originator Participant, Ancillary System or
scheme, SIP
Instructing Party acting on behalf of the Originator Participant or
Investigation settlement model,
Reachable Party to TIPS in order to retrieve the last generated payment
cross-currency
transaction status advice.
(one-leg out)

settlement model

The Request for Status Update on a Recall is sent by Recall Assigner to | SCT™, non-Euro
Request for Status Update | TIPS in order to retrieve the status of the Recall Response. It is also | settlement
on a Recall forwarded by TIPS to the intended Recall Assignee to request | scheme

confirmation about the status of the Recall.

1.5.2.1. Instant Payment transaction settlement process (with reservation of funds)

An Instant Payment transaction is initiated by an Originator Participant or Instructing Party acting on
behalf of the Originator Participant, Ancillary System or a Reachable Party, e.g. a TIPS Participant,
requesting to debit one of their accounts and to credit the account of a Beneficiary Participant. The
perimeter of TIPS is limited to the interactions with these participants, which represent financial
institutions or parties acting on their behalf. The communication between the actual Originator and
Beneficiary of a payment (i.e. the individuals or institutions transferring funds between each other, which
may be customers of the Originator/Beneficiary Participants) is out of the TIPS scope and handled by
each participant independently.

In the following description, for the sake of readability, the expression i Or i g isileam®@ans At he
Originator Participant, Ancillary System or Instructing Party acting on behalf of the Originator Participant

or a Reachaabnlde fiPBaerntsgedinteiaanrsy fiBenef i c, Ancillary Systamtor ci pant

behal f of the

TIPS keeps track of the cash balance for each TIPS Account and TIPS AS Technical Account. The
settlement process begins with an Instant Payment transaction message submitted by the Originator

I nstructing Party acting on Beneficiary

side to TIPS. TIPS validates the message and, if no errors are detected and sufficient funds are
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available, reserves the amount to be debited on the Originator si d eaécsunt by creating a related cash
posting. TIPS thereafter forwards the Instant Payment transaction to the Beneficiary side. While the
cash amount is reserved, it cannot be used for settlement in a different payment or liquidity transfer; in
addition, if either (i) the account owner or (ii) the account is blocked after the reservation and before the
payment can be settled, the reserved amount is still eligible for settlement.

The Beneficiary side shall respond to TIPS with a beneficiary reply, either confirming or rejecting the
payment. Upon receiving this reply, TIPS will respectively settle or release the reserved amount,
removing the cash posting and updating the cash balances of the Originator and Beneficiary Participant
accounts. Subsequently, TIPS will forward a status advice to both the Originator and Beneficiary sides.
Payments are always settled for the full amount; partial settlement is not foreseen in TIPS.

If TIPS does not receive a reply from the Beneficiary Participant within a standard, configurable timeout
period, the reserved amount is automatically released and can then be once again used for settlement.
In the aforementioned scenario, TIPS sends a negative status report to both the Originator and
Beneficiary sides and removes the relating cash posting.

Instant Payment transactions that involve CMBs are handled similarly to the above description. A CMB
Headroom is created for each CMB in TIPS, and it is always kept equal to the CMB limit minus the
current limit utilisation. A CMB can also be unlimited; in this case the related user can make use of the
full payment capacity of the TIPS Account linked to the CMB, the headroom in considered infinite and
the utilisation always zero.

When an Instant Payment transaction involving one or two CMBs with limit is settled, in addition to
updating the cash balances for the involved accounts, the headroom and the limit utilisation of the
related CMBs are also modified. For the unlimited CMBs, the headroom remains unlimited and the
utilisation remains zero.

The limit of a CMB can never be set to a negative value, although the headroom and utilisation can go
negative.

The utilisation can become negative when the headroom to exceed the limit as a result of crediting
payments or liquidity transfers.

The headroom can become negative as a result of a CMB limit decrease, since when updating the limit
the headroom and utilisation are updated accordingly. When the headroom becomes negative, the CMB
only accepts instant payments and liquidity transfers in credit until the headroom goes above zero.

The following diagram shows the possible statuses of an Instant Payment transaction.
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Figure 61 Instant Payment Transaction status transition diagram
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An Instant Payment transaction entering the system for the first time is temporarily in Received status
while it undergoes the TIPS validations. While in this status, it is already possible for an Instant Payment
transaction to exceed the timeout period, leading it to the final Expired status from which it will no longer
be submitted to settlement. This can happen when TIPS receives a message from the Originator
Participant, Ancillary System or Instructing Party that has an Acceptance Timestamp already older than
the tolerable timeout; TIPS records the received message, replies with a timeout error message to the
sender and saves the transaction as Expired.

If the Instant Payment transaction passes all validations successfully, it becomes Validated. At this point
the actual settlement process begins with the attempt to reserve the required cash amount on the
relevant debit account. If the reservation is successful, the transaction is set to Reserved status; if for
any reason the reservation is unsuccessful (e.g. because either the cash balance on the account is
insufficient or the account is blocked) its status changes to Failed.

A Reserved Instant Payment transaction may subsequently change its status into one of the four final
statuses, depending on the outcome of the settlement attempt:

1. If TIPS does not receive the Beneficiary side reply within the standard timeout period, the Instant
Payment times out and the transaction moves to status Expired;

2. If the Beneficiary side rejects the Instant Payment, the transaction moves to status Rejected;
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3. If the Beneficiary side confirms or rejects the Instant Payment but any kind of error occurs, the
transaction moves to status Failed;

4. Finally, if the Beneficiary side confirms the Instant Payment and TIPS settles it successfully, the
transaction moves to status Settled.

The detailed flow of the process, with the relevant steps, is described (i) in section 2.2.1 i finstant
Payment (SCT"st scheme)oand Figure 22 i Instant Payment transaction flow for Euro currency, (ii) in

section 2.2.2 i _finstant Payment (non-Euro currencies scheme) and Figure 63 i Instant Payment

transaction flow for non-Euro currencies, (iii) in 2.2.4 Instant Payment (cross-currency scheme i _reqular

settlement model) and_Figure 121 i Instant Payment transaction flow for _Instant Payment transaction

flow for reqular cross-currency settlement model and (iv) in 2.2.5 Instant Payment (cross-currency

scheme i LKT settlement model) and Figure 140 i Instant Payment transaction flow for cross-currency

LKT settlement model.

1.5.2.2. Instant Payment transaction settlement process (without reservation of funds)

An Instant Payment transaction for the SIP settlement model - without preliminary reservation of funds
- can be used for the settlement of Instant Payment transactions. In principle, from a functional viewpoint,
the model can be used regardless of the scheme and the currency denomination of the two accounts
involved in the Instant Payment transaction. The transaction is initiated by an Originator Participant,
Ancillary System or Instructing Party acting on behalf of the Originator Participant or a Reachable Party,
e.g. a TIPS Participant, requesting to debit one of their TIPS Accounts and to credit the TIPS Account
of a Beneficiary Participant.

In order to trigger the SIP settlement model, the Instructing Party that submits the Instant Payment has
to be granted with a dedicated privilege in CRDM. Moreover, TIPS will check that the same DN is acting
for both counterparties.

The SIP settlement model envisages the immediate settlement of Instant Payments received by TIPS,
after the Instant Payments have already been validated by a Single Instructing Party (SIP), with the
involvement of both the Originator PSP and the Beneficiary PSP (which accepts the transaction before
it is submitted to TIPS).

The diagram in Figure 7 shows the SIP settlement model, which is based on the following processing
steps:

1. After having validated an instant payment with both PSPs, the Single Instructing Party sends it
to TIPS for settlement.

2. Settlement attempt takes place in TIPS immediately, without preliminary reservation of funds.

3. The Single Instructing Party is notified about the outcome of the settlement attempt, so that the
settlement confirmation can be forwarded to the Originator PSP and to the Beneficiary PSP.
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Figure 77 Single Instructing Party settlement model for Instant Payments

TIPS

2. Settlement
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The SIP settlement process begins with an Instant Payment transaction message submitted by the
Single Instructing Party to TIPS. TIPS checks whether the sender DN has the suitable access rights to
trigger the SIP settlement model and validates the message. If the DN is granted with the correct access
rights and no errors are detected, provided that sufficient funds are available on the account to be
debited, TIPS settles the full amount by directly updating the cash balances of the Originator and
Beneficiary Participant accounts. Subsequently, TIPS forwards a status advice to the Single Instructing
Party DN. Instant payments are always settled for the full amount; partial settlement is not foreseen in
TIPS.

Instant Payment transactions that involve CMBs are handled similarly to the above description. A CMB
Headroom is created for each CMB in TIPS, and it is always kept equal to the CMB limit minus the
current limit utilisation. A CMB can also be unlimited; in this case, the related user can make use of the
full payment capacity of the TIPS Account linked to the CMB, the headroom in considered infinite and
the utilisation always zero.

When an Instant Payment transaction involving one or two CMBs with limit is settled, in addition to
updating the cash balances for the involved accounts, the headroom and the limit utilisation of the
related CMBs are also modified. For the unlimited CMBs, the headroom remains unlimited and the
utilisation remains zero.

The limit of a CMB can never be set to a negative value, although the headroom and utilisation can go
negative.
The utilisation can become negative when the headroom to exceed the limit as a result of crediting

payments or liquidity transfers.

The headroom can become negative as a result of a CMB limit decrease, since when updating the limit
the headroom and utilisation are updated accordingly. When the headroom becomes negative, the CMB
only accepts instant payments and liquidity transfers in credit until the headroom goes above zero.

The following diagram shows the possible statuses of an Instant Payment transaction in the scenario of
a SIP settlement model.
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Figure 81 SIP Instant Payment Transaction status transition diagram
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An Instant Payment transaction entering the system for the first time is temporarily in Received status

while it undergoes the TIPS validations. While in this status, it is already possible for an Instant Payment
transaction to exceed the timeout period, leading it to the final Expired status from which it will no longer
be submitted to settlement. This can happen when TIPS receives a message from the Single Instructing
Party that has an Acceptance Timestamp already older than the tolerable timeout; TIPS records the
received message, replies with a timeout error message to the sender and saves the transaction as
Expired.

If the Instant Payment transaction passes all validations successfully, it moves to status Validated. At
this point, the actual settlement process begins with the attempt to settle the required cash amount on
the relevant debit account. If the settlement is successful, the transaction is set to Settled status; if for
any reason the settlement is unsuccessful (e.g. because the cash balance on the TIPS Account is
insufficient or the account is blocked) its status changes to Failed.

The detailed flow of the SIP settlement model process, with the relevant steps, is described in section
2.2.3 - Instant Payment (SIP settlement model) and Figure 100 i Instant Payment transaction flow for

SIP settlement model.

1.5.2.3. Recall settlement process

The Originator Participant, Ancillary System or Instructing Party of a previously settled Instant Payment
transaction (the Recall Assigner) can send to TIPS a specific recall message in order to request the
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return of funds previously settled. TIPS validates that the requestor is duly authorised to initiate the recall
process and the Recall Assignee, which is the Beneficiary Participant of the original Instant Payment,
can be reached via TIPS. No further validations are performed by TIPS which simply forwards the
reguest to the intended recipient.

The Beneficiary Participant is authorised to send to TIPS a Recall Response containing either the
acceptance or the rejection of the request. The sender can be also an Instructing Party acting on behalf
of the Beneficiary Participant. There is no time limit enforced in TIPS for the receiver of the Recall (i.e.
the Recall Assignee) to respond; TIPS does not perform any timeout check and it is up to the Participants
or Instructing Parties to adhere to specific time rules pertaining to recalls.

Once the Recall Response is received, TIPS performs several checks using the most recent reference
data; this means that changes done to the reference data affecting access rights may change the
outcome of the authorisation check between processing of the recall and processing of the Recall
Response.

In case the Recall Assignee replies with a negative Recall Response, if the checks are successful, the
negative Recall Response is immediately forwarded by TIPS to the Recall Assigner.

In case the Recall Assignee replies with a positive Recall Response, additional processing has to be
performed by TIPS. The system determines from the Originator Participant or Reachable party BIC and
Beneficiary Participant or Reachable party BIC within the positive Recall Response message the
accounts and CMBs that TIPS has to use for settlement of the recall. In order to reverse the direction of
the cash flow from the original payment transaction that is recalled, TIPS interprets the Originator
Participant or Reachable Party BIC as the Beneficiary participant or Reachable party BIC for the
reversed cash flow, and vice versa.

Once the above data are retrieved, TIPS determines a suitable payment transaction dataset and
immediately attempts to settle the reversed cash flow using the same or a different amount (the Recall
Assignee may apply a fee for recalls). The payment process stated for the settlement of an Instant
Payment transaction is for the most part applied also for payment transactions automatically generated
by TIPS during the processing of a positive Recall Response. The latter differs from processing an
Instant Payment transaction only because there is no reservation of funds and their acceptance is
implicitly assumed by issuing the recall in the first place.

If any check on either positive or negative Recall Response fails or the transaction cannot be settled,

e.g. due to insufficient funds on the debited account, TIPS informs the sender of the Recall Response
with a FIToFIPaymentStatusReport.

The following figure shows the possible statuses of a positive Recall Response, whose content
determines the dataset of the payment transaction that should be settled in TIPS. As mentioned above
TIPS acts as a channel between the Assigner and the Assignee without storing any messages data or
internal statuses related to each Recall, Request for Status Update on a Recall and negative Recall
Response.
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Figure 91 Positive Recall Response status diagram
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The positive Recall Response is Received once technical validation and authentication checks are
executed; its status skips to Validated just after TIPS has performed successfully the required Access
Rights and Duplicate check. If the checks are not successful the status of the Recall Response is set to
Failed. Simultaneously TIPS sends a message to the Recall Assignee containing the proper error code.
At this point the validated Recall Response is submitted for settlement with the attempt to reverse the
cash flow on the relevant debit account. If the settlement attempt is successful, the instruction is set to
Settled status; if for any reason the attempt is unsuccessful (e.g. because the cash balance on the
account is insufficient or the account is blocked) the settlement fails and the status of the positive Recall
Response changes to Failed.

1.5.2.4. Investigation process

As defined in both the SCT'"st and OCT's! rulebooks, the investigation procedure is foreseen for
exceptional situations whereby no confirmation message has reached the Originator PSP after the time-
out deadline.

In line with both the SCT'™st and OCTst scheme rulebooks, TIPS supports a transaction status
investigation process, which can be initiated only by Participants or Instructing Parties acting on behalf
of Participants or Reachable Parties on the originator side using the transaction status inquiry message.
This allows TIPS Actors to retrieve the last generated payment transaction status advice for either a
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single or a set of transactions contained in the status request. If no payment transaction status advice
is present, an error is returned for each transaction under investigation.

TIPS retains information for responding to investigations for a configurable timeframe, initially set to
exactly 5 calendar days (see Table 19). Furthermore, according to both the SCT'"st and OCT"st scheme
rulebooks, the investigation functionality will be available only after the certainty of completion of the
settlement phase of a transaction, which translates into SCT'"t Timestamp Timeout expiration +

Investigation Offset for both SCT'"st and cross-currency transactions.

The investigation functionality will be described in the section 2.4 finvestigationa

1.5.3. Liquidity Management

TIPS provides liquidity management functionalities to allow the transfer of liquidity between TIPS
Accounts and RTGS System Accounts, in both directions. Additionally, internal contingency liquidity
transfers are envisaged in emergency situation to allow the transfer of liquidity between Transit Accounts
and TIPS Accounts. A dedicated system parameter, switched on by the TIPS Operator upon request,
enables to settle internal contingency liquidity transfers, which involve the transit accounts. Liquidity
transfers can only be settled between accounts that are denominated in the same currency.

TIPS foresees four different types of Liquidity Transfer: Inbound (from an RTGS System to TIPS),
Outbound (from TIPS to an RTGS System), rule-based (from a TIPS DCA to an MCA, or vice versa)
and intra-service (from a TIPS Account to a TIPS AS Technical Account or vice versa). TIPS AS
Technical Accounts can only be used in intra-service Liquidity Transfer processing. In a contingency
condition, Liquidity Transfer between a Transit Account and a TIPS Account, in both directions, is also
allowed.

Inbound, outbound and rule-based Liquidity Transfers are settled by moving the liquidity through an
RTGS System Transit Account. TIPS has one and only one Transit Account defined for each currency.
The Central Bank responsible for the RTGS System related to a given currency is the Central Bank
accountable for the Transit Account. The ECB is responsible for the Transit Account denominated in
euro whereas each non-Euro Central Bank is responsible for the Transit Account denominated in their
currency.

Liquidity transfers do not entail a reservation of funds, unlike Instant Payment transactions, and are
settled immediately.

Besides the cases described above, it shall also be possible for an authorised actor to move liquidity
from TIPS to other TARGET Services or components (e.g. T2S) and vice versa. However, from a TIPS
viewpoint these types of transfers will always be intermediated by the T2-CLM component.

1.5.3.1. Inbound Liquidity Transfer

An Inbound Liquidity Transfer moves liquidity from an RTGS System Account to a TIPS Account in the
same currency. Inbound Liquidity Transfer orders can be triggered only in the RTGS System and are
received by TIPS.
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Authorised Account holders in the RTGS System may trigger Inbound Liquidity Transfer orders in the
corresponding RTGS System; the order is received, as a Liquidity Transfer message, in TIPS. A TIPS
Account to be credited must be specified in the message. Originators of Inbound Liquidity Transfer
orders do not necessarily need to be TIPS Actors. For instance, any entity who owns a Main Cash
Account in T2-CLM may trigger Inbound Liquidity Transfers in euro, even if it does not own an account
in TIPS.

If the received message passes all the business checks successfully, TIPS transfers the requested
amount from the relevant Transit Account to the TIPS Account. After settlement, TIPS informs the RTGS
System and, optionally, the owner of the TIPS Account about the successful settlement.

Liquidity transfer orders can have different statuses depending on the executed steps of the settlement
process. The possible statuses of an Inbound Liquidity Transfer order are described in the following
diagram.

Figure 107 Inbound Liquidity Transfer status diagram
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An Inbound Liquidity Transfer order is Received and Validated by TIPS if it passes all validation checks

(see Table 32 i Inbound Liquidity Transfer Order steps) successfully and the related TIPS Account is

not ®lockedf or credi td or 6 bl mithdovase itsktatus is detth Raited. Subsbquentlye d i t 6
it changes to Settled status once TIPS settles the full amount of the order. Inbound liquidity transfers

involve messages LiquidityCreditTransfer (camt.050.001.07) and Receipt (camt.025.001.07) as well as
BankToCustomerDebitCreditNotification (camt.054.001.12) for credit notifications and ReturnAccount
(camt.004.001.10) if the account ceiling threshold is exceeded.
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Examples involving Inbound Liquidity Transfers are listed in section 2.5.1.1.

1.5.3.2. Outbound Liquidity Transfer

An Outbound Liquidity Transfer is used in order to repatriate liquidity from a TIPS Account to the relevant

RTGS System. Outbound Liquidity Transfer orders can be triggered in TIPS and are received by the

relevant RTGS System. Moreover, if the corresponding RTGS System supports pull functionality,

Outbound Liquidity Transfer orders could also be triggered in the RTGS System.

The process foresees that an authorised entity, e.g. a TIPS Participant, Ancillary System, Instructing

Party or Central Bank acting on behalf, triggers an Outbound Liquidity Transfer order towards the

corresponding RTGS System, in the form of a Liquidity Transfer message. A target account in the RTGS

System must be specified in the message. No reservation of funds occurs in this scenario and settlement

takes place immediately.

If the Liquidity Transfer request passes all the business checks successfully, TIPS transfers the

requested amount from the TIPS Account to the relevant Transit Account and informs the RTGS System.

TIPS then expects the RTGS System to reply with either a confirmation or a rejection message.

The possible statuses of an Outbound Liquidity Transfer order are shown in the following diagram.

Figure 111 Outbound Liquidity Transfer status diagram
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An Outbound Liquidity Transfer order is first Received and Validated by TIPS if it passes all validations

(see Table 331 Outbound Liquidity Transfer Order steps) successfully; otherwise its status turns into a
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Failed status. Subsequently, it changes to Transient status if settled correctly, when the funds are moved
to the technical Transit Account denominated in the same currency of the corresponding liquidity
transfer. Conversely, if the involved TIPS Account is blocked or has insufficient funds, the Liquidity
Transfer is set to Failed.

The business case of a Liquidity Transfer with status set to Transient may then reach its final status (i.e.
Settled) upon TIPS receiving positive confirmation from the related RTGS System, or be Rejected if the
RTGS System responds with a negative reply. If the RTGS System sends a negative reply, funds are
automatically reversed from the Transit Account to the TIPS Account.

If the RTGS System does not respond properly and the status is not set to Settled or Rejected within a

configurable timeframe, an alert is raised to the TIPS Operator, in order to take corrective measures as
explained in 2.5.2.2 fRTGS Alert scenario i No reply from RTGSa

Outbound liquidity transfers can be performed in U2A as well as A2A mode, involving messages
LiquidityCreditTransfer (camt.050.001.07), Receipt (camt.025.001.07),
BankToCustomerDebitCreditNotification (camt.054.001.12) for debit notifications and ReturnAccount
(camt.004.001.10) if the account floor threshold is exceeded.

Examples involving Outbound Liquidity Transfers are listed in section 2.5.2.1.

1.5.3.3. Intra-service Liquidity Transfers

An Intra-service Liquidity Transfer moves liquidity from a TIPS Account to a TIPS AS Technical Account
(or vice versa) denominated in the same currency. The type of liquidity transfer is used to fund/defund
a TIPS AS Technical Account to allow an Ancillary System to process Instant Payments transactions in
TIPS.

If the received message passes all the business checks successfully, TIPS transfers the requested
amount from the relevant TIPS Account to the TIPS AS Technical Account (or vice versa).

Liquidity transfer orders can have different statuses depending on the executed steps of the settlement
process. The possible statuses of an Intra-service Liquidity Transfer order are described in the following
diagram.
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Figure 1271 Intra-service Liquidity Transfer status diagram
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An Intra-service Liquidity Transfer order is Received and Validated by TIPS if it passes all validation
checks (see Table 351 Intra-service Liguidity Transfer steps) successfully and the related TIPS Account

or TIPS AS Technical Accounti s not 6bl ocked for creditd or 6bl

status is set to Failed. Subsequently, it changes to Settled status once TIPS settles the full amount of
the order. Intra-service liquidity transfers involve messages_LiquidityCreditTransfer (camt.050.001.07)
and Receipt (camt.025.001.07) as well as BankToCustomerDebitCreditNotification (camt.054.001.12)
for credit and debit notifications and ReturnAccount (camt.004.001.10) if either the account ceiling or

floor thresholds are exceeded.

Examples involving Intra-service Liquidity Transfers are listed in section 2.5.3.1.

1.5.3.4. Internal Contingency Liquidity transfer

An Internal Contingency Liquidity Transfer (ICLT) moves liquidity either from a TIPS Transit Account to
a TIPS Account in the same currency or vice-versa, provided that the system is in a contingency situation
that makes the standard functionalities of liquidity provision and/or repatriation ineffective. ICLT orders
can be initiated via U2A (both inbound and outbound) or A2A (outbound only).

Authorised Transit Account holders may trigger inbound Internal Contingency Liquidity Transfer orders
to debit the Transit account and credit one of the TIPS Account.
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If the received message passes all the business checks successfully, TIPS transfers the requested
amount from the relevant Transit Account to the TIPS Account immediately. After settlement, TIPS
informs the RTGS System and, optionally, the owner of the TIPS Account about the successful
settlement.

The responsible Central Bank on behalf of the TIPS DCA holder or the TIPS DCA holder may trigger
outbound Internal Contingency Liquidity Transfer to debit the TIPS DCA and to credit the RTGS Transit
Account.

If the received message passes all the business checks successfully, TIPS transfers the requested
amount from the relevant TIPS Account to the Transit Account immediately. After settlement, TIPS
informs the party instructing the liquidity transfer while the Central Bank holding the transit account
receives the BankToCustomerDebitCreditNotification message (camt.054), if previously subscribed.

Internal Contingency Liquidity Transfer orders can have different statuses depending on the executed
steps of the settlement process. The possible statuses of an Internal Liquidity Transfer order are
described in the following diagram.

Figure 131 Internal Contingency Liquidity Transfer status
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An Internal Contingency Liquidity Transfer order is Received and Validated by TIPS if it passes all
validation checks successfully and the related
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TIPS settles the full amount of the order. Internal Contingency liquidity transfers involve
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LiguidityCreditTransfer (camt.050.001.07) and Receipt (camt.025.001.07) messages, as well as
BankToCustomerDebitCreditNotification  (camt.054.001.12) for debit/credit notifications and
ReturnAccount (camt.004.001.10), if the account floor/ceiling threshold is exceeded.

1.5.3.5. Reserve calculation

TIPS Accounts in euro and all their balances are, from a legal perspective, considered to be in the
jurisdiction of T2-CLM. In this respect, TIPS balances can be taken into account for the calculation of
the minimum reserve requirements in T2-CLM.

Given the 24/7/365 nature of settlement in TIPS, it is necessary to define a single point in time to perform
the calculation in a synchronised way between TIPS and T2-CLM. To make sure that the balances used
for the calculation in TIPS and T2-CLM are coherent, TIPS prepares snapshots of the balances during
the RTGS System end of day procedure, ensuring that no liquidity transfers are pending confirmation
from the related RTGS System. These snhapshots are the basis for the General Ledger produced by
TIPS and forwarded to the linked RTGS Systems.

1.5.3.6. Rule-based Liquidity Transfer

A rule-based Liquidity Transfer is automatically generated by TIPS in the event of either a floor or ceiling
breach in order to re-establish the target balance of a TIPS DCA. The rule-based LT setup shall be
configured in CRDM and it will be propagated to TIPS in order to trigger the proper transfer of liquidity.

There are two categories of rule-based liquidity transfer envisioned:

1 Push Rule-based* LT, whose aim is to push a specific amount of liquidity - defined into the
rule-based setup in CRDM - from the TIPS DCA to a predefined MCA.

1 Pull Rule-based LT, whose aim is to pull a specific amount of liquidity - defined into the rule-
based setup in CRDM - from a predefined MCA.
The CRDM configuration received by TIPS shall contain at least the following fields:
9 TIPS DCA for which a rule-based LT is defined
1 Reference to an MCA to pull/push liquidity from/to
1 Type of rule-based configuration:
0 Only notification
0 Only automated rule-base LT
0 Both notification and automated rule-base LT

1 Target Amount After Breaching Floor¢ to be reached after an event of floor breach

14 From TIPS viewpoint, a Push rulebased LT is fully equivalent to an Outbound LT, for which a Receipt is expected by T2-CLM

15 From TIPS viewpoint, a Pull rule-based LT is a camt.050 generated by TIPS and forwarded to T2-CLM. Once the Pull LT is
processed in T2CLM, it will trigger a camt.050 in the opposite direction (Pull response), which is equivalent to an Inbound LT

16 The Target Amount After Breaching Floor is defined as a target balance X (greater than Y, being Y the floor threshold of the
TIPS DCA) that has to be restored after the floor breach event. Therefore, if the TIPS DCA balance after the floor breach is Y-
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1 Target Amount After Breaching Ceiling'” to be reached after an event of ceiling breach

Should a negative response to a rule-based LT attempt be received from the specific RTGS System, no
retry mechanism shall be put in place to avoid multiple failures or endless loops.

The mechanism of rule-based LTs shall be temporarily switched off in TIPS when the corresponding
RTGS System i s cseddh euartiallpolosedd atiuse 6 when seniceliqgeditye nt of
transfer is not permitted.

Depending on the specific currency, the Rule-based LT mechanism will be put on hold during any time
window in which the RTGS System is not available (e.g. during the EoD procedure, or during the partial
closure phase). When the RTGS System resumes its normal inter-service liquidity transfer processing
for a given currency, the balances of the TIPS DCAs (denominated in the same currency) for which a
rule-based LT configuration exists will be compared against their floor/ceiling thresholds. As a result of
this comparison, if a TIPS DCA balance is still below the floor or above the ceiling, an appropriate rule-
based liquidity transfer will be triggered in order to restore the predefined target balance of the TIPS
DCA as it was defined in CRDM.

1.5.3.6.1 Push rule-based LT

A Push rule-based Liquidity Transfer order is generated by TIPS towards the corresponding RTGS
System, by using a Liquidity Transfer message. A credited MCA in T2-CLM shall be specified in the
message. No reservation of funds is envisioned and settlement takes place immediately.

The status transitions of Push rule-based Liquidity Transfer are shown in the following diagram.

A, the TIPS DCA balance has to be replenished with amount [X-(Y-A)], whose value will be inserted in the TIPS -generated Pull
Rule-based LT

17 The Target Amount After Breaching Ceiling is defined as a target balance W (lower than Z, being Z the ceiling threshold of
the TIPS DCA) that has to be reached after the ceiling breach event. Therefore, if the TIPS DCA balance after the ceiling breach
is Z+B, the TIPS DCA balance has to be reduced by the amount [(Z+B) -W], whose value will be inserted in the TIPS-generated
Push Rulebased LT
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Figure 147 Push Rule-based Liquidity Transfer status diagram
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Upon a ceiling breach condition occurs, a Push Rule-based Liquidity Transfer order is generated by
TIPS with status Received. If the formal validations are executed successfully a settlement attempt will
take place; otherwise its status is set to Failed. Subsequently, after successful settlement in TIPS the
status moves to Transient, i.e. (i) the funds are credited to the Transit Account denominated in the same
currency of the given liquidity transfer and (ii) the message is routed to the relevant RTGS System for
further processing. Conversely, if the involved TIPS Account is blocked or has insufficient funds, the
Push Rule-based Liquidity Transfer is set to Failed.

The business case of a Push Rule-based Liquidity Transfer whose status is Transient shall reach its
final status (i.e. Settled or Rejected) upon the reception of either a positive or negative receipt from the
involved RTGS System. If the RTGS System sends a negative reply, funds are automatically reversed
from the Transit Account and credited back to the given TIPS DCA.

If the RTGS System does not respond properly so that the status cannot be set to either Settled or
Rejected within a configurable timeframe, an alert is raised to the TIPS Operator, in order to take
corrective measures as explained in_2.5.2.2 fRTGS Alert scenario i No reply from RTGSa

Push Rule-based Liquidity Transfers can only be internally generated in A2A mode, by using
LiquidityCreditTransfer (camt.050.001.07), Receipt (camt.025.001.07) and
BankToCustomerDebitCreditNotification (camt.054.001.12) for debit notifications.
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1.5.3.6.2 Pull rule-based LT

A Pull rule-based Liquidity Transfer order is generated by TIPS towards the corresponding RTGS
System, by using a Liquidity Transfer message. A debited MCA in T2-CLM shall be specified in the

message.

The status transitions of a Pull Rule-based Liquidity Transfer are shown in the following diagram.

Figure 15 - Pull rule-based Liquidity Transfer status diagram
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Upon a floor breach condition occurs, a Pull rule-based Liquidity Transfer order is generated by TIPS
and routed to the relevant RTGS System for further processing.
Upon the settlement attempt in the RTGS System, in reply to a Pull Rule-based LT two scenarios may
occur:
1) ThelLT is accepted and settled by the RTGS System. The RTGS System sends back a Liquidity
Transfer message in order to settle the Rule-based LT in TIPS. Upon successful settlement in
TIPS the status of the LT is set to Settled. TIPS replies back to the RTGS system with a Receipt
message.
2) Should the RTGS System communicate a failure, the corresponding Rule-based LT in TIPS will
be set to Rejected.
Pull Rule-based Liquidity Transfer can only be internally generated in A2A mode, by using
LiquidityCreditTransfer (camt.050.001.07), Receipt (camt.025.001.07) and
BankToCustomerDebitCreditNotification (camt.054.001.12) for credit notifications.
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1.5.4. Reference data management

TIPS Reference data offers Participants, Central Banks and the TIPS Operator an integrated and
consistent set of common information, along with the ability to input and maintain reference data of TIPS
Participants and their Accounts.

TIPS Reference Data Management is split between TIPS itself and the external Common Reference
Data Management component (CRDM). The CRDM allows users to setup and maintain reference data
that is common to multiple Eurosystem services, and propagates such data to the relevant services. In
this respect, changes to TIPS reference data fall into two categories:

1 Common reference data changes: this class of operations covers most TIPS reference data

changes, notably the creation, update and deletion of Participants and Accounts. These
operations are carried out by authorised users in the CRDM via its dedicated interface and
propagated to TIPS on a daily basis before the change of RTGS System business day. As the
CRDM interface is available 22 hours a day and during the weekdays, this type of operation is
only available during that time window. Please refer to CRDM documentation for additional
details.

The propagation of Common Reference Data to TIPS is effected through a process that
progressively updates all TIPS processing nodes without impacting the 24-hour settlement
process.

As the propagation of Common Reference Data requires a certain amount of time each day, it
is necessary to input all changes needed for a certain business day before a specific pre-defined
cut-off time in advance of said date.

1 Immediate reference data changes: this class of operations refers to high-priority settlement-

relevant reference data changes that need to be implemented in TIPS as soon as they are
instructed. These operations are carried out by authorised users directly in TIPS via the TIPS
interface (available 24 hours a day) and processed in the same flow as Instant Payment
transactions. The possible immediate reference data changes in TIPS are listed below:

0 Blocking/unblocking of a participant;
0 Blocking/unblocking of an account or CMB;

o0 Update of a CMB limit (and adjustment of the related headroom).

Blocking/unblocking status and CMB limit data maintenance operations are also available in the CRDM
i refer to 1.6.3 iCommon Reference Data Managementofor additional information.

Within TIPS, Reference Data maintenance instructions can be submitted in U2A and A2A mode
depending on the individual object. Regardless of the connection mode, all instructions are submitted
to the Reference Data Manager component in the same format.
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U2A functions can also be triggered in 4-Eyes mode, so that a final approval from a different user is
required before the change comes into effect. 4-Eyes mode is not available in A2A mode. When a 4-
Eyes instruction is submitted, it is provisionally validated and put on hold until a second user, different
from the initial submitter and with the adequate privileges, confirms or revokes it. If the instruction is
confirmed, it is submitted to TIPS as any other Reference Data Management instruction.

The following table lists the reference data operations that are available within TIPS, the types of TIPS
Actors that are responsible for them and the respective availability in U2A and A2A. All the following
operations are available on a 24/7/365 basis and they are implemented with immediate effect in TIPS
reference data. Additional reference data management operations are available in the CRDM and are
implemented in TIPS as described in section 1.6.3.

Table 1571 Reference data management functions available in TIPS

Entity Possible operations Responsible Actors(s) U2A availability A2A availability

Participant | Update of blocking status TIPS Operator'®, CB Yes Yes
Account Update of blocking status TIPS Operator'8, CB Yes Yes
TIPS Operator, CB, TIPS
Update of blocking status, Participant, Ancillary
cMB update of CMB limit System, Instructing Yes Yes
Party®

The update of the RTGS System Status table is normally performed on automatic basis upon the receipt
of a ReturnBusinessDaylnformation message from the relevant RTGS System. In contingency

situations, it can be carried out manually by the TIPS Operator.

1.5.4.1. Blocking Participants

TIPS allows Central Banks to block immediately a TIPS Participant or an Ancillary System falling under
their data scope for credit operations, debit operations or both.

Blocking a TIPS Participant for debiting/crediting results in an equivalent blocking on all Accounts owned
by that Participant and all the CMBs linked to that Account. The individual Account and CMB blocking
status is not overwritten, but a blocking at Participant level always overrides the blocking status at
Account or CMB level. In other words, when crediting or debiting a TIPS Account, TIPS also checks the
Owner Participant blocking status in addition to the Account or CMB blocking status.

This means, for example, that if a TIPS Participant is blocked for credit, all the Accounts owned by the

Participant and all the linked CMBs are also blocked for credit regardless of their individual blocking
status for credit; regarding debit operations, all the accounts and CMBs retain their individual blocking

18 TIPS Operator can block/unblock Participants, Ancillary Systems, TIPS Accounts, TIPS AS Technical Accounts and CMBs in
contingency and upon request of the responsible Central Bank

19 An Instructing Party acting on behalf of a TIPS Participant or Ancillary System may block/unblock CMBs owned by the relevant
TIPS Participant or Ancillary System, unless restricted via access rights

All rights reserved. Page 64



2 RANCA A BANOOL-ESPARA

i E TARGET Instant Payment Settlement t 8 P QEU | TIPS

EOR SESERK € User Detailed Functional Specifications

status for debit. If the TIPS Participant is subsequently unblocked for credit, all the accounts and CMBs
also revert to their individual blocking status for credit.

Blocking does not affect reserved amounts; if an amount is reserved for an ongoing payment when the
blocking is applied, the payment transaction is completed regardless of participant blocking status.

Unblocking the TIPS Participant means that all of its Accounts and CMBs revert back to their individual
blocking status.

The block is performed setting a restriction (through CRDM or directly in TIPS) on the party identifying
the TIPS Participant. TIPS performs the block request executing it immediately, without checking if the
TIPS Participant is already blocked but overwriting the previous block or adding a new one.

For example, if a TIPS Participant is blocked for credit and TIPS receives a new request of blocking for
debit, the Participant (and all related accounts and CMBSs) results in a block for both credit and debit
operations. If a Participant is blocked for credit and TIPS receives a new request of blocking for credit,
the blocking for credit is applied again and the sender of the request is notified with a positive reply.

Similarly, blocking of an Ancillary system results in the blocking of the corresponding TIPS AS Technical
Account. If any, also CMBs linked to the TIPS AS Technical Account will be considered as blocked.
Participant blocking can be performed in U2A as well as A2A mode, the latter involving messages
PartyModificationRequest and PartyStatusAdvice.

Examples involving TIPS Participant and Ancillary System blocking are listed in sections 2.9.1.1, 2.9.1.2,
2.9.1.3and 2.9.1.4.

1.5.4.2. Blocking accounts and CMBs

TIPS allows Central Banks to block immediately an account? or a CMB linked to TIPS Participant or
Ancillary System falling under their data scope for (i) credit operations, (ii) debit operations or (iii) both.
TIPS allows TIPS Participants and Ancillary Systems to block immediately a CMB linked to accounts
under their data scope for (i) credit operations, (ii) debit operations or (iii) both.

Blocking a TIPS Account or a TIPS AS Technical Account for debiting/crediting results in an equivalent
blocking on all CMBs linked to that account. The individual CMB blocking status is not overwritten.
This means, for example, that if a TIPS Account is blocked for credit, all the CMBs linked to the account
are also blocked for credit regardless of their individual blocking status for credit; regarding debit
operations, all the CMBs retain their individual blocking status for debit. If the TIPS Account is
subsequently unblocked for credit, all the CMBs also revert to their individual blocking status for credit.
Blocking does not affect reserved amounts; if an amount is reserved for an ongoing payment when the

blocking is applied, the payment transaction is completed regardless of account or CMB blocking status.

Unblocking an account means that all linked CMBs revert back to their individual blocking status.

20 A TIPS Account or a TIPS AS Technical Account depending on the owner party type
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As explained in case of blocking of a TIPS Actor (see 1.5.4.1 fBlocking Participantsd, TIPS performs
the block request executing it immediately, without checking if the object itself is already blocked but

overwriting the previous block or adding a new one.

Account and CMB blocking can be performed in U2A as well as A2A mode, the latter involving messages
AccountExcludedMandateMaintenanceRequest, AccountRequestAcknowledgement and

AccountRequestRejection.

Examples involving Account and CMB blocking are listed in sections 2.9.1.5, 2.9.1.6 and 2.9.1.7.

1.5.4.3. Limit management

TIPS allows Central Banks and TIPS Participants to update the Limits related to CMB falling under their
data scope.

When a CMB limit is modified, the headroom of the CMB is updated accordingly. The CMB Headroom
is updated (increased or decreased) on the basis of the difference between the new limit value of the
CMB and the old limit value: if this difference is positive, the headroom is increased; if the difference is
negative, the headroom is decreased.

It is possible, thus, that a change in the limit leads the headroom to becoming negative. In this case the
CMB will only accept Instant Payments transactions in credit until the headroom once again goes over
zero.

Limit management can be performed in U2A as well as A2A mode, the latter involving messages
ModifyLimit (camt.011.001.08) and Receipt.

Examples involving limit management are listed in sections 2.9.1.8 and 2.9.1.9.

1.5.5. Queries and reports

TIPS allows to perform different categories of real-time queries and a set of pre-defined reports on
production data. The dataset on the basis of the Queries and Reports feature are calculated and
aggregated on a continuous basis i.e. each time a given instruction is executed, any calculated or
aggregated data that depends on the executed instruction is immediately updated.

1.5.5.1. Queries

TIPS provides the query functionality to TIPS actors to satisfy their information needs on demand. It is
possible to obtain information on the status of Payment transactions, Liquidity Transfer Orders, Accounts
or CMBs by submitting the corresponding query request to TIPS.

In order to manage in a timely manner the liquidity over the accounts and CMBs in the user data scope,
the following queries are available both in A2A and U2A modes:

- Account balance and status query;

- CMB limit and status query.
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In order to check the status of a previously submitted or received Instant Payment transaction or Recall
Response the following query is available both in A2A and U2A modes:

- Payment transaction status query.

In order to check the status of a previously submitted Liquidity Transfer order the following query is
available in U2A mode only:

- Liquidity transfer status query.

The following advanced queries for Liquidity Transfers and Payment Transactions are available in U2A
mode only:

- Advanced Liquidity transfer status query;
- Advanced Payment transaction status query.

The processing of a Query Request consists in the three following steps:

- execution of the checks on the Query Request message regarding authorisation of the sender
and validation of the query;

- retrieval of the data corresponding to the submitted Request and its input parameters;
- sending of the Query Response to the original sender (i.e. the same DN of the query sender).

TIPS shall take into account all access rights while processing queries and only return results if the
interested data are part of the TIPS Actor data scope, as defined in the Table 37 i Query permissions

A brief outline of the purpose of each query and the exact description of its respective selection and
return parameters are given
- Insection 2.7 Mueriesofor the A2A mode;

- Inthe relevant section of the UHB (see TARGET Instant Payment Settlement User Handbook)
for the U2A mode.

1.5.5.2. Reports

TIPS informs TIPS Actors with a set of predefined reports in order to support business monitoring and
reconciliation activities. The predefined reports offered by TIPS are the Statement of Account Turnover
and the Statement of Accounts.

The Statement of Account Turnover provides information on the opening/closing balances at start/end
of RTGS System business day and the sum of debits/credits for all the TIPS Accounts or TIPS AS
Technical Account in the data scope of the TIPS Actor.

The Statement of Accounts provides information on the closing balance at the end of the reported period
and also on the opening balance (for full reports only) for all the TIPS Accounts in the data scope of the
TIPS Actor. For each account, detailed information on the related settled transactions (liquidity transfers
or Instant Payments) during the reporting period is provided.

TIPS actors can configure their report subscription in the Common Reference Data Management.
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These reports are available in A2A push mode only and the data scope of any of them and the moment
of generation may be different for different users and depend on their access profiles and configuration
(see Table 391 Report permissions and data scope).The Statement of Account report can be produced

in Full or Delta mode; delta reports include only the relevant data that has changed since the generation
of the previous version. The Statement of Account Turnover report is provided in Full mode only.

All the timestamps included in the reports are expressed in UTC.

The creation of a report is triggered at the end of day of the corresponding RTGS System or at the
frequency scheduled in the report subscription; the latter is specified in hours (e.g. every 3 hours, every
6 hours, etc.) and it is not relevant for full reports. Report generation process is based on data made
available by snapshots of in-memory balances (and transactional data) produced at the time scheduled
in the report subscription as explained in detail in section 2.8 fReportsd The report generation starts
immediately after the snapshot and the report is sent to the recipient as soon as it is available.

TIPS applies compression to the outgoing reports whenever possible by using ZIP industry standard
algorithm.

1.5.6. Raw Data extraction

TIPS produces, on a daily basis, raw data files related to all the activities performed during the day.
TIPS relies on the end of day of the underlying RTGS Systems that is communicated via A2A message
(see 1.6.1 Ar2 and other RTGS Systemsd. The raw data files contain the information related to the

RTGS Systems business day that has been completed. TIPS does not produce raw data for reference
data, as they are provided by the Common Reference Data Management component.

For performance reasons, TIPS does not produce the raw data for billing immediately after the change
of business date but during the night. The file is then sent to the BILL common component.

All of the timestamps included in the raw data are expressed in UTC.
TIPS applies compression to the raw data whenever possible by using industry standard algorithms.

The list of expected raw data sent daily to the common components is shown in the following table.

Table 16 i Raw data

Raw data file Related information Receiving Component

Raw data for billing Information related to billable items Billing

Transactional data and

Raw data for archiving authentication and security data

Archiving

Concerning data related to Payment Transactions in non-Euro currencies, TIPS provides on a daily
basis a file containing the consumption data to the relevant RTGS System.

1.5.6.1. Raw data for Archiving

TIPS provides the following information to the LeA common component for the Archiving:

All rights reserved. Page 68



{f; RANCADTALIA BANOOL - ESPARA -
I st TARGET Instant Payment Settlement ta P9€t I rPS
tJ?.‘.\;lrn:.\ ¢ VICE

Boad FranC . . ape .
A User Detailed Functional Specifications

- Message signing and content of the settlement messages: Fl To FI Customer Credit Transfer,
Payment Return, Liquidity transfer, FI To FI Payment Status Report sent from the Beneficiary
side to TIPS;

- Transactional data (payment transactions, status messages, liquidity transfers);

- Incoming camt.050 and camt.025 messages received on the internal interface with T2-CLM.

1.5.6.2. Raw data for Billing

The raw data for Billing exported by TIPS contains the information on transactional data. The exhaustive
list of exported data is as follows.

Table 171 Raw data for Billing

Attribute ‘ Description ‘
. . Identifier of the Instant Payment transaction or of the positive Recall Response
Transaction Identifier .
transaction.
Business Date RTGS System business date on which the transaction was processed.

Type of transaction. The exhaustive list of possible values is as follows:
Transaction Type 1 IP (Instant Payment)
1 RA (positive Recall Response)

In case of an | P transaction (Transac
t he @ De b #dield ofthp ectateddincoming Fl to FI Customer Credit
Originator BIC Transfer.

In case of a positive Recall Response ( Tr ansacti on Type
speci f i eDdbtor Ag et fhiietd di the related incoming Payment Return.

In case of an | P transaction (Transac

t he [Cr ed? fiewof thA glatediinooming Fl to FI Customer Credit
Beneficiary BIC Transfer.

In case of a positive Recall Response

speci fied in t Kdieldofiheeethiedircoming Bagnment &eturn.

Originator Country Code | Country code of the Central Bank which the Originator account belongs to.

CB:ezeficiary Country Country code of the Central Bank which the Beneficiary account belongs to.
ode
In case of an | P transaction (Transac
Originator Account number of the debited TIPS Account/TIPS AS Technical Account.
Number In case of a positive Recall Response ( Tr ansaction Ttee =

identification number of the credited TIPS Account/TIPS AS Technical Account.

21 This is the BIC authorised for payments on the account to be debited of the IP and included in the block
FIToFICstmrCdtTrf/CdtTrfTxInf/DbtrAgt of the pacs.008 message

22 This is the BIC authorised for payments on the account to be credited of the RA and included in the block
PmtRtr/TxInf/OrgnITxRef/DbtrAgt of the pacs.004 message

23 This is the BIC authorised for payments on the account to be credited of the IP and included in the block
FIToFICstmrCdtTrf/CdtTrfTxInf/CdtrAgt of the pacs.008 message

24 This is the BIC authorised for payments on the account to be debited of the RA and included in the block
PmtRtr/TxInf/OrgnITxRef/CdtrAgt of the pacs.004 message
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Beneficiary Account
Number

In case of an | P transact i onideftificatamn s a c
number of the credited TIPS Account/TIPS AS Technical Account.
In case of a positive Recall Response

identification number of the debited TIPS Account/TIPS AS Technical Account.

Final Status

Final processing status of the transaction. The exhaustive list of possible values
is as follows:

1 Settled

M Failed

1 Rejected
1 Expired

1.5.6.3. Raw data for Statistics

TIPS produces raw data for statistics on a daily basis. Data are collected and aggregated every day

after midnight. Therefore, in order to create an EPC report, the selected period has to be mandatorily

over.

1.5.6.3.1 Liquidity transfer raw data for non-Euro currency

For the DKK currency a dedicated new raw data extraction is introduced whose content is the granular

data relating to settled Liquidity Transfers (LTs) in TIPS according to the classification below:

Internal Contingency LTs (e.g. from a TIPS Transit Account to a TIPS DCA),

1
I inbound LTs (e.g.. from an MCA, RTGS DCA or T2S DCA to a TIPS DCA),
1 outbound LTs (e.g.. from a TIPS DCA to an MCA, RTGS DCA or T2S DCA) and

1 intra-service LTs (e.g. from a TIPS DCA to an TIPS AS technical account, or viceversa).

The raw data is produced in the form of a flat-file and shall include the following fields, for each liquidity

transfer:
Debtor BIC,
Creditor BIC,

=

Debtor account,

Creditor account,

Business date,
Amount,

Currency,

= =4 -4 A a2 -2 _—a _a -2

Transaction identifier,

Settlement timestamp,

Transaction Classification.

The Transaction Classification indicates the Liquidity Transfer category to which the entry pertains,

namelyA nt er nal
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Transactional data shall be accrued on a daily basis into the monthly raw data report. The generation of
the raw data report and statistics for DKK shall be triggered by the TIPS Operator through a dedicated
functionality for creating monthly and quarterly reports via the TIPS GUI.

1.5.6.4. TIPS Consumption file

To support the billing of Payment Transactions in Swedish Krona, a consumption file is provided to the
RTGS system for SEK (i.e. RIX) on a daily basis containing information at transaction level.

1.5.6.4.1 Structure

The file is generated as a fixed length record flat file encapsulated in a XML envelope.

The structure of the records of the TIPS Consumption file is as follows:

Table 18 - RTGS consumption file structure

O/M FIELD FIELD NAME FORMAT DESCRIPTION
[\[o}

M 1 Business Date DATE(YYYYMMDD, RTGSbusiness date on which the reported

transaction was processed.
M 2 Interested BIC CHAR(11) This field reports:

1. BI C11 specified in
A g e ft field of the pacs.008 of all
the aggregated Settled and Unsettled
IP transactions i Debtor side and in
t h ®ebfor A g e ft fielal of the
pacs.004 of all the aggregated Setted
and Unsettled RA transactionsi

Creditor side.

2. BI C11 specified in
A g e @ ffi@ld of the pacs.008 of all
the aggregated Settled and Unsettled
IP transactions i Creditor side and in
t he ACr ed P tfiddroftheg e n
pacs.004 of all the aggregated Settled
and Unsettled RA Transactionsi
Debtor side;

M 3 Country Code CHAR(2) Country code of the Central Bank which the

account belongs to.
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M 4 Account Number CHAR(34) Identification number of the TIPS Account
interested by the reported transactions
(Debtor and Creditor sides).
M 5 Settled IP NUMERIC(10) Number of settled IP transactions i Debtor
Transactions i side (i.e. with final status equalto A Set t |
Debtor which debited the account.
M 6 Unsettled IP NUMERIC(10) Number of unsettled IP transactions i Debtor
Transactions 1 side (i.e. with final status different from
Debtor i S et twhiehdried to debit the account .
M 7 Settled IP NUMERIC(10) Number of settled IP transactions i Creditor
Transactions 1 side (i.e. with final
Creditor which credited the account.
M 8 Unsettled IP NUMERIC(10) Number of unsettled IP transactions i Creditor
Transactions i side (i.e. with final status different from
Creditor fSettledd) which triec
M 9 Settled RA NUMERIC(10) Number of settled RA transactionsi Creditor
Transactions i side(i .e. with final ste
Creditor which credited the account.
M 10 Unsettled RA NUMERIC(10) Number of unsettled RA transactions i
Transactions 1 Creditor side(i.e. with final status different
Creditor from A Swhich thieel tb érgdit the
account.
M 11 Settled RA NUMERIC(10) Number of settled RA transactionsi Debtor
Transactions 1 side (i.e. with final
Debtor which debited the account.
M 12 Unsettled RA NUMERIC(10) Number of unsettled RA transactions i Debtor
Transactions | side (i.e. with final status different from
Debtor fSettledd) which triec

The name of the flat file that contains the Consumption data is as follows: TIPSCONFILEYYYYMMDD
where YYYYMMDD specifies the year, month and day on which the reported transaction was processed.

1.5.6.4.2 XML Envelope

TIPS Consumption file content is embedded into a XML Envelope.

The following is the XML schema used to embed the file into a message:
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The produced XML file should look as follows:

1.6. Interactions with other services

This section describes all interactions between TIPS and other services provided by the Eurosystem or
other RTGS Systems.

1.6.1. T2 and other RTGS Systems

This sub-section describes all the needed interactions between TIPS and the RTGS Systems.

TIPS is designed to be multi-currency and to provide settlement in euro and non-euro Central Bank
Money.

The interactions with the RTGS System aim at informing TIPS about:

- the need for settlement of Liquidity Transfers coming from the RTGS System (see 1.5.3.1
finbound Liquidity Transferd;
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- the confirmation of a Liquidity Transfer settlement received from TIPS by the RTGS System
(see 1.5.3.2 Dutbound Liquidity Transferd;

- the current status of the relevant RTGS System, needed for the validation of Inbound and
Outbound Liquidity Transfers;

- the current Business Date of the RTGS System, needed for the reconciliation of Recall
Responses, Instant Payments and Liquidity Transfers;

- the moment of change of Business Date in the relevant RTGS System, in order to start the
creation of reports and the General Ledger message;

- the moment to generate and transmit to the relevant RTGS System a snapshot containing the
account balances denominated in a specific currency.

TIPS foresees three main interactions with the RTGS Systems covering the above listed information:
the Liquidity Transfer management, the closure of the RTGS System (for the maintenance window and
the weekend or holidays) and the change of business date of the RTGS System.

Besides these interactions, on an optional basis, an RTGS System may require specific snapshots in
connection to particular cut-offs of its operating day.

The following sub-sections provide detailed information on these three main interactions, with specific
reference to T2-CLM.

1.6.1.1. Liquidity Transfer management

As described briefly in 1.5.3.1 finbound Liquidity Transferoand 1.5.3.2 fOutbound Liquidity Transferg
the TIPS Service communicates with the relevant RTGS System for settling liquidity transfers in a

specific currency.

As a general rule, when receiving an Inbound Liquidity Transfer, TIPS accepts the request and settles
without checking the status of the RTGS System itself; TIPS takes for granted that the RTGS System
requests a liquidity transfer when the system is open.

On the contrary, in the processing of an Outbound Liquidity Transfer, TIPS interacts with the RTGS
System as follows:

- TIPS checks that the relevant RTGS System is open and ready for settlement by querying the
related instance in the RTGS System table;

- Upon successful settlement, TIPS forwards the liquidity transfer to the RTGS System for the
settlement;

- TIPS waits for a confirmation of settlement of the liquidity transfer from the RTGS System; if the
confirmation is:

0 positive, then the transaction is confirmed inside TIPS;

0 negative, then TIPS performs an automatic reverse of funds;
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operational procedure.

missing, then TIPS, after a configurable timeframe, raises an alert to trigger a suitable

In any case, the liquidity transfer business case is considered closed only after an explicit

confirmation/rejection from the relevant RTGS system.

In case the RTGS System supports the Liquidity Transfer functionality in 6 ydlémode, it shall be possible

for an authorised RTGS System user to pull liquidity from TIPS back to the RTGS System by sending a

liquidity transfer message which is, from TIPS viewpoint, fully equivalent to an Outbound Liquidity

Transfer.

The following flow represents the above-described details of the interaction.

1.6.1.2. Closure of the RTGS System

The RTGS System informs TIPS that it is going to close v i a

Figure 16 7 Interaction with RTGS System for Liquidity Transfers
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case, the RTGS System is closing normal operations to enter the time-window needed for daily change

of business date, the optional maintenance window, if activated, weekends or banking holidays.

Similarly, the RTGS System informs TIPS,

via camt.

019

operations, e.g. capable to process inter-service Liquidity Transfers.
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The following flow represents the interaction between TIPS and the RTGS System for the closure and
opening of the RTGS System:

Figure 171 Closure and opening of the RTGS System
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[ ) RTGS Systemopen—LT processing
[ ) LT processingforthe ones received when the RTGS was still open and notin final state yet

) RTGS System closed — OutboundLT rejection

1.6.1.3. Change of business date of the RTGS System

The change of business date of the RTGS System is a key point for TIPS. When informed about the
change of business date of a given currency, TIPS prepares the data for the balances of the business
date operations and for the General Ledger message. The designed interaction between TIPS and the
relevant RTGS System aims at avoiding any possible discrepancy from TIPS and RTGS System data
that may come from the presence of pending Liquidity Transfers in either direction.

The interaction foresees the following steps:

1) the RTGS System sends a status message informing TIPS that the cut-off for Liquidity Transfers
has been reached;

2) any other Outbound Liquidity Transfer message reaching TIPS after the reception of this status
message must be rejected;

3) any Pull/Push rule-based Liquidity Transfer internally generated stemming from a floor/ceiling
breach in TIPS after the reception of the status message shall be immediately rejected;

4) meanwhile, both TIPS and the RTGS System keep settling the Liquidity Transfers received

before the cut-off. The RTGS System keeps sending the related receipt to TIPS, in order to align
all the pending transactions. TIPS keeps accepting and processing the Incoming Liquidity
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Transfers, including the incoming leg relating to any Pull rule-based LTs originated by TIPS prior
to the cut-off;

5) when TIPS receives the confirmation of settlement or the rejection for all the transient Liquidity
Transfers, it informs the RTGS System that it can proceed;

6) when the RTGS System completes the settlement of the pending liquidity transfers on its side
and has received the TIPS confirmation to proceed, it sends another status message informing
TIPS that the change of business date can be performed. This status message contains the
new business date the RTGS System is moving to. TIPS updates the status and the business
date in the RTGS System table and starts the gathering of balances information;

7) TIPS takes the snapshot of the balances and sends the General Ledger message to the RTGS
System;

8) RTGS System sends another status message informing TIPS that Liquidity Transfers can be
accepted and processed again.

The following flow represents the steps listed above.
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Figure 18 1 RTGS System change of business date
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1.6.1.4. TIPS General Ledger

In the specific case of the RTGS System for euro, TIPS provides a general ledger to T2-CLM for
accounting and Reserve Management purposes. As for non-Euro currencies, TIPS provides the relevant
RTGS System with a General Ledger carrying the information related to TIPS Accounts (and transit
account) denominated in the given currency for the past business date. In order to convey such a set of
information to the relevant RTGS System a BankToCustomerStatement (camt.053.001.12) message is

used.
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1.6.1.4.1 TIPS General Ledgers production

When T2-CLM starts its End-of-Day process (e.g. for the euro currency), it sends a
ReturnBusinessDaylnformation to TIPS, in order to inform the latter that, from this point onward, no new

liquidity transfers denominated in euro will be accepted by T2-CLM. The same logic applies also to
Pull/Push rule-based LT triggered by a floor/ceiling breach of a euro denominated TIPS DCA after the
cut-off. Simultaneously, TIPS starts to finalise all pending liquidity transfers denominated in euro towards
T2-CLM.

After the finalisation of the pending liquidity transfers, TIPS confirms it with the delivery of a Receipt
(camt.025.001.07) to T2-CLM.

After that and upon request via ReturnBusinessDaylInformation from T2-CLM, TIPS generates and

provides a general ledgermessagebased on ATIPS EoD account balanceso |
day that just elapsed and that T2-CLM uses to build and provide general ledgers to the Central Banks.

Exactly the same communication protocol applies also to the End-of-Day processing related to any other
non-Euro RTGS System connected to TIPS.

1.6.1.4.2 Content

The general ledger message contains all accounts in a given currency held in TIPS, including the transit
account and the TIPS AS Technical Accounts denominated in the same currency.

TIPS sends to each RTGS System (e.g. T2-CLM for euro) a single not compressed?® camt.053 General
Ledger message containing statements without a particular order.

TIPS delivers general ledger data that fulfil the following condition: the sum of all balances of the
accounts denominated in a given currency (excluding the transit account for that currency) must be
equal to the balance on the transit account for that currency in absolute value.

1.6.1.5. TIPS Snapshot

Similarly to the current End-of-Day mechanism, that leads to the generation and delivery of the TIPS
General Ledger towards the RTGS System, the TIPS snapshot function is used to take a consistent
picture of the balance available on the accounts of a given currency at a specific moment in time. In
order to ensure consistency, there should be no liquidity transfer?® ii n fl i ght 06 bet ween TI
RTGS system when the snapshot is taken. Moreover, for the sake of consistency, before executing the
shapshot command, no Pull/Push Rule-based liquidity transfer shall be pending. For this reason the

following workflow between the RTGS system and TIPS shall be implemented.

25 Compression may apply at network protocol level, if explicitly deemed necessary in the communication with an external RTGS
System interacting with TIPS

26 Denominated in the same currency for which the account balances snapshot is requested
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Figure 191 Snapshot generation and partial closure status
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After the snapshot generation and delivery to the relevant RTGS System, the RTGS System
communicates to TIPS the new status of partial closure where only the responsible Central Bank (or the
TIPS Operator acting on its behalf) is authorized to instruct Inter-service Liquidity Transfers in a specific
currency. All the other settlement currencies active in the system are not impacted by this processing.
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1.6.1.5.1 TIPS Snapshot production

When the appropriate currency-specific Snapshot cut-off, configured in the RTGS system operating day,
is reached the RTGS system sends a ReturnBusinessDaylnformation to TIPS, in order to inform that for

the corresponding currency:
1 liquidity transfers from RTGS system to TIPS are no longer accepted by the RTGS system;
1 any new outbound liquidity transfers received by TIPS shall be rejected;
1 TIPS should finalise all pending liquidity transfers and notify the RTGS system.

After the finalisation of all the pending liquidity transfers, TIPS delivers a Receipt (camt.025.001.07) to
the RTGS system.

Once the processing on the pending liquidity transfer in the specific currency is completed in the RTGS
system, it delivers a second ReturnBusinessDaylInformation that is used by TIPS as a trigger to generate

the Snapshot message reporting the current balances available on all the TIPS Accounts denominated

in the specific currency.

Once the generation is complete, TIPS delivers the snapshot message to the RTGS system. After
reception of the snapshot in the RTGS system, a third ReturnBusinessDaylnformation communicates
that the status of t he PRflaly€losedbst e mecanrd rimen ¢ dtatt anodne n
the Central Bank operating the specific currency can instruct inter-service Outbound Liquidity Transfer.

The corresponding block on the inter-service Inbound Liquidity Transfers has to be set up in the RTGS
system.

1.6.2. Eurosystem Single Market Infrastructure Gateway

The Eurosystem Single Market Infrastructure Gateway (ESMIG) component provides access to the
Market Infrastructure services, including TIPS, in both A2A and U2A channel.

In A2A the ESMIG allows the access from the outside world to TIPS establishing the communication
channel between TIPS and the Network Service Providers and checks the A2A message has a valid
format (XML schema validation). The NSPs are expected to perform the checks of authentication of the
sender and the verification of the signature for the messages received by TIPS. Thus, a message
arriving to TIPS must be considered authenticated, properly signed, well-formed after technical
validation and sent by a sender recognised as a properly configured one for using the TIPS service.

TIPS performs, then, the authorisation tasks for the sender. The authorisation tasks consist in checking
that the access rights configuration of the sender allows it to submit the given request.

In U2A, the ESMIG Identity Access Management component of the ESMIG executes the authentication
for U2A users entering the TIPS Graphical User Interface (GUI). Once the user has been successfully
authenticated, the GUI retrieves the granted roles and checks that the requested action is allowed for
the user.

For further details, please refer to ESMIG documentation.
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1.6.3. Common Reference Data Management

The Common Reference Data Management (CRDM) component provides features that allow duly
authorised users to set up, maintain and query all reference data that are shared by multiple services
(e.g. T2S, TIPS) for their processing activities.

The access to CRDM is possible in U2A mode (for all functions) and in A2A mode (for a subset of
functions) via ESMIG (see section 1.2).

In order to ensure a timely and consistent propagation of common reference data to the relevant
services, CRDM implements a publish-subscribe feature allowing each service to receive all the
common reference data (and their changes) they require for their processing.

In a nutshell:

- CRDM publishes all changes (in push mode) of common reference data (e.g. creations of new
objects, updates of already existing objects);

- Other subscriber services get those changes (in pull mode) and apply them to their Local
Reference Data Management component, according to their needs.

Other detailed information can be found in the CRDM documentation.

As far as TIPS is concerned, as anticipated in 1.5.1 fiGeneral conceptsoand in 1.5.4 fReference data

managementqd all reference data setup and maintenance operations i other than the immediate
changes in the local reference data management i are performed in the CRDM and reference data are
then propagated from the CRDM to TIPS either asynchronously on a daily basis or, for specific
operations corresponding to the immediate changes available in TIPS (i.e. blocking/unblocking of
participants, accounts or CMBs and updates of CMB limits) with immediate effect. The dialogue between
CRDM and TIPS envisages three types of interactions:

1. Daily propagation: this is the main interaction between CRDM and TIPS. Every CRDM opening
day, an ad hoc event triggers the propagation of all TIPS reference data from CRDM to TIPS. The
event takes place at 17:00 CET, so to ensure a smooth and complete reference data propagation
before TIPS receives the notification that a new business day is starting. The set of reference data
that TIPS receives on business day T includes all the active data on the mentioned business date.
If an item, propagated on date T, contains a validity date in the future (e.g. T+2), TIPS acquires it
during the daily propagation but the item will be available in TIPS only when the validity date is
reached.

2. Contingency propagation: in case of contingency the TIPS Operator may trigger an ad hoc Daily
propagation from CRDM to TIPS. The contingency propagation is a daily propagation triggered
intraday if an immediate change of a set of data (not manageable directly into TIPS) must be
performed. In this case, the following steps happen:

a. All the data eligible for the daily propagation and valid at the moment of the contingency
propagation are propagated,;
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b. The daily propagation is performed as scheduled and includes all the active data on the relevant
business date.

3. Immediate propagation: specific operations, corresponding to the immediate reference data
changes available from the TIPS interface, can be carried out in CRDM with immediate effect also
in TIPS. If the related attributes are modified directly in TIPS (for example, while CRDM s
unavailable) the values in CRDM and TIPS may differ. In such a scenario, it is necessary to restore
the alignment between CRDM and TIPS by performing the same change(s) in CRDM as well.

While the values are not aligned, changes to the relevant attributes(s) may only be carried out in
TIPS until the CRDM values are set to the same values. During this time, any other operation on
the differing values on CRDM side will be rejected. Once the values are aligned on CRDM side, it
will once again be possible to carry out any change from CRDM.

The possible CRDM changes triggering immediate propagation in TIPS are:
1 Blocking/unblocking of a participant;
1 Blocking/unblocking of an account or CMB;
1 Update of a CMB limit (and adjustment of the relevant headroom).

The following diagram shows a conceptual overview of the daily propagation between CRDM and TIPS.

Figure 207 Interaction between CRDM and TIPS?”

TIPS
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Background
update

set of Reference data Mew Set of Reference data
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Gather data to be
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27 The cut-off considered for the loading of new data is the business date change received from the RTGS System. Therefore,
it is essential that all users with a validity date (such as Cash Accounts) are ready and propagated to TIPS before TIPS recaves
this business date change signal. For this reason the diagram conventionally marks the beginning of the data change process
at5p.m
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1.6.4. Archiving

The Archiving common component provides features that allow the archiving of legally relevant data for
regulatory purposes. Instant Payment transactions, Liquidity Transfers, incoming camt.050 and
camt.025 received on the internal interface with T2-CLM, status message data and reference data are
archived for a period of exactly ten years. Authentication and security data are archived for a period of
exactly three months. Please refer to 1.7.3 fArchiving managemento for details on how to access

archived data.

TIPS produces every day the needed data of payment transaction and status message to be archived.
Please refer to 1.5.6 fRaw Data extractionofor additional details.

1.6.5. Billing

For billing purposes, TIPS relies on the features exposed by BILL common component.

TIPS produces every day the needed data and send them to the Billing common component, as Raw
Data. The reader may refer to section 1.5.6 fRaw Data extractionofor additional details.

TIPS is not expected to prepare or send consumption files and invoices to the customers but only to
gather the data and provide them to the Billing common component.

1.7. Operations and support

1.7.1. Service configuration

TIPS relies on system parameters configured and maintained by the TIPS Operator. The parameters
are configured in the CRDM and propagated to TIPS once a day.

The following table includes the exhaustive list of system parameters and their default values.

Note that the system parameters defined for SCT'"st transactions are also valid for both non-Euro and
cross-currency payments with the following exceptions:

1 adifferent Cross-currency Timestamp Timeout is defined for cross-currency payments

1 a different Investigation Offset paramenter is defined for non-Euro payments in SEK currency
and for cross-currency payments
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Parameter name

Table 191 System Parameters

Description

Default value

Retention Period

The retention period?® for transactional data (i.e. Instant Payment
transactions, recall, liquidity transfers) expressed in calendar days.
This parameter is used also for detecting the timeframe within which
two instructions with the same Originator BIC (field AT-D002 in DS-
02) and Originator reference (field AT-T054 in DS-02) must be
considered as duplicates.

The parameter defines the maximum period of time for which the
historical data can be accessed either via TIPS GUI or via A2A
queries. The retention period starts by the time the transactional data
is received by the system.

SCT"st Timestamp
Timeout

The time window foreseen in SCT't scheme after which an Instant
Payment transaction must be rejected due to timeout. This parameter
is expressed in milliseconds.

7,000

Cross-currency
Timestamp Timeout

The time window foreseen in cross-currency scheme after which an
Instant Payment transaction must be rejected due to timeout. This
parameter is expressed in milliseconds.

20,000

Originator Side Offset

It is a configurable offset for evaluation of the SCT'st Timestamp
Timeout applied to the reception of the message sent by Originator
Participant or Instructing Party acting on behalf of the Originator
Participant or a Reachable Party. This parameter can only have
values smaller than or equal to zero.

An Instant Payment Transaction sent by the Originator Participant or
Instructing Party acting on behalf of the Originator Participant or a
Reachable Party can be rejected due to timeout in the event that the
message is submitted to TIPS with a timestamp (the SCTst
timestamp, field AT-T056 in DS-02) that is already past the timeout

window (SCT'™! Timestamp Timeout + Originator Side Offset). This
parameter is expressed in milliseconds.

-1,000

Beneficiary Side
Offset

It is a configurable offset for evaluation of the SCT't Timestamp
Timeout applied to the reception of the message sent by Beneficiary
Participant or Instructing Party acting on behalf of the Beneficiary
Participant or a Reachable Party.

Rejections due to timeout can occur in the event that the Beneficiary
Reply message is not received or if it is submitted to TIPS with a
timestamp (the SCT'™! timestamp, field AT-T056 in DS-02) that is

already past the timeout window (SCTmSt Timestamp Timeout +

Beneficiary Side Offset). This parameter is expressed in
milliseconds.

0,000

Sweeping Timeout

The time window after which the sweeping daemon looks for pending
payments for which:

0] a valid and timely confirmation from the Beneficiary
Participant has not been received yet and

(ii) the SCT'™S! Timestamp Timeout is elapsed.

The value can impact on the performances of the system and must
be changed only after green light received by the technical support.
The parameter is expressed in seconds.

28 TIPS maintains a list of received messages for its own internal consistency. For this reason, based on this buffer, TIPS coul
still detect the duplicate even after the retention period
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Parameter name | Description Default value
Unlimited (for
Euro)
Maximum amount i defined for each settlement currency i which can -
. ; Unlimited (for
Maximum Amount be transferred by both a single Instant Payment and a cross-currency SEK)
transaction. The parameter must
Unlimited (for
DKK)
The acceptable time range for future timestamps. The rejection of an
Acceptable Future Instant Payment transaction is triggered if the received timestamp is 100
Time Window greater than the acceptable time window (current timestamp plus this
time window value). It is expressed in milliseconds.
Configurable offset foreseen in SCT'"t scheme. An Investigation
Investigation Offset request can be accepted only if it is received after sSCT'™! Timestamp 2 000
Timeout of the Instant Payment transaction + Investigation Offset. '
This parameter is expressed in milliseconds.
Configurable offset foreseen in the cross-currency scheme. An
Investigation  Offset Investigation request can be accepted only if it is received after
9 Timestamp Timeout of the Instant Payment transaction + 5,000

(cross-currency)

Investigation Offset (cross-currency).
This parameter is expressed in milliseconds.

Investigation Offset
(non-Euro currency)

Configurable offset foreseen in the non-Euro currency scheme. An
Investigation request can be accepted only if it is received after
Timestamp Timeout of the Instant Payment transaction +
Investigation Offset (non-Euro currency).

This parameter is expressed in milliseconds and can hold a negative
value.

-5,000 (for SEK)

2,000 (for DKK)

RTGS Alert

Configurable timeframe after which the TIPS Operator is notified
about a missing answer from the RTGS System to an Outbound
liquidity transfer.

The parameter value is expressed in minutes.

15

Enable ICLT

The parameter enables the liquidity transfer via the transit account
in contingency scenario.

The Operator has the rights to change this parameter for a given
RTGS system in order to allow selectively the opportunity to move
liquidity from/to the transit account of a given currency to/from a
TIPS account denominated in the same currency.

The default parameter value is set to false and shall be configurable
per currency.

False

In order to properly configure the parameters, the following diagram depicts the meaning of SCT'"st

Timestamp Timeout, Originator Side Offset, Beneficiary Side Offset and Investigation Offset in the

timeout scenario.
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For UTC clock synchronization, TIPS uses an NTP stratum-1 server based on GPS transmissions.

1.7.2. Business and operations monitoring

The Business and operations monitoring integrates information coming from different sources in order
to monitor the business and operational status of the service, to detect possible problems in real-time
or to proactively recognise a possible deterioration of the service performance and to provide up-to-date
information for crisis management scenarios.

Business and operations monitoring gives the TIPS Operator the possibility to perform a real-time
supervision of the platform in terms of:

1 Performance;

Transactions transit and response times;

Ongoing fulfilment of SLA commitments and expectations;
Volumes and values exchanged;

Actors activity on the system;

Usage of liquidity;

Hardware and software problems.

=A =4 -4 —a -8 -1
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The goal is to allow an early detection of possible anomalies through the continuous comparison of
reported data with standard patterns. Besides that, the data can be used to improve the service
behaviour or its usage through a better understanding of the relevant dynamics.

The Business and operations monitoring application process extracts, merges and organizes the data
in forms of tables, grids and graphs to ensure both the depth of the underlying information and its prompt
usability.

In order to exclude any even remote impact on the service performances, the Business and operations
monitoring application makes use of a different set of data which are replicated from the original ones.

TIPS provides the TIPS Operator also with a tool for the detection in real-time of functional or operational
problems, called Technical Monitoring. It allows for the detection of hardware and software problems
via real-time monitoring of the technical components involved in the processing, including the network
connections.

Business and operations monitoring interfaces are available in U2A mode only.

The TIPS Operator is also provided with a contingency tool in order to inject messages to act on the
system in case of need. For example, this tool allows to update the RTGS System Status table simulating
the receipt of a ReturnBusinessDaylnformation message from the relevant RTGS System or the sending

of a Receipt (camt.025.001.07) message in order to finalise a pending liquidity transfer.

The list of possible messages the TIPS Operator can inject is:

- ReturnBusinessDaylnformation;

- LiquidityCreditTransfer;

- Receipt (camt.025.001.07);

- AccountExcludedMandateMaintenanceRequest;

- ModifyLimit (camt.011.001.08);

- PartyModificationRequest.

1.7.3. Archiving management

TIPS provides raw data to the Archiving shared service on a daily basis, as described in 1.5.6.1 fRaw
data for Archivinga

The TIPS Operator is responsible for the retrieval of the archived information from LeA upon Central
Bank request. The Central Bank can also request the retrieval of archived data on behalf of one of their
TIPS Actors.

TIPS Operator is allowed to retrieve archived Instant Payment transaction, Liquidity Transfers, incoming
camt.050 and camt.025 messages received on the internal interface with T2-CLM, status message data
and reference data for a period of exactly ten years. Moreover, TIPS Operator shall be able to retrieve
archived authentication and security data for a period of exactly three months.
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2. Dialogue between TIPS and TIPS Actors

This section aims at describing the interactions in A2A mode between TIPS Actors and TIPS.

In the first sub-section, it describes the general communication process: what is the general process
when a message arrives to TIPS and which functions of TIPS are interested in the process.

The following sub-sections describe the interactions the TIPS Actors can have with TIPS. These sub-
sections describe the scenarios the user can go through, specifying:

- Theinvolved actors;
- The involved messages;
- The conditions of executions and the possible returned errors.

In such a way, this section aims both to describe the process for the TIPS Actors, guiding them in the
use of the involved messages, and to give the necessary details needed for implementing the software
on their side.

When a message is referenced, it is linked to the relevant section within chapter 3 - fCatalogue of
messagesowhere to find the detailed information.

2.1. Message routing

In A2A mode, TIPS Actors and TIPS can exchange messages and files by means of two types of transfer
services:
- The real-time message, which requires that all the interested actors are available at the same
time;
- The store-and-forward file transfer, which enables TIPS to transmit messages or files even when
the receiver is not available.

The following table shows how the main types TIPS data exchanges are mapped against the technical
features of the different network services for inbound and outbound communication.

Table 207 Network services

Data Exchange Inbound transfer services Outbound transfer services
Instant Payment transactions Instant messaging Instant messaging
Liquidity transfers Instant messaging Instant messaging
Investigations Instant messaging Instant messaging
Queries Instant messaging Instant messaging
Recall Instant messaging Instant messaging

All rights reserved. Page 89



J0 BANCATTIALIL BANOOD=ESPARA

i TARGET Instant Payment Settlement t 8 P gEt | TIPS

A User Detailed Functional Specifications o
Data Exchange Inbound transfer services Outbound transfer services
Notifications n/a Instant messaging
Broadcasts n/a Instant messaging
Reports (push) n/a File-based, store-and-forward
Raw data and General Ledger n/a File transfer to T2-CLM

Instant messaging to any

General Ledger message n/a external RTGS System

The File-based store-and-forward network service is used only by TIPS and only to send outbound
Reports.

As described in the section 1.2, TIPS allows Participants and Instructing Parties to use multiple
distinguished names (DNs) to communicate with the network service.

Thanks to the functionalities available in the CRDM, a TIPS actor with the suitable permissions is able
to set up routing configurations, allowing TIPS to accept messages coming from specified DNs and to
route a predefined set of outbound communication to a specified DN. A routing configuration is a link
between a Participant or ReachablePar t yés BI C and a distinguished name.

Depending on the direction of communication, we can distinguish between:

- Inbound messages: TIPS shall allow a many-to-many relation between sender distinguished
names and Parties, meaning that the same Instructing Party can play its role for many Parties
and that a Participant or Reachable Party can authorise many Instructing Parties to act on its
behalf. Moreover, it is possible to authorise a specific Instructing Party DN to act on behalf of a
specific BIC, for instance for instructing Instant Payments. The couple (DN, BIC) is stored in the
"Inbound DN-BIC Routing" table.

- Outbound messages: TIPS shall ensure that there is a many-to-one relation between
Beneficiary Participant or Reachable Party and receiver distinguished names, meaning that any
given Beneficiary Participant BIC may be linked to one and only one Distinguished Name for
the receipt of instant payment messages. The couple (DN, BIC) is stored in the "Outbound DN-
Bl C Rout i maddition,at s Ipassible to configure separate Distinguished Names per
TIPS Participant a s AParty Tecdésa onedd theArdodipt eok lwoadcasts and
notifications relevant for account owners, such as floor/ceiling notifications, and one or more for
the receipt of reports. The types of messages to be routed to each Party Technical Address can
be configured through a Routing configuration.

In the following it will be clarified in what case and under what condition TIPS uses those links to manage
input and output messages and in which other conditions it manages messages without querying them.

TIPS uses the routing information contained in the Inbound DN-BIC Routing table to check authorisation
of instant payment input messages: only messages with the couple DN-BIC for which an entry in the
Inbound DN-BIC Routing table exists are accepted by TIPS.
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For other message types, such as outbound liquidity transfers or queries, TIPS checks that the requestor
DN is defined as an Instructing Party for the relevant TIPS Participant (such as the owner of the account
on which the liquidity transfer is being executed).

Regarding how to route outbound communication, the general behaviour of TIPS is as follows:

- When TIPS receives an input message x from a TIPS actor a, it stores the DN of the message
sender and uses it to send or to forward any kind of communication regarding a and the
transaction represented by x.

- In case x concerns another TIPS Actor (b) assuming a different role i.e. the Beneficiary of an
Instant Payment or the Assignee of a Recall, TIPS cannot infer its DN from the message coming
from a. For this reason, TIPS retrieves the DN z of b based on the configured data. TIPS relates
b to the DN z throughout the entire transaction life-cycle.

Therefore, as a general rule, when TIPS cannot identify an actor DN from an input message or in case
of push-mode communication, TIPS uses the Outbound DN-BIC routing table or the Party Technical
Address (in combination with the Routing Configuration) to find the correct outbound DN.

Based on the transaction types and on the role assumed by the Actors, the following table specifies the
type of outbound routing used for the different data exchange scenarios.
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Table 217 Outbound routing

Party Technical

Data Exchange Outbound DN-BIC Address + Sender DN
Routin

Instant Payment transactions answer U V

(Originator role)

Instant Payment transactions answer Vv U

(Beneficiary role)

Instant Payment transactions answer (SIP

settlement model) when Single Instructing U U vV

Party is acting for both Originator and

Beneficiary

Timeout message generated by TIPS V U V

Liquidity transfers receipts U U \

Investigation answers U U \%

Query answers U U V

Recall Responses (Assigner role) U U \%

Recall Responses (Assignee role) V U )

Error on input messages U U V

Reference data response messages U U V

Notifications U V U

Broadcasts U V )

Reports U Vv U

Entering in detail on the single message:

- "OutboundDN-BI C Routingo table is used to select the cc
a BIC, in case of:

0 Messages forwarded to other TIPS Actors, i.e.

A FltoFICustomerCreditTransfer forwarded to the Beneficiary;

A FIToFIPaymentCancellationRequest forwarded to the Recall Assignee;

A ResolutionOfinvestigation forwarded to the Recall Assigner;

A FIToFIPaymentStatusRequest forwarded to the Recall Assignee;

A PaymentReturn forwarded to the Recall Assigner (Beneficiary).

o0 FIToFIPaymentStatusReport sent to the Beneficiary in case of Timeout;

- AParty Technical i Addoenbs daf sornuswidth the HARouting
specific message to select the correct DN for a TIPS actor in case of:
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o Natifications, for the Owner of the Account/CMB, i.e.
A Floor/Ceiling notification on Account/CMB;
A Credit/Debit notification on Account.
0 Broadcasts.
0 Reports sent to the subscribing TIPS actors.
- The sender DN is used to answer to an input message in case of:
o Error messages generated by TIPS as result of a failed check on an input message;
o Every other answer, i.e.:

A FIToFIPaymentStatusReport sent to the Originator of an Instant Payment

transaction;

A FIToFIPaymentStatusReport as result of an investigation;

A Receipt of a Liquidity transfer order;
A Answers to a Query:
f ReturnAccount.
0 Reference data answer messages:

A PartyStatusAdvice;

A AccountReguestAcknowledgement;

A AccountRequestRejection:;

A Receipt.

The different multiplicity of the DN-BIC correspondence between the Inbound and the Outbound DN-
BIC routing table and the absence of constraints between the two types of configuration, makes it
possible to setup a given Participant or Reachable Party BIC in the CRDM with different and disjoint
sets of DNs for its Instructing Parties: one set (with cardinality greater than or equal to one) for the
inbound routing and another one (with cardinality equal to one) for the outbound routing. This means
that a BIC can be configured to send message with an Instructing Party (DN) but to receive messages
with a different DN.

For example, a BIC z could be linked to the DN a in the Inbound DN-BIC routing table and with the DN
b in the outbound DN-BIC routing table, with a being different from b. This would imply that the TIPS
actor identified by BIC z, when acting as Originator of an Instant Payment transaction, can send
messages to TIPS with a and receive the related answers from TIPS to a. The same actor, when playing
the role of the Beneficiary of an Instant Payment transaction, receives messages from TIPS to b but has

to send its answers to TIPS with a.

The Instant Payment transaction steps tables of the Chapter 2 i fDialogue between TIPS and TIPS
Actorsospecify the DN considered by TIPS for each step, message and actord sole.
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2.2. Instant Payment transaction

2.2.1. Instant Payment (SCT'"st scheme)

This section focuses on the settlement of Instant Payment transactions in the SCT'"st scheme, describing
the full scenario and the related steps.

The introductory part of the section presents the general flow, including all the steps.

A sub-section dedicated to the timeout follows, describing the specific case of timeout occurring when
a Beneficiary reply is missing.

All the remaining sub-sections contain examples of the possible scenarios, starting from a successful

one and detailing possible failure scenarios. Each example shows the relevant messages and how the
main fields are filled.

The Instant Payment transaction process covers the scenarios in which an Originator Participant,
Ancillary System or Instructing Party acting on behalf of the Originator Participant or a Reachable Party
instructs TIPS in order to immediately transfer funds to the account of a Beneficiary Participant. The
involved actors are:

- The Originator Participant, Ancillary System or Instructing Party acting on behalf of the Originator
Participant or a Reachable Party, starting the scenario;

- The Beneficiary Participant, Ancillary System or Instructing Party acting on behalf of the Beneficiary
Participant or a Reachable Party, receiving the request and either confirming or rejecting the
payment.

The involved messages are:

- The EltoFICustomerCreditTransfer message sent by the Originator Participant, Ancillary System or

Instructing Party acting on behalf of the Participant/Reachable Party in order to (i) instruct the
payment, (ii) to reserve the corresponding amount and (iii) to inform the Beneficiary Participant,
Ancillary System or Instructing Party acting on behalf of the Participant/Reachable Party about the
transaction received;

- The FIToFIPaymentStatusReport message sent (i) by the Beneficiary Participant, Ancillary System

or Instructing Party acting on behalf of the Participant/Reachable Party to TIPS to either accept or
reject the Instant Payment transaction, or (ii) by TIPS to inform the actors about the result of the
settlement (i.e. settled, rejected, timed out);

- The ReturnAccount message that can be sent, on optional basis, by TIPS to the Creditor Account
Owner and/or the Debtor Account Owner. The message is sent by TIPS if (i) the owner of the
account (or CMB) enables the floor and ceiling notifications and (ii) the configured threshold is
breached.
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- Additionally, a LiquidityCreditTransfer message can be sent in push or pull, on optional basis, by
TIPS to T2-CLM in case of floor/ceiling breaches and upon the definition of a rule-based LT
configuration in CRDM.

All the described scenarios are triggered under the assumption that the technical validation, check of
mandatory fields and authentication of the user have already been successfully performed by ESMIG.

It is important to keep in mind that when the Debtor or Creditor BIC contains a BICS8 instead of a BIC11,

the message is accepted and the string is completed byappendi ng AXXX0 at the end
further processing. All the steps are described considering BIC11 only.

Below is the diagram describing the process and the involved actors. The details of the steps are

described in the following Table 22 i Instant Payment transaction steps.
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Figure 221 Instant Payment transaction flow
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Table 221 Instant Payment transaction steps

Involved actors

Description

TIPS receives an Instant Payment transaction from the Originator Participant or Instructing
Originator Participant, Ancillary | Party acting on behalf of the Originator Participant, Ancillary System or a Reachable Party
System or Instructing Party as starting the conditional settlement phase of the transaction.
1 | EltoFICustomerCreditTransfer Sender Technical validation, check of mandatory fields and authentication checks have already
been successfully executed. The timeout for the Instant Payment transaction has not
TIPS as receiver expired.
TIPS logs the instruction a s Redeivedo .
TIPS successfully executes the checks:
- Access Rights check;
- Timeout Check - Originator Side;
- Maximum Amount not Exceeded;
2 TIPS - Oriqina@or Account or C.MB existence;
- Instructing Party authorised;
- Beneficiary correctly configured;
- Beneficiary Account or CMB existence.
See 4.1- Business Rules for details.
TIPS unsuccessfully executes one of the checks listed in step 2.
TIPS as sender At theT first neggtive check the system stops and sen_ds a message to the Or?g!nator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
2e | EIToFIPaymentStatusReport Originator Participant, Ancillary Eﬁgt:cggzr;t or a Reachable Party i same DN of the Sender in step 17 containing the proper
System or Instructing Party as ’
recewer I f t he f aiTimeaitChdtke-©kginats Sideo , statusof the transaction is set
to fExpiredo ; in al|l t he o tislsatto iFaileda e s , the statu
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Ste
Involved messages

Involved actors

TIPS

Description

TIPS infers the account to be debited from the configured accounts information, the
Originator Participant BIC and the currency of the Instant Payment transaction.

In details TIPS checks that:
0] an account, with either type "TIPS Account'or ATI PS AS Tec
exists,
(i) it is linked to the Originator Participant (field "Originator BIC") as authorised
user,
(iii) and it is denominated in the same currency as the one defined in the
Settlement Amount.

- If the check does not return any account, TIPS looks for a CMB linked to the Originator
Participant (field "Originator BIC") as authorised user;

- TIPS selects the account linked to the CMB; the account related to the CMB must be
denominated in the same currency as the one defined in the Settlement Amount.

From now on, the selected account is referred to as "Originator Account" and the possible
CMB as "Debiting CMB".

TIPS

TIPS infers the account to be credited from the configured accounts information, the
Beneficiary Participant BIC and the currency of the Instant Payment transaction.

In details TIPS checks that:
@) an account, with either type "TIPS Account"or A TI PS AS Tec
exists,
(i) it is linked to the Beneficiary Participant (field "Beneficiary BIC") as
authorised user,
(iii) and has a currency equal to the one defined in the Settlement Amount.

- If the check does not return any account, TIPS looks for a CMB linked to the Beneficiary
Participant (field "Beneficiary BIC") as authorised user;

- TIPS selects the account linked to the CMB; the account related to the CMB must be
denominated in the same currency as the one defined in the Settlement Amount.

From now on, the selected account is referred to as "Beneficiary Account” and the possible
CMB as "Crediting CMB".
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Involved actors

TIPS

Description

TIPS successfully executes the check:
- Duplicate check;

See 4.1 - Business Rules for details.

5e | FIToFIPaymentStatusReport

TIPS as sender

Originator Participant, Ancillary
System or Instructing Party as
receiver

TIPS unsuccessfully executes the check listed in step 5.

If the check is unsuccessful the system stops and sends a message to the Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
Participant or a Reachable Party i same DN of the Sender i containing the proper error
code.

The transactraleddo ssatses. to 0

See 4.1 - Business Rules for details.

TIPS sends it to the Check and Execute Instruction process. TIPS sets the transaction

6 TIPS status to "Validated".
TIPS successfully executes the checks:
- Originator Account/CMB not blocked;
7 TIPS - Beneficiary Account/CMB not blocked;

- Available amount not exceeded;

See 4.1 - Business Rules for details.

7e | EIToFIPaymentStatusReport

TIPS as sender

Originator Participant, Ancillary
System or Instructing Party as
receiver

TIPS unsuccessfully executes the checks listed in step 7.

At the first negative check the system stops and sends a message to the Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
Participant or a Reachable Party i same DN of the Sender in step 17 containing the proper
error code.

The transaction is set to ffFailedostatus.

See 4.1 - Business Rules for details.

TIPS

The DN of the Sender in step 1 is saved as information related to the transaction. From
now on, this DN is referred to as "Originator DN".
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Involved messages Involved actors Description
TIPS reserves funds in the Originator account. The full amount is reserved as Reserved
Balance in the Cash Balance. TIPS sets the transaction status to "Reserved". If a Debiting
9 TIPS CMB is_involved, the system decreases itg headroom by the same amount. _
After this moment, the settlement attempt is agreed and can either be confirmed or rejected
by the counterpart or fail for a missing answer. The reserved amount cannot be considered
for other payments.
10 TIPS The DN of the beneficiary is identified in the "Outbound DN-BIC Routing" mapping table
from the field Creditor Agent. From now on, this DN is referred to as "Beneficiary DN".
TIPS as sender
11 | FltoFICustomerCreditTransfer Beneficiary Participant, Ancillary | TIPS forwards the received Instant Payment transaction to the Beneficiary DN.
System or Instructing Party as
receiver
Beneficiary Participant, Ancillary | The Beneficiary Participant, Ancillary System or Instructing Party acting on behalf of the
System or Instructing Party as Beneficiary Participant or a Reachable Party starts the settlement phase of the transaction
12p | EIToFIPaymentStatusReport sender by sending a positive payment status report that is successfully delivered to TIPS.
Technical validation, check of mandatory fields and authentication checks have already
TIPS as receiver been successfully executed.
TIPS successfully executes the checks:
- Access Rights check;
- Instructing Party authorised i_creditor side;
13p TIPS - Pending transaction existing;
- Timeout Check - Beneficiary Side.
See 4.1- Business Rules for details.
TIPS unsuccessfully executes the checks listed in step 13p.
TIPS as sender At the first negative check the system stops and sends a message to the Beneficiary
Participant, Ancillary System or Instructing Party acting on behalf of the Beneficiary
13e | EIToFIPaymentStatusReport Beneficiary Participant, Ancillary | Participant or a Reachable Party (DN of the sender of the message) containing the proper
System or Instructing Party as error code.
receiver
See 4.1- Business Rules for details.
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Involved messages Involved actors Description
If the pending transaction exists, TIPS retrieves it using the Transaction ID.
The reserved amount is released in the involved Originator Account and the possibly
involved Debiting CMB is increased of the same amount.
1l4e TIPS TIPS always releases the reserved transactions even if the involved account or CMB have
been blocked in the meantime.
The transaction is set to "Failed" status.
TIPS as sender
TIPS sends a message to the Originator Participant, Ancillary System or Instructing Party
15e | EIToFIPaymentStatusReport Originator Participant, Ancillary | acting on behalf of the Originator Participant or a Reachable Party i same DN of the Sender
System or Instructing Party as in step 17 containing the proper error code.
receiver
14p TIPS TIPS idgntifies the_ trar_lsaction using_th_e Transaction ID. The transaction Id is related to a
transaction that exists in TIPS and still in "Reserved" status.
TIPS retrieves the reserved transaction and confirms it. The amount is considered settled
and the transaction is set to "Settled" status.
The reserved amount of the Originator Account is decreased by the amount of the
15p TIPS corresponding _S(_ettled transagtion. N 3 .
The same positive amount is added to the Beneficiary Account. If a Crediting CMB is
involved, TIPS increases its headroom by the same amount.
TIPS always executes the reserved transactions even though the involved accounts (or
CMBs) have been blocked in the meantime.
TIPS as sender
16p | FIToFIPaymentStatusReport Originator Participant, Ancillary | TIPS forwards the received Payment status report to the Originator DN.
System or Instructing Party as
receiver
TIPS as sender
TIPS generates a positive Payment status report and sends it to the Beneficiary DN.
17p | EIToFIPaymentStatusReport Beneficiary Participant, Ancillary | The FIToFIPaymentStatusReport contains the Transaction ID and Originator BIC of the
System or Instructing Party as transaction.
receiver
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Involved messages Involved actors Description
TIPS checks the "Floor naotification amount" configured for the involved Originator account
or Debiting CMB.
After settlement confirmation, if the account balance and/or the CMB headroom crosses the
threshold configured as "floor notification amount”, TIPS sends a ReturnAccount to the
account and/or CMB owners involved in the transaction.
The message is sent to the default DN of the Account Owner and/or CMB Owner.
The message contains the Originator account number or the Debiting CMB number.
Should the TIPS DCA balance be lower than the "floor notification amount”, TIPS shall
check the rule-based LT configuration:
TIPS as sender
1 If no rule exists, a ReturnAccount is sent to the Account owner involved in the
ReturnAccount Debited Account and/or CMB transaction;
Owner . Lo . N
18 L . . If automated LT only is selected, a Pull_LiquidityCreditTransfer is eligible to be
P LiquidityCreditTransfer (only in case of 1 ) y Licity 9
automated LT and floor breach) T2-CLM as receiver (only in case sent to T2-CLM;
of automated LT and floor 1  If automated LT and notification are enabled, a Pull LiquidityCreditTransfer is
breach) eligible to be sent to T2-CLM and the TIPS Account owner is notified with a
ReturnAccount.
If the following condition is successfully met, TIPS generates a new pull rule-based LT
towards T2-CLM:
- RTGS opening hours Check.
The_ReturnAccount message is sent to the default DN of the Account Owner, whereas, if
eligible, the LiguidityCreditTransfer is sent to the DN of T2-CLM.
TIPS as sender TIPS checks th_e_ Ceiling natification amount" configured for the involved Beneficiary
account or Crediting CMB.
ReturnAccount Credited Account and/or CMB After settlemer_lt conflrmaflor),_ if the account balance I.":md/or the CMB headroom crosses the
- threshold configured as "ceiling notification amount”, TIPS sends a ReturnAccount to the
Owner X : .
19p | . idi di ‘ Vi ¢ account and/or CMB owners involved in the transaction.
LiquidityCreditTrans Lt (only in case o . . The message is sent to the default DN of the Account Owner and/or CMB Owner.
automated LT and ceiling breach) T2-CLM as receiver (only in case
giea;ctﬁ;nated LT and ceiling The message contains the Beneficiary account number or the Crediting CMB number.
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Description

Should the TIPS DCA balance be greater than the "ceiling notification amount", TIPS shall
check the rule-based LT configuration:
1 If no rule exists, a ReturnAccount is sent to the Account owner involved in the
transaction;

1 Ifautomated LT only is selected, a Push_LiquidityCreditTransfer is eligible to be
sentto T2-CLM;
M If automated LT and notification are enabled, a Push_LiquidityCreditTransfer is

eligible to be sent to T2-CLM and the TIPS Account owner is notified with a
ReturnAccount.

If the following condition is successfully met, TIPS generates a new push rule-based LT
towards T2-CLM:

- RTGS opening hours Check.

The_ReturnAccount message is sent to the default DN of the Account Owner, whereas, if
eligible, the_LiquidityCreditTransfer is sent to the DN of the RTGS system.

12n | FIToFIPaymentStatusReport

Beneficiary Participant, Ancillary
System or Instructing Party as
sender

TIPS as receiver

The Beneficiary Participant, Ancillary System or Instructing Party acting on behalf of the
Beneficiary Participant or a Reachable Party triggers the settlement phase of the transaction
sending a negative payment status report that is successfully delivered to TIPS.

In this scenario the settlement phase will end up with a rejection of the Instant Payment
transaction and the un-reservation of corresponding funds.

Technical validation, check of mandatory fields and authentication checks have already
been successfully executed.

13n

TIPS

TIPS successfully executes the checks:

- Access Rights check;

- Instructing Party authorised i _creditor side;
- Pending transaction existing.

See 4.1- Business Rules for details.
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System or Instructing Party as
receiver

Involved messages Involved actors Description
TIPS unsuccessfully executes the checks at step 13n.
TIPS as sender At the first negative check the system stops and sends a message to the Beneficiary
Participant, Ancillary System or Instructing Party acting on behalf of the Beneficiary
13e Beneficiary Participant, Ancillary | Participant or a Reachable Party (DN of the sender of the message) containing the proper
System or Instructing Party as error code.
receiver
See 4.1- Business Rules for details.
If the pending transaction exists, TIPS retrieves it using the Transaction ID.
The reserved amount is released in the involved Originator account and the possibly
involved Debiting CMB is increased of the same amount.
1l4e TIPS TIPS always releases the reserved transactions even if the involved account or CMB have
been blocked in the meantime.
The transaction is set to "Failed" status.
TIPS as sender
TIPS sends a message to the Originator Participant, Ancillary System or Instructing Party
15e | EIToFIPaymentStatusReport Originator Participant, Ancillary | acting on behalf of the Originator Participant or a Reachable Party i same DN of the Sender
System or Instructing Party as in step 17 containing the proper error code.
receiver
14n TIPS TIPS identifies the transaction using the Transaction ID. The Transaction ID is related to a
transaction existing in TIPS and still in "Reserved" status.
TIPS retrieves the Instant Payment transaction to be rejected and releases it.
The reserved amount is released in the involved Originator Account and the possibly
involved Debiting CMB is increased of the same amount.
15n TIPS TIPS always releases the reserved transactions even if the involved account or CMB have
been blocked in the meantime.
The transaction is set to "Rejected" status.
TIPS as sender
16n | FIToFIPaymentStatusReport Originator Participant, Ancillary | TIPS forwards the received Payment status report to the Originator DN.
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2.2.1.1. Timeout scenario: missing/delayed Beneficiary-side answer

This sub-section describes the specific scenario of TIPS not receiving a Beneficiary-side answer or
receiving it later than allowed.

This scenario assumes that TIPS has successfully executed the conditional settlement phase of an
Instant Payment.

A specific software component (Sweeping service) is always acting in background taking care of all the
orphan payments i an orphan payment being a reserved Instant Payment transaction still waiting for a
confirmation/rejection. Bweeping Tinxeousde cpoarr dasme(t X rb eciomd i tghue
system, see 1.7.1 Service configurationd a process checks all the pending Instant Payments

transactions and rejects only those that have exceeded the SCT'"st Timestamp Timeout plus the
Beneficiary side offset.

The time-out can also be triggered by an Investigation message from Originator Side that reaches TIPS
requesting information for an existing Instant Payment transaction that is in status Reserved for which
no Beneficiary-side answer is arrived yet and that has not been treated by Sweeping Service (see 2.4
finvestigationd. In this case, TIPS does not answer to the Investigation directly, but set to Expired the
Instant Payment transaction, informing both Originator and Beneficiary side accordingly for the occurred
time-out.

Any Beneficiary-side answer that arrives in TIPS for an orphan payment already treated by the Sweeping
service generates an error since no reserved transaction is found.

The diagram below describes the specific process and the involved actors. The details of the steps are
described in the following Table 23 i Instant Payment transaction missing/delayed Beneficiary-side

answer steps.
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Figure 231 Instant Payment transaction missing/delayed Beneficiary-side answer flow
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Table 2371 Instant Payment transaction missing/delayed Beneficiary-side answer steps

Involved messages

Involved actors

Description

Every X seconds, with "X" being defined in the "Sweeping timeout" parameter, the Sweeping
1 TIPS service runs checking all the payment in status "Reserved".
If the "Acceptance timestamp" of the payment has exceeded the "SCT'st Timestamp Timeout"
value, the payment is elected for sweeping.
Originator Participant, Ancillary TIPS receives an incoming Investigation request from the Originator Participant, Ancillary
System or Instructing Party as System or Instructing Party.
1 | EiToFIPaymentStatusRequest Sender There is no existing generated payment transaction status advice for the transaction and no
TIPS as receiver answer from Beneficiary side has reached TIPS.
TIPS executes these operations for each orphan payment:
- TIPS retrieves the transaction to be rejected anditsIDe x e c ut i n g Timect Codeke-
Missing answerd  ( 4.1e Business Rules for details);
- The transaction is set to "Expired" status;
2 TIPS - The reserved amount is released in the involved Originator account and the possibly involved
Debiting CMB is increased by the same amount
TIPS always releases the reserved transactions even if the involved account or CMB have been
blocked in the meantime.
TIPS as sender TIPS sends a message to the Originator Participant, Ancillary System or Instructing Party i
| FiToFipaymeniatsRepon | Ongnato paripar, Anctary | 1€ N O be Senceraen o e psactoninaeranayse The
System or Instructing Party as prop
) error code.
receiver
TIPS as sender TIPS sends a message to the Beneficiary Participant, Ancillary System or Instructing Party
identified as the default DN in the entity "Outbound DN-BIC Routing" related to the Beneficiary
3a | FIToFIPaymentStatusReport Beneficiary Participant, Ancillary BIC in the transaction under analysis.
System or Instructing Party as The FltoFIPaymentStatusReport contains the Transaction ID of the transaction and the proper
receiver error code.
TIPS unsuccessfully executes the check:
4 TIPS - Pending transaction existing.
See 4.1- Business Rules for details.
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Step | Involved messages Involved actors Description

TIPS as sender

- . . TIPS sends a FIToFIPaymentStatusReport message to the Beneficiary Participant, Ancillary
5 | EIToFIPaymentStatusReport Beneficiary Participant, Ancillary - S
System or Instructing Party as System or Instructing Party (DN of the sender of the message) containing the proper error code.
receiver

2.2.1.2. Examples

This sub-section includes a not exhaustive list of examples of TIPS transactions and related messages.
Each example is introduced by a description of the involved actors and involved messages and it highlights how the balances change in the accounts.

All the examples are based on the data constellation introduced below. The data constellation is depicted on the basis of the concepts introduced in 1.3.2
fAccounts structure and organisationa

All rights reserved. Page 108



e e

CUTSCHE
EURJESEANC

BANOOL-ESPARA

TARGET Instant Payment Settlement
User Detailed Functional Specifications

target|mes

O»{ oo

Figure 241 Instant Payment transaction examples data constellation

CRDM ¢ STATIC TIPSG STATICDATA
O _
|
CASH AGOOUNT ‘ aviBs
. T
‘ /ACOOUNTL ‘ ‘ PRTYABMMXXX ‘ ‘ 01/12/2017 ‘ ‘ 31/12/9999 H 1.000¢ H 1.050.000€ ‘ ‘ QaviBl ‘ ‘ /AQOOUNTL ‘ ‘ PRTYABMM234 ‘ ‘ 01/12/2017 ‘ ‘ 31/12/9999 ‘ ‘ 100e H 5.000¢ ‘ ‘ 350 ‘
‘ ACOOUNT2 ‘ ‘ PRIYBOVIMXX ‘ ‘ 01/12/2017 H 31/12/9999 H 200€ H 1.000.000¢ ‘ ‘ avez ‘ ‘ AGOOUNT2 ‘ ‘ PRTYBOMIM333 ‘ ‘ 01/12/2017 ‘ ‘ 31/12/9999 ‘ ‘ 150€ H 400€ ‘ ‘ 350€ ‘
‘ AGOOUNT3 ‘ ‘ PRIYBOVIMXXX ‘ ‘ 01/12/2017 ‘ ‘ 31/12/9999 H 0e H 9999999 ‘
e || wmos | owew | wew [ oo
CRDM ¢ STATICDATA Inbound DN BICROUTING AUTHORIZED ACOOUNT USER Outbound DN BICROUTING
IR T ST BT I TN ECE S
‘ <ou=dept_123, o=prtyabmmuox, o=a2anet> ‘ ‘ NCEOELIRINOO- PRTYABMMO ‘ <ou=dept_123, 0=prtyabmmxx, 0=a2anet> ‘ ‘ PRTYABMMXXX ‘ ‘ ACCOUNTL ‘ ‘ PRTYABMMXXX ‘ ‘ <ou=dept_123, o=prtyabmmx, 0=a2anet> ‘ ‘ PRTYABMMXXX
&
‘ <ou=dept_234, o=prtyabmmox, 0=a2anet> H NCBOELIRDOX - PRTYABMM>OXX ‘ ‘ <ou=dept_234, o=prtyabmmix, 0=a2anet> ‘ ‘ GAMAZ L b ‘ ‘ ACCOUNTL H PRIVABMM123 ‘ ‘ <ou=dept_123, o=prtyabmm123, 0=a2anet> ‘ ‘ PRTYABMM123 ‘
‘ <ou=dept_123, o=prtyabmm123, o=a2anet> ‘ ‘ PRIYABMM>O0C PRTYABMM 123 ‘ ‘ <ou=dept_123, oprtyabmmyo, 0=azanet> ‘ ‘ AR ‘ ‘ AGEOUNTZ ‘ ‘ PRIYBOMM>XXX ‘ ‘ <ou=dept_abc, 0=prtybemmy, 0=a2anet> ‘ ‘ PRTYBOMM>0X ‘
‘ <ou=dept_123, o=prtyabmm234, 0=a2anet> ‘ ‘ PRTYABMMXXX ¢ PRTYABMM234 ‘ ‘ <ou=dept_234, o=prtyahmmxx, 0=a2anet> ‘ ‘ PRTYABMM123 ‘ ‘ ACOOUNT3 ‘ ‘ PRTYBOVIM123 ‘ ‘ <ou=dept_abc, o=prtybcmm123, o=a2anet> ‘ ‘ PRTYBOMM 123 ‘
‘ P ey e ‘ ‘ NCBOELIRYO - PRTYBAMM300 ‘ <ou=dept_123, o=prtyabmm123, o=a2anet> ‘ PRTYABMM123 ‘ ‘ aviBL ‘ ‘ PRTYABMM234 ‘ ‘ <ou=dept_abc, 0=prtybcmmyxx, 0=a2anet> H PRTYBQVIM333 ‘
e T e R e IR ——
‘ <ou=dept_333, 0=prtybcmm333, o=a2anet> H PRIYBOMMXXXG PRTYBOMM333 ‘ ‘ SR B R RS ‘ ‘ GRS P ‘
‘ <ou=dept_123, o=echoeurdxx, 0=a2anet> H TRGIXEPMXXX - ECBOBURDXXX ‘ ‘ <ou=dept_abc, o=prtybcmmoxx, 0=a2anet> PRTYBAVMXXX
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|
‘ <ou=dept_ahc, o=prtybcmm123, o=a2anet> ‘ ‘ PRTYBOMM123 ‘
‘ <ou=dept_333, 0=prtybcmm333, o=a2anet> ‘ ‘ PRTYBQMM333 ‘
‘ <ou=dept_abc, o=prtybecmmxxx, 0=a2anet> ‘ ‘ PRTYBAVIM333 ‘
‘ <ou=dept_123, o=echoeurdxx, 0=a2anet> ‘ ‘ ECBOEURDXXX ‘
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2.2.1.2.1 Successful scenario with confirmed order T only accounts involved

This positive scenario describes a successful payment transaction between two TIPS Accounts owned

and held by two TIPS Participants sending the messages on their own (no Instructing Party different

from the TIPS Participant(s) foreseen). A Conf i gur at i on 10 laghlighted i @whitdandgur at i o1
yellow in the Figure 24 i Instant Payment transaction examples data constellation) are considered.

No errors or timeouts occur. No floor or ceiling notification expected. The current business date, in the
given example, is 30/12/2017. The EltoFICustomerCreditTransfer message received by TIPS and

triggering the scenario looks like the following one.

Figure 251 Successful Instant Payment transaction: FltoFICustomerCreditTransfer

Sender DN: <ou=dept_123, o=prtyabmmxxx, o=a2aner>

Acceptance Timestamp: 30/12/2017 12:00:01

Original Transaction ldentification: OriglD1
Originator BIC: PRTYABMMXXX
Beneficiary BIC: PRTYBCMMXXX
Settlement Amount: 100 EUR

The system, after performing the expected checks successfully, sets up the settlement on the accounts
as follows:

- Itidentifies the Originator Account (ACCOUNT1) from the Originator BIC;
- ltidentifies the Beneficiary Account (ACCOUNT?2) from the Beneficiary BIC;

- ltidentifiestheBenef i ci ary DN f DN-BHIC RottiagdofiOut bound
(<ou=dept_abc, o=prtybcmmxxx, o=a2anet>);

- It reserves the amount in ACCOUNT1 i the new availability for ACCOUNT1 decreases from
1,000.00 EUR to 900.00 EUR;

- The transaction is saved and put in status Reserved.

The forwarding of the FltoFICustomerCreditTransfer message to the Beneficiary DN ends the

Conditional Settlement phase.
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Figure 26 1 Successful Instant Payment transaction: reservation of funds

<ou=dept 123, <pu=dept abc,
o=priyabmmo, o=priybommxxx,

o=alanet> a=alanet>

Fl to Fl Customer Fl to FI Customet
Ceodit Transter Credit Transfer

Status: RESERVED
Sender DN: Sender DN: <ou=dept_123, o=prtyabmmox, p=a2anet>
Original Transaction Identification: OriglD1
Originator 81C: PRTYABMMXXX Beneficiary BIC: PRTYBCMMXX
Settlement Amount: 100 EUR

The answer from the Beneficiary triggers the settlement phase. In this scenario, the Beneficiary PSP
confirms the payment by sending a FIToFIPaymentStatusReport message with a positive answer. TIPS
definitively settles the transaction, moving the amount from ACCOUNT1 to ACCOUNT2.

Figure 27 1 Successful Instant Payment transaction: FltoFIPaymentStatusReport

Fl to Fl Payment Status Report

Acceptance Timestamp : 30/12/2017 12:00:01

Original Transaction Identification: OrigID1
Originator BIC: PRTYABMMXXX
Beneficiary BIC: PRTYBCMMXXX

Status: ACCP

The system, after performing the expected checks successfully, finds the reserved transaction and
executes the settlement on the accounts as follows:

- ltidentifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved.

- it identifies the Originator Account (ACCOUNT1) and the Beneficiary Account (ACCOUNT?2)
from the retrieved transaction;

- Itidentifies the Originator DN from the transaction;

- It definitively settles the amount moving the liquidity reserved in the ACCOUNT1 to the
ACCOUNTZ2;

- The transaction status is turned into Settled.
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TIPS then forwards the FIToFIPaymentStatusReport message to the Originator DN and sends a

confirmation message for successful settlement to the Beneficiary.

Figure 281 Successful Instant Payment transaction: settlement phase

<ou=dept 123, <ou=dept abc,
o=prtyabmmxxx, o=priybcmmxxx,
o=alanet> o=alanet>

F to FI Payment Fi to Fl Payment FI 1o FI Payment
Status Report Status Report Status Report

Status: SETTLED |
Sender DN: <ou=dept_123, o=prtyabmmxxx, o=aZanet>
Original Transaction Identification: OrigiD1
Originator 81C: PRTYABMMXXX Beneficiary BIC: PRTYBCMMXX
Settiement Amount: 100 EUR

2.2.1.2.2 Successful scenario with confirmed order i Creditor account and debtor CMB

This positive scenario describes a successful payment transaction between a CMB held by a branch of

a TIPS Participant A sending messages on its own and a TIPS Account owned by a TIPS Participant B

but used by a related Reachable Party. A Conf i gur at i on 1 dighlightdd imn@iteandi gur at i
yellow in Figure 24 7 Instant Payment transaction examples data constellation) are considered.

No errors or timeouts occur. No floor or ceiling notification is expected. The current business date, in
the given example, is 30/12/2017. The EltoFICustomerCreditTransfer message received by TIPS and

triggering the scenario looks like the following one.

Figure 291 Successful Instant Payment transaction: FltoFICustomerCreditTransfer

Fl to Fl Customer Credit Transfer

Sender DN: <ou=dept_123, o=prtyabmm234, o=a2anet>

Acceptance Timestamp : 30/12/2017 12:00:01

Original Transaction Identification: OriglD3
Originator BIC: PRTYABMM234 :
Beneficiary BIC; PRTYBCMM123
Settlement Amount: 26 EUR
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The system, after performing the expected checks successfully, sets up the settlement on the accounts

and on the CMB as follows:

- ltidentifies the Debiting CMB (CMB1) from the Originator BIC;

- Itidentifies the Originator Account from the CMB1 (ACCOUNTL1);

- Itidentifies the Beneficiary Account (ACCOUNT3) from the Beneficiary BIC;

- 0t identifies th

- It decreases the headroom for the involved CMB1;

e Benef i cBlCaRoyting® N
(<ou=dept_abc, o=prtybcmm123, o=a2anet>);

from

t

he

fiOQOut bound

- It reserves the amount for ACCOUNTL1 related to the CMB i the new availability for ACCOUNTL1

decreases from 800.00 EUR to 774.

- The transaction is saved and put in status Reserved.

00 EUR;

The forwarding of the FltoFICustomerCreditTransfer message to the Beneficiary DN ends the

Conditional Settlement phase.

Figure 301 Successful Instant Payment transaction: reservation of funds

Account 1

-

Available: 774

-

Aesarved: 26

headroom: 124
utilisation: 26

Account 3

Status: RESERVED

Sender DN: <ou=dept_123, o=prtyabmm234, o=a2anet>

Original Transaction identification: OriglD3

Originator BIC: PRTYABMM234
Settlement Amount: 26 EUR

Beneficiary BIC: PRTYBCMM123

The answer from the Beneficiary Participant triggers the settlement phase. In this scenario, the

Beneficiary Participant confirms the payment sending a FIToFIPaymentStatusReport message with a
positive answer. TIPS definitively settles the transaction, moving the amount from ACCOUNT1 to

ACCOUNT3. The movement on CMB1 is confirmed.

All rights reserved.

Page 113



[J. RANCATIALL BANCODZESPARA
. R s TARGET Instant Payment Settlement I
BACHEF FRANCE Ig;ﬁg;‘r:”xg‘ ; User Detailed Functional Specifications t a r‘ g€t TIPS

i

Figure 311 Successful Instant Payment transaction: FltoFIPaymentStatusReport

Fi to FI Payment Status Report

Sender DN: <ou=dept_abc, o=prtybemm123, o=aZanet>

Acceptance Date Time: 30/12/2017 12:00:06

Original Transaction Identification: OrigiD3
Originator BIC: PRTYABMM234

Beneficiary BIC: PRTYBCMM123

Status: ACCP

The system, after performing the expected checks successfully, finds the reserved transaction and
executes the settlement on the accounts as follows:

- Itidentifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved.

- It identifies the Originator Account (ACCOUNT1) and the Beneficiary Account (ACCOUNT3)
from the retrieved transaction;

- Itidentifies the Originator DN from the transaction;

- It definitively settles the amount by moving the liquidity reserved in the ACCOUNTL1 to the
ACCOUNTS;

- The transaction status is turned into Settled.

In this example, CMBL1 has no additional movements i the reduction of the headroom is confirmed. The
settlement phase ends and TIPS then forwards the FIToFIPaymentStatusReport message to the

Originator DN and sends a confirmation message for successful settlement to the Beneficiary
Participant.
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Figure 321 Successful Instant Payment transaction: settlement phase

<ou=dopt 123, <ou=dept abe,
o=privabmmxxx, o=priyhemmuxx,

o=alanet> o=alanet>

Fl 1o FI Payment Fi to Fl Payment i to Fl Payment
Status Report Status Report Status Report

Status: SETTLED
Sender DN: <ou~dept_123, o«prtyabmm2 34, o=a2anet>
Orlginal Transaction identification: OriglD3
Debtor Agent: PRTYABMM234 Creditor Agent: PRTYBCMM 123
instructed Amount: 26 EUR

2.2.1.2.3 Successful scenario with confirmed order i Creditor CMB and debtor Account

This positive scenario describes a successful payment transaction between a TIPS Account owned and

held by a TIPS Participant A sending the messages on its own and a CMB held by a branch of a TIPS

Participant B. The TIPS Participant B acts as Instructing Party f or it s branch. AConf i gl
i Conf i g u hightightedrin whité anf@ yellow in Figure 24 i Instant Payment transaction examples

data constellation) are considered.

No errors or timeouts occur. No floor or ceiling notification is expected. The current business date, in
the given example, is 30/12/2017. The EltoFICustomerCreditTransfer message received by TIPS and

triggering the scenario looks like the following one.

Figure 331 Successful Instant Payment transaction: FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer

“Sender DN: <ou=dept_123, o=prtyabmmxx, o=a2anet>

Acceptance limestamp: 30/12/2017 12:00:01

Original Transaction Identification: OrigiD2
Originator BIC; PRTYABMMXXX
Beneficlary BIC: PRTYBCMM333
Settlement Amount: 99 EUR
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TIPS, after performing the expected checks successfully, sets up the settlement on the accounts and
on the CMB as follows:

- ltidentifies the Originator Account (ACCOUNT1) from the Originator BIC;
- Itidentifies the Crediting CMB (CMBZ2) from the Beneficiary BIC;
- Itidentifies the Beneficiary Account (ACCOUNTZ2) from the CMB2 in table CMBs;

- 1t identifies the Benef i eBlCaRowtingpN from the fAiOut bound
(<ou=dept_abc, o=prtybcmmxxx, 0=a2anet>);

- It reserves the amount in ACCOUNTL1 i the new availability for ACCOUNT1 decreases from
1,000.00 EUR to 901.00 EUR;

- The transaction is saved and put in status Reserved.

The forwarding of the FltoFICustomerCreditTransfer message to the Beneficiary DN ends the
Conditional Settlement phase.

Figure 341 Successful Instant Payment transaction reservation of funds

<oy<dept 123, <ousdept abc,
o=priyabmmxxx, o=priybcmimoo,
o=alanet> o=alanet>

Fi to Fl Customer Fl o Fl Customer
Cradit Transfer Credit Transfer

Status: RESERVED |
Sender DN: cou=dept_123, ompetyabmmiuxx, oma2anet>
Original Transaction Identification: OrigiD2
Debtor Agent: PRTYABMMIOX Creditor Agent: PRTYBCMM333
Instructed Amount: 99 EUR

The answer from the Beneficiary Participant triggers the settlement phase. In this scenario, the
Beneficiary PSP confirms the payment sending a FIToFIPaymentStatusReport message with a positive
answer. TIPS definitively settles the transaction, moving the amount from ACCOUNT1 to ACCOUNT2
and increasing the headroom for CMB2.
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Figure 351 Successful Instant Payment transaction: FltoFIPaymentStatusReport

Fl to Fl Payment Status Report

Sender DN; <ou=dept_abc, o=priybemmxxx, o«a2anet>

Acceptance Date Time: 30/12/2017 12:00:01

Original Transaction ldentification: OrigiD2
Originator BIC; PRTYABMMXXX
Beneficiary BIC: PRTYBCMM333

Status: ACCP

The system, after performing the expected checks successfully, finds the reserved transaction and
executes the settlement on the accounts as follows:

- It identifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved.

- It identifies the Originator Account (ACCOUNT1), the Crediting CMB (CMB2) and the
Beneficiary Account (ACCOUNT?2) from the retrieved transaction;

- Itidentifies the Originator DN from the transaction;

- It definitively settles the amount moving the liquidity reserved in the ACCOUNT1 to the
ACCOUNTZ;

- ltincreases the headroom of the CMB2;
- The transaction status is turned into Settled.

In this example, CMB2 exceeds the defined limit for the CMB (the limit defined remains 350, the
headroom is 350 + 99 = 449 and the utilisation is -99 as depicted in Figure 36 i Successful Instant
Payment transaction: settlement). The settlement phase ends and TIPS then forwards the

FIToFIPaymentStatusReport message to the Originator DN and sends a confirmation message for

successful settlement to the Beneficiary Participant.
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Figure 36 1 Successful Instant Payment transaction: settlement phase

<ou=dept 123, <ou«dept_abe,
O=priyabmmxxx, 0~pr1ybtmm)-:xx,
o=aZanet> o=alanet>

H to Fl Payment Fl to Fl Payment Fl to Fl Payment

Status Report Status Report Status Report

| Status: SETTLED
| Sender DN: <ou=dept_123, o=prtyasbmmooc, o=alanet>

Original Transaction Identification: OrigiD2
| Originator BIC; PRTYABMMIOX( Beneficiary BIC: PRTYBCMM333
| Settlement Amount: 93 EUR

2.2.1.2.4 Successful scenario with rejected order

This negative scenario describes a successful reservation of funds for a transaction between a CMB

held by a branch of a TIPS Participant A sending messages on its own and a TIPS Account owned by

a TIPS Participant B. fi Co n f ihighiighted in white atddyellawnirdFigre€ o n f i gur
24 1 _Instant Payment transaction examples data constellation) are considered.

After the successful reservation, the Beneficiary participant rejects the payment.

No errors or timeouts occur. No floor or ceiling notification is expected. The current business date, in
the given example, is 30/12/2017. The EltoFICustomerCreditTransfer message received by TIPS and

triggering the scenario looks like the following one.

Figure 371 Rejected Instant Payment transaction: FltoFICustomerCreditTransfer

FI to FI Customer Credit Transfer

Acceptance Timestamp : 30/12/2017 12:10:00

Original Transaction ldentification; OrigiD4
Originator BIC: PRTYABMM234
Beneficiary BIC: PRTYBCMM123
Settlement Amount: 10 EUR
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The system, after performing the expected checks successfully, sets up the settlement on the accounts
and on the CMB as follows:

- ltidentifies the Debiting CMB (CMB1) from the Originator BIC;
- Itidentifies the Originator Account from the CMB1 (ACCOUNTL1);
- Itidentifies the Beneficiary Account (ACCOUNT3) from the Beneficiary BIC;

- 1t identifies the Benef i eBlCaRowtingpN from the fAiOut bound
(<ou=dept_abc, o=prtybcmm123, o=a2anet>);

- It decreases the headroom for the involved CMB1;
- It reserves the amount for the ACCOUNT1 related to the CMB;

- The transaction is saved and put in status Reserved.

The forwarding of the FltoFICustomerCreditTransfer message to the Beneficiary DN ends the

Conditional Settlement phase.

Figure 381 Rejected Instant Payment transaction: reservation of funds

<ou=dept 123, <ou=dept abc,
o=prtyabmma234, o=priybcmm23,
o=alanet> o=alanet>

H to FI Customer Fl to H Customer
Credit Transfer Credit Transfer

Status: RESERVED
Sender DN: <ou=dept_123, o=prtyabmm234, o=a2anet>
Original Transaction Identification: OrigiD4
Originator BIC: PRTYABMM234 Beneficiary BIC: PRTYBCMM 123
Settlement Amount; 10 EUR

In this scenario, the Beneficiary Participant receives the forwarded FltoFICustomerCreditTransfer
message with the transaction. The Beneficiary Participant rejects the payment sending a

FIToFIPaymentStatusReport message with a negative answer.
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The answer from the Beneficiary Participant triggers the settlement phase for a negative scenario®.
TIPS must then increase the CMB1 headroom of the same amount of the payment and release the
amount on ACCOUNTL.

Figure 391 Rejected Instant Payment transaction: FltoFIStatusReport
Fl to FI Payment Status Report

Sender DN: <ou=dept_abc, o=prtybemm123, o-a2ant>

Acceptance Timestamp : 30/12/2017 12:10:00

Original Transaction ldentification: OriglD4
Originator BIC: PRTYABMM234
Beneficiary BIC: PRTYBCMM123

The system performs the expected checks successfully. The timeout check is not performed: a negative
response from the Beneficiary side must always reach the Originator side with no changes and trigger
the release of funds.

TIPS finds the reserved transaction, releases the funds on the accounts and increases the CMB
headroom as follows:

- ltidentifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved.

- Itidentifies the Originator Account (ACCOUNT1) from the retrieved transaction;

- lItreleases the amount on the ACCOUNT1 and adds the same amount of the payment to CMB1,;
- The transaction status is turned into Rejected;

- Itidentifies the Originator DN from the transaction.

The settlement phase ends with the rejection of the payment and TIPS then forwards the
FIToFIPaymentStatusReport message to the Originator DN.

29 The error code ACO04 is used as an example inFigure 39, however the message can contain any error code sent by the
beneficiary side
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Figure 401 Rejected Instant Payment transaction: release of funds

<ou=dept 123, <ou=dept abe,
G=priyabmmxxx, Q=priybomimxxx,
o=alaner> o=alanet>

FitaFl Payment Fl to Fl Payment
Status Report Status Report

Status: REJECTED |
Sender DN: <ou=dept_123, orpriyabmm234, oraZanet>
Original Transaction Identification: OriglD4
Originator BIC: PRTYABMM234 Beneficlary BiC: PRTYBCMM 123
Settlement Amount: 10 EUR

2.2.1.2.5 Successful scenario instant payment via TIPS AS Technical Account

This positive scenario describes a successful payment transaction between a TIPS AS Technical
Account and a TIPS Account, the former owned by an Ancillary System and the latter owned by a TIPS
Participant. Both actors send the messages on their own (without the involvement of an Instructing
Party).

No errors or timeout condition is expected. The account owners did not configure any floor or ceiling
notifications thresholds for their accounts. The current business date, in the given example, is
30/12/2021.

The following preconditions apply:

- PRTYADMMXXX is reachable via a selected Ancillary System (ANSYPRMMXXX) and it is
authorised to settle on the corresponding TIPS AS Technical Account (TECHACCOUNTASL));

- The initial balance on the TECHACCOUNTAS1 is 1,500,000.00 EUR.

The EltoFICustomerCreditTransfer message received by TIPS and triggering the scenario is the

following one.
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Figure 411 Successful Instant Payment transaction: FltoFICustomerCreditTransfer

Fl to Fl Customer Credit Transfer

‘Sender DN: <ou=ach_123, o=ansyprmmxxx, 0=a2anet>

Acceptance Timestamp: 30/12/2021 13:05:01

Original Transaction Identification: OriglD1
Originator BIC: PRTYADMMXXX
Beneficiary BIC: PRTYBCMMXXX
Settlement Amount: 1,000.00 EUR

TIPS, after having performed successfully the checks on the incoming message, executes the following
steps:

- ltidentifies the Originator Account (TECHACCOUNTASL1) from the Originator BIC;
- ltidentifies the Beneficiary Account (TIPSACCOUNT1) from the Beneficiary BIC;

- 1t identifies the Benefi eBlad yRouN ifnrgpom t he fAOut bou
(<ou=dept_abc, o=prtybcmmxxx, o=a2anet>);

- It reserves the amount in TECHACCOUNTASL1 i the balance available for new transactions
on TECHACCOUNTASI1 decreases from 1,500,000.00 EUR to 1,499,000.00 EUR;

- The payment transaction is stored in TIPS with status Reserved.

The forwarding of the FltoFICustomerCreditTransfer message to the Beneficiary DN terminates the

Conditional Settlement phase.

Figure 421 Successful Instant Payment transaction: reservation of funds

<ou=ach_123,
O=ANSYPIMIMXXX,

<ou=dept_abc,
o=prtybcmmxxx,

o=alanet>
| Flto Fl Customer Fl to Fl Customer
Credit Transfer Credit Transfer
4

TECHACCOUNTAS1 TIPSACCOUNT1

Available: 500,000.00
1,499,000.00

o=a2anet>

Status: RESERVED

‘ Sender DN: Sender DN: <ou=ach_123, o=ansyprmmxxx, o=a2anet>
Original Transaction Identification: OrigiD1
Originator BIC: PRTYADMMXXX Beneficiary BIC: PRTYBCMMXXX
Settlement Amount: 1,000.00 EUR
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The answer from the Beneficiary Participant triggers the settlement phase. In this scenario, the
Beneficiary Participant confirms the payment by sending a FIToFIPaymentStatusReportt message with

a positive answer.

Figure 431 Successful Instant Payment transaction: FltoFIPaymentStatusReport
—_ - —

FI to FI Payment Status Report

Sender DN: <ousdept_abc, o=prtybcmmxxx, o=a2anet>

Acceptance Timestamp : 30/12/2021 13:05:01

QOriginal Transaction Identification: OriglD1
Originator BIC: PRTYADMMXXX
Beneficlary BIC: PRTYBCMMXXX

Status: ACCP

TIPS, after performing the expected checks successfully, looks up the underlying open business case
and settle on the accounts as follows:
- ltidentifies the transaction from the Original Transaction ID. The transaction shall be in status
Reserved.
- itidentifies the Originator Account (TECHACCOUNTASL1) and the Beneficiary Account
(TIPSACCOUNT1) from the retrieved transaction;
- ltidentifies the Originator DN from the transaction (i.e. <ou=ach_123, o=ansyprmmxxx,
o=aZanet>;
- It settles the amount moving the reserved liquidity from the TECHACCOUNTASLI to the
TIPSACCOUNTZ;
- The transaction status is moved to Settled.

TIPS then forwards the FIToFIPaymentStatusReportt message received by the Beneficiary Participant
to the Originator DN and generates a confirmation message for successful settlement to the Beneficiary

Participant.
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Figure 441 Successful Instant Payment transaction successful: settlement phase

<ou=ach_123, <ou=dept_abc,
OFansyprmmxxx, o=priybemmuxxx,
o=alanet> o=a2anet>

Fl to Fl Payment | F1 to Fl Payment

Status Report Status Report

F1 to Fl Payment
Status Report

TECHACCOUNTAS1

1,499,000.00

Status: SETTLED

Sendér DN <ou=ach_123, o=ansyprmmuoc, o=a2anet>

Original Transaction Identification: OrigiD1

Originator BIC: PRTYADMMXXX Beneficiary BIC: PRTYBCMMXXX
Settiernent Amount: 1,000,00 EUR

2.2.1.2.6 Error scenarios

This section describes some possible error scenarios that can happen when dealing with Instant
Payment. This is a subset of possible error cases but the error mechanism is always the same.

For the complete list of possible error codes, see 4.2 fiist of Error codesa

Insufficient funds within the CMB

This error scenario describes a payment transaction between a CMB held by a branch of a TIPS
Participant A sending messages on its own and a TIPS Account owned by a TIPS Participant.
iConfiguration 10 kghlghted @ omté andyeliovein Figure 242 dnstdnt Payment
transaction examples data constellation) are considered.

The transaction fails since the requested amount exceeds the headroom of the involved CMB.

The EltoFICustomerCreditTransfer message received by TIPS and triggering the scenario looks like the

following one:
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Figure 451 Headroom error: FltoFICustomerCreditTransfer

Fl to Fl Customer Credit Transfer

Sender DN: <ou=dept_123, o=prtyabmm234, o=aZanet>

Acceptance Timestamp : 30/12/2017 12:05:10

Original Transaction Identification: OrigiD5
Originator BIC: PRTYABMM234
Beneficiary BIC: PRTYBCMM123
Settlement Amount: 350 EUR

The system executes these steps:

- ltidentifies the Debiting CMB (CMB1) from the Originator BIC;

- Itidentifies that the headroom for the involved CMB1 is lower than the request amount;

- The transaction fails. The attempt is saved as failed transaction and the sender is informed of the

error.

Figure 461 Headroom error: transaction failed

<ou=dept 123,
o=priyabmma234

O=alanet>

Fl 1o Fl Customer

Credit Transter

FI to Fl Payment

Status h‘"-‘l"""

Status: FAILED
Sender DN: <ou=dept_123, o=prtyabmm234, o=a2anet>
Original Transaction identification: OrigID5
Originator BIC: PRTYABMM234 Beneficiary BIC : PRTYBCMM123
Settlement Amount: 350 EUR

TIPS then sends a FIToFIPaymentStatusReport to the sender with the proper error code.
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Figure 47 1 Headroom error: FltoFIPaymentStatusReport

Fl to Fl Payment Status Report

Receiver DN: <ou=dept_123, o=prtyabmm234, o=a2anet>

Acceptance Timestamp: 30/12/2017 12:05:10

Original Transaction Identification: OrigiD5
Originator BIC: PRTYABMM234
Beneficiary BIC: PRTYBCMM123

Status: RICT

neason Lode: Alvis

Blocked Account

This error scenario describes a payment transaction between two TIPS Accounts owned and held by

two TIPS Participants sending the messages on their own (no Instructing Party different from the TIPS
Participant (s) foreseen) . fi iC o mHhigBlighted g twhite and jJebow mand A Con
Figure 24 1 Instant Payment transaction examples data constellation) are considered.

The transaction fails since the account to be debited is blocked and not available for settlement.

The FltoFICustomerCreditTransfer message received by TIPS and triggering the scenario looks like the

following one.

Figure 481 Blocked account error: FltoFICustomerCreditTransfer

Fl to Fl Customer Credit Transfer

Sender DN: <ou=dept_123, o=prtyabmmuxxx, o=aZanet>

Acceptance Date Time: 20/12/2017 12:12:00

Original Transaction Identification: OrigiD6
Originator BIC; PRTYABMMXXX
Beneficiary BIC: PRTYBCMMXXX
Settlement Amount: 15 EUR

The system executes these steps:
- Itidentifies the Debiting Account (ACCOUNT1) from the Originator BIC;

- It detects that ACCOUNT1i s bl ocked (e.g. status is either Obl oc¢
and diebitd)

- The transaction fails. The attempt is saved as failed Instant Payment transaction and the sender is
informed of the error.
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Figure 491 Blocked account error: transaction failed

<aou=dept 123,
o=priyabimmxxx,
o=alaner>

Fl to H Customet

Credit Transler

Fl to FI Payment
Status Report

Status: FALED
Sender DN: Sender DN: <ou=dept_123, o=prtysbmmox, o=a2anet>
Original Transaction identification: OrigiD6
Originator BIC: PRTYABMMXXX Beneficiary BIC: PRTYBCMMXXX
Settlement Amount: 15 EUR

TIPS then sends a FIToFIPaymentStatusReport to the sender with the proper error code.

Figure 501 Blocked account error: FltoFIPaymentStatusReport

Fl to FI Payment Status Report

Receiver DN: <ou=dept_123, o=prtyabmmxxx, o=a2anet>

Acceptance Date Time: 30/12/2017 12:12:00

Original Transaction Identification: OriglD6
Originator BIC: PRTYABMMXXX

Beneficiary BIC: PRTYBCMMNXXX

Status: RICT

Reason Code: TBL1

Beneficiary side timeout

This error scenario describes a payment transaction between a CMB held by a branch of a TIPS
Participant A sending messages on its own and a TIPS Account owned by a TIPS Participant.
iConfiguration 10 kghlghted @ omté andyeliovein Figure 242 dnstdnt Payment
transaction examples data constellation) are considered.

The transaction fails since the answer from the Beneficiary Participant reaches TIPS after the foreseen
timeout period.

The FltoFICustomerCreditTransfer message received by TIPS and triggering the scenario is shown in

the following diagram.
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Figure 511 Beneficiary side timeout error: FltoFICustomerCreditTransfer

Fl to Fl Customer Credit Transfer
Sender DN: <oo-dépt_lZ3 o=priyabmm234, o=a2anet>

Acceptancs Timestamp : 30/12/2017 12:13:10
Original Transaction Identification: OriglD 7
Originator BIC : PRTYABMM234

Beneficiary BIC; PRTYBCMM123

Settlement Amount: 30 EUR

The system, after performing the expected checks successfully, sets up the settlement on the accounts
and on the CMB as follows:

- ltidentifies the Debiting CMB (CMB1) from the Originator BIC;
- Itidentifies the Originator Account from the CMB1 (ACCOUNTL1);
- Itidentifies the Beneficiary Account (ACCOUNT3) from the Beneficiary BIC;

- It identifies the Benef i eBlCaRoywingDN from the AOutbound
(<ou=dept_abc, o=prtybcmm123, o=a2anet>);

- It decreases the headroom for the involved CMB1;

- ltreserves the amount for the ACCOUNTL related to the CMB i the new availability for ACCOUNT1
decreases from 774.00 EUR to 744.00 EUR;

- The transaction is saved and put in status Reserved.

The forwarding of the FltoFICustomerCreditTransfer message to the Beneficiary DN ends the

Conditional Settlement phase.

Figure 521 Beneficiary side timeout error: reservation of funds

<cou=dept 123, <ou=dept_abc,
o=priyabmm 34, o=priybemm123,

o=alanet> o=glanet>

FI 1o Fl Custamet 1 to Fl Customer

Crodit Transfer Credit Transfer

Status: RESERVED |
Sender DN: <ou=dept_123, o=petyabmm234, o=aZanet>
Orignsl Transaction ideatification; OrgiDs
¢ Orignator BaC: PRTYABMMZ234 Benaeficiary 8iC: PRIYBCMM 123
Settlement Amaunt: 30 EUR
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The answer from the Beneficiary Participant arrives when the timeout period is exceeded.

Figure 531 Beneficiary side timeout error: FltoFIPaymentStatusReport

Fl to FI Payment Status Report

Sender DN: <ou~dept_abc, o-prtybemm123, o=alanet>

Acceptance Timestamp: 30/12/2017 12:13:10

Original Transaction Identification: OrigiD7
Originator BIC; PRTYABMM234
Beneficiary BIC: PRTYBCMM123

Status: ACCP

The timeout check on Beneficiary Participant side fails. TIPS finds the reserved transaction, releases

the funds on the accounts and increases the CMB headroom as follows:

It identifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved,;

It identifies the Originator Account (ACCOUNTL1) from the retrieved transaction;

It un-reserves the amount on the ACCOUNTL1 and adds the same amount of the payment to
CMB1;

The transaction status is turned into Expired;

It identifies the Originator DN from the transaction.

Figure 541 Beneficiary side timeout error: release of funds

<ou=dept_123, <ou=dept_abc,
o=priyabmmxxy, O=priybommxxx
oralanet> o-aZanets>

Fl to FI Paymont Fl to Fl Payment
Status Report Status Report

Status: EXPIRED
Sender DN: <ou=dept 123, o=prtyabmm234, o=alaret>
| Original Transaction Identification: OrigiDd
| Originator BIC: PRIYABMM234 Beneficiary B3C: PRTYBCMM 123
Settlement Amount: 10 EUR |
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TIPS informs both sides of the transaction about the expiration. TIPS sends the message to:
- The DN of the sender of the Instant Payment transaction;
- The Beneficiary DN as confBiCRoutngd i n the fAOutbound
(<ou=dept_abc, o=prtybcmm123, o=a2anet>);
- The message for the Originator Participant (reason code equal to AB05) and the Beneficiary
Participant (reason code equal to TMO1) are respectively generated and sent as shown in the
following diagram.

Figure 551 Beneficiary side timeout error: FltoFIStatusReport

Fl to FI Payment Status Report

Receiver DN: <ou=dept_123, o=prtyabmm234, o=a2anet>

Acceptance limestamp: 30/12/2017 12:13:10
Original Transaction ldentification: OriglD7
Originator BIC; PRTYABMM234

Beneficiary BIC: PRTYBCMM123

Fl to FI Payment Status Report

Receiver DN: <ou=dept_abg, o=priybemmuxx, o=a2anet>

Acceptance Timestamp : 30/12/2017 12:13:10
Original Transaction identification: OriglD7
Originator BIC; PRTYABMM234

Beneficiary BIC: PRTYBCMM123

Status: RICT

2.2.1.2.7 Delayed Beneficiary-side answer scenario

This error scenario describes a payment transaction between two TIPS Accounts owned and held by

two TIPS Participants sending the messages on their own (no Instructing Party different from the TIPS
Participant (s) foreseen) . fi C o nHighlighted & twhite and jJetbow mand fi Con
Figure 24 1 Instant Payment transaction examples data constellation) are considered.

In this scenario, the confirmation message from the Beneficiary Participant is delayed and, in the
meantime, the Sweeper rejects the pending payment.

The FltoFICustomerCreditTransfer message received by TIPS and triggering the scenario looks like the

following one.

All rights reserved. Page 130



T BANCATTIALIA BANOODZESPARA

i Acos TARGET Instant Payment Settlement |
BOORDEIRAKE lE;uT);‘E&H User Detailed Functional Specifications t = PQEt TIPS

T

Figure 56 1 Delayed Beneficiary-side answer: FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer

Sender DN: <ou=dept_123, o=priyabmmxxx, o=a2anet>

Acceptance Timestamp : 30/12/2017 12:15:10

Original Transaction Identification: OrigiD8
Originator BIC: PRTYABMMXXX
Beneficiary BIC: PRTYBCMMXXX
Settlement Amount: 23EUR

The system, after performing the expected checks successfully, sets up the settlement on the accounts
as follows:

- ltidentifies the Originator Account (ACCOUNT1) from the Originator BIC;
- Itidentifies the Beneficiary Account (ACCOUNTZ2) from the Beneficiary BIC;

- 1t identifies the Benef i eBlCaRoytingpN from the fAOut bou
(<ou=dept_abc, o=prtybcmmxxx, o=a2anet>);

It reserves the amount in ACCOUNTZ,;
- The transaction is saved and put in status Reserved.

The forwarding of the FltoFICustomerCreditTransfer message to the Beneficiary DN ends the
Conditional Settlement phase.

Figure 57 1 Delayed Beneficiary-side answer: reservation of funds

<ou=dept_123, sou=dept_albx
a=priyabmmxxx, O=priybemmxxx,
o~alanet> o=alanet>

1 to Fl Customer FI to F Customer
Credit Transfer Credit Transfer

Status: RESERVED
| Sender DN: Sender DN: <ou=dept_123, o=prtyabmmuo, o~a2anet>
Original Transaction Identification: OriglD8
Originator BIC: PRTYABMMXXX Beneficiary BIC: PRTYBCMMXXKX
Settlement Amount: 23 EUR

The answer from the Beneficiary side is delayed and does not reach TIPS in time to close the
transaction. After a configured timeout, the Sweeper checks for pending payments. In case a pending
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payment is found for which the SCT'"st Timestamp Timeout has elapsed, TIPS triggers a timeout, rejects

the transaction, releases the funds on the debtor account as follows:
- Itidentifies the Originator Account (ACCOUNTZ1) from the retrieved transaction;
- Itreleases the amount on the ACCOUNT1;
- The transaction status is turned into Expired;
- Itidentifies the Originator DN from the transaction;

- Itidentifies the Beneficiary DN from the transaction.

Figure 58 1 Delayed Beneficiary-side answer: release of funds

<ou=dept 123,

O=prtyabmmxxx,
o=alanet>

Fl to FI Payment
Status Report

Status: EXPIRED
Sender DN: Sender DN: <ousdept_123, o=prtyabmmooc, o%aZanet>
Original Transaction identification; OrigiD8
Originator BIC: PRTYABMNMXONX Beneficlary BIC: PRTYBOMMXOX
Settlement Amount: 23 EUR

TIPS then sends a FIToFIPaymentStatusReport to both the Originator and the Beneficiary Participants

with the proper error code (see respectively Figure 59 for Originator side and Figure 60 for Beneficiary
side).

Figure 591 Timeout answer: FltoFIPaymentStatusReport (Originator side)

Fl to FI Payment Status Report

Receiver DN: <ou=dept_123, oprtyabthm:uu, o=alanet>

Acceptance Timestamp ; 30/12/2

Qriginal Transaction Identification: Orlgloa
Originator BIC: PRTYABMMXXX
Beneficlary BIC: PRTYBCMMXXX

Status: RICT
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Figure 601 Timeout answer: FltoFIPaymentStatusReport (Beneficiary side)

Fl to FI Payment Status Report

Receiver DN: <ou~dept_abc, o=prtybemmxxx, o~alanet>

Acceptance Timestamp: 30/1

Original Transaction Identification; ongos
Originator BIC: PRTYABMMXXX
Boneﬂdary BIC: PRTYBCMMXXX

This example scenario foresees that Beneficiary-side reply reaches TIPS after the rejection due to
timeout and un-reservation of funds of the relevant pending transaction. The delayed reply message
generated by the Beneficiary Participant is the following.

Figure 611 Delayed Beneficiary-side response: FltoFIPaymentStatusReport

Fl to Fl Payment Status Report

Sender DN: <ou=dept_abc, o=prtybcmmxxx, o=a2anet>

Acceptance Timestamp: 30/12/2017 12:15:10
Original Transaction ldentification: OrigiD8
Originator BIC: PRTYABMMXXX

Beneficiary BIC: PRTYBCMMXXX

Status: ACCP

TIPS rejects the message since the underlying transaction has been already rejected by the Sweeper
and it is no longer in status pending.

Therefore, TIPS sends FI to FI Status Report to the same DN that sent the Beneficiary reply. The Original
Transaction Identification inserted in the Fl to FI Status Report is the one received in the Beneficiary

reply.
Figure 621 Delayed Beneficiary-side response: FltoFIPaymentStatusReport

Fl to Fl Payment Status Report

Receiver DN: <ou~dept_abe, o~prtybemmxxx, o~a2anet>

Acceptance Date Time: 30/12/2017 12:15:10

Original Iransaction Identification: OriglD8
Status: RICT
Reason Code: AG09

2.2.2. Instant Payment (non-Euro currencies scheme)

This section focuses on the settlement of Instant Payment transactions in non-Euro currencies,
describing the full scenario and the related steps.
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The introductory part of the section presents the general flow, including all the steps. A sub-section
dedicated to the timeout follows, describing the specific case of timeout occurring when a Beneficiary
reply is missing.

All the remaining sub-sections contain examples of the possible scenarios, starting from a successful
one and detailing possible failure scenarios. Each example shows the relevant messages and how the
main fields are filled.

The Instant Payment transaction process covers the scenarios in which an Originator Participant or
Instructing Party acting on behalf of the Originator Participant or a Reachable Party instructs TIPS in
order to transfer funds to the account of a Beneficiary Participant. The involved actors are:

- The Originator Participant, or Instructing Party acting on behalf of the Originator Participant or a
Reachable Party, starting the scenario;

- The Beneficiary Participant, or Instructing Party acting on behalf of the Beneficiary Participant or a
Reachable Party, receiving the request and either confirming or rejecting the payment.

The involved messages are:

- The EIToFICustomerCreditTransfer message sent by the Originator Participant or Instructing Party

acting on behalf of the Participant/Reachable Party in order to (i) instruct the payment, (ii) to reserve
the corresponding amount in a currency different from Euro and (iii) to inform the Beneficiary
Participant or Instructing Party acting on behalf of the Participant/Reachable Party about the
transaction received;

- The EIToFIPaymentStatusReport (pacs.002.001.10) message sent (i) by the Beneficiary Participant

or Instructing Party acting on behalf of the Participant/Reachable Party to TIPS to either accept or
reject the Instant Payment transaction, or (ii) by TIPS to inform the actors about the result of the
settlement (i.e. settled, rejected, timed-out);

- The ReturnAccount message that can be possibly sent by TIPS to Creditor Account Owner and/or
Debtor Account Owner. The message is sent by TIPS if (i) the owner of the TIPS Account (or CMB)
enables the floor and ceiling notifications and (ii) the configured threshold is crossed.

- Additionally, a_LiquidityCreditTransfer message can be sent in push or pull, on optional basis, by

TIPS to T2-CLM (serving the specific non-euro currency) in case of floor/ceiling breaches and upon
the definition of a rule-based LT configuration in CRDM.

All the described scenarios are triggered under the assumption that the technical validation, check of
mandatory fields and authentication of the user have already been successfully performed by ESMIG.

As in the SCT'st processing, it is worth nothing that when the Debtor or Creditor BIC contains a BIC8
instead of a BIC11, the message is accepted and the BIC8 is translated into a BIC11 by appending
iXXX0 at the end of the BI C8 f o rscribadcondidering BiCdlooale

Below is the diagram describing the process and the involved actors. The details of the steps are
described in the following Table 24 i Instant Payment transaction steps for non-Euro currencies.

All rights reserved. Page 134

S

S

ng.



[ RANCATTIALIA BANCODZESPARA

S bsosutana TARGET Instant Payment Settlement ta Pget | TIPS
A It rVICE

BAaE OF FRANCE User Detailed Functional Specifications

T

Figure 631 Instant Payment transaction flow for non-Euro currencies
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Originator Participant, Ancillary
System or Instructing Party as

Table 241 Instant Payment transaction steps for non-Euro currencies

Description

TIPS receives an Instant Payment transaction in non-Euro currency from the Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
Participant or a Reachable Party starting the conditional settlement phase of the transaction.

1 FIToFICustomerCreditTransfer Sender Technical validation, check of mandatory fields and authentication checks have already
been successfully executed. The timeout for the Instant Payment transaction has not
TIPS as receiver expired.
TIPS | ogs theReceivedbr ucti on as i
TIPS successfully executes the checks:
- Access Rights check;
- Timeout Check - Originator Side;
- Maximum Amount not Exceeded;
5 TIPS - Originator Account or CMB existence;
- Instructing Party authorised;
- Beneficiary correctly configured;
- Beneficiary Account or CMB existence.
See 4.1- Business Rules for details.
TIPS unsuccessfully executes one of the checks listed in step 2.
TIPS as sender At theT first neggtive check the system stops and sen_ds a message to the Or!ginator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
5 FIToFIPaymentStatusReport - - . Participant or a Reachable Party i same DN of the Sender in step 17 containing the proper
e Originator Participant, Ancillary
(pacs.002.001.10) ; error code.
System or Instructing Party as
receiver I f t he f aiTlimedtCbdele-©kginata Sideg the status of the transaction is set
t OExpiredo ; in al|l the ot her Faladd e s, the statu
TIPS infers the account to be debited from the configured accounts information, the
Originator Participant BIC and the currency of the Instant Payment transaction.
In details TIPS checks that:
0] an account, with either type "TIPS Account'or ATI PS AS Teg¢
3 TIPS exists,
(ii) it is linked to the Originator Participant (field "Originator BIC") as authorised
user,
(i) and it is denominated in the same currency as the one defined in the

Settlement Amount.
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- If the check does not return any account, TIPS looks for a CMB linked to the Originator
Participant (field "Originator BIC") as authorised user;

- TIPS selects the account linked to the CMB; the account related to the CMB must be
denominated in the same currency as the one defined in the Settlement Amount.

From now on, the selected account is referred to as "Originator Account" and the possible
CMB as "Debiting CMB".

TIPS infers the account to be credited from the configured accounts information, the
Beneficiary Participant BIC and the currency of the Instant Payment transaction.
In details TIPS checks that:

0] an account, with either type "TIPS Account'or ATI PS AS Teg¢
exists,
(i) it is linked to the Beneficiary Participant (field "Beneficiary BIC" ) as
4 TIPS authorised user,
(iii) and has a currency equal to the one defined in the Settlement Amount.
- If the check does not return any account, TIPS looks for a CMB linked to the Beneficiary
Participant (field "Beneficiary BIC") as authorised user;
- TIPS selects the account linked to the CMB; the account related to the CMB must be
denominated in the same currency as the one defined in the Settlement Amount.
From now on, the selected account is referred to as "Beneficiary Account” and the possible
CMB as "Crediting CMB".
TIPS successfully executes the check:
- Duplicate check;
5 TIPS Duplicate check
See 4.1 - Business Rules for detalils.
TIPS unsuccessfully executes the check listed in step 5.
TIPS as sender If the check is unsuccessful the validation stops and TIPS sends a message to the Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
FIToFIPaymentStatusReport - . . Participant or a Reachable Party i same DN of the Sender i containing the proper error
5e Originator Participant, Ancillary
(pacs.002.001.10) System or Instructing Party as code.
yst 9 Y The transactFaledd s$sates. to 0
receiver
See 4.1 - Business Rules for details.
6 TIPS TIPS sends it to the Check and Execute Instruction process. TIPS sets the transaction

status to "Validated".
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TIPS successfully executes the checks:
- Originator Account/CMB not blocked;
- Beneficiary Account/CMB not blocked;
7 TIPS - Available amount not exceeded;
See 4.1 - Business Rules for details.
TIPS unsuccessfully executes the checks listed in step 7.
TIPS as sender At the first negative check the validation stops and TIPS sends a message to the Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
e FIToFIPaymentStatusReport Originator Participant, Ancillary Participant or a Reachable Party i same DN of the Sender in step 17 containing the proper
(pacs.002.001.10) System or Instructing Party as error code.
Yt 9 The transactraledastaius set t o 0
receiver
See 4.1 - Business Rules for details.
8 TIPS The DN of the Sender in step 1 is saved as information related to the transaction. From
now on, this DN is referred to as "Originator DN".
TIPS reserves funds in the Originator account. The full amount is reserved as Reserved
Balance in the Cash Balance. TIPS sets the transaction status to "Reserved". If a Debiting
9 TIPS CMB is involved, the system decreases its headroom by the same amount.
After this moment, the settlement attempt is agreed and can either be confirmed or rejected
by the counterpart or fail for a missing answer. The reserved amount cannot be taken into
account for other payments or liquidity transfers.
10 TIPS The DN of the beneficiary is identified in the "Outbound DN-BIC Routing" mapping table
from the field Creditor Agent. From now on, this DN is referred to as "Beneficiary DN".
TIPS as sender
11 FIToFICustomerCreditTransfer Beneficiary Participant, Ancillary | TIPS forwards the received Instant Payment transaction to the Beneficiary DN.
System or Instructing Party as
receiver
Beneficiary Participant, Ancillary | The Beneficiary Participant, Ancillary System or Instructing Party acting on behalf of the
FIToFIPaymentStatusReport System or Instructing Party as Beneficiary Participant or a Reachable Party starts the settlement phase of the transaction
12p (pacs.002.001.10) sender by sending a positive payment status report that is successfully delivered to TIPS.
B Technical validation, check of mandatory fields and authentication checks have already
TIPS as receiver been successfully executed.
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TIPS

Description

TIPS successfully executes the checks:

- Access Rights check;

- Instructing Party authorised i_creditor side;
- Pending transaction existing;

- Timeout Check - Beneficiary Side.

See 4.1- Business Rules for details.

13e

FIToFIPaymentStatusReport
(pacs.002.001.10)

TIPS as sender

Beneficiary Participant, Ancillary
System or Instructing Party as
receiver

TIPS unsuccessfully executes the checks listed in step 13p.

At the first negative check the system stops and sends a message to the Beneficiary
Participant, Ancillary System or Instructing Party acting on behalf of the Beneficiary
Participant or a Reachable Party (DN of the sender of the message) containing the proper
error code.

See 4.1- Business Rules for details.

l4e

TIPS

If the pending transaction exists, TIPS retrieves it using the Transaction ID.

The reserved amount is released in the involved Originator account and the possibly
involved Debiting CMB is increased of the same amount.

TIPS always releases the reserved transactions even if the involved account or CMB have
been blocked in the meantime.

The transaction is set to "Failed" status.

15e

FIToFIPaymentStatusReport
(pacs.002.001.10)

TIPS as sender

Originator Participant, Ancillary
System or Instructing Party as
receiver

TIPS sends a message to the Originator Participant, Ancillary System or Instructing Party
acting on behalf of the Originator Participant or a Reachable Party i same DN of the Sender
in step 11 containing the proper error code.

14p

TIPS

TIPS identifies the transaction using the Transaction ID. The transaction Id is related to a
transaction that exists in TIPS and still in "Reserved" status.

15p

TIPS

TIPS retrieves the reserved transaction and confirms it. The amount is considered settled
and the transaction is set to "Settled" status.

The reserved amount of the Originator account is decreased by the amount of the
corresponding settled transaction.

The same positive amount is added to the Beneficiary Account. If a Crediting CMB is
involved, TIPS increases its headroom by the same amount.
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TIPS always executes the reserved transactions even though the involved accounts (or
CMBs) have been blocked in the meantime.

FIToFIPaymentStatusReport

TIPS as sender

TIPS forwards the received FIToFIPaymentStatusReport (pacs.002.001.10) to the

LiquidityCreditTransfer (only in case

of automated LT and floor breach)

T2-CLM as receiver (only in case
of automated LT and floor
breach)

16p (pacs.002.001.10) Originator Participgnt, Ancillary Originator DN.
System or Instructing Party as
receiver
TIPS as sender
FIToFIPaymentStatusReport N . . TIPS generates a positive Payment status report and sequ it to the Bengficiary DN.
17p (pacs.002.001.10) Beneficiary Participant, Ancillary | The FlIToFIPaymentStatusReport (pacs.002.001.10) contains the Transaction ID and
R System or Instructing Party as Originator BIC of the transaction.
receiver
TIPS checks the "Floor notification amount” configured for the involved Originator account
or Debiting CMB.
After settlement confirmation, if the account balance and/or the CMB headroom crosses the
threshold configured as "floor notification amount”, TIPS sends a ReturnAccount to the
Account and/or CMB owners involved in the transaction.
The message is sent to the default DN of the Account Owner and/or CMB Owner.
TIPS as sender The message contains the Originator account number or the Debiting CMB number.
ReturnAccount Debited Account and/or CMB Should the TIPS DCA balan_ce be_ onver than the "floor notification amount”, TIPS shall
18p Owner check the rule-based LT configuration:

M If norule exists, a ReturnAccount is sent to the Account owner involved in the
transaction;

1 Ifautomated LT only is selected, a_Pull_LiquidityCreditTransfer is eligible to be
sent to T2-CLM,;

1 If automated LT and notification are enabled, a Pull_LiquidityCreditTransfer is
eligible to be sent to T2-CLM and the TIPS Account owner is notified with a
ReturnAccount.
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If the following condition is successfully met, TIPS generates a new pull rule-based LT
towards T2-CLM:

- RTGS opening hours Check.

The_ReturnAccount message is sent to the default DN of the Account Owner, whereas, if
eligible,_the_LiquidityCreditTransfer is sent to the DN of T2-CLM.

19p

ReturnAccount

LiquidityCreditTransfer (only in case
of automated LT and ceiling breach)

TIPS as sender

Credited Account and/or CMB
Owner

T2-CLM as receiver (only in case
of automated LT and ceiling
breach)

TIPS checks the "Ceiling notification amount” configured for the involved Beneficiary
account or Crediting CMB.

After settlement confirmation, if the account balance and/or the CMB headroom crosses the
threshold configured as "ceiling notification amount”, TIPS sends a ReturnAccount to the
Account and/or CMB owners involved in the transaction.

The message is sent to the default DN of the Account Owner and/or CMB Owner.

The message contains the Beneficiary account number or the Crediting CMB number.
Should the TIPS DCA balance be greater than the "ceiling notification amount”, TIPS shall

check the rule-based LT configuration:

1 If norule exists, a ReturnAccount is sent to the Account owner involved in the
transaction;

1 Ifautomated LT only is selected, a_Push_LiguidityCreditTransfer is eligible to be
sentto T2-CLM;

M If automated LT and notification are enabled, a Push_LiquidityCreditTransfer is
eligible to be sent to T2-CLM and the TIPS Account owner is notified with a
ReturnAccount.

If the following condition is successfully met, TIPS generates a new push rule-based LT
towards T2-CLM:

- RTGS opening hours Check.

The_ReturnAccount message is sent to the default DN of the Account Owner, whereas, if
eligible,_the_LiquidityCreditTransfer is sent to the DN of the RTGS system.
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The Beneficiary Participant, Ancillary System or Instructing Party acting on behalf of the
Beneficiary Participant, Ancillary | Beneficiary Participant or a Reachable Party triggers the settlement phase of the transaction
FIToFIPaymentStatusReport System or Instructing Party as send_lng a negative payment status report that is sucpessfull_y dgllvered to TIPS.
12n sender In this scenario the settlement phase will end up with a rejection of the Instant Payment
(pacs.002.001.10) . . '
transaction and the un-reservation of corresponding funds.
TIPS as receiver Technical validation, check of mandatory fields and authentication checks have already
been successfully executed.
TIPS successfully executes the checks:
- Access Rights check;
- Instructing Party authorised i creditor side;
13n TIPS - Pending transaction existing.
See 4.1- Business Rules for details.
TIPS unsuccessfully executes the checks at step 13n.
TIPS as sender At the first negative check the system stops and sends a message to the Beneficiary
Participant, Ancillary System or Instructing Party acting on behalf of the Beneficiary
13e Beneficiary Participant, Ancillary | Participant or a Reachable Party (DN of the sender of the message) containing the proper
System or Instructing Party as error code.
receiver
See 4.1- Business Rules for details.
If the pending transaction exists, TIPS retrieves it using the Transaction ID.
The reserved amount is released in the involved Originator account and the possibly
involved Debiting CMB is increased of the same amount.
14e TIPS TIPS always releases the reserved transactions even if the involved account or CMB have
been blocked in the meantime.
The transaction is set to "Failed" status.
TIPS as sender
TIPS sends a message to the Originator Participant, Ancillary System or Instructing Party
15e FIToFIPaymentStatusReport Originator Participant, Ancillary | acting on behalf of the Originator Participant or a Reachable Party i same DN of the Sender
(pacs.002.001.10) . ) . -
System or Instructing Party as in step 11 containing the proper error code.
receiver
TIPS identifies the transaction using the Transaction ID. The Transaction ID is related to a
14n TIPS - SN R "
transaction existing in TIPS and still in "Reserved" status.
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TIPS retrieves the Instant Payment transaction to be rejected and releases it.
The reserved amount is released in the involved Originator Account and the possibly
involved Debiting CMB is increased of the same amount.

15n TIPS TIPS always releases the reserved transactions even if the involved account or CMB have
been blocked in the meantime.
The transaction is set to "Rejected" status.
TIPS as sender
16n FIToFIPaymentStatusReport Originator Participant, Ancillary | TIPS forwards the received Payment status report to the Originator DN.

(pacs.002.001.10)

System or Instructing Party as
receiver
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2.2.2.1. Timeout scenario: missing/delayed Beneficiary-side answer (non-Euro currencies
scheme)

This sub-section describes the specific scenario of TIPS not receiving a Beneficiary-side answer or
receiving it later than allowed.

This scenario assumes that TIPS has successfully executed the conditional settlement phase of an

Instant Payment.

A specific software component (Sweeping service) is always acting in background taking care of all the

orphan payments i an orphan payment being a reserved Instant Payment transaction still waiting for a
confirmation/rejection. Every X seconds (X being the fSweeping Timeoutd par amet er configur

system, see 1.7.1 fService configurationd a process checks all the pending Instant Payments

transactions and rejects only those that have exceeded the Timestamp Timeout plus the Beneficiary
side offset.

The time-out can also be triggered by an Investigation message from Originator Side that reaches TIPS
requesting information for an existing Instant Payment transaction that is in status Reserved for which
no Beneficiary-side answer is arrived yet and that has not been treated by Sweeping Service (see 2.4
finvestigationd. In this case, TIPS does not answer to the Investigation directly, but set to Expired the
Instant Payment transaction, informing both Originator and Beneficiary side accordingly for the occurred
time-out.

Any Beneficiary-side answer that arrives in TIPS for an orphan payment already treated by the Sweeping
service generates an error since no reserved transaction is found.

The diagram below describes the specific process and the involved actors. The details of the steps are
described in the following Table 25 i Instant Payment transaction missing/delayed Beneficiary-side

answer steps (non-Euro currencies).
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Figure 641 Instant Payment transaction missing/delayed Beneficiary-side answer flow (non-Euro currencies)
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Table 25171 Instant Payment transaction missing/delayed Beneficiary-side answer steps (non-Euro currencies)

Involved messages

Involved actors

Description

Every X seconds, with "X" being defined in the "Sweeping timeout" parameter, the Sweeping
1 TIPS service runs checking all the payment in status "Reserved".
I f the "Acceptance timestamp" of the payme
the payment is elected for sweeping.
Originator
Participant, TIPS receives an incoming Investigation request from the Originator Participant, Ancillary
Ancillary System or | System or Instructing Party.
1 | ElToFIPaymentStatusRequest Instructing Party as | There is no existing generated payment transaction status advice for the transaction and no
Sender answer from Beneficiary side has reached TIPS.
TIPS as receiver
TIPS executes these operations for each orphan payment:
-TI'PS retrieves the transaction t o Bhireout@heak
- Missing answerd  ( 4.1e Business Rules for details);
- The transaction is set to "Expired" status;
2 TIPS< - The reserved amount is released in the involved Originator Account and the possibly involved
Debiting CMB is increased by the same amount
TIPS always releases the reserved transactions even if the involved account or CMB have
been blocked in the meantime.
TIPS as sender
Originator TIPS sends a message to the Originator Participant or Instructing Party i same DN of the
3 | EIToFIPaymentStatusReport (pacs.002.001.10) Participant, Sender taken from the transaction under analysis. The FltoFIPaymentStatusReport contains
Ancillary System or | the Transaction ID of the transaction and the proper error code.
Instructing Party as
receiver
TIPS as sender TIPS sends a message to the Beneficiary Participant or Instructing Party identified as the
Beneficiary default DN in the entity "Outbound DN-BIC Routing" related to the Beneficiary BIC in the
3a | FIToFIPaymentStatusReport (pacs.002.001.10) Partici transaction under analysis.
articipant or . . .
Instructing Party as The FltoFIPaymentStatusReport contains the Transaction ID of the transaction and the proper
. 9 Y error code.
receiver
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TIPS unsuccessfully executes the check:
- Pending transaction existing.

4 TIPS

See 4.1- Business Rules for details.

TIPS as sender

TIPS sends a FIToFIPaymentStatusReport (pacs.002.001.10) message to the Beneficiary
Participant or Instructing Party (DN of the sender of the message) containing the proper error
code.

Beneficiary
Participant or
Instructing Party as
receiver

5 | FIToFIPaymentStatusReport (pacs.002.001.10)

2.2.2.2. Examples (non-Euro currencies scheme)

This sub-section includes a not exhaustive list of examples of TIPS transactions in non-Euro currencies and related messages.
Each example is introduced by a description of the involved actors and involved messages and it highlights how the balances change in the accounts.

All the examples are based on the data constellation introduced below. The data constellation is depicted on the basis of the concepts introduced in 1.3.2
fAccounts structure and organisationa
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Figure 651 Instant Payment transaction examples data constellation for non-Euro currencies
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‘ ACCOUNT ‘ ‘ PRTYABSSXXX ‘ ‘ 23/05/2022 ‘ ‘ 31/12/9999 H 50.000SEK H 50.000000SEK ‘ ‘ CMEL ‘ ‘ ACCOUNIT ‘ ‘ PRTYABSSXXX ‘ ‘ 23/05/2022 31/12/9999 ‘ ‘ 10.000SEK H 40.000SEK ‘ ‘ 50.000SEK ‘
‘ ACCOUNT H PR’TYBCSSXXXH 23/05/2022 H 31/12/9999 H 30.000SEK H 70.000000SEK ‘ ‘ cve ‘ ‘ ACCOUNT ‘ ‘ PRTYBCSSXXX‘ ‘ 23/05/2022 31/12/9999 ‘ ‘ 5.000SEK H 20.000SEK ‘ ‘ 25000SEK ‘
‘ ACCOUNT ‘ ‘ PRTYBCSSXXX‘ ‘ 23/05/2022 ‘ ‘ 31/12/9999 H 10.000SEK H 60.000000SEK ‘
‘ TRANACESEK ‘ ‘ NCBOSEKXXXX ‘ ‘ 23/05/2022 ‘ ‘ 31/12/9999 H H ‘
CRDM — STATIC DATA Inbound DN BIC ROUTING AUTHORIZED ACCOUNT USER Outbound DN BIC ROUTING
‘ <oudept ab, 0-prtyabsso=a2anet> ‘ ‘ NCBOSEKXOGORTKESSXXX. ‘ ‘ <ou=dept ab, 0=prtyabssxxxo=a2anet> ‘ ‘ PRTYABSSXXX ‘ ‘ ACCOUNT ‘ ‘ PRTYABSSXXX ‘ ‘ <ou=dept ab, 0=prtyabssxxxo=a2anet> ‘ ‘ PRTYABSSXXX ‘
‘ <ou=dept ab, o=prtyabs423 o=azanet> ‘ ‘ NCBOSEKXXXRRTXBSS23 ‘ ‘ <ou=dept ab, o=prtyabsd23 o=azanet> ‘ ‘ PRTYABSZ3 ‘ ‘ ACCOUNI ‘ ‘ PRTYABSZ3 ‘ ‘ <oudept ab, 0=prtyabsd23 o=a2anet> ‘ ‘ PRTYABEE3 ‘
‘ <ou=dept ab, o=prtyabs 234, o=a2anet> ‘ ‘ NCBOSEKXXORTXBSR234 ‘ ‘ <ou=dept ab, o=prtyabs sxxxo=a2anet> ‘ ‘ PRTYABSZ3 ‘ ‘ CMEL ‘ ‘ PRTYABSH4 ‘ ‘ <ou=dept ab, o=prtyabs 234, o=a2anet> ‘ ‘ PRTYABS34 ‘
‘ <ou=dept b o=prtybcssxxxo=azanet> ‘ ‘ NCBOSEKXXORTBGSSXXX ‘ ‘ <ourdept ab, o=prtyabs 234, o=a2anet ‘ ‘ PRTYABSH4 ‘ ‘ ACCOUNT ‘ ‘ PRTYBCSSXXX‘ ‘ <ou=dept bg, o=prtybcssxxxo=a2anet> ‘ ‘ PRTYBCSSXXX‘
‘ <ourdept bg o=prtybcsd23 o=a2anet> ‘ ‘ NCBOSEKXXXRRTBCS323 ‘ ‘ <ou=dept _ab, o=prtyabssxxxo=a2anet> ‘ ‘ PRTYABS®4 ‘ ‘ ACCouNar ‘ ‘ PRTYBCEE ‘ ‘ <ou=dept bg, o=prtybcsd23 o=a2anet> ‘ ‘ PRTYBCES3 ‘
‘ <ou=dept bg 0=prtybcs@34 o=azanet> ‘ ‘ NCBOSEKXXRRTBCS234 ‘ ‘ P e — S ‘ ‘ e ‘ ‘ cve ‘ ‘ PRTYBCSS! ‘ ‘ e ‘ ‘ Erm— ‘
‘ <ouleptnch omchoselooopoeZanc ‘ ‘ TRETXEPMXGCBOSEIOO0X ‘ ‘ <ou=dept bc, o=prtybcsd23 o=azanet ‘ ‘ PRTYBCSZ ‘ ‘ <ou=dept_nch, o=ncbosekxxxyo=a2anet ‘ ‘ Ncaosexxxxx‘
‘ <ou=dept bg, o=prtybcssxxxo=a2anet> ‘ ‘ PRTYBCSX3 ‘
‘ <ou=dept b o=prtybcssxxxo=az2anet> ‘ ‘ PRTYBCSS} ‘
‘ <ou-dept bg o=prtybcs234, o=a2anet> ‘ ‘ PRTYBCSH ‘
‘ <ou=dept_nch, o=nchosekxxxo=a2anet> ‘ ‘ NCBOSEKXXXX ‘
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2.2.2.2.1 Successful scenario with confirmed order 1 only accounts involved

This positive scenario describes a successful payment transaction between two TIPS Accounts owned
and held by two TIPS Participants sending the messages on their own (no Instructing Party different
from the TIPS Participant aad ficoasegny atiioanf2idgghagiht
yellow in the Figure 65 i Instant Payment transaction examples data constellation for non-Euro

currencies) are considered.

No errors or timeouts occur. No floor or ceiling notification expected. The current business date, in the
given example, is 30/12/2022. The EIToFICustomerCreditTransfer message received by TIPS and

triggering the scenario looks like the following one.

Figure 66 1 Successful Instant Payment transaction: FltoFICustomerCreditTransfer

——————— ————————  — — ———————

Sender DN: <ou=dept_ab, o=prtyabssxxx, o=aZanet>

Acceptance Timestamp: 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEK1
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSSXXX

Settlement Amount: 1000 SEK

The system, after performing the expected checks successfully, sets up the settlement on the accounts
as follows:

- Itidentifies the Originator Account (ACCOUNT1) from the Originator BIC;
- Itidentifies the Beneficiary Account (ACCOUNT?2) from the Beneficiary BIC;

- It identifies the Benefi ceBlad yRoDuN ifnrgpom t he A Out bou
(<ou=dept_bc, o=prtybcssxxx, o=a2anet>);

- It reserves the amount in ACCOUNT1 i the new availability for ACCOUNTL1 decreases from
100,000.00 SEK to 99,000.00 SEK;

- The transaction is saved and put in status Reserved.

The forwarding of the FEIToFICustomerCreditTransfer message to the Beneficiary DN ends the

Conditional Settlement phase.
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Figure 67 1 Successful Instant Payment transaction: reservation of funds

<ou=dept_ab,
o=priyabssxxx,
o=alanet>

<ou=dept_bc,
o=priybcssxxx,
o=alanet>

Fl to FI Customer \

Credit Transfer VO8 |
-

Fi to Fl Customer
Credit Transfer V08

®

Status: RESERVED
Sender DN: Sender DN: <ou=dept_ab, o=priyabssxxx, o0=a2anet>
Original Transaction ldentification: OrigIDSEK1
Originator BIC: PRTYABSSXXX Beneficiary BIC: PRTYBCSSXXX
| Settlement Amount: 1,000.00 SEK

The answer from the Beneficiary triggers the settlement phase. In this scenario, the Beneficiary Bank
confirms the payment by sending a FIToFIPaymentStatusReport (pacs.002.001.10) message with a

positive answer. TIPS definitively settles the transaction, moving the amount from ACCOUNT1 to
ACCOUNT2.

Figure 681 Successful Instant Payment transaction: FltoFIPaymentStatusReport

Fl to FI Payment Status Report V10

Sender DN: <ou=dept_bc, o=prtybcssxxx, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEK1
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSSXXX

Status: ACCP

The system, after performing the expected checks successfully, finds the reserved transaction and
executes the settlement on the accounts as follows:

- Itidentifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved.
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- it identifies the Originator Account (ACCOUNT1) and the Beneficiary Account (ACCOUNT?2)
from the retrieved transaction;

- Itidentifies the Originator DN from the transaction;

- It definitively settles the amount moving the liquidity reserved in the ACCOUNT1 to the
ACCOUNTZ;

- The transaction status is turned into Settled.

TIPS then forwards the FIToFIPaymentStatusReport (pacs.002.001.10) message to the Originator DN
and sends a confirmation message for successful settlement to the Beneficiary.

Figure 691 Successful Instant Payment transaction: settlement phase

<ou=dept_ab, <ou=dept_bc,

o=prtyabssxxx, o=prtybcssxxx,
o=azanet> o=alanet>

Fl to Fl Payment | Flto Fl Payment
Status Report V10 | Status Report V10

|  Flto Fl Payment
| Status Report V10
&

Account 1 Account 2

99,000.00

Status; SETTLED
Sender DN: Sender DN: <ou=dept_ab, o=prtyabssxxx, o=a2anet>
Original Transaction Identification: OrigIDSEK1
Originator BIC: PRTYABSSXXX Beneficiary BIC: PRTYBCSSXXX
Settlement Amount: 1,000.00 SEK

2.2.2.2.2 Successful scenario with confirmed order i Creditor account and debtor CMB

This positive scenario describes a successful payment transaction between a CMB held by a branch of
a TIPS Participant A sending messages on its own and a TIPS Account owned by a TIPS Participant B
but used by a related Reachabi @omrfairgyr atiiComf 2 @u( Rait g loin
yellow in Figure 651 Instant Payment transaction examples data constellation for non-Euro currencies)

are considered.

No errors or timeouts occur. No floor or ceiling notification is expected. The current business date, in
the given example, is 30/12/2022. The FIToFICustomerCreditTransfer message received by TIPS and

triggering the scenario looks like the following one.
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Figure 701 Successful Instant Payment transaction: FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer VO8

Sender DN: <ou=dept_ab, o=prtyabss234, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEK3
Qriginator BIC: PRTYABSS234

Beneficlary BIC: PRTYBCSS123

Settlement Amount: 1000 SEK

The system, after performing the expected checks successfully, sets up the settlement on the accounts
and on the CMB as follows:

- Itidentifies the Debiting CMB (CMB1) from the Originator BIC;
- Itidentifies the Originator Account from the CMB1 (ACCOUNTL1);
- Itidentifies the Beneficiary Account (ACCOUNT3) from the Beneficiary BIC;

- It identifies the Benefi eBlad yRoluN ifnrgopom t he A Out bound
(<ou=dept_bc, o=prtybcss123, o=a2anet>);
- It decreases the headroom for the involved CMB1;

- It reserves the amount for ACCOUNTL related to the CMB i the new availability for ACCOUNTL1
decreases from 99,000.00 SEK to 98,000.00 SEK;

- The transaction is saved and put in status Reserved.

The forwarding of the FIToFICustomerCreditTransfer message to the Beneficiary DN ends the

Conditional Settlement phase.
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Figure 711 Successful Instant Payment transaction: reservation of funds

<au=dept_ab,
o=priyabss234,

<pu=dept_bc
p=alanet>

owpriybcss123,
o=aZanet>

H to H Customer
Credit Transfer V Fl to Fl Customer
Credit Trans

Status: RESERVED
Sender DN: <ou=dept_ab, o=prtyaliss2 34, o=a2amnet>
Original Transaction Identification: OriglDSEK3
Originator BIC: PRTYABSS234 Beneficiary MIC: PRTYBCSS123
Settlement Amount; 1,00000 SEK

The answer from the Beneficiary Participant triggers the settlement phase. In this scenario, the
Beneficiary Participant confirms the payment sending a FIToFIPaymentStatusReport (pacs.002.001.10)
message with a positive answer. TIPS definitively settles the transaction, moving the amount from
ACCOUNT1 to ACCOUNTS3. The movement on CMB1 is confirmed.

Figure 721 Successful Instant Payment transaction: FltoFIPaymentStatusReport

Fl to FI Payment Status Report V10

Acceptance Date Time: 30/12/2022 12:00:06

Original Transaction Identification: OrigIDSEK3
Originator BIC: PRTYABSS234

Beneficlary BIC: PRTYBCSS123

Status: ACCP

The system, after performing the expected checks successfully, finds the reserved transaction and
executes the settlement on the accounts as follows:

- Itidentifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved.
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- It identifies the Originator Account (ACCOUNT1) and the Beneficiary Account (ACCOUNT3)
from the retrieved transaction;

- Itidentifies the Originator DN from the transaction;

- It definitively settles the amount by moving the liquidity reserved in the ACCOUNT1 to the
ACCOUNTS;

- The transaction status is turned into Settled.
In this example, CMB1 has no additional movements i the reduction of the headroom is confirmed. The

settlement phase ends and TIPS then forwards the FIToFIPaymentStatusReport (pacs.002.001.10)
message to the Originator DN and sends a confirmation message for successful settlement to the

Beneficiary Participant.

Figure 731 Successful Instant Payment transaction: settlement phase

<ou=dept_ab,

o=priyabss234,
o=alanet>

<ou=dept_be,
o=priybess123,

o=alanet>

Fl to Fl Payment F1 to F Payment il
Status Report V10 Status Report V10

Fl to FI Payment
Status Report V10
4

_____________ o

®

Lt
50,000 00

Status: SETTLED |

Sender DN: <ou=dept_ab, o=priyabss234 o=aanet>

Original Transaction Identification: OrigiDSEK3

Originator BaC: PRTYARSS234 Beneficiary BIC: PRTYBCSS123
Settiement Amount; 1,000.00 SEX

2.2.2.2.3 Successful scenario with confirmed order i Creditor CMB and debtor Account

This positive scenario describes a successful payment transaction between a TIPS Account owned and
held by a TIPS Participant A sending the messages on its own and a CMB held by a branch of a TIPS
Participant B. The TIPS Participant B acts as Instructing Par ty for i ts branch. iCon
fiConfiguration 20 ( hi gh Figurlesidrbtant Paymeri fransactienexdampleg | | ow i n

data constellation for non-Euro currencies) are considered.
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No errors or timeouts occur. No floor or ceiling notification is expected. The current business date, in
the given example, is 30/12/2022. The FIToFICustomerCreditTransfer message received by TIPS and

triggering the scenario looks like the following one.

Figure 741 Successful Instant Payment transaction: FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer VO8

Sender DN: <ou=dept_ab, o=prtyabssxxx, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEK2
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSS234

Settlement Amount: 500 SEK

TIPS, after performing the expected checks successfully, sets up the settlement on the accounts and
on the CMB as follows:

- ltidentifies the Originator Account (ACCOUNT1) from the Originator BIC;

- ltidentifies the Crediting CMB (CMB2) from the Beneficiary BIC;

- Itidentifies the Beneficiary Account (ACCOUNTZ2) from the CMB2 in table CMBs;

- It identifies the Benefi eBlad yRoluN ifnrgopom t he @A Out bound
(<ou=dept_bc, o=prtybcssxxx, o=a2anet>);

- It reserves the amount in ACCOUNT1 i the new availability for ACCOUNT1 decreases from
98,000.00 SEK to 97,500.00 SEK;

- The transaction is saved and put in status Reserved.

The forwarding of the FIToFICustomerCreditTransfer message to the Beneficiary DN ends the

Conditional Settlement phase.
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Figure 751 Successful Instant Payment transaction: reservation of funds

<ou=dept_ab,
o=priyabssxxx,
o=a2anet>

<gu=dept_bc,
o=priybessxxx,
o=azane>

A to Fl Customer Fl to A Customer

Credit Transfer VO8 Credit Transfer VO3 |

©)

Status: RESERVED
Sender ON: <ou=depl_ab, a=priyabssxxx, o=aZanet>
Original Transaction Identification: OngIDSEK2
Originator BC: PRIYABSSXXX Beneficiary BIC: PRTYBCSS234
Settiement Amount: 500.00 SEX

The answer from the Beneficiary Participant triggers the settlement phase. In this scenario, the
Beneficiary Bank confirms the payment sending a FIToFIPaymentStatusReport (pacs.002.001.10)
message with a positive answer. TIPS definitively settles the transaction, moving the amount from
ACCOUNT1 to ACCOUNT?2 and increasing the headroom for CMB2.

Figure 76 1 Successful Instant Payment transaction: FltoFIPaymentStatusReport

Fl to FI Payment Status Report V10

Acceptance Date Time: 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEK2
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSS234

Status: ACCP

The system, after performing the expected checks successfully, finds the reserved transaction and
executes the settlement on the accounts as follows:

- Itidentifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved.
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- It identifies the Originator Account (ACCOUNT1), the Crediting CMB (CMB2) and the
Beneficiary Account (ACCOUNT?2) from the retrieved transaction;

- Itidentifies the Originator DN from the transaction;

- It definitively settles the amount moving the liquidity reserved in the ACCOUNT1 to the
ACCOUNT2;

- ltincreases the headroom of the CMB2;

- The transaction status is turned into Settled.

In this example, CMB2 exceeds the defined limit for the CMB (the limit defined remains 25,000.00 SEK,
the headroom is 25,000.00 SEK + 500.00 SEK = 25,500.00 SEK and the utilisation is 1 500.00 SEK as
depicted in Figure 77 7 Successful Instant Payment transaction: settlement. The settlement phase ends
and TIPS then forwards the FIToFIPaymentStatusReport (pacs.002.001.10) message to the Originator
DN and sends a confirmation message for successful settlement to the Beneficiary Participant.

Figure 77 1 Successful Instant Payment transaction: settlement phase

<ou=dept_bc,
o=priybessxxx,

<ou=dept_ab,
o=priyabssxxx,

o=a2anet> o=azanet>

Fl to Fl Payment Fl to FI Payment
Status Report V10 Status Report V10

Account 2 [ Fl to Fi Payment
£1,00000 Status Report VIO

50000

@ e ®

Status; SETTLED

Sendet DN: <ou=dept_ab, o=priyabsson, o=alanet>

Onginal Transaction Identification: OrgiDSER2

Onginator BIC: PRTYABSSXXX Beneficiary BIC: PRIYBCSS234
Settiement Amount: 500.00 SEK

2.2.2.2.4 Successful scenario with rejected order

This negative scenario describes a successful reservation of funds for a transaction between a CMB
held by a branch of a TIPS Participant A sending messages on its own and a TIPS Account owned by
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a TIPS Participant B. fAConfiguration 10 andrig@e€Configur
651 Instant Payment transaction examples data constellation for non-Euro currencies) are considered.

After the successful reservation, the Beneficiary participant rejects the payment.

The EIToFICustomerCreditTransfer message received by TIPS and triggering the scenario looks like

the following one.

Figure 781 Rejected Instant Payment transaction: FltoFICustomerCreditTransfer
FI to FI Customer Credit Transfer VO8
Sender DN: <ou=dept_ab, o=prtyabss234, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEK4
Originator BIC: PRTYABSS234

Beneficlary BIC: PRTYBCSS123

Settlement Amount: 1000 SEK

The system, after performing the expected checks successfully, sets up the settlement on the accounts
and on the CMB as follows:

- Itidentifies the Debiting CMB (CMB1) from the Originator BIC;

- ltidentifies the Originator Account from the CMB1 (ACCOUNT1);

- Itidentifies the Beneficiary Account (ACCOUNT3) from the Beneficiary BIC;

- 1t identifies the Benefi eBlad yRouN ifnrgpom t he fAOut bound
(<ou=dept_bc, o=prtybcss123, o=a2anet>);

- It decreases the headroom for the involved CMB1,;

- ltreserves the amount for the ACCOUNT1 related to the CMB;

- The transaction is saved and put in status Reserved.

The forwarding of the FIToFICustomerCreditTransfer message to the Beneficiary DN ends the

Conditional Settlement phase.
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Figure 791 Rejected Instant Payment transaction: reservation of funds

<au=dept_ab,

o=priyabss234, <pu=dept_bc
p=alanet> owpriybcss123,
o=alanet>

H to H Customer
Credit Transfer V Fl to Fl Customer
Credit Trans

Status: RESERVED

Sender DN: <ou=dept_ab, o=prtyaliss2 34, o=aZanet>

Original Transaction Identification: OriglDSEXe

Originator BIC: PRTYABSS234 Beneficiary MIC: PRTYBCSS123
Settlement Amount; 1,00000 SEK

In this scenario, the Beneficiary Participant receives the forwarded FIToFICustomerCreditTransfer

message with the transaction. The Beneficiary Participant rejects the payment sending a
FIToFIPaymentStatusReport (pacs.002.001.10) message with a negative answer.

The answer from the Beneficiary Participant triggers the settlement phase for a negative scenario®.
TIPS must then increase the CMB1 headroom of the same amount of the payment and release the
amount on ACCOUNT1.

Figure 801 Rejected Instant Payment transaction: FltoFIStatusReport

Fl to FI Payment Status Report V10

Sender DN: <ou=dept_be, o=prtybcss123, o=a2anet>

Acceptance Timestamp ; 30/12/2022 12:10:00

Original Transaction Identification: OrigIDSEK4
Originator BIC: PRTYABSS234 ‘
Beneficiary BIC: PRTYBCSS123

Status: RICT

\eason Loae: ALUS

30 The error code ACO04 is used as an example inFigure 78, however the message can contain any error code sent by the
beneficiary side
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The system performs the expected checks successfully. The timeout check is not performed: a negative
response from the Beneficiary side must always reach the Originator side with no changes and trigger
the release of the previously reserved funds.

TIPS finds the reserved transaction, releases the funds on the accounts and increases the CMB
headroom as follows:

- Itidentifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved.

- Itidentifies the Originator Account (ACCOUNT1) from the retrieved transaction;

- Itreleases the amount on the ACCOUNTL1 and adds the same amount of the payment to CMB1,;
- The transaction status is turned into Rejected;

- Itidentifies the Originator DN from the transaction.

The settlement phase ends with the rejection of the payment and TIPS then forwards the
FIToFIPaymentStatusReport (pacs.002.001.10) message to the Originator DN.

Figure 811 Rejected Instant Payment transaction: release of funds

<au=dept_ab,

o=priyabss234, <pu=dept_bc,

orpriyicss123,

p=alanet>

o=aZanet>

Fito H Payment

Status Report V10 | Fito FI Payment
Status Report V10
/—'—

®

Lt
SO.NON00 §

Status: REIECTED
Sender DN: <ou=dept_ab, o=prtyaliss2 34, o=aZamet>
Original Transaction Identification: OriglDSEKe
Originator BIC: PRIYABSS234 Beneficiary BIC: PRTYBCSS123
Settlement Amount; 1,00000 SEK

2.2.2.2.5 Error scenarios

This section describes some possible error scenarios that can happen when dealing with Instant
Payment in non-Euro currencies. This is a subset of possible error cases but the error mechanism is
always the same.
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For the complete list of possible error codes, see 4.2 flist of Error codesa

Insufficient funds within the CMB

This error scenario describes a payment transaction between a CMB held by a branch of a TIPS

Participant A sending messages on its own and a TIPS Account owned by a TIPS Participant.
iConfiguration 10 and AConfi gur at Figure 652 dnstgnhPiaygnbrnt i g ht e d
transaction examples data constellation for non-Euro currencies) are considered.

The transaction fails since the requested amount exceeds the headroom of the involved CMB.

The EIToFICustomerCreditTransfer message received by TIPS and triggering the scenario looks like

the following one:

Figure 821 Headroom error: FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer VO8

Sender DN: <ou=dept_ab, o=prtyabss234, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:05:10

Original Transaction Identification: OrigIDSEKS
Originator BIC: PRTYABSS234

Beneficlary BIC: PRTYBCSS123

Settlement Amount: 2000 SEK

The system executes these steps:
- ltidentifies the Debiting CMB (CMB1) from the Originator BIC;
- Itidentifies that the headroom for the involved CMB1 is lower than the request amount;

- The transaction fails. The attempt is saved as failed transaction and the sender is informed of the

error.
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Figure 831 Headroom error: transaction failed

<ou=dept_sab,
o=priyabss234,
o=22anet>

Fl to FI Customer
Credit Transfer VO3

Fl to Fi Payment
Status Report V10

Status: FAILED
Sender DN: <ou=depl_ab, o=petyalss234, o=a2anet>
Orlginal Transaction ientification: OrlgiDSEXS
Originator BIC: PRTYABSS234 Beneficiary 8IC : PRTYBCSS123
Settlement Amount: 2,000.00 SEX

TIPS then sends a FIToFIPaymentStatusReport (pacs.002.001.10) to the sender with the proper error

code.

Figure 841 Headroom error: FltoFIPaymentStatusReport

Fl to Fl Payment Status Report 10

Receiver DN: <ou=dept_ab, o=prtyabss234, o=a2anet>

Acceptance Timestamp ; 30/12/2022 12:05:10

Original Transaction Identification: OrigIDSEKS
Originator BIC: PRTYABSS234

Beneficiary BIC: PRTYBCSS123

Status: RICT

NEdS0I]

Blocked Account

This error scenario describes a payment transaction between two TIPS Accounts owned and held by

two TIPS Participants sending the messages on their own (no Instructing Party different from the TIPS
Participant (s) foreseen) . AConfiguration 10 and fACon
Figure 65 i Instant Payment transaction examples data constellation for non-Euro currencies) are

considered.

The transaction fails since the account to be debited is blocked and not available for settlement.
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The EIToFICustomerCreditTransfer message received by TIPS and triggering the scenario looks like

the following one.

Figure 851 Blocked account error: FltoFICustomerCreditTransfer

Flito FI Customer Credit Transferm\/OS

Sender DN: <ou=dept_ab, o=prtyabssxxx, o=aZanet>

Acceptance Date Time: 30/12/2022 12:12:00

Original Transaction Identification: OrigIDSEK6
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSSXXX

Settlement Amount: 500 SEK

The system executes these steps:
- Itidentifies the Debiting Account (ACCOUNT?1) from the Originator BIC;

- It detects that ACCOUNT1i s bl ocked (e.g. status is either O0bl oc¢
and debitéd);

- The transaction fails. The attempt is saved as failed Instant Payment transaction and the sender is
informed of the error.

Figure 861 Blocked account error: transaction failed

<ou=dept_ab,

o=priyabssxxx,
o=32anet>

“ @

' Flto Fl Customer |
Credit Transfer VO8 |

Fl to Fl Payment
_ Status Report V10
L

Account 1

Qg s
9,000.00

Status: FAILED

Sender DN: Sender DN: <ou=dept_ab, o=prtyabssxxx, o=a2anet>

. Original Transaction Identification: OrigIDSEK6

. Originator BIC: PRTYABSSXXX Beneficiary BIC: PRTYBCSSXXX
Settlement Amount: 500.00 SEK
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TIPS then sends a FIToFIPaymentStatusReport (pacs.002.001.10) to the sender with the proper error

code.

Figure 87 1 Blocked account error: FltoFIPaymentStatusReport

Fl to FI Payment Status Report V10

Receiver DN: <ou=dept_ab, o=prtyabssxxx, o=aZanet>

Acceptance Date Time: 30/12/2022 12:

Qriginal Transaction Identification: OriglDSEK6
Originator BIC: PRTYABSSXXX

Beneficiary BIC: PRTYBCSSXXX

Status: RICT

Reason Lode: 1B

Beneficiary side timeout

This error scenario describes a payment transaction between a CMB held by a branch of a TIPS

Participant A sending messages on its own and a TIPS Account owned by a TIPS Participant.
AiConfiguration 10 and AConf i gur aih Figure 652 dnstdnhPiaygmbnt i g ht e d

transaction examples data constellation for non-Euro currencies) are considered.

The transaction fails since the answer from the Beneficiary Participant reaches TIPS after the foreseen
timeout period.

The FIToFICustomerCreditTransfer message received by TIPS and triggering the scenario is shown in

the following diagram.

Figure 881 Beneficiary side timeout error: FltoFICustomerCreditTransfer

Fl to FI Customer Credit TransferV08

Sender DN: <ou=dept_ab, o=prtyabss234, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:13:10

Original Transaction Identification: OrigIDSEK7
QOriginator BIC : PRTYABSS234

Beneficlary BIC: PRTYBCSS123

Settlement Amount: 300 SEK

The system, after performing the expected checks successfully, sets up the settlement on the accounts
and on the CMB as follows:

- Itidentifies the Debiting CMB (CMB1) from the Originator BIC;

- Itidentifies the Originator Account from the CMB1 (ACCOUNTL1);

- Itidentifies the Beneficiary Account (ACCOUNT3) from the Beneficiary BIC;

- It identifies the Benef i eBlCaRogwwingDN from t he fAOutbound
(<ou=dept_bc, o=prtybcss123, o=a2anet>);
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- It decreases the headroom for the involved CMB1;

- ltreserves the amount for the ACCOUNTL related to the CMB i the new availability for ACCOUNT1
decreases from 98,300.00 SEK to 98,000.00 SEK;

- The transaction is saved and put in status Reserved.

The forwarding of the FIToFICustomerCreditTransfer message to the Beneficiary DN ends the
Conditional Settlement phase.

Figure 891 Beneficiary side timeout error; reservation of funds

<ou=dept_ab,

o=priyabss234, <ou=dept_bc
p=alanet> orpriybcss123,
o=aZanet>

H to H Cust
Credit Transfe Fl to Fl Customer
Credit Transfer VOB

Status: RESERVED
Sender DN: <ou=dept_ab, o=prtyaliss2 34, o=aZanet>
Original Transaction Identification: OriglDSEXT
Originator BIC: PRTYABSS234 Beneficiary BIC: PRTYBCSS123
Settlement Amount: 300,00 SEK

The answer from the Beneficiary Participant arrives when the timeout period is exceeded.

Figure 901 Beneficiary side timeout error: FltoFIPaymentStatusReport

Fl to FI Payment Status Report V10

Sender DN: <ou=dept_bc, o=prtybcss123, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:13:10

Original Transaction Identification: OrigIDSEK7
Originator BIC: PRTYABSS234

Beneficlary BIC: PRTYBCSS123

Status: ACCP
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The timeout check on Beneficiary Participant side fails. TIPS finds the reserved transaction, releases
the funds on the accounts and increases the CMB headroom as follows:

- Itidentifies the transaction from the Original Transaction ID. The transaction must be in status
Reserved,;

- Itidentifies the Originator Account (ACCOUNTZ1) from the retrieved transaction;
- ltreleases the amount on the ACCOUNT1 and adds the same amount of the payment to CMB1;
- The transaction status is turned into Expired;

- Itidentifies the Originator DN from the transaction.

Figure 911 Beneficiary side timeout error: release of funds

<ou=dept_ab,

o=priyabss234,
p=alanet>

<pu=dept_be,
o=priybessi23,
o=a2anet>

Fl to Fl Payment
Status Report V10

Fi to Fi Payment
Status Report V10

®

43, 70000
10000

Lt
50,000.00

Status: EXPIRED
Sender DN: <ou=dept _ab, o=petyabiss2 34, o=aZanet>
Original Transaction ldentification: OrigloSEX3
Originator BIC: PRTYASSS234 Beneficiary RIC: PRTYBCSS123
Settlement Amount: 300,00 SEX

TIPS informs both sides of the transaction about the expiration. TIPS sends the message to:

- The DN of the sender of the Instant Payment transaction;

- The Beneficiary DN as conBICRoutinged in the AOutbound
(<ou=dept_abc, o=prtybcmm123, o=a2anet>);

- The message for the Originator Participant (reason code equal to AB05) and the Beneficiary
Participant (reason code equal to TMO1) are respectively generated and sent as shown in the
following diagram.

All rights reserved. Page 166



U RANCATTIALIA BANOODZESPARA

A TARGET Instant Payment Settlement t a pg.et I TIPS

DCuTSCHE User Detailed Functional Specifications
EUN J.I.)?fr.‘

DN OF FRANCE I

e

Figure 921 Beneficiary side timeout error: FltoFIStatusReport

Fl to FI Payment Status Report V10

Receiver DN: <ou=dept_ab, o=prtyabss234, o=a2anet>

Acceptance Timestamp : 30/12/2017 12:13:10
Original Transaction Identification: OrigIDSEK7
Originator BIC: PRTYABSS234

Beneficiary BIC; PRTYBCSS123

FI to FI Payment Status Report V10

Receiver DN: <ot_bc, bcsslzs, o=a2anet>

Acceptance Timestamp ; 30/12/2017 12:13:10
Original Transaction Identification: OrigIDSEK7
Originator BIC: PRTYABSS234

Beneficiary BIC: PRTYBCSS5123

2.2.2.2.6 Delayed Beneficiary-side answer scenario

This error scenario describes a payment transaction between two TIPS Accounts owned and held by
two TIPS Participants sending the messages on their own (no Instructing Party different from the TIPS

Participant(s) foreseen). tAiComf2@u( itgini gt edch di M Cwmil

Figure 65 i Instant Payment transaction examples data constellation for non-Euro currencies) are

considered.

In this scenario, the confirmation message from the Beneficiary Participant is delayed and, in the
meantime, the Sweeper rejects the pending payment.

The EIToFICustomerCreditTransfer message received by TIPS and triggering the scenario looks like
the following one.

Figure 931 Delayed Beneficiary-side answer: FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer V08

Sender DN: <ou=dept_ab, o=prtyabssxxx, o=aZanet>

Acceptance Timestamp : 30/12/2022 12:15:10

Original Transaction Identification: OrigIDSEK8
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSSXXX

Settlement Amount: 500 SEK
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The system, after performing the expected checks successfully, sets up the settlement on the accounts
as follows:

- ltidentifies the Originator Account (ACCOUNT1) from the Originator BIC;

- Itidentifies the Beneficiary Account (ACCOUNT?2) from the Beneficiary BIC;

- It identifies the Benefi ceBlad yRouN ifnrgpom t he @A Out bou
(<ou=dept_bc, o=prtybcssxxx, 0=a2anet>);

- ltreserves the amount in ACCOUNTZ;

- The transaction is saved and put in status Reserved.

The forwarding of the FIToFICustomerCreditTransfer message to the Beneficiary DN ends the

Conditional Settlement phase.

Figure 941 Delayed Beneficiary-side answer: reservation of funds

<ou=dept_ab,

<ou=dept_bc,
o=priybcssxxx,
o=alanet>

o=priyabssxxx,
o=alanet>

e —
Fl to Fl Customer
. Credit Transfer VO8 |

{ Fl to Fl Customer |

Credit Transfer VO8 |

L 3

8

®

@ Account 1 Account 2

60,000.00

Status: RESERVED
Sender DN: Sender DN: <ou=dept_ab, o=prtyabssixx, o=a2anet>
Original Transaction ldentification: OriglDSEX8
Originator BIC: PRTYABSSXXX Beneficiary BIC: PRTYBCSSXXX
Settlement Amount: 500.00 SEK !

The answer from the Beneficiary side is delayed and does not reach TIPS in time to close the
transaction. After a configured timeout, the Sweeper checks for pending payments. In case a pending
payment is found for which the Timestamp Timeout has elapsed, TIPS triggers a timeout, rejects the
transaction, un-reserves the funds on the debtor account as follows:

- Itidentifies the Originator Account (ACCOUNT1) from the retrieved transaction;
- ltun-reserves the amount on the ACCOUNT1;
- The transaction status is turned into Expired;

- Itidentifies the Originator DN from the transaction;
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- Itidentifies the Beneficiary DN from the transaction.

Figure 951 Delayed Beneficiary-side answer: release of funds

<ou=dept_ab,
o=priyabssxxx,

o=alanet>

Fl to Fl Payment
Status Report VO8
L 3

Status: EXPIRED
Sender DN: Sender DN: <ou=dept_ab, o=prtyabssxxx, o=aZanet>
Original Transaction Identification: OrigiDSEKS
Originator BIC: PRTYABSSXXX Beneficiary BIC: PRTYBCSSXXX
| Settlement Amount: 500.00 SEK

TIPS then sends a FEIToFIPaymentStatusReport (pacs.002.001.10) to both the Originator and the
Beneficiary Participants with the proper error code (see respectively Figure 96 for Originator side and
Figure 97 for Beneficiary side).

Figure 96 1 Timeout answer: FltoFIPaymentStatusReport (Originator side)

Fl to FI Payment Status Report V10

Receiver DN: <ou=dept_ab, o=prtyabssxxx, o=a2anet>

Acceptance Timestamp ; 30/12/2022 12:15

Original Transaction Identification: OrigIDSEK8
Originator BIC: PRTYABSSXXX -
Beneficiary BIC: PRTYBCSSXXX

Status: RICT

Reason Lode: ABUS
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Figure 971 Timeout answer: FltoFIPaymentStatusReport (Beneficiary side)

P —

FlI to FI Payment Status Report V10

Receiver DN: <ou=dept_be, o=prtybessxxx, o=a2anet>

Acceptance Timestamp ; 30/12/2022 12:15:10

Original Transaction Identification: OrigIDSEK8
Originator BIC: PRTYABSSXXX ’
Beneficiary BIC: PRTYBCSSXXX

Status: RICT

neason Lodae:

This example scenario foresees that Beneficiary-side reply reaches TIPS after the rejection due to
timeout and un-reservation of funds of the relevant pending transaction. The delayed reply message
generated by the Beneficiary Participant is the following.

Figure 981 Delayed Beneficiary-side response: FltoFIPaymentStatusReport

Fl to FI Payment Status Report V10

Sender DN: <ou=dept_bc, o=prtybcssxxx, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:15;10
Original Transaction Identification: OrigIDSEK8
Originator BIC: PRTYABSSXXX

Beneficiary BIC: PRTYBCSSXXX

Status: ACCP

TIPS rejects the message since the underlying transaction has been already rejected by the Sweeper
and it is no longer in status pending.

Therefore, TIPS sends FI to FI Status Report to the same DN that sent the Beneficiary reply. The Original
Transaction Identification inserted in the Fl to FI Status Report is the one received in the Beneficiary

reply.
Figure 991 Delayed Beneficiary-side response: FltoFIPaymentStatusReport

Fl to FI Payment Status Report V10

Receiver DN: <ou=dept_bc, o=prtybcssxxx, o=aZanet>

Acceptance Timestamp : 30/12/2022 12:15:10

Original Transaction Identification: OrigIDSEK8
Status: RICT
Reason Code: AG09
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2.2.3. Instant Payment (SIP settlement model)
This section focuses on the settlement of Instant Payment transactions adhering to the SIP settlement
model, describing the full scenario and the related steps.
The introductory part of the section presents the general flow, including all the steps.

All the remaining sub-sections contain examples of the possible scenarios, starting from a successful
one and detailing possible failure scenarios. Each example shows the relevant messages and how the
main fields are filled.

The SIP settlement model covers the scenarios in which an Originator Participant or Instructing Party

acting on behalf of the Originator Participant or a Reachable Party instructs TIPS in order to transfer

funds to the account of a Beneficiary Participant without prior reservation of funds. The involved actors

are:

- The Originator Participant, or Instructing Party acting on behalf of the Originator Participant or a
Reachable Party, starting the scenario;

- The Beneficiary Participant, or Instructing Party acting on behalf of the Beneficiary Participant or a
Reachable Party, receiving either the confirmation or the rejection of the payment.

The involved messages are:

- The EIToFICustomerCreditTransfer message sent by the Single Instructing Party acting on behalf

of the counterparties in order to instruct the instant payment in a non-Euro currency;

- The EIToFIPaymentStatusReport (pacs.002.001.10) message sent by TIPS to inform the Single

Instructing Party about the result of the settlement (i.e. settled, rejected, timed-out) in a non-Euro
currency;

- The EIToFICustomerCreditTransfer message sent by the Single Instructing Party acting on behalf

of the counterparties in order to instruct the instant payment in Euro currency;

- The EIToFIPaymentStatusReport message sent by TIPS to inform the Single Instructing Party actor

about the result of the settlement (i.e. settled, rejected, timed-out) in Euro currency;

- The ReturnAccount message that is sent, on optional basis, by TIPS to the Single Instructing Party
actor. The message is sent by TIPS if (i) the owner of the TIPS Account (or CMB) enables the floor
and ceiling notifications and (ii) the configured threshold is crossed.

- Additionally, a LiquidityCreditTransfer message can be sent in push or pull, on optional basis, by

TIPS to T2-CLM in case of floor/ceiling breaches and upon the definition of a rule-based LT
configuration in CRDM.

All the described scenarios are triggered under the assumption that the technical validation, check of
mandatory fields and authentication of the user have already been successfully performed by ESMIG.

Similarly to the SCT'™st processing, it is worth nothing that when the Debtor or Creditor BIC contains a
BIC8 instead of a BIC11, the message is accepted and the BIC8 is translated into a BIC11 by appending
iXXX0 at the end of the BI C8 f o rscribadcondidering BiCdlooale
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Below is the diagram describing the process and the involved actors. The details of the steps are
described in the following Table 26 i Instant Payment transaction steps for SIP settlement model.
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Figure 1001 Instant Payment transaction flow for SIP settlement model

ORIGINATOR
PARTICIPANT TIPS
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FltoFICustomerCreditTransfer
(instant payment in Euro currency)

Table 26 1 Instant Payment transaction steps for SIP settlement model

Involved actors

Originator Participant, Ancillary
System or Instructing Party as
Sender

TIPS as receiver

Description

TIPS receives an Instant Payment transaction from the Originator Participant, Ancillary
System or Instructing Party acting on behalf of the Originator Participant or a Reachable
Party.

Technical validation, check of mandatory fields and authentication checks have already
been successfully executed. The timeout for the Instant Payment transaction has not
expired.

TIPS | ogs theRecaivedbr ucti on as

1 TIPS verifies whether the DN of the Sender matches the DN of the beneficiary. The latter
) is identified in the "Outbound DN-BIC Routing" mapping table from the field Creditor
FIToFICustomerCreditTransfer Agent.
gﬂfrt:l:(t:ﬁayment In & non-Euro If the check is successful, the Instant Payment will be settled following the SIP settlement
model. If not, TIPS verifies whether the sender of the instant Payment is granted with the
privilege 6lnstruct Instant Paymentd.
If the check is successful the Instant Payment will be settled following the standard
settlement model which is described in Table 22 and Table 24, respectively for euro and
non-euro currencies, otherwise the Instant Payment will be rejected due to lack of sufficient
authorisation.
TIPS successfully executes the checks:
- Access Rights check;
- Timeout Check - Originator Side;
- Maximum Amount not Exceeded;
- Originator Account or CMB existence;
- Instructing Party authorised;
- Beneficiary correctly configured;
- Beneficiary Account or CMB existence.
2 TIPS

As part of the authorisation checks, TIPS verifies whether the sender of the Instant Payment
is granted with the privilege Alnstruct

If the check is successful, the Instant Payment will be settled following the SIP settlement
model. If not, TIPS verifies whether the sender of the instant Payment is granted with the
privilege 6lnstruct Instant Paymentod

If the check is successful the Instant Payment will be settled following the standard
settlement model which is described in Table 22 and Table 24, respectively for euro and
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non-euro currencies, otherwise the Instant Payment will be rejected to lack of sufficient
authorisation.

See 4.1- Business Rules for details.

FIToFIPaymentStatusReport

(instant payment in Euro currency)

TIPS as sender

TIPS unsuccessfully executes one of the checks listed in step 2.

At the first negative check the system stops and sends a message to the Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
Participant or a Reachable Party i same DN of the Sender in step 17 containing the proper

2e FIToFIPaymentStatusReport griginator Participjcmt, Ancillary error code.
(pacs.002.001.10) (instant payment | SYStém or Instructing Party as
in a non-Euro currency) receiver I f the f ailimealtCbdule-©OkKginates Sided, t he status of
t OExpiredo ; in al|l the ot her Failads e s, the statu
TIPS infers the account to be debited from the configured accounts information, the
Originator Participant BIC and the currency of the Instant Payment transaction.
In details TIPS checks that:
0] an account, with either type "TIPS Account'or ATI PS AS Teg¢
exists,
(i) it is linked to the Originator Participant (field "Originator BIC") as authorised
user,
3 TIPS (iii) and it is denominated in the same currency as the one defined in the

Settlement Amount.

- If the check does not return any account, TIPS looks for a CMB linked to the Originator
Participant (field "Originator BIC") as authorised user;

- TIPS selects the account linked to the CMB; the account related to the CMB must be
denominated in the same currency as the one defined in the Settlement Amount.

From now on, the selected account is referred to as "Originator Account" and the possible
CMB as "Debiting CMB".
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TIPS

TIPS infers the account to be credited from the configured accounts information, the
Beneficiary Participant BIC and the currency of the Instant Payment transaction.

In details TIPS checks that:
@) an account, with either type "TIPS Account'or A TI PS AS Teg¢
exists,
(i) it is linked to the Beneficiary Participant (field "Beneficiary BIC") as
authorised user,
(iii) and has a currency equal to the one defined in the Settlement Amount.

- If the check does not return any account, TIPS looks for a CMB linked to the Beneficiary
Participant (field "Beneficiary BIC") as authorised user;

- TIPS selects the account linked to the CMB; the account related to the CMB must be
denominated in the same currency as the one defined in the Settlement Amount.

From now on, the selected account is referred to as "Beneficiary Account” and the possible
CMB as "Crediting CMB".

TIPS

TIPS successfully executes the check:
- Duplicate check;

See 4.1 - Business Rules for details.

5e

FIToFIPaymentStatusReport

(instant payment in Euro currency)

FIToFIPaymentStatusReport

(pacs.002.001.10) (instant payment

in a non-Euro currency)

TIPS as sender

Originator Participant, Ancillary
System or Instructing Party as
receiver

TIPS unsuccessfully executes the check listed in step 5.

If the check is unsuccessful the system stops and sends a message to the Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
Participant or a Reachable Party i same DN of the Sender i containing the proper error
code.

The transactfFaledd ssates. to 0

See 4.1 - Business Rules for details.

TIPS

TIPS sends it to the Check and Execute Instruction process. TIPS sets the transaction
status to "Validated".
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TIPS successfully executes the checks:
- Originator Account/CMB not blocked;
- Beneficiary Account/CMB not blocked;

FIToFIPaymentStatusReport
(pacs.002.001.10) (instant payment
in a non-Euro currency)

System or Instructing Party as
receiver

! TIPS - Available amount not exceeded;
See 4.1 - Business Rules for details.
TIPS unsuccessfully executes the checks listed in step 7.
EIToFIPavmentSt_atusReport TIPS as sender At the first negative check the system stops and sends a message to the Originator
(instant payment in Euro currency) Participant, Ancillary System or Instructing Party acting on behalf of the Originator
7 Oriai Partici Ancill Participant or a Reachable Party i same DN of the Sender in step 17 containing the proper
€ | FIToFIPaymentStatusReport riginator Participant, Ancillary error code.
(pacs.002.001.10) (instant payment | System or Instructing Party as The transactFaledd states.to f
in a non-Euro currency) receiver
See 4.1 - Business Rules for details.
8 TIPS The DN of the Sender in step 1 is saved as information related to the transaction. From
now on, this DN is referred to as "Originator DN".
The full amount is settled and the transaction is set to "Settled" status.
The available balance of the Originator Account is decreased by the amount of the
9 TIPS corresponding settled transaction. If a Debiting CMB is involved, the system decreases its
headroom by the same amount.
The same positive amount is added to the Beneficiary Account. If a Crediting CMB is
involved, TIPS increases its headroom by the same amount.
FIToFIPaymentStatusReport
(instant payment in Euro currency) | TIPS as sender
. . . TIPS generates a positive Payment status report and sends it to the Originator DN.
10 Originator Participant, Ancillary

The Payment status report contains the Transaction ID and Originator BIC of the
transaction.
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Step

11

Involved messages

ReturnAccount

LiguidityCreditTransfer (only in case

of automated LT and floor breach)

Involved actors

TIPS as sender
Debited Account and/or CMB Owner

T2-CLM as receiver (only in case of
automated LT and floor breach)

Description

TIPS checks the "Floor naotification amount" configured for the involved Originator account
or Debiting CMB.

After settlement confirmation, if the account balance and/or the CMB headroom crosses the
threshold configured as "floor notification amount”, TIPS sends a ReturnAccount to the
Account and/or CMB owners involved in the transaction.

The message is sent to the default DN of the Account Owner and/or CMB Owner.
The message contains the Originator account number or the Debiting CMB number.

Should the TIPS DCA balance be lower than the "floor notification amount”, TIPS shall
check the rule-based LT configuration:

1 If no rule exists, a_ ReturnAccount is sent to the Account owner involved in the
transaction;

1 Ifautomated LT only is selected, a Pull LiquidityCreditTransfer is eligible to be
sent to T2-CLM (serving the given non-euro currency);

M If automated LT and notification are enabled, a Pull LiquidityCreditTransfer is
eligible to be sent to T2-CLM and the TIPS Account owner is notified with a
ReturnAccount.

If the following condition is successfully met, TIPS generates a new pull rule-based LT
towards T2-CLM:

- RTGS opening hours Check.

The_ReturnAccount message is sent to the default DN of the Account Owner, whereas, if
eligible, the LigquidityCreditTransfer is sent to the DN of T2-CLM.

12

ReturnAccount

LiguidityCreditTransfer (only in case
of automated LT and ceiling breach)

TIPS as sender

Credited Account and/or CMB
Owner

T2-CLM as receiver (only in case of
automated LT and ceiling breach)

TIPS checks the "Ceiling notification amount” configured for the involved Beneficiary
account or Crediting CMB.

After settlement confirmation, if the account balance and/or the CMB headroom crosses the
threshold configured as "ceiling notification amount”, TIPS sends a ReturnAccount to the
Account and/or CMB owners involved in the transaction.

The message is sent to the default DN of the Account Owner and/or CMB Owner.

The message contains the Beneficiary account number or the Crediting CMB number.

Should the TIPS DCA balance be greater than the "ceiling notification amount", TIPS shall
check the rule-based LT configuration:
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If no rule exists, a_ReturnAccount is sent to the Account owner involved in the
transaction;

1 Ifautomated LT only is selected, a Push LiquidityCreditTransfer is eligible to be
sent to T2-CLM (serving the given non-euro currency);

M If automated LT and notification are enabled, a Push_LiquidityCreditTransfer is
eligible to be sent to T2-CLM and the TIPS Account owner is notified with a
ReturnAccount.

If the following condition is successfully met, TIPS generates a new push rule-based LT
towards T2-CLM:

- RTGS opening hours Check.

The_ReturnAccount message is sent to the default DN of the Account Owner, whereas, if
eligible, the LigquidityCreditTransfer is sent to the DN of T2-CLM.
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2.2.3.1. Examples

This sub-section includes a not exhaustive list of examples of TIPS transactions for the SIP settlement model - without preliminary reservation of funds - and

related messages.

Each example is introduced by a description of the involved actors and involved messages and it highlights how the balances change in the accounts.

All the examples are based on the data constellation introduced below. The data constellation is depicted on the basis of the concepts introduced in 1.3.2
fAccounts structure and organisationa

Figure 1017 Instant Payment transaction in Euro - SIP model - examples data constellation

|

CRDM — STATIC
DATA

TIPS — STATICDATA

CASH ACCOUNT

CMBs

All rights reserved.

I T T I I I I I
‘ ACCOUNI ‘ ‘ PRTYABMMXXX ‘ ‘ 01/12/2017 ‘ ‘ 31/12/9999 H 1,000 H 1050000 ‘ ‘ cva ‘ ‘ ACCOUNT ‘ ‘ PRTYABMEB4 ‘ ‘ 01/12/2017 ‘ ‘ 31/12/9999 ‘ ‘ 100 H 5000 ‘ ‘ 3B ‘
‘ ACCOUNT H PRTYBCMMXXX H 01/12/2017 H 31/12/19999 H 206 H 1000000 ‘ ‘ cve ‘ ‘ ACCOUNT ‘ ‘ PRTYBCMBS3 ‘ ‘ 01212017 ‘ ‘ 31/12/9999 ‘ ‘ 150 H 400 ‘ ‘ 350 ‘
‘ ACCOUNT ‘ ‘ PRTYBCMMXXX ‘ ‘ 0V/12/2017 ‘ ‘ 31/12/9999 H 0e H 9999994 ‘
‘ TRANACEEUR ‘ ‘ ECBOEURDXXX ‘ ‘ 01/12/2017 ‘ ‘ 31/12/9999 H 0 H 0 ‘
CRDM — STATIC DATA Inbound DN BIC ROUTING AUTHORIZED ACCOUNT USER Outbound DN BIC ROUTING
] [R——
‘ <oumdept 123 o=prtyabmmxgo=s2anet> ‘ ‘ NCBOE URIXXRRTABMMXXX ‘ ‘ <oudept sip o=achlxxmmxxxo=a2anet> ‘ ‘ PRTYABMMXXX ‘ ‘ ACCOUNIT ‘ ‘ PRTYABMMXXX ‘ ‘ <ou=dept sip o=achixxmmxxxo=a2anet> ‘ ‘ PRTYABMMXXX ‘
‘ <ou=dept 234 o=prtyabmmxxxo=a2anet> ‘ ‘ NCBOEURIXXRRTXBMMXXX ‘ ‘ <ou=dept sip o=achlxxmmxxxo=a2anet> ‘ ‘ PRTYABMI23 ‘ ‘ ACC‘OUN‘I]‘ ‘ ‘ PRTXBMM123 ‘ ‘ <ou=dept_sip o=achlxxmmxxxo=a2anet> ‘ ‘ PRTYABMI23 ‘
‘ <oudept 123 o=prtyabmmi23 o=sanet> ‘ ‘ PRTABMMXXX PRTABMM123 ‘ ‘ <ou=dept sip o=achbxxmmxxxo=azanet> ‘ ‘ PRTYABMBB4 ‘ ‘ ACCOUNT H PRTYBCMMXXX ‘ ‘ <ou=dept sip o=acHixxmmxxxo=azanet> ‘ ‘ PRTYABMES4 ‘
‘ <ou=dept 123 o=pityabmn®34 o=a2anet> ‘ ‘ PRTXBMMXXX; PRTXBMM234 ‘ ‘ <ou=dept sip o=achlxxmmxxxo=a2anet ‘ ‘ PRTYBCMMXXX ‘ ‘ ACCOUNT ‘ ‘ PRTYBCMA23 ‘ ‘ <ou=dept sip o=achlxxmmxxxo=a2anet> ‘ ‘ PRTYBCMMXXX ‘
‘ P ———— H BRI ‘ ‘ <ouFdept sip 0=achlxxmmxxxo=a2anet> ‘ ‘ PRTYBCMA23 ‘ ‘ cvE H T ‘ ‘ <ou=dept sip o=achlxxmmxxxo=azanet> ‘ ‘ PRTYBCM123 ‘
‘ SR S e A e H PRTYBCMMXX0PRTEQIM123 ‘ ‘ <ou=dept sip o=achlxxmmxxxo=a2anet> ‘ ‘ PRTYBCMRB4 ‘ ‘ o ‘ ‘ R ‘ ‘ <ou=dept sip o=achixxmmxxxo=azanet> ‘ ‘ PRTYBCM284 ‘
‘ <ourdept 333 o=prtybcmnB33 o=a2anet H PRTYBCMMXX)PRTBOIM333 ‘ ‘ <ourdept 123 o=echoeurdxxxo=a2anet> ‘ ‘ ECBOEURDXXX‘ ‘ <ou=dept 123 o=echoeurdxxxo=azanet> ‘ ‘ ECBOEURDXXX‘
‘ <ousdept 123 o=echoeurdxxxo=azanet> ‘ ‘ TRGTXEPMXXECBOEURDXXX ‘
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Figure 1021 Instant Payment transaction in a non-Euro currency - SIP settlement model - examples data constellation

@->[rmemomarcs
. Configuratioril
. Confiuration2

CRDM — STATIC

—

TIPS — STATIC DATA

CASH ACCOUNT

ACCOUNT TIPS PARTICIPAN VALID TO FLOOR AMOUNT CEILING AMOUNT

ACCOUNT VALID FROM VALID TO FLOOR AMOUNT CEILING AMOUNT LIMIT

‘ ACCOUNI! ‘ ‘
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PRTYABSSXXX ‘ ‘ 23/05/2022 ‘ ‘ 31/12/9999 H 50.000SEK H 50.000000SEK ‘ ‘ CMEL ‘ ‘ ACCOUNI ‘ ‘ PRTYABSSXXX ‘ ‘ 23/05/2022 31/12/9999 ‘ ‘ 10.000SEK H 40.000SEK ‘ ‘ 50.000SEK ‘
| accous || eRrvecssox || zwesaozz | | oviawmss || woosek || 7ooooooosek | | om [ accome |[ errvecssoo | owosaz awizeess || soosex || oocoosex || ‘
‘ ACCOUNT ‘ ‘ PRTYBCSSXXX‘ ‘ 23/05/2022 ‘ ‘ 31/12/9999 H 10.000SEK H 60.000000SEK ‘

‘ TRANACCSEK ‘ ‘ NCBOSEKXXXX ‘ ‘ 23/05/2022 ‘ ‘ 31/12/9999 H H ‘
CRDM — STATIC DATA Inbound DN BIC ROUTING AUTHORIZED ACCOUNT USER Outbound DN BIC ROUTING

(SR
‘ <ousdept ab, 0=prtyabs sxxxo=azanet> ‘ ‘ NCBOSEKXX0BRTKBSSXXX ‘ ‘ <oudept sip o=achlxxssxxxo=a2anet> ‘ ‘ PRTYABSSXXX ‘ ‘ ACCOUNI! ‘ ‘ PRTYABSSXXX ‘ ‘ <ou=dept sip o=achlxxssxxxo=a2anet> ‘ ‘ PRTYABSSXXX ‘
‘ <oudept ab, 0-prtyabsd23 0=a2anet> ‘ ‘ NCBOSEKXRRTHBSI23 ‘ ‘ <ou=dept sip o=achlxxssxxxo=a2anet ‘ ‘ PRTYABSE3 ‘ ‘ ACCOUNT ‘ ‘ PRTYABSE3 ‘ ‘ <ou=dept sip 0=achlxxssxxxo=a2anet ‘ ‘ PRTYABSE3 ‘
‘ <ourdept ab, 0-prtyabs @34 o-azanet> ‘ ‘ NCBOSEKXXORTABSS34 ‘ ‘ <ou=dept sip 0=achlxxssxxxo=a2anet> ‘ ‘ PRTYABSH} ‘ ‘ CMBL ‘ ‘ PRTYABSH4 ‘ ‘ <ou=dept sip o=achlxxssxxxo=a2anet> ‘ ‘ PRTYABSH4 ‘
‘ P e L ‘ ‘ NCBOSEKXXCORTECSSXXX ‘ ‘ <ou=dept sip o=achlxxssxo0=a2anet> ‘ ‘ PRTYBCSSXXX ‘ ‘ ACCOUNT ‘ ‘ PRTYBCSSXXX ‘ ‘ <ourdept sip o=acHlxxssxxxo=a2anet> ‘ ‘ PRTYBCSSXXX ‘
‘ <ou=dept bg 0=prtybcs423 o=a2anet> ‘ ‘ NCBOSEKXXXRRTBS323 ‘ ‘ <ou=dept _sip o=achlxxssxxxo=a2anet> ‘ ‘ PRTYBCSE3 ‘ ‘ ACCOUNE ‘ ‘ PRTYBCSX ‘ ‘ <ou=dept sip o=achixxssxxxo=azanet> ‘ ‘ PRTYBCSZ ‘
‘ <ourdept bg 0=prtybcs©34 o=azanet> ‘ ‘ NCBOSEKXXXRRTBCS234 ‘ ‘ <ourdept sip 0=actixxssxxxo=a2anet> ‘ ‘ PRTYBCSS! ‘ ‘ CME ‘ ‘ PRTYBCSS! ‘ ‘ e e ani ‘ ‘ PRIYBCSS ‘
‘ <ou=dept_nch, 0=nchosekxxxo=a2anet> ‘ ‘ TRGTXEPMXXXMCBOSEKXXXX ‘ ‘ <ourdept_nch, o=nchosekxxx)o=a2anet> ‘ ‘ NCBOSEKXXXX ‘

‘ <ourdept nch, o=nchosekxxxpo=azanet ‘ ‘ NCBOSEKXXXX ‘
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2.2.3.1.1 Successful scenario i Euro currency i only accounts involved

This positive scenario describes a successful payment transaction between two TIPS Accounts owned

and held by two TIPS Participants. The same entity acts on behalf as Instructing Party for both TIPS
Participants. AConfiguration 10 and f CorkigureglOriati on 2
Instant Payment transaction in Euro - SIP model - examples data constellation) are considered.

No errors or timeouts occur. No floor or ceiling notification expected. The current business date, in the
given example, is 30/12/2022. The FltoFICustomerCreditTransfer message received by TIPS and

triggering the scenario looks like the following one.

Figure 10371 Successful Instant Payment in Euro with SIP model:
FltoFICustomerCreditTransfer

_— —————  _

Fl to FI Customer Credit Transfer

Sender DN: <ou=dept_sip, o=achlxxmmxxx, o=a2anet>

Acceptance Timestamp: 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSIP1
Originator BIC: PRTYABMMXXX

Beneficlary BIC: PRTYBCMMXXX

Settlement Amount: 100 EUR

Received the message, TIPS proceeds as follow:
- Itidentifies the Benefici aBlyC DRo dtriomgd he #AOut bound
(<ou=dept_sip, o=achlxxmmxxx, o=a2anet>);
- It checks that the Beneficiary DN matches the Sender DN

(<ou=dept_sip, o=achlxxmmxxx, o=a2anet>).

The system, after performing the expected checks successfully, executes the settlement on the
accounts as follows:

- ltidentifies the Originator Account (ACCOUNT1) from the Originator BIC;
- Itidentifies the Beneficiary Account (ACCOUNT?2) from the Beneficiary BIC;

- It definitively settles the amount moving the Settlement Amount from ACCOUNT1 to
ACCOUNTZ2;

- The transaction status is turned into Settled.
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Figure 104 1 Successful Instant Payment in Euro with SIP model: settlement phase

<ou=dept_sip,
o=achlxxmmxxx,
o=alZanet>

Fi to Fl Customer
Credit Transfer

Fl to Fl Payment
Status Report

Status: SETTLED

Sender DN: Sender DN: <ou=dept_sip, o=achlxxmmxxx, o=a2anet>
Original Transaction |dentification: OrigiDSIP1

Originator BIC: PRTYABMMXXX Beneficiary BIC: PRTYBCMMXXX
Settlement Amount: 100 EUR

TIPS then sends the FIToFIPaymentStatusReport message to confirm the successful settlement to the

Originator DN.

Figure 10571 Successful Instant Payment in Euro with SIP model: FltoFIPaymentStatusReport

Fl to FI Payment Status Report

Receiver DN: <ou=dept_sip, o=achlxxmmxxx, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSIP1
Originator BIC: PRTYABMMXXX

Beneficlary BIC: PRTYBCMMXXX

Status: ACCP

2.2.3.1.2 Successful scenario i Euro currency i Creditor account and debtor CMB

This positive scenario describes a successful payment transaction between a CMB held by a branch of

a TIPS Participant B and a TIPS Account owned and held by a TIPS Participant A. The same entity acts

on behalf as Instructing Party for both the branch of TIPS Participant B and the TIPS Participant A.
ficonfiguration 10 and AConfi gur atFgoelORidnstanhRagtedti ght e d
transaction in Euro - SIP model - examples data constellation) are considered.
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No errors or timeouts occur. No floor or ceiling notification expected. The current business date, in the
given example, is 30/12/2022. The FltoFICustomerCreditTransfer message received by TIPS and
triggering the scenario looks like the following one.

Figure 106 1 Successful Instant Payment in non-Euro currency with SIP:
FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer

Sender DN: <ou=dept_sip, o=achlxxmmxxx, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:00:01
Original Transaction Identification: OrigIDSIP3
Originator BIC: PRTYABMM234

Beneficlary BIC: PRTYBCMM123

Settlement Amount: 26 EUR

Received the message, TIPS proceeds as follow:
- It identifies the Benefi ceBlad yRouN ifnrgpom t he @A Out bou
(<ou=dept_sip, o=ach1lxxssxxx, 0=a2anet>);
- It checks that the Beneficiary DN matches the Sender DN

(<ou=dept_sip, o0=ach1xxssxxx, 0=a2anet>).

The system, after performing the expected checks successfully, executes the settlement on the
accounts as follows:

- Itidentifies the Originator Account (ACCOUNT1) from the Originator BIC;
- Itidentifies the Crediting CMB (CMBZ2) from the Beneficiary BIC;
- Itidentifies the Beneficiary Account (ACCOUNTZ2) from the CMB2 in table CMBs;

- It definitively settles the amount moving the Settlement Amount from ACCOUNT1 to
ACCOUNTZ2;

- ltincreases the headroom of the CMB2;

- The transaction status is turned into Settled.
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Figure 107 1 Successful Instant Payment in non-Euro currency with SIP: settlement phase

<ou=gept_sip,
op=ach Lxxmmex,
o=a2anet>

Fl to Fl Customer
Credit Transfer

Flto Fl Payment
Status Report

©)

®

Limin: 350

Status: SETTLED
Sender DN: <cou=dept_sip, o=ach1xxmmuxx, o=a2anet>
Original Transaction Identification: OrigiDSIP3
Originator BaC: PRTYABNM234 Beneficiary 8IC: PRTYBCMM123
Settiement Amount: 26 EUR

TIPS then sends the FIToFIPaymentStatusReport message to confirm the successful settlement to the
Originator DN.

Figure 1081 Successful Instant Payment in non-Euro currency with SIP:
FltoFIPaymentStatusReport

Fl to FI Payment Status Report

Sender DN: <ou=dept_sip, o=achlxxmmxxx, o=a2anet>

Acceptance Date Time: 30/12/2022 12:00:06

Original Transaction Identification: OrigIDSIP3
Originator BIC: PRTYABMM234
Beneficlary BIC: PRTYBCMM123

2.2.3.1.3 Successful scenario i non-Euro currency i only accounts involved

This positive scenario describes a successful payment transaction between two TIPS Accounts owned

and held by two TIPS Participants. The same entity acts on behalf as Instructing Party for both TIPS
Participants. AConfiguration 10 and @CorkiguregldZiati on 2
Instant Payment transaction in a non-Euro currency - SIP settlement model - examples data ) are

considered.
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No errors or timeouts occur. No floor or ceiling notification expected. The current business date, in the
given example, is 30/12/2022. The EIToFICustomerCreditTransfer message received by TIPS and

triggering the scenario looks like the following one.

Figure 1091 Successful Instant Payment in non-Euro currency with SIP:
FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer V08

Sender DN: <ou=dept_sip, o=ach1xxssxxx, o=a2anet>

Acceptance Timestamp: 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEKSIP1
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSSXXX

Settlement Amount: 1000 SEK

Received the message, TIPS proceeds as follow:
- It identifies the Benefi ceBlad yRouN ifnrgpom t he @A Out bou
(<ou=dept_sip, o=ach1lxxssxxx, 0=a2anet>);
- It checks that the Beneficiary DN matches the Sender DN

(<ou=dept_sip, o0=ach1xxssxxx, 0=a2anet>).

The system, after performing the expected checks successfully, executes the settlement on the
accounts as follows:
- Itidentifies the Originator Account (ACCOUNT1) from the Originator BIC;
- Itidentifies the Beneficiary Account (ACCOUNT?2) from the Beneficiary BIC;
- It definitively settles the amount moving the Settlement Amount from ACCOUNT1 to
ACCOUNTZ;

- The transaction status is turned into Settled.
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Figure 11071 Successful Instant Payment in non-Euro currency with SIP: settlement phase

<ou=dept_sip,
o=achlxxssxxx,
o=alzanet>

Fi to Fl Customer
| Credit Transfer VO3

Fl to Fl Payment
Status Report V10
Account 2

80,000.00
1000.00

Status: SETTLED

Sender DN: Sender DN: <ou=dept_sip, o=achlxxssxxx, o=a2anet>
Original Transaction Identification: OrigIDSEKSIP1

Originator BIC: PRTYABSSXXX Beneficiary BIC: PRTYBCSSXXX
Settlement Amount: 1,000.00 SEK

TIPS then sends the FIToFIPaymentStatusReport (pacs.002.001.10) message to confirm the successful

settlement to the Originator DN.

Figure 1111 Successful Instant Payment in non-Euro currency with SIP:
FltoFIPaymentStatusReport

Fl to FI Payment Status Report V10

Receiver DN: <ou=dept_sip, o=ach1xxssxxx, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEKSIP1
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSSXXX

Status: ACCP

2.2.3.1.4 Successful scenario i non-Euro currency i Creditor CMB and debtor account

This positive scenario describes a successful payment transaction between a TIPS Account owned and

held by a TIPS Participant A and a CMB held by a branch of a TIPS Participant B. The same entity acts

on behalf as Instructing Party for both the TIPS Participant A and the branch of TIPS Participant B.
ficonfiguration 10 and AConfi gur atFgeal02idnstanhRagtedti ght ed
transaction in a non-Euro currency - SIP settlement model - examples data ) are considered.
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No errors or timeouts occur. No floor or ceiling notification expected. The current business date, in the
given example, is 30/12/2022. The EIToFICustomerCreditTransfer message received by TIPS and
triggering the scenario looks like the following one.

Figure 1121 Successful Instant Payment in non-Euro currency with SIP:
FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer V08
Sender DN: <ou=dept_sip, o=ach1xxssxxx, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEKSIP2
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSS234

Settlement Amount: 500 SEK

Received the message, TIPS proceeds as follow:

ItidentifiestheBenef i ci ary DN fr oBnl € hRo WitOiun dgdund DN
(<ou=dept_sip, o=ach1lxxssxxx, 0=a2anet>);
It checks that the Beneficiary DN matches the Sender DN

(<ou=dept_sip, o0=ach1xxssxxx, 0=a2anet>).

The system, after performing the expected checks successfully, executes the settlement on the

accounts as follows:

It identifies the Originator Account (ACCOUNT?1) from the Originator BIC;
It identifies the Crediting CMB (CMB2) from the Beneficiary BIC;
It identifies the Beneficiary Account (ACCOUNT?2) from the CMB2 in table CMBSs;

It definitively settles the amount moving the Settlement Amount from ACCOUNT1 to
ACCOUNTZ2;

It increases the headroom of the CMB2;

The transaction status is turned into Settled.
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Figure 1131 Successful Instant Payment in non-Euro currency with SIP: settlement phase

<ou=dept_sip,
o=achLxxssxxx,
o=alanet>

Fl to Fl Customer
Credit Transfer VO8

Fl to A Payment
Status Report V10

Status; SETTLED

Sender DN: <ousdepl_sip, orach Lossxxx, o=a2anets

Original Transaction Identification: OrigrDSEXSIP2

Originator BIC: PRTYABSSXXX Heneficiary BIC: PRTYSCSS234
| Settlement Amount: 500.00 SEX

TIPS then sends the FIToFIPaymentStatusReport (pacs.002.001.10) message to confirm the successful

settlement to the Originator DN.

Figure 1141 Successful Instant Payment in non-Euro currency with SIP:
FltoFIPaymentStatusReport

Fl to FI Payment Status Report V10

Receiver DN: <ou=dept_sip, o=achlxxssxxx, o=a2anet>

Acceptance Date Time: 30/12/2022 12:00:01

Original Transaction Identification: OrigIDSEKSIP2
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSS234

Status: ACCP

2.2.3.1.5 Error scenarios

This section describes some possible error scenarios that can happen when dealing with Instant
Payment for the SIP settlement model. This is a subset of possible error cases but the error mechanism
is always the same.

For the complete list of possible error codes, see 4.2 fList of Error codesa
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Insufficient funds within the CMB

This error scenario describes a payment transaction between a CMB held by a branch of a TIPS

Participant A sending messages on its own and a TIPS Account owned by a TIPS Participant.
AiConfigur atComf ilgouraantdi on 206 ( hi g hFidurg bot ieldstant Raymehti t e and
transaction in Euro - SIP model - examples data constellation) are considered.

The transaction fails since the requested amount exceeds the headroom of the involved CMB.

The FltoFICustomerCreditTransfer message received by TIPS and triggering the scenario looks like the

following one:

Figure 1157 Headroom error: FltoFICustomerCreditTransfer

Fl to FI Customer Credit Transfer

Sender DN: <ou=dept_sip, o=achlxxmmxxx, o=a2anet>

Acceptance Timestamp : 30/12/2022 12:05:10

Original Transaction Identification: OrigIDSIP5
Originator BIC: PRTYABMM234

Beneficlary BIC: PRTYBCMM123

Settlement Amount: 350 EUR

The system executes these steps:
- ltidentifies the Debiting CMB (CMB1) from the Originator BIC;
- Itidentifies that the headroom for the involved CMB1 is lower than the request amount;

- The transaction fails. The attempt is saved as failed transaction and the sender is informed of the

error.

All rights reserved. Page 190



T BANCATTIALIA BANOODZESPARA

i Acos TARGET Instant Payment Settlement
B FARCE |25m§ e User Detailed Functional Specifications t a Pg‘Et | TIPS

Figure 116 1 Headroom error: transaction failed

O=CRLXXMIMXXX,
o=22anet>

Fl to FI Customer
Credit Transfer

Fl to Fl Payment

Status Report

Status: FAILED

Sender DN: <ou=depl_sip, o=ach Lormmoos, o=aZanet>

Original Trasaction ientification: OrigiDSIPS

Originator BIC: PRTYABMM 2 34 Beneficiary 8IC : PRTYBCMMI23
Settlement Amount: 350 EUR

TIPS then sends a FIToFIPaymentStatusReport to the sender with the proper error code.

Figure 1171 Headroom error: FltoFIPaymentStatusReport

B e —

Fl to FI Payment Status Report

Receiver DN: <ou=dept_sip, o=achlxxmmyxx, o=a2anet>

Acceptance Timestamp ; 30/12/2022 12:05:10

Original Transaction Identification: OrigIDSIPS
Originator BIC: PRTYABSS234 ‘
Beneficiary BIC: PRTYBCSS123

Status: RICT

neason Lode: £

Blocked Account

This error scenario describes a payment transaction between two TIPS Accounts owned and held by
two TIPS Participants making use of a Single Instructing Party to deliver messages to TIPS.

The transaction fails since the account to be debited is blocked and not available for settlement.

The EIToFICustomerCreditTransfer message received by TIPS and triggering the scenario looks like

the following one.
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Figure 1181 Blocked account error: FltoFICustomerCreditTransfer

Sender DN: <ou=dept_sip, o=ach1xxssxxx, o=a2anet>

Acceptance Date Time: 30/12/2022 12:12:00

Original Transaction Identification: OrigIDSIP6
Originator BIC: PRTYABSSXXX

Beneficlary BIC: PRTYBCSSXXX

Settlement Amount: 500 SEK

The system executes these steps:
- ltidentifies the Debiting Account (ACCOUNT1) from the Originator BIC;

- It detects that ACCOUNT1i s bl ocked (e.g. status is either O0bl oc¢
and debitd);

- The transaction fails. The attempt is saved as failed Instant Payment transaction and the sender is
informed of the error.

Figure 1197 Blocked account error: transaction failed

<<ou=dept_sip,
D=ach1XX55XxX,
p=a2anet>

Fl to Fl Customer
Credit Transfer VO8 |

Fl to Fl Payment
Status Report V10
3

Status: FAILED
Sender DN: Sender DN: <ou=dept_sip, o=ach1xxssxxx, o=aZanet>
Original Transaction ldentification: OriglDSIP6
Originator BIC: PRTYABSSXXX Beneficiary BIC: PRTYBCSSXXX
Settlement Amount: 500.00 SEK

TIPS then sends a FIToFIPaymentStatusReport (pacs.002.001.10) to the Single Instructing Party that
reports a specific error code.
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Figure 1201 Blocked account error: FltoFIPaymentStatusReport

4 Fi to FI Payment Status Report V10

Receiver DN: <ou=dept_sip, o=achixxssxxx, o=a2anet>

Acceptance Date Time: 30/12/2022 12:12:00

Original Transaction Identification; OrigiDSIP6
Orlginator BIC: PRTYABSSXXX

Beneficiary BIC: PRTYBCSSXXX Status: RICT
Reason Code; TBL1

2.2.4. Instant Payment (cross-currency scheme i regular settlement
model)

This section focuses on the settlement of the euro leg of cross-currency Instant Payment transactions
based on the OCT'"st scheme. Furthermore, the cross-currency model has been extended in order to
allow cross-currency settlement of non-euro transactions (e.g., starting/ending in SEK/DKK and any
potential future TIPS hosted currency). Since the entire end-to-end cross-currency Instant Payment
transaction flow is composed of two separate and independent Instant Payments which take place
respectively in the currencies of the source and destination leg, each scenario and the related steps
performed in one leg are analogous to those envisioned in the other leg, at least, for the currencies
supported in TIPS.

The orchestration of the two legs of the cross-currency transaction is under the responsibility of external
actors (Exit and Entry-Leg PSPs), which should guarantee also the certainty of the delivery of the funds
to the ultimate beneficiary.

The introductory part of the section presents the general flow, including all the steps. A sub-section
dedicated to the timeout follows, describing the specific case of timeout occurring when a Beneficiary
reply is missing.

All the remaining sub-sections comprise examples of both the successful and most meaningful failure
scenarios. Each example shows the relevant messages and how the key fields are filled.

The cross-currency Instant Payment transaction process covers the scenarios in which an Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator Participant or a
Reachable Party instructs TIPS in order to instantly transfer funds to the account of a Beneficiary
Participant.

The involved actors are:

- The Originator Participant, Ancillary System or Instructing Party acting on behalf of the Originator
Participant or a Reachable Party, starting the cross-currency payment in the source leg.

- The Beneficiary Participant, Ancillary System or Instructing Party acting on behalf of the
Beneficiary Participant or a Reachable Party, receiving the request and either confirming or
rejecting the cross-currency payment in the destination leg.

According to the direction of a payment (incoming or outgoing), the cross-currency PSP acting as

intermediary in the settlement from one leg to the other may be denoted differently. In case of:
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- Outgoing transaction: the Leg Exit PSP acts as Beneficiary in the source leg and it is identified by
either the o6l nstructed Agenté BIC in case it is a d
BIC.

- Incoming transaction: the Leg Entry PSP acts as Originator in the destination leg and it is
identified by either the o6l nstructing Agentdé BIC in
O6Previous I nstructing Agent 6priddto@e Instrdcting Agensinthehn e agent
chain.

The involved messages are:

- The EltoFICustomerCreditTransfer message sent by the Originator Participant, Ancillary System or

Instructing Party acting on behalf of the Participant/Reachable Party in order to (i) instruct the
payment, (ii) to reserve the corresponding amount and (iii) to inform the Beneficiary Participant,
Ancillary System or Instructing Party acting on behalf of the Participant/Reachable Party about the
transaction received;

- The FIToFIPaymentStatusReport message sent (i) by the Beneficiary Participant, Ancillary System
or Instructing Party acting on behalf of the Participant/Reachable Party to TIPS to either accept or
reject the cross-currency Instant Payment, or (i) by TIPS to inform the actors about the result of the
settlement (i.e. settled, rejected, timed out);

- The ReturnAccount message that is sent, on optional basis, by TIPS to the Creditor Account Owner
and/or the Debtor Account Owner. The message is sent if (i) the owner of the account (or CMB)
activates the floor and ceiling notifications and (ii) the configured threshold is breached.

All the described scenarios are triggered under the assumption that technical validations, check of
mandatory fields and authentication of the user have already been successfully performed by ESMIG.

As in the SCTInst processing, it is worth noting that when the Debtor or Creditor BIC contains a BIC8
instead of a BIC11, the message is accepted and the BIC8 is translated into a BIC11 by appending
AXXX0 at the end of 't he Bhe&éps drecdescribad condidering BfCllooolye s si n g .
Below is the diagram describing the process and the involved actors. The details of the steps are
described in the following Table 27 i Instant Payment transaction steps for cross-currency (one-leg out)
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Figure 12171 Instant Payment transaction flow for cross-currency (one-leg out)
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Table 271 Instant Payment transaction steps for cross-currency (one-leg out)

Involved messages Involved actors Description

TIPS receives a cross-currency Instant Payment transaction from the Originator
Participant or Instructing Party acting on behalf of the Originator Participant, Ancillary
System or a Reachable Party starting the conditional settlement phase of the transaction.
Technical validations, check of mandatory fields and authentication have already been
successfully executed. The timeout for the Instant Payment transaction has not expired.
TIPS logs theReceivedbr ucti on as 0

TIPS successfully executes the checks:

- Access Rights check;

- Timeout Check - Originator Side;

- Maximum Amount not Exceeded;

- Originator Account or CMB existence;

2 TIPS - Instructing Party authorised;

- Beneficiary correctly configured;

- Beneficiary Account or CMB existence.

- Creditor authorised for cross-currency

Originator Participant, Ancillary
System or Instructing Party as
1 FltoFICustomerCreditTransfer Sender

TIPS as receiver

See 4.1- Business Rules for details.

TIPS unsuccessfully executes one of the checks listed in step 2.

At the first negative check the system stops and sends a message to the Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
Participant or a Reachable Party i same DN of the Sender in step 17 containing the proper

TIPS as sender

2e FIToFIPaymentStatusReport Originator Participant, Ancillary
; error code.
System or Instructing Party as
receiver R " L.
I f the f ai ITimeosetCheekl @rigieator Sided ,i t he st atus of
to AExpiredo; in al/l the other cases, t he
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Step Involved messages

Involved actors

TIPS

Description

TIPS infers differently the account to be debited from the configured accounts information
of the actors involved in the transaction, which depends on the direction of the cross-
currency Instant Payment transaction (i.e. incoming or outgoing) through the consultation
of the o6Clearing®® System Codeo field.

Outgoing direction:
TIPS verifies that an account:
@) with either type "TIPS Account" or

(i) is linked to the Originator Participant (field "Debtor Agent") as authorised
user,

(iii) and is denominated in the same currency as the one defined in the Interbank
Settlement Amount.

- If the look up does not return any account, TIPS looks for a CMB linked to the Originator
Participant (field "Debtor Agent") as authorised user;

Incoming Direction:

TIPS verifies that an account:
0] with either type "TIPS Account" or
(i) is linked to the Leg Entry PSP Participant as authorised user:

a. ifthe Leg Entry PSP is a direct TIPS participant, then the BIC taken
from the "Instructing Agent" field is used;

b. ot herwise the BIC is takhesnrfucd mnt
field.

311 n case
aforementioned

All rights reserved.
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Step Involved messages Involved actors Description

(iii) and is denominated in the same currency as the one defined in the Interbank
Settlement Amount.32

- If the look up does not return any account, TIPS looks for a CMB linked to the Leg Entry
PSP Participant (the field taken into account is based on the abovementioned assumption
i) as authorised user;

- For both directions, TIPS selects the account linked to the CMB; the account related to the
CMB must be denominated in the same currency as the one defined in the Interbank
Settlement Amount.

From now on, the selected account is referred to as "Originator Account" and the possible
CMB as "Debiting CMB".

2The 6l nterbank Settlement Amounto field refers to the amoAumotunegxc Hadredeld rierf etrtse tou rtrheen caymoaufn tt heex
the other leg. For this reason, the Leg Entry PSP while instructing the inbound cross-currency instant payment in the destination leg, in case the payment transaction in the source leg has been

managed in TIPS, has to (i) generate a new Transaction Identification for the destination leg transaction, (ii) blank the val ueof t he 6Cl earing System Coded field to
transaction, (i) swap the values of the two aforementioned amount fields as well as their respective currency attributes
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Step Involved messages Involved actors Description
TIPS infers differently the account to be credited from the configured accounts information
of the actors involved in the transaction, which depends on the direction of the cross-
currency Instant Payment transaction (i.e. incoming or outgoing) through the consultation
of the o6Clearing® System Coded field.
QOutgoing direction:
In details TIPS verifies that:
@) an account, with either type "TIPS
exists,
(i) it is linked to the Leg Exit PSP as authorised user;
a. ifthe Leg Exit PSP is a direct TIPS participant, the BIC taken from the
"Instructed Agent" field is used;
b. otherwise the BIC is taken from t
4 TIPS (iii) and is denominated in the same currency as the one defined in the Interbank

Settlement Amount.

- If the look up does not return any account, TIPS looks for a CMB linked to the Leg Exit
PSP as authorised user;

Incoming Direction:
In details TIPS verifies that an account:

@) with either type "TIPS Account" or
(i) is linked to the BIC taken from the "Creditor Agent" field as authorised user;
(i) and is denominated in the same currency as the one defined in the Interbank

Settlement Amount.*?

(iv) - If the look up does not return any account, TIPS looks for a CMB linked to
the Beneficiary Participant (field "Creditor Agent") as authorised user;
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Step Involved messages Involved actors Description
- For both directions, TIPS selects the account linked to the CMB; the account related to the
CMB must be denominated in the same currency as the one defined in the Interbank
Settlement Amount.
In addition, TIPS checks whether the Beneficiary Participant linked to the selected Account
or CMB is authorised to accept cross-currency payments.
From now on, the selected account is referred to as "Beneficiary Account" and the possible
CMB as "Crediting CMB".
TIPS successfully executes the check:
5 TIPS - Duplicate check;
See 4.1 - Business Rules for details.
TIPS unsuccessfully executes the check listed in step 5.
TIPS as sender The processing stops and TIPS sends a message to the Originator Participant, Ancillary
System or Instructing Party acting on behalf of the Originator Participant or a Reachable
5e FIToFIPaymentStatusReport Originator Participant, Ancillary | Party i same DN of the Sender i containing the proper error code.
System or Instructing Party as
receiver The transactfFaledd ssates. to 0
See 4.1 - Business Rules for details.
TIPS sends it to the Check and Execute Instruction process. TIPS sets the transaction
6 TIPS - "
status to "Validated".

All rights reserved.

Page 200




J.; BANCATTIALIA BANCODSESPARA

s darey

TARGET Instant Payment Settlement

target|mes

RO IERAKE Igm;‘r_} e User Detailed Functional Specifications
Step Involved messages Involved actors Description
TIPS successfully executes the checks:
- Originator Account/CMB not blocked;
7 TIPS - Beneficiary Account/CMB not blocked;
- Available amount not exceeded,;
See 4.1 - Business Rules for details.
TIPS unsuccessfully executes the checks listed in step 7.
TIPS as sender At the first negative check the system stops and sends a message to the Originator
Participant, Ancillary System or Instructing Party acting on behalf of the Originator
e FIToFIPaymentStatusReport Originator Participant, Ancillary Zﬁ(r)t;c(l:gzr: or a Reachable Party i same DN of the Sender in step 17 containing the proper
System or Instructing Party as The transactraleddo ssates. to 0
receiver
See 4.1 - Business Rules for details.
8 TIPS The DN of the Sender in step 1 is saved as information related to the transaction. From
now on, this DN is referred to as "Originator DN".
TIPS reserves the full amount in the Originator account and sets the transaction status to
"Reserved".
If a Debiting CMB is involved, the system also decreases its headroom by the same amount.
9 TIPS The conditional settlement phase is completed the settlement attempt is agreed and can
either be confirmed or rejected by the counterpart or fail for a missing answer.
The reserved amount is not available for any concurrent payments.
The DN of the Beneficiary Participant is identified in the "Outbound DN-BIC Routing"
10 TIPS mapping table. The field to look up is based on the criteria specified for both payment
directions and described in step 4. From now on, this DN is referred to as "Beneficiary DN".
TIPS as sender
1 FltoEICustomerCreditTransfer Beneficiary Participant, Ancillary 'IE')I’\FI’S forwards the received cross-currency Instant Payment transaction to the Beneficiary
System or Instructing Party as '
receiver
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Step

12p

Involved messages

FIToFIPaymentStatusReport

Involved actors

Beneficiary Participant, Ancillary
System or Instructing Party as
sender

TIPS as receiver

Description

The Beneficiary Participant, Ancillary System or Instructing Party acting on behalf of the
Beneficiary Participant or a Reachable Party triggers the settlement phase of the transaction
by sending a positive payment status report that is successfully delivered to TIPS.
Technical validation, check of mandatory fields and authentication checks have already
been successfully executed.

13p

TIPS

TIPS successfully executes the checks:

- Access Rights check;

- Instructing Party authorised i creditor side;
- Pending transaction existing;

- Timeout Check - Beneficiary Side.

See 4.1- Business Rules for details.

13e

FIToFIPaymentStatusReport

TIPS as sender

Beneficiary Participant, Ancillary
System or Instructing Party as
receiver

TIPS unsuccessfully executes the checks listed in step 13p.

At the first negative check the processing stops and TIPS sends a message to the
Beneficiary Participant, Ancillary System or Instructing Party acting on behalf of the
Beneficiary Participant or a Reachable Party (DN of the sender of the message)
containing the proper error code.

See 4.1- Business Rules for details.

1l4e

TIPS

If the pending transaction exists, TIPS retrieves it using the Transaction ID.
The corresponding reserved amount is released in the involved Originator Account. If a
debiting CMB is involved, its headroom is increased by the same amount.

It is worth noting that TIPS releases the reserved transactions even if either the involved
account or CMB have been blocked after the conditional settlement phase of the given
transaction.

The transaction is set to "Failed" status.

15e

FIToFIPaymentStatusReport

TIPS as sender

Originator Participant, Ancillary

TIPS sends a message to the Originator Participant, Ancillary System or Instructing Party
acting on behalf of the Originator Participant or a Reachable Party i same DN of the Sender
in step 17 containing the proper error code.
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Step Involved messages Involved actors Description
System or Instructing Party as
receiver
TIPS identifies the transaction using the Transaction ID. The transaction shall exist in TIPS
14p TIPS . S "
and it shall be still in "Reserved" status.
TIPS retrieves and settles the reserved transaction. The transaction is set to "Settled"
status.
The reserved amount of the Originator Account is decreased by the amount of the
corresponding settled transaction.
15p TIPS The same amount is credited to the Beneficiary Account. If a Crediting CMB is involved,

TIPS increases its headroom by the same amount.

Upon Beneficiary confirmation, TIPS settles the reserved transactions even though the
involved accounts (or CMBs) have been blocked immediately after the conditional phase of
the given transaction.

16p FIToFIPaymentStatusReport

TIPS as sender

Originator Participant, Ancillary
System or Instructing Party as
receiver

TIPS forwards the received Payment status report to the Originator DN.

17p FIToFIPaymentStatusReport

TIPS as sender

Beneficiary Participant, Ancillary
System or Instructing Party as
receiver

TIPS generates a positive Payment status report and sends it to the Beneficiary DN.
The FIToFIPaymentStatusReport contains the Transaction ID and Originator BIC of the
transaction.

18p ReturnAccount

TIPS as sender

Debited Account and/or CMB
Owner

TIPS checks the "Floor notification amount” configured for the involved Originator account
or Debiting CMB.

After settlement confirmation, if the account balance and/or the CMB headroom crosses
the threshold configured as "floor naotification amount”, TIPS sends a ReturnAccount to the
account and/or CMB owners involved in the transaction.

The message is sent to the default DN of the Account Owner and/or CMB Owner.

The message contains the Originator account number or the Debiting CMB number

All rights reserved.
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Step

19p

Involved messages

ReturnAccount

Involved actors

TIPS as sender

Credited Account and/or CMB
Owner

Description

TIPS checks the "Ceiling notification amount” configured for the involved Beneficiary
account or Crediting CMB.

After settlement confirmation, if the account balance and/or the CMB headroom crosses the
threshold configured as "ceiling notification amount”, TIPS sends a ReturnAccount to the
account and/or CMB owners involved in the transaction.

The message is sent to the default DN of the Account Owner and/or CMB Owner.

The message contains the Beneficiary account number or the Crediting CMB number

12n

FIToFIPaymentStatusReport

Beneficiary Participant, Ancillary
System or Instructing Party as
sender

TIPS as receiver

The Beneficiary Participant, Ancillary System or Instructing Party acting on behalf of the
Beneficiary Participant or a Reachable Party triggers the settlement phase of the transaction
sending a negative payment status report that is successfully delivered to TIPS.

In this scenario the settlement phase will end up with a rejection of the Instant Payment
transaction and the un-reservation of corresponding funds.

Technical validation, check of mandatory fields and authentication checks have already
been successfully executed.

13n

TIPS

TIPS successfully executes the checks:

- Access Rights check;

- Instructing Party authorised i creditor side;
- Pending transaction existing.

See 4.1- Business Rules for details.

13e

TIPS as sender

Beneficiary Participant, Ancillary
System or Instructing Party as
receiver

TIPS unsuccessfully executes the checks at step 13n.

At the first negative check the processing stops and sends a message to the Beneficiary
Participant, Ancillary System or Instructing Party acting on behalf of the Beneficiary
Participant or a Reachable Party (DN of the sender of the message) containing the proper
error code.

See 4.1- Business Rules for details.

14e

TIPS

If the pending transaction exists, TIPS retrieves it using the Transaction ID.

The reserved amount is released in the involved Originator account and the possibly
involved Debiting CMB is increased by the same amount.

TIPS always releases the reserved transactions even if the involved account or CMB have
been blocked immediately after the conditional phase of the given transaction.
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Step Involved messages Involved actors Description
The transaction is set to "Failed" status.
TIPS as sender
TIPS sends a message to the Originator Participant, Ancillary System or Instructing Party
15e FIToFIPaymentStatusReport Originator Participant, Ancillary | acting on behalf of the Originator Participant or a Reachable Party i same DN of the Sender
System or Instructing Party as in step 1 containing the proper error code.
receiver
TIPS identifies the transaction using the Transaction ID. The Transaction ID is related to a
14n TIPS - N PR "
transaction existing in TIPS and still in "Reserved" status.
TIPS retrieves the cross-currency Instant Payment transaction to be rejected.
The reserved amount is released in the involved Originator Account and the possibly
involved Debiting CMB is increased of the same amount.
15n TIPS TIPS releases the reserved transaction even if the involved account or CMB have been
blocked after the conditional settlement phase.
The transaction is set to "Rejected" status.
TIPS as sender
16n FIToFIPaymentStatusReport Originator Participant, Ancillary | TIPS forwards the received Payment status report to the Originator DN.

System or Instructing Party as
receiver
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2.2.4.1. Timeout scenario: missing/delayed Beneficiary-side answer (cross-currency model)

This sub-section describes the specific scenario of TIPS not receiving a Beneficiary-side answer or receiving it after the timeout condition is hit.
This scenario assumes that TIPS has successfully executed the conditional settlement phase of cross-currency Instant Payment.

A specific software component (Sweeping service) is always acting in background taking care of all the orphan payments i an orphan payment being a reserved

Instant Payment transaction still waiting for a confirmation/rejection. Every X seconds (X beingthei Sweepi ng Ti meout o parameter conf i
1.7.1 AService configurationd) a process |l ooks for any peeededthegTimestamp Tdmeout Pay me nt
plus the Beneficiary side offset.

The time-out can also be triggered by an Investigation message from Originator Side that reaches TIPS requesting information for an existing Instant Payment

transaction whose status is Reserved for which no Beneficiary-side answer is arrived yet and that has not been treated by the Sweeping Service (see 2.4
filnvestigationo) . I n this case, TIPS does not answer transdctlorg informingesth Origirmtori on  di r
and Beneficiary participants about the occurred time-out condition.

Any confirmation from the Beneficiary Participant relating to an orphan payment already treated by the Sweeping service generates an error since the
corresponding reserved transaction is no longer found.

The diagram below describes the specific process and the involved actors for the outgoing cross-currency scenario. The same logic applies to the incoming
scenario where the Originator Participant is replaced by the Leg Entry PSP and the Leg Exit PSP is replaced by the Beneficiary Participant. The details of the
steps are described in the following Table 84 | Instant Payment transaction missing/delayed Beneficiary-side answer steps.
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Figure 1221 Instant Payment transaction missing/delayed Beneficiary-side answer flow

ORIGINATOR TIPS BENEFICIARY
PARTICIPANT/ PARTICIPANT/
INSTRUCTING PARTY INSTRUCTING PARTY
(o] . N Input
»-_’ " METEEIER
Authorisation/ L
Timeout/
Checks OK IP transaction 1D is
unique
Logging and
sequencing
Check/Execute
Instruction

lIPtransaction can

be settled Output . FIToFl CustomerCr
< > management Message Routing —>| ™ e rranser

Timeout limit

Check/Execute [T Check for pending

- y Instant Payments MISSING ANSWER
Instruction I:L after timeout

Output q A
management iesaye (RaUiliy usReport Q

Output

Message Routing  [«— management

Authorisation/ Any Beneficiary reply
Timeout/ < Message Routing  [+—— HTOE:%T:nmS[a <
Checks failed

Output N §
Message Routing ——>/
@ management 9 9
Legend
Begin Q End with error @ Mandatory message I:] Involved component ~——) Any answer from Beneficiary side —_— L iti or ERROR
[ .
End without error @ Step \ y Optional message — Successful conditional settlement

All rights reserved. Page 207



A OF FRANCE

s

A BANOOD-ESPARA

b ey

DCUTSCHE
EURJESEANC

TARGET Instant Payment Settlement
User Detailed Functional Specifications

target|mes

Table 281 Instant Payment transaction missing/delayed Beneficiary-side answer steps

Involved messages

Involved actors

Description

Every X seconds, with "X" being defined in the "Sweeping timeout" parameter, the Sweeping
1 TIPS service scans all the payment in status "Reserved".
I f the "Acceptance timestamp" of the payme
the payment is eligible for sweeping.
Originator Participant, Ancillary TIPS receives an incoming Investigation request from the Originator Participant, Ancillary
System or Instructing Party as System or Instructing Party.
L FIToFIPaymentStatusRequest Sender There is no existing generated payment transaction status advice for the transaction and no
TIPS as receiver answer from Leg Exit PSP side has reached TIPS.
TIPS executes these operations for each orphan payment:
-TI'PS retrieves the transaction t o TneoutGh¢ck-d
Missing answerd  ( 4.1e Business Rules for details);
- The transaction is set to "Expired" status;
2 TIPS - The reserved amount is released in the involved Originator account. If a Debiting CMB is
involved, its headroom is increased by the same amount
TIPS releases the reserved transactions even if either the involved account or CMB have been
blocked in the meantime.
TIPS as sender TIPS sends a message to the Originator Participant, Ancillary System or Instructing Party i
3 FIToFIPaymentStatusReport Originator Participant, Ancillary same DN of the Sender taken from the transactlon_under analysis. The_
- FltoFIPaymentStatusReport contains the Transaction ID of the transaction and the proper
System or Instructing Party as
) error code.
receiver
TIPS sends a message on the transaction under analysis to the Leg Exit PSP specified in:
TIPS as sender - the Instructed Agent BIC, if it is a direct TIPS participant.
3a FIToFIPaymentStatusReport Beneficiary Participant, Ancillary |- t he o6l nter medi ary Agent 16 BI C, otherwis
System or Instructing Party as
receiver The FltoFIPaymentStatusReport contains the Transaction ID of the transaction and the proper
error code.
TIPS unsuccessfully executes the check:
4 TIPS - Pending transaction existing.
See 4.1- Business Rules for detalils.
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Step Involved messages Involved actors Description

TIPS as sender

TIPS sends a FIToFIPaymentStatusReport message to the Leg Exit PSP containing the proper

5 FIToFIPaymentStatusReport Beneficiary Participant, Ancillary error code

System or Instructing Party as
receiver

2.2.4.2. Examples (cross-currency scheme)

This sub-section includes a non-exhaustive list of examples of TIPS cross-currency transactions and related messages.
Each example is introduced by a description of both involved actors and messages.

All the examples are based on the data constellation introduced below. The data constellation is depicted on the basis of the concepts introduced in 1.3.2
Accounts structure and organisation.

It is worth noting that the first example describes a whole cross-currency transaction including the steps of both the Incoming and Outgoing Legs while the error
scenarios refer to one leg of the whole cross-currency transaction flow. According to the direction of the payment (incoming or outgoing), the parameters included
in each message may differ.

In the following examples, Leg Exit/Entry PSPs are direct TIPS participants. Thus:

- Inthe outgoing scenario, the Leg Exit PSP acts as Beneficiary in the source leg and unlike Instant Payments in euro and non-euro currencies described
in the previous sections, the Instructed Agent BIC is taken into consideration in order to credit the correct account instead of the Beneficiary BIC which
identifies the final beneficiary in the other leg according to the cross-currency model.

- Inthe incoming scenario, the Leg Entry PSP acts as Originator in the destination leg and the Instructing Agent BIC is taken into consideration in order
to debit the correct account instead of the Originator BIC which identifies the actual debtor in the source leg according to the cross-currency model.
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Figure 1231 Instant Payment transaction examples data constellation for cross-currency

Sonfiouation, CRDM - STATIC TIPS — STATICDATA
Confiuration2 DATA
ECBnon-Euro area NCB ‘

EURO LEG CASH ACCOUNT

ACCOUNT VALID FROM VALIDTO FLOOR AMOUNT CEILING AMOUNT

SWEDISH KRONA LEG CASH ACCOUNT

ACCOUNT TIPS PARTICIPAN VALID FROM

I T

T T

‘ ACCOUNT ‘ ‘ PRTYABMM)XXX ‘ ‘ 01122017 ‘ ‘ 31129999 H 1000 H 1050000 ‘ ‘ ACCOUNT ‘ ‘ PRTYABSSXXX ‘ ‘ 01/12/2017 ‘ ‘ 31129999 ‘
‘ ACCOUNT ‘ ‘ PRTYBCMMXXX ‘ ‘ 01122017 ‘ ‘ 31129999 H 200 H 1000000 ‘ ‘ ACCOUNT ‘ ‘ PRTYBCSSXXX‘ ‘ 01272017 ‘ ‘ 31129999 ‘
‘ Accouns ‘ ‘ PRTYCDMMXXX ‘ ‘ 01272017 ‘ ‘ 31/1219999 H 400 H 750000 ‘ ‘ TRANACESEK ‘ ‘ NCBOSEKXXXX ‘ ‘ 230572022 ‘
‘ TRANACCEUR ‘ ‘ ECBOEURDXXX ‘ ‘ 01/1212017 ‘ ‘ 31219999 H 0c H 0c ‘

CRDM — STATIC DATA Inbound DN BIC ROUTING AUTHORIZED ACCOUNT USER

All rights reserved.

‘ <oumdept 123 o=prtyabmmyxxo=a2anet> ‘ ‘ NCBOEURIXXRRTYABMMXXX ‘ ‘ <oumdept 123 o=prtyabmmxxxo=a2anet> ‘ ‘ PRTYABMMXXX ‘ ‘ ACCOUNT H PRTYABMMXXX ‘
‘ <ou=dept_456 o=prtybcmmyxxo=a2anet> ‘ ‘ NCBOEURIXXRRTYBCMMXXX ‘ ‘ <ourdept 456 o=prtybcmmxxxo=a2anet> ‘ ‘ PRTYBCMMXXX ‘ ‘ ACCOUNT H PRTYBCMMXXX ‘
‘ <oudept ab, 0-pityabsd23 0-aanet> ‘ ‘ NCBOSEKXGORTYABSSXXX ‘ ‘ <oudept ab, 0=prtyabsd23 o=aZanet> ‘ ‘ PRTYABSSXXX ‘ ‘ AccounT ‘ ‘ PRTYABSSXXX ‘
‘ <oumdept b o=prtybessxo=azanet> ‘ ‘ NCBOSEKXXOBRTYBCSSXXX ‘ ‘ <ou=dept be o=prtybessxxxo=azanet> ‘ ‘ PRTYBCSSXXX ‘ ‘ ACCOUNT ‘ ‘ PRTYBCSSXXX ‘
‘ e R . — ‘ ‘ NCBOEURIXXRRTYCDMMXXX ‘ ‘ <ou=dept abg o=prtycdmmxxxo=a2anet> ‘ ‘ PRTYCDMMXXX ‘ ‘ ACCOUNT H PRTYCDMMXXX ‘
‘ <ourdept_def, o=prtyabmmxxxo=a2anet> ‘ ‘ NCBOE URIXXRRT YABMMXXX ‘ ‘ B g ‘ ‘ PRTYABMMXXX ‘
‘ <ou=dept ghi o=prtybcmmxxo=azanet> ‘ ‘ NCBOEURIXKRRTYBCMMXXX ‘ ‘ <ou=dept ghi o=prtybcmmixx 0=a2anet> ‘ ‘ B ECMMXCCS ‘
‘ <oudept 123 o=ecboeurdxxxo=azanet> ‘ ‘ TRGTXEPMXXECBOEURDXXX ‘ ‘ Sousdept 123 o=echoeurdxxo-azanet> ‘ ‘ ECBOEURDXXX‘

‘ <oumdept nch, o=nchosekxxxo=a2anet> ‘ ‘ NCBOSEKXXXX ‘

Outbound DN BIC ROUTING

‘ <ou=dept_123 o=prtyabmmxxxo=a2anet> ‘ ‘ PRTYABMMXXX ‘
‘ <ourdept 456, o=prtybcmmxxx 0=a2anet> ‘ ‘ PRTYBCMMXXX ‘
‘ <ou=dept ab, o=prtyabs423 o=a2anet> ‘ ‘ PRTYABSSXXX ‘
‘ <ou=dept_bc o=prtybcssxxxo=a2anet ‘ ‘ PRTYBCSSXXX ‘
‘ <ourdept_abg o=prtycdmmxxx 0=a2anet> ‘ ‘ PRTYCDMMXXX ‘
‘ <ou=dept def, o=prtyabmmxxxo=a2anet> H PRTYABMMXXX ‘
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