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4.1.39 BilliNG GrOUD ...ttt ettt e ettt ettt ettt ettt e et e ettt e e et e e e 495496
4.1.40 CLIM REPOSIIONY L eetiitiiiiiteett ettt ettt ettt ettt e sttt et ettt e ettt ettt e ia et et e e e e s 495496
4.1.41 RTGS DIFECIONY .eeeiiiiiiiieee ettt ettt ettt ettt ettt ettt e e s e s 495496
4.2 LiSt Of PriVIlEQES ..ooiiiiiiiiiiieiiiiii ittt ettt ettt 496497
421Reader 6 S .. GuUb €. ittt 496497
4.2.2 Privileges for GUI SCIrEENS ....uuuiiiiiiiieeiiiiii ittt ittt ittt r ittt e e e i nee e 496497
4.2.2.1 Account Monitoring Group i Search/LiSt SCIreeN ........ccuuuiceeeeiiiiiiiiiiiiiiiiiiiiiiiiiiiiieen 496497
4.2.2.2 Account Monitoring Group i DetailS SCreeN .....c..ueeuveeeeiiiiciiiiiiiieiiiieiiieeee s, 496497
4.2.2.3 Account Monitoring Group i New/Edit SCreeN .........ceeeuieiiceueiiiiieiiiiiiiiieeeeesieiiiee, 496497
4.2.2.4 Ancillary System Bilateral Agreement — Search/List SCreen ............cccveeeveeiiiiiiciiieeneennn, 496497
4.2.2.5 Ancillary System Bilateral Agreement — New/Edit SCreen ...........ooeccceveeeiieiiiiiiciiiieee, 497498
4.2.2.6 Ancillary System Procedures — Search/List SCreen........c..ocevieeiiiiiiiiiiiiiiiiiiiiiiieeeee 497498
4.2.2.7 Ancillary System Procedures — Details SCreen........ueeeiiieeiiiiiiiiiiiiiiiiiiiiiiiieieee 497498
4.2.2.8 Ancillary System Procedures — New/Edit SCreen ...........occceveeeiiiiiiiiiiiiiiiiieiiiiiiiieeeen 497498
4.2.2.9 Authorised Account User i Search/LiSt SCreeN .........ccuuiiicueeiiiiiiiiiiiiiiiiiiieiiiiiiiiiiieen 497498
4.2.2.10 Authorised Account User i New/Edit SCreeN .........ccueuiveicuueeiiiieiiiiiiiiiieeeeisiiieee, 498499
4.2.2.11 Banking Group T Search/LiSt SCreEN .......ceuuieecuueiiiiiiiiiiiiiieee st 498499
4.2.2.12 Banking Group T DetailS SCre N ........uewuiiiiiiiiiiiiiiiiiiiiiieiieeee st 498499
4.2.2.13 Banking Group I NeW/Edit SCreEN ........cuuuiiiiiiiiiiiiiiiii ittt 498499
4.2.2.14 BIC Directory — Search/List SCreen .......ccoeuvieccueiiiiieiiieeciieee s 498499
4.2.2.15 Billing Group T Search/LiSt SCrEEN........uuuuiiiiiiiiiiiiieeeiieeeiieee et 498499
4.2.2.16 Billing Group T DetailS SCreeN...c.uiiueeeiiiiiiiii ittt 499500
4.2.2.17 Billing Group T NeW/Edit SCrEEN ......uuweeiiiiiiiiiiiiiiiii et 499500
4.2.2.18 Cash Account i Search/LiSt SCreeN ......uuuueiiiieciiiieeeiieeeiiie e st ssiiraeen 499500
4.2.2.19 Cash Account i DetailS SCre N ...oicuuueeeiiiieiiieeeiiieee et sseraee 499500
4.2.2.20 Cash Account T NeW/Edit SCIrEEMN ......ueuuiiiiiiiiiiiiiiiiiiiii ittt 499500
4.2.2.21 Certificate Distinguished Name T Search/LiSt SCreen...........cueeeiiiiciieieiiieiiiiiiiiiiiiien, 499500
4.2.2.22 Certificate Distinguished Name T New/Edit SCreen ........cccvueveeeeiiiccciiiieesiiiiciiiraenn 500561
4.2.2.23 CLM Repository I Search/LiSt SCrEeN .....ceuuieccuueiiiiieiiiisciiieee st eesiiiieeen 500564
4.2.2.24 Closing Days i Search/LiSt SCIrEEN .......uuuuuiiiiiiiiiiiiiiiiiieeiieeee it 50056+
4.2.2.25 Data Changes I Search/LiSt SCrEEN .....cuuuuiiiiiiuiiiiiiiiiiiiiiiiieeee et 50056+
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4.2.2.26 Data Changes i DetailS SCreeN .......cuicueeiiiiiiiiiiiiiiiiiiiiiiiisie sttt 5005061
4.2.2.27 Direct Debit Mandate i Search/LiSt SCreEeN ........eeeuieeiiiiiciiiiiiiiieiiiiiiiieeeee i, 5015062
4.2.2.28 Direct Debit Mandate T NeW/Edit SCreeN ......ccvuveeeiieiiiiiiiiiiiieeeeeseieieee e 5015062
4.2.2.29 Distinguished Namei BIC Routing I Search/List SCreen .........ccocceveiiiieeiiiiiieiiiiiieeenes 501502
4.2.2.30 Distinguished Namei BIC Routing I New/Edit SCreen .........cccccuvieveiiiicueiiiiiiiiiiiieeennee 501502
4.2.2.31 Event Types — Search/List SCre€n ........coeueeiiiiciuiiiiiiiiiiisiieee e 501502
4.2.2.32 Event Type — Details SCreen .ouuueeuieeeeeiiiieeiiseiieee et 501502
4.2.2.33 Grant/Revoke Role i Search/LiSt SCreeN........ccuvceeiiiiiiiiiiiiiiiiiiiiiiiiiiiiesieiee i 501502
4.2.2.34 Grant/Revoke Role i DetailS SCreeN........uuiueuiiiiiiiiiiiiiiiiiiiiiiiiiiiii s 502503
4.2.2.35 Grant/Revoke Role I NeW/Edit SCreEN ..occuuiieeeeiiiiiiiiiiiiiiiieee st 5025063
4.2.2.36 Grant/Revoke System Privileges I Search/LiSt SCreen .......ccoeeeeviccuveeeiieiiiiiiciiinenn, 502503
4.2.2.37 Grant/Revoke System Privileges i DetailS SCreen ........ccevveeeiiiiiiiiiiiiiiiiiiiiiiiiiiiieeen 502563
4.2.2.38 Grant/Revoke System Privileges T NeW/Edit SCreen ...........eeveeeiiiiiiiiiiiiiiiiiiiiiiieiee, 502563
4.2.2.39 Invoice Configurations I_Search/LiSt SCreeN.........cuuueeiiiscuueeiiiiiiiiiiiiiiieeeesiiiieeen 502503
4.2.2.40 Invoice Configurations I DetailS SCreeNn.......ccceeveeeieeeiiiiiciiiieeeeseeiieee e, 502503
4.2.2.41 Invoice Configurations T NeW/Edit SCIreEN .......vuveeiiiiiiiiiiiiiiiiiieiiieiiieeei e, 503564
4.2.2.42 LiMitS T Search/LISt SCIrEEN ...uuuuiiiiiiiiiiiiieii ittt 503564
4.2.2.43 LimitS T NEeW/Edit SCreEN......uuiiiiiiiiiiiiiee ettt sieeea e 503504
4.2.2.44 Liquidity Transfer Group T Search/LiSt SCreeN........ceeuuiiicuueeiiiiiiiiiciiiiiieeeeiiiiiieenn 503504
4.2.2.45 Liquidity Transfer Group T DetailS SCreeN..........ueeeiiiiiiiiiiiiiiiiiiiiiiiciiiiieeieiieeeen 503564
4.2.2.46 Liquidity Transfer Group T NeW/Edit SCIreEN .........cueueiiiiiciiiiiiiiiiiiiiiiiiiiiieiiiieiieeen 503564
4.2.2.47 Message Subscription Rule Set i Search/List SCreen ........ccoceeeeviccceeeeiieeeiiiiciiaen. 504505
4.2.2.48 Message Subscription Rule Set i Details SCreen ........ccccvvveeeveeeiiiiiciiiieeeevieiiveen 504505
4.2.2.49 Message Subscription Rule Set i NeW/Edit SCreen .......cc.ueeeviiiiiiiiiiiiiiiiiiiiiiiiiiiiee, 5045065
4.2.2.50 Message Subscription Rule i NeW/Edit SCreeN .......ccuuiiieeeeiiiiiiiiiiiiiiiiiieiiiiiiiieen 5045065
4.2.2.51 Minimum Reserve Configuration T Search/List Screen {CR-85}......cccceveeeeiiiiveviinnannn. 505506
4.2.2.52 Parties T SearcCh/LiSt SCrEEN ....ueuiii ittt eesieaeeeen 505506
4.2.2.53 Party i DetailS SCrEEN ....uuuueiiiiiiiiiiie ettt 505506
4.2.2.54 Party T NeW/Edit SCrEEN.......uuiiiiiiiiiiiiiie ittt 5055066
4.2.2.55 Party Service Link i Search/LiSt SCreeN ......ccceeueeeeeeeiiiiiciiieeee et 505506
4.2.2.56 Party Service Link i DetailS SCreEeN ......cuuueeiieiciiiiiiiieiiiiiiiieee s 505506
4.2.2.57 Party Service Link T NeW/Edit SCreeN .........cuciueueiiiiiiiiiiiiiiiiieiiiiiieee e 50656+
4.2.2.58 Report Configuration T Search/LiSt SCreeN ........ueeeuiieiiiiiiiiiiiiiiiiiiiiiiiiieeeeiieeen 50656+
4.2.2.59 Report Configuration I DetailS SCreen .....uuuuveecuueeeiiieiiiiiciiieee s e siiiraeen 50656%
4.2.2.60 Report Configuration T NeW/Edit SCreeN......ccccuuueiiiiiiiiiiiiiiiee st esssiiiveeen 50656%
4.2.2.61 Restriction Types — Search/List SCreen ........cccvvveeeiiiiiiiiiiiiiiiiiieiiiieeeeen 50656+
4.2.2.62 Revision/Audit Trail — LiSt SCreeN.........ceuueiiiiiiiiiiiiiiiiiiiiiiiieeeeiiieeeee e, 50656+
4.2.2.63 Revision/Audit Trail — Details SCre€n .......coouveecuueeeiiiiiiiiiciiiiee s, 50656%
4.2.2.64 Roles — Search/List SCreeN ......couuieccuueiiiiieiiseeeiiiie ettt e e sieiea e 507508
4.2.2.65 Role — NeW/Edit SCreeN......uuuuiiiiiiiiiiiiiiiiieeee e 5075068
4.2.2.66 Routing — Search/List SCreen ........ccvvveeiiiiiiiiiiiiiiiie e 5075068
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4.2.2.67 Routing — NeW/Edit SCreeN.....cccciiiiiiiiiiiiiiii it 5075068
4.2.2.68 RTGS Directory T Search/LiSt SCreEN ......ueuiiiieiiiiiiiiiiiieeiiiieeee st 507508
4.2.2.69 Service Items i Search/LiSt SCreeN ........cuuuiiiicuueiiiiieiiieciiieee e 507508
4.2.2.70 Service [tem | DetailS SCreEN ...cccuuviiiiieiiiiiiiiiii ittt 507508
4.2.2.71 Settlement Bank Account Group i Search/List SCreeN.......cc.eeeuiieeiiiiiieiiiiiiiiiiiiieeenee 508509
4.2.2.72 Settlement Bank Account Group T DetailS SCreen........cccveveeeveeeiiiicciiiiiiieeeeiiciiieee 508509
4.2.2.73 Settlement Bank Account Group T NeW/Edit SCreen .........ueeeveeeiiiicciiiiiiieieiiiiieee. 508509
4.2.2.74 Standing Order for Reservation I Search/LiSt SCreen .........cccccvueeveiiiiceiiiiiiciiiiiiiieeenee 508509
4.2.2.75 Standing Order for Reservation T New/Edit SCreen .........ccvueeeiiiieiiiiiiiiiiiiiiiiiiiiieeeee 508509
4.2.2.76 Standing/Predefined Liquidity Transfer Order i Search/List Screen ...........cccccvveveeen.... 509510
4.2.2.77 Standing/Predefined Liquidity Transfer Order i Details Screen.......ccccccceeeeeviccveveeenennn... 509510
4.2.2.78 Standing/Predefined Liquidity Transfer Order i New/Edit SCreen ............c.ccccvvveeeeenen.n. 509510
4.2.2.79 System Entity T Search/LISt SCrEEN ........cceiiiiiiiiiiiiiiiiiiiiiiiiiiee i, 509510
4.2.2.80 Tariffs — Search/List SCreen ......oooveccueueeiiiiiiiieecieee et 509510
4.2.2.81 Technical Addresses Network Services Link T Details Screen........ccccccveeeeeiicceveeenennn.. 509510
4.2.2.82 Technical Addresses Network Services Link T New/Edit Screen...........ccccocvecveveeeeenn.. 509510
4.2.2.83 TIPS Directory T SearCh/LISt SCrEEN .....uuiuuiiiiiiiiiiiiiiiii ittt 51051
4.2.2.84 User i SearCh/LiSt SCreeN .....uuuuuiiiiiceiiiieeee sttt eaeeen 51051
4.2.2.85 User i DetailS SCreEN....uuueiiiiiiiiieeiieee ettt 51051
4.2.2.86 USer i NEW/EIt SCrEEN .....uvuiiiiiiiiiiieiiiiee ittt 51051
4.2.2.87 User Certificate Distinguished Name Link T Search/LiSt SCreen ..........cccccoeveccveveeenennnn. 51051
4.2.2.88 User Certificate Distinguished Name Link T NeW SCreen ........ceevvecceeveeeieeeeiiiiciiinann, 510541
4.2.2.89 VAT — Search/List SCre€EN ......ouueiiiiiciiiiieeeeseeieee et 511512
4.2.2.90 VAT — NeW/Edit SCrEEN .....uueeiiiiiiiiiiiiiiieeei i, 511512
4.3 List of References for Error ME@SSAQeS .oooeiieueeeeiiiieiiieeiiee et 511512
431Reader 6S..GU .0 €. oottt 511512
4.3.2 References for error messages for GUI SCrEENS .....eevviieeeeeiieeeeiiiiiiiiieeeee i 511512
A.3.2.0 All ittt ettt e s e e 511542
4.3.2.2 All screens which allow the initiation of 8 second USer............cceeeiiiiiiiiiiiiiiiiiiiiiiiiiiien, 512513
4.3.2.3 Account Monitoring Group i Search/LiSt SCre€en ........cccveeeeeeeeieeeiiiiiiiiiieeeeiiiiieeen 512513
4.3.2.4 Account Monitoring Group i DetailS SCreeN .....c.ueeeveeeeiiiiciiiiiiieeeiieeieeee s, 513514
4.3.2.5 Account Monitoring Group i NeW/Edit SCreeN ...........ccuuiiiceieiiiiiiiiiiiiiiiiiiieiiiiieieee, 514515
4.3.2.6 Ancillary System Bilateral Agreement i Search/List SCreen...........cccvveeeieeiiiiicciiiiieeenn, 51651+
4.3.2.7 Ancillary System Bilateral Agreement i New/Edit Screen ..........coccceeeiiieiiiiiciiiiiiieeenne. 517518
4.3.2.8 Ancillary System Procedures I Search/LiSt SCreen .......cccceveeeveeeiiiieiciiiieeiiiiiciiiiaeennn 519520
4.3.2.9 Ancillary System Procedures I DetailS SCreen .........cceuuviieeeeiiiiiiiiiiiiiiiiiiiieeiiiiiiiieeeenn 519520
4.3.2.10 Ancillary System Procedures T New/Edit SCreen..........cccveveeeiieiiiiiiiiiiiiiieiiiiiiiiiieee 519520
4.3.2.11 Authorised Account User i Search/LiSt SCre€en .......ccouvieeeueeeieeeiiiiiiiiiieeeesiiciiiaeenn 52652%
4.3.2.12 Authorised Account User i New/Edit SCreeN ........cuvveeiiiiccuiiiiiiiiiiiicciiiieesesiiiiiaeen, 527528
4.3.2.13 Banking Group I Search/LiSt SCrEEN .......ccuuiiiueueiiiiiiiiiiiiiiiiieet st 53053%
4.3.2.14 Banking Group I DetailS SCreeN ........ueeuuiieiiiiiiiiiiiiiiiiiiiiieeee et 531532
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4.3.2.15 Banking Group T NeW/Edit SCreEN ........uuuiuiiiiiiiiiiiiiiiiiiiiiiieee ettt 532533
4.3.2.16 BIC Directory i SearCh/LiSt SCreeN .......uuuueiiiiiieiiiiiiiieiiieeiiieeee et 534535
4.3.2.17 Billing Group T Search/LiSt SCrEEN........uuiiiiiiiiiiiiiiiieeiiiieiiieee et 535536
4.3.2.18 Billing Group T DetailS SCreeN.....uicueeeeiiiiiiiiieii ettt 535536
4.3.2.19 Billing Group T NeW/Edit SCIrEEN .......uuuuiiiiiiiiiiiiiiiiieei ittt 536537
4.3.2.20 Cash Accounts i Search/LiSt SCreeN .......cuuuieeuueeeiiiiiiiieiiiiieeee e 538539
4.3.2.21 Cash Account i DetailS SCreeN ....uuuuueeiiiiiiiieiiiieeee ettt 543544
4.3.2.22 Cash Account i NeW/EAIt SCIrEEN .......uuuiiiiiiiiiiiiiiiiiiii ittt 548549
4.3.2.23 Certificate Distinguished Names i Search/LiSt ...........coccceveeiiiiiiiiiiiiiiiiiiiiiiiiieiiee 564565
4.3.2.24 Certificate Distinguished Names i New/Edit Screen {CR-107}......ccvveeeeeeeiiiiiiiiiieeen, 564565
4.3.2.25 CLM Repository I Search/LiSt SCreeN ......ceeieccueueiiiiiiiiiieiiieee st 565566
4.3.2.26 Closing Days i Search/LiSt SCIrEEN ........uuuuiiiiiiiiiiiiiiiiiiiiiiiee it 565566
4.3.2.27 Data changes i Search SCreeN........c.uuuuiiiiiiiiiiiiiiiiiiiiie et 565566
4.3.2.28 Data changes i DetailS SCreeN ....occuuweeiiiiiiiieiiiiiiee ettt 565566
4.3.2.29 Direct Debit Mandate i Search/LiSt SCreEeN .........eeveeeeiiiiciiiiiiiiiiiiieiiiieeeeesiiiaee, 565566
4.3.2.30 Direct Debit Mandate T NeW/Edit SCreen .......c.uuveeeiiiiiiiiiiiiiiiiiiiiisiiieeei e, 566567
4.3.2.31 Distinguished Namei BIC Routing i Search/LiSt SCreen ..........cccccvveeeiieiiiiiiiiiiieienn, 567568
4.3.2.32 Distinguished Namei BIC Routing i New/Edit SCreen .........ccveeeeeiiccueeiiiieeiiiiiciiieenn, 568569
4.3.2.33 Event Types T SearCh/LiSt SCreEN ........uuwueeiiiiiiiiiiiiieeiieeiiieee st 5705+%
4.3.2.34 Event Typel DetailS SCrEEN ...cccuiiiiieiiiiiiiiii ittt 5705%%
4.3.2.35 Grant/Revoke Role i NeW/EdIt SCreEN ....ccuiiiieeeiiiiiiiiiiiiiiiiiiei it 5705%%
4.3.2.36 Grant/Revoke System Privilege i Search/List SCreen .......ccccueeeeiiicccveeeiieiieiiiciiaan. 572573
4.3.2.37 Grant/Revoke System Privilege i DetailsS SCreen .......cveceeeeeeieeeiiiiiciiieeeeeiiiiean 572573
4.3.2.38 Grant/Revoke System Privilege T New/Edit SCreen.............ceueiiiiiiiiiiiiiiiiiiiiiiiieiieenn 572573
4.3.2.39 Invoice Configurations — Search/LiSt SCreeN.........cceeeiiiiiciiiiiiiiiiiiiiiiiiiieiiiieeeen 5775%8
4.3.2.40 Invoice Configurations — Details SCreen.........eeviieeiiiiiiiiiiiiiiiiiiiiieiee 577578
4.3.2.41 Invoice Configuration — New/Edit SCreen ........ccoveeiiiiiiiiiiiiiiiiieiieeieeieeee 578579
4.3.2.42 LiMitS T Search/LiSt SCIrEEN ...cuuuiiiiiiieeiiiii ittt 581582
4.3.2.43 LiMitS T NeW/Edit SCreEN.......uuiiiiiiiiiiiiiiiie it 582583
4.3.2.44 Liquidity Transfer Group T Search/LiSt SCreeN........cceuuvieceueeiiiiiiiiieiiiieeeeeiiiiien 586587
4.3.2.45 Liquidity Transfer Group T DetailS SCreen.......cc.ueeeeeeeeiiiiciiiiieeieiieiiieeeeeeiiieae, 587588
4.3.2.46 Liquidity Transfer Group T NeW/Edit SCIreeN .........cucuuiiiiiiiiiiiiiiiiiiiiiiiiiiieeieiiiiieee, 588589
4.3.2.47 Message Subscription Rule Set i Search/LiSt SCreen ..........cceeeiiiiiiieeieiieiiiiiiiiiiiieen, 590591
4.3.2.48 Message Subscription Rule Set i DetailS .....cccevvveeviieiiiiiciiiiieeeseeciee e 591592
4.3.2.49 Message Subscription Rule Set i NewW/Edit SCre€en ......cccvveeveeeeiiiicciiiieieeiiiciiiee, 593594
4.3.2.50 Message Subscription Rule i NeW/Edit SCreeN .......ccuuviieeueiiiiiiiiiiiiiiiiieeiiiiiieeen 596597
4.3.2.51 Parties T SearCh/LiSt SCrEEN ....ccuiiiiuieiiiiiiei ittt 609610
4.3.2.52 Party i DetailS SCrEEN ..uueueiiiiieiiieiiie e sttt ettt et e s st e e e s e s raeeen 611612
4.3.2.53 Party i NeW/EAIt SCrEEN.....uuuuiiiiiiiiiiiiiee ettt ettt s st e e e s s sieeaaeeen 614615
4.3.2.54 Party Service Link T Search/LiSt SCreeN ......ccuveeeeiiiiiiiiiiiiiiiiiiiiiiiieeeee e 622623
4.3.2.55 Party Service Link T DetailS SCreEN .......ccueiiiiiieiiiiiiiiiiiiiiiiiiiei it 623624
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4.3.2.56 Party Service Link T NeW/Edit SCreeN .........cuccveeeiiiiiiiiiiiciiiiiiiiiiiieee e 625626
4.3.2.57 Report Configuration I Search/LiSt SCreeN ........ueueveieiiiiiiiiiiiiiiiiiieeiiiiee e 630631
4.3.2.58 Report Configuration T DetailS SCreen ......euuieceeeeeiiiiiiiiiiiiiieee e 632633
4.3.2.59 Report Configuration T NeW/Edit SCIreEN......ucuvueeiiiiiiiiiiiiiieeit it 634635
4.3.2.60 Restriction Types i SearCh/LiSt SCrEEN .....ccuieuveeeiiiiiiiiiiiiiiieeiii i 639640
4.3.2.61 Roles T SearCh/LiSt SCrEEN ....cuueiiiiieiiiiieeiiseie ettt 640641
4.3.2.62 RoOle T NEeW/Edit SCrEEN.....uuueiiiiiiiiiiiiieee ettt 640641
4.3.2.63 Routing i Search/LiSt SCIrEEN ......uieueeiiiiiiii ittt 641642
4.3.2.64 Routing T NeW/Edit SCreEN.....cccuiiiiiiiiiiiiiiii ittt 642643
4.3.2.65 Revisions/Audit Trail T LiSt SCreeN .....ueuuuieiiiiiiiiiiiiiiieiiieeiieee et 646647
4.3.2.66 Revisions/Audit Trail I DetailS SCreen ......ceuvecceueeeiiieiiiiiciiieee st 646647
4.3.2.67 RTGS Directory T SearcCh/LiSt SCrEEN ......ccuiieiuiiiiiiiiiiiieiiiieeei it 64664+
4.3.2.68 Service Items i Search/LiSt SCrEEN ..........ccuiiiiuuiiiiiiiiiiiiciiiiiiiieiisieeei e, 64664+
4.3.2.69 Service Iltem T DetailS SCre N v.veuuveeueeiiiiiiiiieiiiieeee ettt 646647
4.3.2.70 Settlement Bank Account Group T Search/List SCreeN........cccueeeeiiccuveeeiieiiiiiiciiiiaenn, 646647
4.3.2.71 Settlement Bank Account Group T DetailS SCreen.........cccuveeeiiiiiiiiiiiiiiiiiiiiiiiiieiee, 647648
4.3.2.72 Settlement Bank Account Group T NeW/Edit SCreen ..........eeeveiiiiiiiiiiiiiiiiiiiiiiiiieiee, 649650
4.3.2.73 Standing Order for Reservation I _Search/LiSt SCreen ........cccoeeeeviccuveeeiieiiiiiiciiaenn, 651652
4.3.2.74 Standing Order for Reservation I New/Edit SCreen ........ccuueeeveeeeiiiccciiiieeeiiiiciiiieaenn. 652653
4.3.2.75 Standing/Predefined Liquidity Transfer Order i Search/List Screen .............cccceeeeeeeen... 653654
4.3.2.76 Standing/Predefined Liquidity Transfer Order i Details Screen...........cccceeueiicveveeenennn.n. 655656
4.3.2.77 Standing/Predefined Liquidity Transfer Order i New/Edit Screen .........cccccveecvvvveeeennn... 657658
4.3.2.78 System Entity T Search/LiSt SCreEN .......oeueeiieeciiiiiiiieiiieeiiiieee et 664665
4.3.2.79 Tariffs T Search/LiSt SCIrEEMN ......ccuiiiueeeiiiiiii it 664665
4.3.2.80 Technical Addresses Network Services Link T Details Screen........cccccceeeeiiiiiceeveeenennn. 664665
4.3.2.81 Technical Addresses Network Services Link T New/Edit Screen.........cccceeeviccveveeenennn... 664665
4.3.2.82 TIPS Directory T Search/LiSt SCreeN ......ouueuiiiceiiiiiieeieeiiiieee et 666667
4.3.2.83 User i SearCh/LiSt SCrEEN ......uuuuiiiiiiiiiiee ittt 666667
4.3.2.84 User i DetailS SCreeN......uuuueiiiiiiiiiiii e 667668
4.3.2.85 User i NEW/Edit SCrEEN .....uuuuiiiiiiiiiiiieeeee sttt e e sieieaeen 667668
4.3.2.86 User Certificate Distinguished Name Links i Search/List Screen.........cccceeeveccevveeenennn... 668669
4.3.2.87 User Certificate Distinguished Name LinkS T NeW SCreen ...........ccceveeeiieiiiiiiciiiiieneennnn, 669670
4.3.2.88 VAT T SearCh/LiSt SCIrEEMN ......cuuuiiiiiiiiiiiiiii ittt 670671
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Terms and Abbreviations

The terms and abbreviations are shown in the table below. You find terms with
their description and the abbreviations, both in an alphabetical order.

Letter Description

C
Check box Square box that can be filled with a checkmark by
It:_red'rt Itfh'rt clicking on it with the mouse. In contrast to the radio
id i button, you can select more than one option with a
check box.
D
DD Day (e.g. used within the timestamp, every letter
stands for one digit)
d Decimal number
E
e.g. For example (dratinad)dexe
H
hh Hour (e.g. used within the timestamp, every letter
stands for one digit)
I
ie. That i s gsktad&)in: o0i d
Incl. Including
M
Mouse-over Additional information for some elements of the GUI
: is only shown when you move the mouse-pointer to
Loz these elements.
prin: Contert
MM Month (e.g. used within the timestamp, every letter
stands for one digit)
mm Minute (e.g. used within the timestamp, every letter
stands for one digit)
min. Minimum
max. Maximum
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Letter Description

10m
N
NRO

QQ

R

Radio button

Unzorted
'y

S

Select box

all

Nominal

SS

T
10t

Timestamp

YYYY

10 million

Non-repudiation of origin (NRO) provides the recipient
(CRDM) with the evidence NRO which ensures that
the originator (CRDM actor) will not be able to deny
having sent the U2A instruction. The evidence of
origin is generated by the originator and held by the
recipient.

Quarter, indicates a time span of three months, e.g.
Q2 stands for the second quarter of the year.

A type of GUI element that allows the user to choose
only one of a predefined set of options.

A select field in the GUI with an arrow on the right
side. By clicking on the arrow, all possible input
values are shown and can be selected with a mouse-
click.

Semester, indicates a time span of six months, e.g.
S1 stands for the first semester.

Second (e.g. used within the timestamp, every letter
stands for one digit)

10 thousand

A sequence of characters, denoting the date and the
time in CRDM.

Year (e.g. used within the timestamp, every letter
stands for one digit)
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1 Introduction

1.1 Overview of the User Handbook

The CRDM User Handbook, hereinafter called UHB, aims at facilitating the use
of the Graphical User Interface of the Common Reference Data Management
(CRDM GUI). It is intended for any CRDM user regardless of the focus of
activities and describes the full range of functionalities available in user-to-
application (U2A) mode. The UHB provides detailed reference information on all
GUI screens and step-by-step instructions for typical workflows.

Target There is only one handbook addressing all actors: central banks (CBs) and
Audience payment banks/ ancillary systems. By referring to the table of contents as well
as to the usage indication list, each reader can easily identify the relevant parts.

dReIated The UHB is part of the functional documentation and complements the UDFS. In
tigﬁumenta- particular, chapter one of the UDFS contains a detailed description of the

business concepts used in CRDM, which are also relevant when using the GUI.
Updates Updated versions of the UHB will be provided on a regular basis.

1.1.1 UHB Methodology

Several symbols and methodological elements are used throughout the CRDM
UHB to ease orientation and help you to find your desired information quickly.

Page Layout Every page of the main UHB parts has a similar page layout. You can find four
different elements:

" the header, which shows the chapter and sub-chapter title

“ the margin column on the left side of each page, which is used for subheadings
and information signs
" the text column, which contains the main information, tables and screenshots

" the footer, which shows the name and the release of the document as well as
the page number
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Information  [NERE
Signs

Description

Notice sign Notice signs are used to highlight
useful information. Read its
content to find out about hints,
action alternatives or other details
helping you to improve your usage
of the CRDM GUI.

Example sign Example signs are wused to
highlight examples, which illustrate
the corresponding text, especially
when a verbal description is
difficult or too extensive.

Links Links are illustrated throughout the UHB with a little triangle followed by a page
number within squared brackets. These links help you to jump to related sections
by clicking on them or turning to the relevant page.

Please find the information on page 6. [ 6]

Illustration 1: Link illustration

Tables Tables are used to present information in a clearly arranged format. They consist
of a table head and a table body. The body is divided into a left and a right
column. The left column contains keywords, for example field names, which are
explained in the right column. Subsections within a table are preceded by a
heading. The order of the description follows the appearance on the screen from
left to right and from top to bottom.

Type Set Regular text in the UHB is written in Arial Unicode MS font with a size of 11pt.
Screen and button names are written in italic letters, GUI paths use the Courier
New font. Field names and field values are put in quotation marks if they appear
in a context other than their dedicated description.
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Element Format Example

Screen name Italic letters Data changes i search/list screen

Button name Italic letters New button

GUI path PC code Common >> Parties >> Parties

Field name or6. . . 0 60pening Datebd ; O0Ac

value quotation

Action Business scenarios are divided into single action steps. These action steps are

Steps . . . .
numbered sequentially. Intermediate results are described where appropriate
and marked with an indented arrow. Each business scenario ends with a final
result, indicated by an arrow.

a Example
1. Action step 1
2. Action step 2

E Intermediate result
3. Action step 3

& Result

Screenshots  gcreenshots are used to illustrate the corresponding text. Note that there might
be minor deviations between the screenshot and your screen appearance,
according to your access rights or a specific selection you have made. In
addition, some functions are mutually exclusive and cannot be represented in a
single screenshot. In these cases, the screenshot illustrates the more prevalent
use of the screen.

Values shown on a screenshot might also deviate from the default values
indicated in the description. In these cases, the description is valid rather than
the screenshot.
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PARTY NEW

Parent BIC: I

Party Type: I ~

13
[x]

Opening Date: I Jyyy-mim-dd

Closing Date: Jyyy-mm-dd & o O

LEL:

No Rows To Show

lllustration 2: Screenshot of Party New/Edit screen

1.1.2 UHB Structure

Part 1

Part 2

All rights reserved.

The UHB is structured in three parts and is complemented by an annex.

The introduction explains the aim, the content and the approach of both the
UHB and the GUI. While the first section explains how to use the UHB, the
second section focuses on the design and common functionalities of the GUI.
The overview of the UHB includes information about:

“ The UHB methodology [} ]

" The UHB structure [} ]

The overview of the GUI consists of information about:
“ Setup and login procedures [} ]

" GUI structure, including information about the menu structure, screen
structure, screen types, field types and properties, and common buttons and
icons [}]

“ Validation [ ]

“ Communication network and services [ ]
“ User administration [ ]

" Security and certification services [/ ]

" Online help [} ]

Refer to this part if you need information on how to use the UHB or on common
functionalities of the GUI.

The screen referencepartst arts with a gener al S
guide for this part. It is followed by the screen descriptions of all screens
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contained in the GUI. Each description follows an identical structure which
comprises detailed information on all screen fields.

The screen reference part is structured along the first and second GUI menu
level, followed by the screens in alphabetical order. Within this alphabetical
order, all screen types belonging to the same business function are grouped
together to follow the business logic (search/list screen, details screen, new/edit
screen).

Refer to this part if you need detailed and precise information on a screen, field
or button.

Part 3 The user instructions partst arts with a general s
guide for this part. It is followed by step-by-step instructions for typical GUI
workflows, called business scenarios. Each description follows an identical
structure.

Related business scenarios are grouped into comprehensive business
packages, which are further grouped into categories.

Refer to this part if you need to know how to carry out an action using the GUI.

Annex The annex supplies detailed information complementing the UHB:
" Annex Section 4.1 - Sitemap [ ]: Hierarchical, structured illustration of all
screens and their interrelations
“ Annex Section 4.2 - List of privileges [} ]: For each screen, all privileges and
their corresponding description are listed
“ Annex Section 4.3 - List of references for error messages [ ]: For each screen,
all references for error messages, the error text and the corresponding
description are listed

1.2 Overview of the Graphical User Interface

The GUI is a browser-based application for communication with CRDM in U2A
mo d e . | t i s based on t he I SO norm
i nteractiono.

1.2.1 Setup and Login Procedures

Before entering the GUI, make sure that your workstation complies with the
hardware and software requirements and implement all necessary preparations
(e.g. firewall settings) described below.

Such requirements/preparations may be subject to periodical review/update to
comply with changing technical/regulatory scenario.
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Hardware
requirements

Software
requirements
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The following hardware requirements are needed:

" Processor: 1 GHz or faster with support for PAE, NX, and SSEZ2;
RAM: 1 GB (32-bit) or 2 GB (64-bit);
Hard disk space: 16 GB (32-bit) or 20 GB (64-bit);
Graphics card: Microsoft DirectX 9 graphics device with WDDM driver.

The following software requirements are suggested:

Windows 10 as OS, since running the application can only be guaranteed on
Windows 10 OS or newer.

JRE Version: 1.8.0_31 or higher (remark: additional constraints coming from
NSP to be verified).

The following web-browsers are suggested:

Mozilla Firefox;
Google Chrome

The completeredefiniti on of t he qualified brows
and the full replacement of the applet technology will be, then, defined in the
context of the Eurosystem Single Market Infrastructure Gateway (ESMIG), being
part of the ongoing T2/T2S consolidation project.

Users are directed to an initial page named ESMIG portal that ensures proper
routing to the web applications the user has been granted to enter.

The signing client installation onto the user workstation is triggered with the first
attempt to sign an instruction. The users have to ensure that the security settings
of their institutions, i.e. firewalls, allow for installation of the client.

1.2.2 GUI Structure

All rights reserved.

This chapter explains the basic elements of the CRDM GUI structure (i.e.
structure of the menu and the screens) helping you to navigate through the
system and to use it quickly and efficiently.

The first subsection describes the menu structure where screens are grouped
hierarchically. Afterwards, the second subsection explains the layout structure
common to each screen. The following subsections provide details on the
different screen types [ ] and on recurring elements, such as common field types
[ ] or buttons and icons [ ].
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1.2.2.1 Menu Structure

The GUI menu is structured into four hierarchical menu levels. The hamburger
menu appears when the proper icon is selected. After the first level is presented,
it is possible to choose the functionalities that are common to the shared services
and those that are specific for T2 or TIPS. Then the menu can be further
navigated - the second, third and fourth menu levels are accessible via mouse-
over on the first-level menu item - in order to select the desired functionality.

Hint Depending on your access rights, it is possible that not all menu entries are
visible for you. Contact your system administrator to verify that you have the
necessary privileges to access all screens relevant to you. The privileges are
listed in each screen and business scenario description.

WHAT IS CRDM?

Illustration 3: CRDM menu levels

Position No. Description

1 Menu level 1
2 Menu level 2
3 Menu level 3
4 Menu level 4

All entries on the third menu level are structural subcategories. To access a
screen you have to click on the fourth menu level.

1.2.2.2 Screen Structure

In general, each screen of the CRDM GUI follows the same layout containing a header
and a content area.

The header appears at the top of every screen. It contains three main elements
providing useful information and helping you to navigate between the different screens
as shown in the illustration below.
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5] Feroel:

l 2725 OPERATOR SRR 1 | 20700113 1752 - 2 |- B ot ‘

Header

WHAT IS CRDM?

CRDM Is 3 centraszed. harmonized reference data management component that will handie in 3 single point il data that s shared by more than one

Illustration 4: Header elements

Position No. Element Description

1 Menu bar ... presents the main menu item and allows you to
navigate to the screens.

2 CRDM logo ... links to the welcome screen.
button
3 Information panel ... displays your login name, the logout and help

buttons as well as date and time of last data
access.

Content The content area is the part of the GUI where you can trigger all business actions. It is
Area organised by five main elements which help you to interact properly with the GUI as
shown in the illustration below.

To structure large amounts of data, the content area is further separated into frames
and sub-frames.

ta Pg & T25 OPERATOR USER 1 | 2020-06-30 11:32| » ? Help |» @ Logout
e Session ID: eyJhbGCi0i|lUzITNi)9 Business Date: 2020-06-29 Stage: IAC version: 1.0.26
=
301 a ) Common ) Parties. ) Party Service Links > Q search ) @ Details 1 2

PARTY SERVICE LINK DETAILS

Status: Active Party Type: National Central Bank

Parent BIC: TCSOTCS0XXX Party BIC: NCBXITRROD1 Edit

Service: T2 RTGS COMPONENT Party Type for Service: RTGS CB Account Holder

Vvalid From: 2020-04-14 Valid Te: 9999-12-31 4

RTGS Configuration Data 3 Revisions

o
L
D
&
o

Intraday Credit Limitation
500 true

Total rows: 1

Illustration 5: Content area elements
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Position No. Description
1 Breadcrumb ... Shows the main path to the current screen.
2 Basic icons ... exports or prints the screen content.
3 Frame and sub-frame ... groups related information as a structural
title function.
4 Button bar ... shows all available buttons for the current
screen.

Further information about the icons can be found in the common buttons and icons
section.

1.2.2.3 Screen Types

The CRDM GUI consists of the following types of screens, each with a different
function:

“ Welcome screen

“ Search/List screen

" Details screen

" Enter screen (usually new or edit screen)

\éVeIcome The welcome screen is the entrance into the CRDM GUI.
creen

Search/List

Screen You can access all search/list screens on menu level four.

The search/list screen allows you to query the CRDM database using a
predefined set of search criteria. After executing a search, a list of data records
matching your search criteria is displayed in a table. To select an entry from a
list displayed on a search/list or list screen, click on the desired entry. The
background colour of the table line changes to indicate the selected entry. If the
search retrieves only one record, the details screen is displayed directly, if you
are authorised to access the details screen, else the record is displayed in the
table in the list screen. You can browse through the list using the table buttons.
Furthermore, it is possible to arrange your search results in ascending or
descending order by the columns shown. This does not trigger a refreshed

query.

Details In contrast to the search/list screen, you can only access the details screens via
Screen other screens.

All details screens provide you with in-depth information of a previously selected
data record.
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Before showing the details screen, a new query is forwarded to the system to
ensure most up-to-date data.

Enter Similar to the details screens, you can only access the enter screens through
Screen other screens.

Enter screens allow you to enter data, which can be done in two enter modes:

“ New mode, represented by the new screens
“ Edit mode, represented by the edit screens

In general, both modes contain the same fields. In the case of the new mode, all
fields are blank. In the case of the edit mode, existing data are prefilled in the
fields. In addition, one past value is reported (if available) which cannot be edited.
You can edit the existing currently valid value by changing the content of the
field. You can only edit an existing currently valid value provided that there is no
future value. Otherwise, you need to delete the existing future value beforehand.
You can also enter a new future value by clicking on the pencil icon.

1.2.2.4 Field Types and Properties

Field Types  The description of the common field types with the proper descriptions follow.

Input Fields In input fields you can enter text and/or numeric content. Make sure to comply

with the format requirements, which are part of each field/screen description.

Input-sensitive fields are input fields with an auto-complete mode that helps you
to input data. As soon as you start typing the first characters of the respective
data into an input-sensitive field, CRDM automatically proposes possible
matching entries from which you can select the desired one.

PARTY NEW

Parent BIC: I ee

FBNCB EP1000
ESSNES NCB AESPBXXX j L
(]

NCB AESPIXXX

[

Opening Date: Closing Date: yyyy-mm-dd

NCB AESPAXXX
NCB AESPBEXX

=
8

NCB AESPBGXX
NCB AESPBHXX
NCB AESPFFXX

o
g
H

- 1 - 1®IO)

BIC:
NCB AESPGGXX

BIC is mandatory

NCB AESPHXXX

x

lllustration 6: Input-sensitive field
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0 Hint
You can use the tab key on your keyboard to navigate through the GUI fields.

BIC8 that are entered via GUI are automatically supplemented to BIC11 by
addi ng 0 XX Xunambiguously ideatify a paoty.
Select

Fiald Select fields are either select boxes, radio buttons or check boxes.
ields

“ Select boxes: Functionally a select box is a way to enter data from a limited
list of possible values. In CRDM you can find different types of select boxes,
standard select box, input-sensitive select box and auto-complete select box.

“ The standard select box enables the user to choose one entry from a
predefined set of values. To select an entry, click on the little box with the arrow
to open the menu. Then select the desired value by clicking on it.

Party Type: j

Opening Date:

Ancilary System

National Central Bank

Payment Bank

Illustration 7: Standard select box

" The input-sensitive select box enables the user to enter the desired value
manually, which will be used to reduce the possible set of values in the input-
sensitive select box list, which provides you with a drop-down menu that shows
the 10 first entries of the set of values irrespective of what you might have
entered in the text field.

Parent BIC:
Parent BIC: I

nee|

AAASTHBIXXX FBNCB EP1000
Party Type: -
Party Type: AAMNAUZ1300( . arty Type NCB AESPSXXX

AASVINDTXXX NCB AESPIXXX
i - - o] ing Date: -
i ‘ ABAOALZTX # O pening Date ‘ NCB AESPAXXX 8 0
ABBLINBBYX NCB AESPBEXX
ABEMAU21XXX NCB AESPBGXX
Codes Codes
ABFUMYK100¢ NCB AESPBHXX
ABNAAUZBXXX NCB AESPFRXX
BIC: BIC:
ABNAAUZEXOC NCB AESPGGXX
B1C is mandatory BIC is mandatory
IC is mandatory ABNAALZIG 15 mandatery NCB AESPHXXX

lllustration 8: Input-sensitive select box using the input-sensitive select box icon and input-sensitive

select box with manually entered values.

“ The auto-complete select box enables the user, differently from the input-
sensitive select box, to make entries and choose values outside the standard set
of values to be sent to the back-end for further validation (extended data scope).
Due to that possibility of transporting unqualified data the validation of the values
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is restricted to basic checks and will be carried out mainly in the backend. Apart
from that, the auto-complete select box functions similar to the input-sensitive

select box.
Parent BIC: I NCBXITRRO
NCBXITRRO 01
LEI: MNCBXITRRO 03

NCBXITRRO 04

lllustration 9: Auto-complete select box

Radio buttons: Enable the user to make exact selections using one value
from a set of options. You can select only one value at the same time. Click on
the icon corresponding to the option you would like to select.

g Role name j

m
m

C Party BIC: Choost

m
m

r Parent BIC: Choosl

Illustration 10: Radio buttons

" Check boxes: Enable you to select more than one value at the same time.
Click on the boxes corresponding to the options you would like to select. Selected
check boxes contain a check mark.

Default: = Main User: ¥

Illustration 11: Check boxes

Wildcards A wildcard is a placeholder for characters and it represents any acceptable
character or a set of them in a string. In CRDM you can use a wildcard in input
fields or google-style fields in all the search screens to search for data widening
the result to all the strings matching the pattern. The required number of
characters is indicated in the field description. CRDM accepts two possible

values:

“"6*0 that is a placeholder for one o

“"6?206 that is a placeholder for exact
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Examples
CRDM* ;: The resul t | i st contains all
*Account: Theresultlistcont ai ns al | data records

CRD?: The result list contains all data records that have any acceptable
character at the end of O6CRDO6, e. g.

The combination of the wildcard o6*50

The wildcards are always usable in the fields reported before with the following

restrictions:

" It is possible that to properly search with wildcards you have to insert at least
two or four characters. In this case, the minimum number of characters to be
entered is reported in the field remarks;

" Itis possible that a field does not allow wildcards; in this case, this is explicitly
mentioned in the Remarks field.

Read-only In addition to enter and select fields, the CRDM GUI has also read-only fields,

Fields : .
which are pre-filled and do not allow data changes.

Field , All field types have specific properties with respect to possible character sets,

Properties
and mandatory content.

Date A Date type field has the following format: YYYY-MM-DD. There are four digits
representing the year, two digits representing the month and two digits
representing the day.

The default value of Date fields, unless differently specified, is BLANK.
Generally, if a closing date value is not specified, the system will automatically
set the €dla3E0A9999

The field Date is always linked to a calendar icon that opens a calendar where
you can select a day. It is possible to insert a date writing in the field or using
the calendar.

Time? The Time type field has the following format: HH:MM. There are two digits
representing the hour and two digits representing the minute.

DateTime!

A DateTime type field has the following format: YYYY-MM-DD HH:MM. There
are four digits representing the year, two digits representing the month, two digits
representing the day, two digits representing the hour and two digits

1 The Time in the system refers to the CET/CEST zone.
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representing the minute. The field DateTime is always linked to a calendar icon
that opens a calendar where you can select a day. It is possible to insert a date
writing in the field or using the calendar.

Amount The GUI will show the amounts with all decimal points, English Format (the
deci mal separ ataodrthewihlolus berd as é&p ar at o
alignment.

Amounts can be entered up to 18 figures, that is maximum 19 characters if the
decimal separator is present.

When the amount field is in read-only mode or the amount field is not selected
for typing, the amount shows the thousand separator.

When the user is typing the numbers, the amount is shown without the thousand
separators.

The number of decimals is defined by the currency.

Negative amounts (shown by the system but not entered by the user) are written
in red and mAr k€i svithl a @&pplies for

According to the character set, only numerical characters (decimal i
abbreviation "d") can be used for amounts plus the negative symbol.

Description

Amounts Contains an The Amount must beThe amount must be greater than
Amount. greater than or equal to 0.or equal to 0.

Amounts Number of The Amount must have Wrong format in field <field name>.
Decimals of an<number of decimalsThe correct format has to be
amount stored for the currency>xxx.xxx,<number of decimals

decimals. stored for the currency>.

Amounts Character set to be It is only possible to use aOnly numerical characters are
used numerical character set. allowed

QUiC_k Input T facilitate a quicker input, the user can enter the following characters in fields
Entries . . )
that require the input of amounts:

" The character T (or t) represents thousands, thereby allowing the user to enter
three zeros directly, e.g. to enter 5T instead of 5,000;

" The character M (or m) represents millions, thereby allowing the user to enter
six zeros directly, e.g. to enter 5.5M instead of 5,500,000;

The input of the respective character immediately converts the entry into a value
with the corresponding number of zeros.

For quick input entries, the GUI is not case sensitive.
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Numeric There are different type of numeric field. In general these fields, in edit mode,

can contain oniiy sryunhlmdr. s and A
Field Description Edit mode New mode

Numeric Can contain only natural Only numbers are The thousand separator is
numbers (positive integer). allowed. shown.

Integer Can contain positive and Numbers and char The thousand separator is
negative integer values. fii ar e al shown. When negative, the

chafi s show
string is in red.

Positive Real Can contain positive values Numbers and The thousand and decimal
with decimals. When using decimal separator separators are shown.
this type, the number ofare allowed.
decimal must be specified.

Real Can contain positive and Numbers, decimalThe thousand and decimal
negative values with separator and charseparators are shown.
decimals. When using thisitih ar e al When negati v-

type, the number of decimal i is shown a
must be specified. in red.
Percentage Can contain positive values Numbers and The thousand and decimal

with decimals. When using decimal separatorseparators are shown plus
this type, a maximum of 5 are allowed. %0 symbol
digit(s) including decimal

point (thereof max. 2

decimal places and decimal

point) are allowed.

Percentage + Can contain positive and Numbers, decimalThe thousand and decimal

negative negative values with separator and charseparators are shown plus
decimals. When using thisfth  ar e al i %0 symbol
type, the number of decimal negative, -fih
must be specified. shown and the string is in
red.
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Characters

All rights reserved.

Telephone Shall contain humbers from Numbers andT he cha-ns i€«

Number{CR-0 t o 9 andfictchars-ifi+dédshown (e. g-
102} 0) 0. When us. areallowed. 345678906) .
following pattern shall be
respected:

- Starting

- Then at least one to

maximum three digits

- Then s yfimb

- Then at least one to

maximum _thirty characters

(digits and -fF

A(A, ©0)o6 are

CRDM operates in British English and uses the SWIFT-x character set to enter
data: if not described differently, the fields are intended to be based on the
SWIFT-x character set. CRDM can accept the UTF-8 character set with the
excepti on of ingpechic fieldspwhen this dapp@r&,dhis is explicitly
reported.

The GUI does not differentiate between upper and lower case in terms of data
input for input fields.

The SWIFT-x character set corresponds with the following content:

Character Description

a-z 26 small characters of the Latin alphabet
A-Z 26 capital characters of the Latin alphabet
0-9 10 numeric characters
/ Solidus (slash)
- Hyphen
? Question mark
Colon
( Opening parenthesis
) Closing parenthesis
Full stop
, Comma
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Character Description

,

Apostrophe
+ Plus

Space (blank)
CR Carriage return

LF Line feed

0 Hint
CRDM does not process fields (mandatory or optional), that are only filled with

blanks. Blanks appearing at the beginning or at the end of a field entry are
deleted automatically without any notification.

Fields in a list or details screen, where the dataset was saved without an entry,

7

are fil-t6ed with 06

I(\:llan:jat:)ry In the GUI all mandatory fields are marked with a red line in the label. All marked
onten fields have to be filled in before you are allowed to proceed. The red line is turned
into green when the field contains a value or is selected.
Account it Type: I j | 1

Opening Date: I yyyy-mm-dd 8 o Closing Date: yyyy-mm-dd B O

Parent BIC: I Choose BIC |2 Party BIC: I Choose BIC }

Floor notification Amount: Ceiling notification Amount;

Currency: I j

Linked Account Type: j Linked Account Reference:

Cash Account Number: I

e

000w

Illustration 12: Mandatory fields

Position No. Description

1 Mandatory select field

2 Mandatory input field

1.2.2.5 Common Buttons and Icons

While working with the CRDM GUI you will find that some buttons and icons
appear regularly. There are three types of common elements:

“ Basic icons, which you can find on every screen
“ Utility elements, which represent functions within the content area
“ Table elements, which you can find below data record lists on search/list
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The buttons contained in the button bar are variable and therefore explained in
the screen descriptions.

Basic Icons QI EEEDETXEEIXTEY s

Illustration 13: Basic icons

Position Element [Description

[\\[oR

1 Export icon ... exports the data of the executed query from the current
screen into a csv-file.

If exporting a list, the related search criteria are exported as
well whereas detailed data are only exported, if the
respective list and the details screen are covered by the
same query. Otherwise just the list entry will be exported.

The export icon is common to all CRDM screens except for
the welcome and the new screens.

In addition to the exported data from the screen the following
information is exported at the start of the file: name of the
exported screen (including menu path), current date, name
of the user who triggered the exporting, classification label
ORESTRI CTEDGOG, ti mestamp of
criteria (Query parameters,
when exporting an edit screen which contains amended data
that has not been submitted yet.

2 Printicon ... prints the data of the current screen.

It is strongly recommended to use this button for generating
a clearly arranged overview of data on the printout.

The print icon is common to all CRDM screens except for the
welcome screen.
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PARTY SERVICE LINK NEW
EI em en tS Parent BIC: I Choose BIC Party BIC: I Choose BIC 6 - Party
Service: I T2 RTGS COMPONENT j Party Type for service: I Choose... -
Valid From: I yyyy-mm-dd # O Valid To: yyyy-mm-dd s 0
1
RTGS Configuration Data
Intraday Credit Limitation: I u2a only: r
5 x| + 4
Mandatary field
No Rows To Show
Total rows: 0 =
2 7 m 3

All rights reserved.

lllustration 14: Utility Elements

Position Element |Description

No.

1 Calendar ... opens a calendar where you can select a day. If applicable,
icon you can also select the time via the calendar icon.
Pencil icon ... enables you to enter a new future value into an input field.

In edit mode, you can either change an existing data record or
enter a new future one. If you have changed the existing
current value before entering a future one, the data are
restored.

The pencil icon is only available on edit screens.

Delete row ... removes the selected row in the corresponding list as well
icon as fields or sub-frames.

The delete row icon is only available on new and edit screens.

Submit ... updates the selected row in the corresponding list using the
changes values inserted in the related fields.

icon The submit changes icon is only available on new and edit
screens.
Cancel ... enables you to leave the selected and edited row without

changes causing any changes.

Icon The cancel changes icon is only available on new and edit
screens.
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Position Description

\[oR

6 Magnifier ... provides the possibility to search for data on other screens.

icon If you are not aware of the exact/correct value, but you know
other related data, click on the magnifier icon to enter the
search screen. There you can enter all information known to
you and execute a search. By clicking on the select button, you
are redirected to the initial screen with the desired data entered
in the respective fields.

The attribute equipped with magnifier icon works otherwise like
an auto-complete select box.

Table

Elements

Siaus Openng Dale +_=__Ghesing Dale =
Active 2013-11-01 0999-12-31 Service Operator TCSOTCS0XXX TCSOTCS0XXK T2S0 Party i‘
Aclive 2014-08-07 9999-12-31 National Central Bank ~ TCSOTCS0XXX ZYAAXECO1CO ZYAAXEC01CO SN
Active 2014-08-18 9999-12-31 Payment Bank ZYAAXECO1CO ZYAAXECO1D2 ZYAAXEC01D2 sn
Active 2014-08-27 9999-12-31 National Central Bank = TCSOTCS0XXX ZYAAXECO1CB ZYAAXECO01CB NCB
Aclive 2014-12-01 0999-12-31 Payment Bank ZYAAXECO1CB ZYAAXECO1D3 ZYAAXECO01D3/shor
Active 2014-12-01 9999-12-31 Payment Bank ZYAAXECD1CB ZYAAXECO1D2 ZYAAXECO01D2/Shor
Active 2015-02-20 9999-12-31 National Cenftral Bank = TCSOTCS0XXX NCBAHUAAXXX HungaryNCBPositive
Active 2015-02-20 0999-12-31 National Central Bank  TCSOTCSOXX MALTMTMTXXX CBM

Active 2015-02-23 09999-12-31 Payment Bank MALTMTMTXXX MBWMMTMTXXX MEDBANK

Active 2015-02-23 0999-12-31 Payment Bank MALTMTMTOOC MALTMTMTXXX CBM

Active 2015-02-23 09999-12-31 Payment Bank MALTMTMTXXX XMALMTMTXRX MSE

Active 2015-02-23 9999-12-31 Payment Bank MALTMTMTXX VALLMTMTXXX BOV

Active 2015-03-05 9999-12-31 Payment Bank NCBAHUAAXXX PBKBHUHA X PBKBHUH/AXXX
Aclive 2015-03-05 0999-12-31 Payment Bank NCBAHUAAXXX PBKAHUHAXXX PBKAHUHAXXX =
o (™

Total rows: 10465

Illustration 15a: Table Elements i Sort icon

Active 2013-11-01 Service Operator TCSOTCSOXXX TCSOTCS0XXX T230 Party é
Active 2014-08-07 Equas National Gentral Bank  TCSOTCSOXXX ZYAAXECO1CO ZYAAXECO1CO SN
Active 2014-08-18 e Payment Bank ZYAAXEC01CO ZYAAXEC01D2 ZYAAXEC01D2Z sn
Active 2014-08-27 Less than National Central Bank  TCSOTCSOXXX ZYAAXECO1CB ZYAAXECO1CB NCB
Active 2014-12-01 Not equal Payment Bank ZYAAXECO1CB ZYAAXECO1D3 ZYAAXECO01D3/shor
Active 2014-12-01 In range Payment Bank ZYAAXEC01CB ZYAAXEC01D2 ZYAAXECO01D2/Shor
Active 2015-02-20 9999-12-31 National Gentral Bank  TCSOTCSOXXX NCBAHUAAXXX HungaryNCBPositive
Active 2015-02-20 9999-12-31 National Central Bank TCSOTCSOXXX MALTMTMTXXX CBM

Active 2015-02-23 9999-12-31 Payment Bank MALTMTMTXO0C MBWMMTMT00( MEDBANK

Active 2015-02-23 9999-12-31 Payment Bank MALTMTMTXXX MALTMTMTXXX CBM

Active 2015-02-23 9999-12-31 Payment Bank MALTMTMTXXX XMALMT MO MSE

Active 2015-02-23 '9999-12-31 Payment Bank MALTMTMTXOC VALLMTMTXX BOV

Active 2015-03-05 9999-12-31 Payment Bank NCBAHUAAXXX PBKBHUHAXKX PBKBHUH/AXXX
Active 2015-03-05 9999-12-31 Payment Bank NCBAHUAAXGK PBKAHUHAXO! PBKAHUH/AXCO =
J s

Total rows: 10465

lllustration 15b: Table Elements - Supplementary filters in list objects

Description

1 Sort icon ... sorts the list in ascending or descending order by clicking on
the up or down arrow.
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2 Supplementary € a |l | ememoryifiltering, depending on the type of fields, of
filter the displayed list of items according to additional criteria as
shown below.

Data fields supplementary filter criteria:
" Equals

" Greater than

" Less than

" Not equal

" Inrange

Text fields supplementary filter criteria:
" Equals
Not equal
Starts with
Ends with
Contains

Not contains

Predefined supplementary filter criteria:

It contains an adaptive list of values which is consistent with the
related search criterion. E.g. for any Status field, the predefined
suppl ementary filter contain
0Del et edd.

When a supplementary filter criterion is used, the list is
automatically filtered in memory without submitting the query to
the back-end. When applied, any supplementary filter can be
removed by individually resetting the corresponding filter.

If a supplementary filter is applied, a small icon near the column
header is displayed, as shown in the following image.

Active
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1.2.3 Validation

In CRDM, all submission processes undergo various validations, which take
place in the front-end and/or in the back-end. Only correct entries, fulfilling all
predefined criteria, can be further processed. To indicate the status of the
recently performed action, CRDM uses two different types of messages to
indicate a successful or failed validation as described below.

In addition to the automatic validation carried out by CRDM, human validation
can be imposed by using the 4-eyes mode.

Furthermore, non-repudiation of origin (NRO) is implemented for a specified
number of screens.

\F/r?'r;t-lti_nd As first part of the validation process, the front-end validation takes place without
alidation communication to the back-end. The front-end validation includes both the field
validation and the cross-field validation. It is carried out after clicking on a button.

The field validation verifies that all entries comply with the required format.

The cross-field validation checks the data consistency between two or more
fields/buttons in relation to each other.

Back-End The back-end validation is the second part of the validation process. After
Validation successful front-end validation, your request is submitted to the back-end and
checked for compliance with the business validation rules. In case of failure an
error message is displayed. You can find a detailed list of all error messages and
their description in the annex of the UHB (list of references for error messages

['D).

Result After each validation, the CRDM GUI informs you about the result. There are two
different message types available, the error message and the success
message.

Error Each error message appears as a pop-up on the upper right corner of the screen.

Message

In the case of a failed front-end or back-end validation, it indicates the source of
the failure, the type of error and a short hint.
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B —
target & T25OPERATOR USER 1 | 2020-01-14 14:17| » ? Help | » & Logout
g . - Session 1B: eYPbGOCHIVEITN(S Business Date: 2020.07.14. Stage: AC vershon: 1012 Request rejected! x I
Your request with id
comom S e 3 G ‘
REAY conron L oA s b
rejected due to:
DPD1003 - UNKNOWN PARTY
PARTIES
Status: Active j
Opening Date from: ) B O  OpeningomeTe: . B ©
Closing Date From: ) B 0 cosngomeTa )
Party Type: A j
s NCHXITRRO0T —= PMBKITRR300
& Short Name:
e Cooong ek | Cosngose B Twe m | Faemoc = lsc  alis = .
Active 2019-07-25 9999-12-31 Payment Bank NCEXTRRO01 PMBKITRR00 PMEK300

Illustration 16: Error message

Success

The success message appears as a pop-up on the upper right corner of the
Message

screen. It confirms that your data have been submitted successfully.

If you are working in 4-eyes mode, the success message also provides you with
the 4-eyes principle ID.

& T25 OPERATORUSER 1 | 2020-01-14 14:35| » 2 Help |» f& Logout . :

Session ID: eyJnbGCO|IUZITNi|S Business Date: 2020.01-14 Stage: IAC version: 1.0.12 Request completed! x I

E] & Your request with id

<8500000000000085024> has been
successfully submitted!

LEL:

13
(]

Closing Date: 9999-12-31

Illustration 17: Success message

4-Eyes Depending on the access rights setup, you can use CRDM in 2-eyes or in 4-eyes

Mode mode. The 2-eyes mode and the 4-eyes mode apply for enter screens (new and
edit mode) and for any kind of deletion processes. If you are a 4-eyes mode user,
your actions have to be confirmed by a second user in order to be processed.

First User In 4-eyes mode the first user enters, changes or deletes the data on a screen and

afterwards submits the action by clicking on the submit button in the button bar.
The success message appearing after successful validation includes a 4-eyes
principle ID. For the final execution a second user is needed to confirm the action.
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Second
User

Digital
Signature
NRO
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After the first user has entered, changed or deleted the data, a second user (with
the required privilege) has to approve or revoke this action via the data changes
screen [ ] either using the 4-eyes mode ID or the search functionality.

As soon as the data changes are positively approved, CRDM marks these data
as approved and they are forwarded to further processing.

In order to ensure non-repudiation of origin (NRO) for critical transactions, the
system foresees the use of a digital signature for specified screens: the user must
enter a PIN code for signature purposes whenever a specific action is initiated.
With the entry of the PIN, CRDM attaches a digital signature to the instruction
entered by the actor.

Acton: Create User

User. T23 OPERATOR USER 1

Party: T230 Party

Time: 2013-08-16 13.24.25.810

Sassion ID. DvONESLEXY awYJMNSk-ybkin

select ey le [ ~ | ire keis

Ok

lllustration 18: Digital Signature

The following (exhaustive) list provides an overview of screens for which the NRO
feature is implemented:

Cash Account - New/Edit screen

Standing Order For Reservation i Details screen
“ Standing Order For Reservation i New/Edit screen

Standing Order For Reservation i Search/List screen
Standing/Predefined Liquidity Transfer Order i Details screen
Standing/Predefined Liquidity Transfer Order i New/Edit screen
Standing/Predefined Liquidity Transfer Order i Search/List screen
Data Changes 1 Details screen

Grant/Revoked Privileges i Selection criteria screen
Grant/Revoke Role i New/Edit screen

Grant/Revoke System Privilege i New/Edit screen

T Restriction Type I New/Edit screen {CR-85}

" Restriction Type i Search/List screen

“ Role - New/Edit screen

" Role - Search/List screen

" User - Details screen

" User - New/Edit screen
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" User - Select/List screen
" User-Certificate DN Link T New/Edit screen

" User-Certificate DN Link i Select/List screen

1.2.4 Communication Network and Services

Refer to the ESMIG UDFS document for details on the communication network
and services.

1.2.5 User Administration

Registration Only registered users have access to the CRDM GUI, therefore registration in
CRDM reference data and to the network is necessary prior to the first GUI
access. The Registration Guide provides information on how to fill in Registration
Forms properly.

After registration the system administrator is given the possibility to grant and
revoke privileges to its users within the CRDM GUI as described in both the
screen reference part and the user instructions part.

1.2.6 Security and Certification Services

In order to guarantee a secure and safe handling of the information and to
protect customer data provided via the GUI, various security elements have
been put into place:

“ Each action requires System or human validation as described in the
validation [ ]

“ The scope of available data and functions is controlled via the management
of access rights

“ The security features provided by the network providers and described in their
respective user documentation prevent unauthorised access

1.2.7 Online Help

The content of the UHB can be accessed from the CRDM GUI by clicking on the
help button.
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2 Screen Reference Part

2.1 General

The screen reference part offers a complete overview of all CRDM GUI screens
that are available in U2A mode. Each screen description focuses on a single
screen and explains all fields contained therein. An exception is made for the
new and edit screens, which are largely similar and therefore included in a single
screen description. The description is always based on and contains only the
screenshot of the edit screen, but describes deviations for the new screen in a
separate row for each field or button description.

Party Type Select the type of party from the possible values:
I Payment bank

I National Central Bank

I Ancillary System

Reference for error message [ |
1 DPC1002
1 DPC1005

This field is mandatory in create mode.
This field is read-only in edit mode. 2

lllustration 19: Example of a new and edit screen description

Position No. |[Element

1 Description relevant for new mode.
2 Description relevant for edit mode.

In detail, every screen description has the same structure and contains the
following elements.

Context of The context of usage explains what a screen displays, what you can do with the

Usage . . .

g screen and which special features are available for the screen, for example the
need for confirmation in 4-eyes mode or usage restrictions. If the export
functionality produces more data than shown on the screen (if a list screen is
based on a detailed query), this is also indicated in the context of usage.

icreen The screen access lists all possible ways to access the screen. This includes
ccess

navigation via the menu and navigation via other screens.
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e Examples
Navigation via the menu:
Common >> Cash >> Cash Account >> cash accounts i search/list screen

Navigation via other screens:
Common >> Parties >> Parties >> Technical Address Network Service Link >>
Click on the new or edit button

When navigating via a search/list or list screens, a data record has to be selected
by clicking on a table row. Afterwards, you can click on specific buttons in the
button bar, e.g. the edit or details button.

Privileges The privileges segment lists all necessary privileges to access the screens and to
use its functions. First, the privileges to access a screen are mentioned, followed
by the privileges that are necessary to use all functions on the screen.
For further information, refer to the list of privileges [ ].

Reference The reference lists all business scenarios containing the respective screen
(reference to the user instructions part).

Screenshot  ygy can use the screenshot as orientation for your work with the UHB. All
screenshots are based on the maximum of access rights, so deviations are
possible if you do not own all privileges which are necessary to use the screen in
its full extent. In addition, deviations between the screenshot and the field/button
description are possible in the case of mutually exclusive functions and based on
a specific selection you have made. Values shown on the screenshot might also
deviate from the default values indicated in the description.

In the case of the new/edit screen description, the screenshot of the edit screen
is used. Differences appearing in the new screen are explained in the field
description.

Field o The field description provides all the relevant information related to the respective

Description field name. It is structured in table format with a separate table for each frame.
Sub-frames are indicated by subsection headings in the table. The following
illustration explains the structure of a field description.
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Party
Opening Date 1 Enter the opening date of the party or use the calendar

icon. 3

Reference for error message [ |: 6
I DPC1205

I DPU1206
| DPU1208

The inserting opening date must be equal or greater than
the current business date. 5§

This field is mandatory in create mode.

This field is read-only in edit mode if the current business
date is greater than the “opening date”. 7

Required format is: YYYY-MM-DD. 4

lllustration 20: Example of a screen description
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Position No. Description
1 Field name ... indicates the respective name of each
screen field.

Mandatory fields are explicitly indicated.
Input and select fields with no specific
remark are always optional.

2 Frame name ... indicates the respective name of each
screen frame.

3 Field description ... indicates the field type and required
content. Each field description starts with a
keyword, which illustrates your required

activity:

“6Shows. . . Oread-ontyifietdd 1 e <
“060Sel ect . . .sélectificid]i]lc at ¢
“"OEnter . . . Oinputfietii F at ecs
"6Entoemelect. . . 6 i ndingua

sensitive select box or an input field with
suggestions [ ]

If there is an exhaustive list of possible
values, these are listed.

4 Required/Displayed ... indicates all field format requirements
format related to the fields. If there is more than 1
format requirement, they are separated with

a comma.

In read-only fields the displayed format is
only mentioned, if the field content is
ambiguous. This applies especially to date
fields.

The following keywords are used for the
format requirements:

“"6Digitoé indicates nt
“"6Characterd indicate
SWIFT-x character set [ ]

“6Letterd indicates

letters of the Latin alphabet

5 Cross-field validations ... indicate interdependencies between fields
relevant for the validation of your input.
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References for error
messages

For further details on the validation process,
refer to validation [ ].

. indicates the code of all possible errors
applying to the field during the back-end
validation. The corresponding error text and
error description is listed in the annex (list of
references for error messages [ |

For further details on the validation process,
refer to validation [ ].

Additional information ... indicates the useful information that is for

filling in the field.

Buttons All buttons specific to the screen are listed and described in a table at the end of
the screen description. The following illustration explains the structure of a button

description.

Buttons

1 Edit 2 This function enables the user to edit the details of the
selected party.
3 If the status of the selected party is set to ‘Deleted’, this
function is not available.
4 If you have accessed this screen via another screen, this
function is not available

lllustration 21: Example of a button description

Position No. |Element Description

1

2

Button name

Button description

Cross-field validations

Additional information

... indicates the respective hame of each button.

. indicates the action that is triggered when
clicking on the button. Each button description
starts with 6This func

... indicate interdependencies between a field and
the button relevant for the validation of your input.

For further details on the validation process, refer
to validation [ ].

indicates useful information regarding the
button and/or its function.

For further information on common buttons, refer to Common Buttons and Icons.
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2.2 Services

2.2.1 Additional Services

2.2.1.1 Data Changes — Search/List Screen

Context of This screen contains a number of search fields. By inputting the relevant data,
Usage . I .
you can search for all reference data changes which were initiated in 4-eyes
mode. You can use this screen to search for items which are waiting for approval,
select those and approve or revoke them.

The search results will be displayed in a list, which is sorted by the values of the
column o6Update 6Datne daensdc ehidmmerg or dert
selecting an entry, you can proceed further by clicking on the buttons below.

Screen “ Common >> Services >> Data Changes
Access

Privileges To use this screen, the following Privileges is needed [ ]:
Data Changes of a business object list query
” Data Changes of a bBusiness Oebject Ddetails Qguery

" The relevant privilege of the item to be approved/revoked {CR-85}

Reference User Instructions Part
This screen is part of the following business scenarios:
“ Initiate an action in 4-eyes mode [/ ]

" Approve an action in 4-eyes mode [ ]
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Screenshot

Fields
Description
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DATA CHANGES LIST

Action Type:

4Eyes Identification:

E

Al j Users Reference:

Object Identifier:

Date of Update

From: 20200128 @ O To: 20200128 @ 0
CRDM System User

User:

Parent BIC: Choose BIC Party BIC: Choose BIC

Status:

Details

=Rz

Action Type: = 4Eyesidentifica.. = | Objectidentifier = | CRDMSystemU..= | CRDMSystemU..= | DateOfUpdate =

Party Service Link-C  OPERATOR1
Party - Update OPERATOR1
Party Service Link - G OPERATOR1
Authorised Account U ui10049-2E
Authorised Account Ut ui10049-2E
Technical Address Nel OPERATOR1
Authorised Account Ut ui10049-2E
Authorised Account U ui10049-2E

950000000000009200. 500042001 OPERATOR TCSOTGSOXXX 2020-01-28 16:13 Approved
950000000000009200 500163640 OPERATOR TCSOTCSOXXX 2020-01-28 16:11 Approved
950000000000009200 0 OPERATOR TCSOTCSOXXX 2020-01-28 16:09 Rejected
950000000000009102 500001008 Ui10049-2E TCSOTCSOXXX 2020-01-28 15:11 Revoked
950000000000009102 500018002 ui10049-2E TCSOTCSOXXX 2020-01-28 15:07 Rejected
950000000000009101° 500189520 OPERATOR TCSOTCSOXXX 2020-01-28 15:03 Approved
950000000000009200 500001000 ui10049-2E TCSOTCSOXXX 2020-01-28 13:44 Approved
950000000000009200° 500000001 ui10049-2E TCSOTCSOXXX 2020-01-28 13:42 Rejected

lllustration 22: Data changes i search/list screen

Data Changes - Search Criteria

Action type

Users reference

4-Eyes
Identification

Object Identifier

Select the type of action initiated by the first user for a
dedicated reference data object from the possible values:
“ All (default value)

Each of the actions that can be done in 4-eyes-mode

Enter the identification the first user added to his request.

Required format is: max. 35x characters.

Enter the identification of the data change, automatically

assigned by CRDM to an operation that has to be authorised by
second user.

Required format is: max. 35x characters.

Enter the object identifier of the added / changed / deleted
object. It is the technical identifier of an object unless a
business identifier is available for this object.

Required format is: max. 35x characters.

Page 55



IB BANCA D'ITALIA  BANCODEESPANA
b5 ™ oy romn Evesisems Common Reference Data Management t a P t
BANQUE DE FRANCE DEUTSCHE for CSLD- User Handbook E

f BUNDESBANK services

UROSYSTEME EUROSYSTEM

Date of Update

From Enter the lower bound of the date from which the data change was
requested.

The default value is the current calendar date.

Required format is: Date.

To Enter the upper bound of the date until which the data change was
requested.

The default value is the current calendar date.

Required format is: Date.
CRDM System User

User Enter the name of the last user who entered, edited or deleted the
reference data.

Required format is: max. 35x characters.

Parent BIC Enter or select the Parent BIC of the party which the last user
belongs to.

Required format is: max. 11x characters.

Party BIC Enter or select the BIC of the party which the last user belongs to.

Required format is: max. 11x characters.

Status Select the processing status of the data change from the possible
values:

“ All (Default value)

“ Awaiting approval

“ Queued
" Approved
" Rejected
“ Revoked
Data Changes - List
Action type Shows the type of action initiated by the first user for a dedicated

reference data object.

Users Reference  Shows the identification by the first user added to his request.
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4-Eyes Shows the identification of the change automatically assigned by
Identification CRDM to an operation that has to be authorised by a second user.

Object Identifier Shows the object identifier of the added / changed / deleted object.
It is the technical identifier of an object unless a business identifier
is available for this object.

CRDM System Shows the name of the last user who entered, edited or deleted
User the static or dynamic data.
CRDM System Shows the BIC of the party which the last user belongs to.

Users Party

Date of Update Shows the timestamp when the first user entered, edited or
deleted the static or dynamic data.

Displayed format is: Timestamp.

Status Shows the status of the data change.

Search This function enables the user to start a search according to the
entered criteria. The results are displayed in a list on the same
screen.

If the search retrieves only one record, the details screen is
displayed directly.
Reset This function enables the user to set default search criteria and

blanks out all optional criteria.

Details This function enables the user to display the details of the selected
data change.

2.2.1.2 Data Changes i Details Screen

Context of This screen displays detailed information on the selected reference data

Usage changes, changes are highlighted in red. You can check the data and proceed
further by clicking on the buttons below. You can use this screen for
approving/revoking reference data changes and to see details of already
approved/revoked items.

Screen “ Common >> Services >> Data Changes >> search/list screen >> Click on the

Access

search and/or details button
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Privileges To use this screen, you need the following privilege [ ]:

Data Changes of a Business Object Details Query

Reference User Instructions Part

This screen is part of the following business scenarios:
Initiate an action in 4-eyes mode [ ]

" Approve an action in 4-eyes mode [ ]

Screenshot
Details of selected data change

B Technical Address B R B .
Action Type: 4-Eyes Identification: 9500000000000091019 Object Identifier: 500188520
Network Link - Create

CRDM System User - First User

User: OPERATOR Party BIC: TCSOTCS0XHX Parent BIC: TCSOTCSOXHX

CRDM System User - Second User

User: Party BIC: Parent BIC:

Date and Time: 2020-01-28 15:03:28 Status: Approved

Details of selected data change

Status: Active Tech Address: T2SDEFAULTPTA
Network Service: SWIFT.MSGRT Parent BIC: TCSOTCSOXXX
Party BIC: NCBXMCRROO1 Party Short Name: Central Bank MC
Party Type: National Central Bank

lllustration 23: Data changes i details screen

Fields Selected Data Changes

Description
Action type Shows the type of action initiated by the first user.

4-Eyes Shows the identification assigned by CRDM to an operation that has
Identification to be approved by a second user.

Object Identifier Shows the object identification of the reference data object returned by
the subsequent module after a successful business validation. The
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object identifier includes the technical identification of the added,
changed or deleted object.

CRDM System User i First User

User Shows the name of the first user who entered, edited or

deleted the reference data.
Party BIC Shows the BIC of the party which the first user belongs to.
Parent BIC Shows the parent BIC of the party which the first user belongs to.

CRDM System User i Second User

User Shows the name of the second user who entered, edited or deleted
the static or dynamic data.

Party BIC Shows the BIC of the party which the second user belongs to.
Parent BIC Shows the parent BIC of the party which the second user belongs to.
Date and Time Shows the date and time when the user changed the data.
Status Shows the processing status of the data change.

Details of selected Data Change

The whole pane consists of the respective screen of the object that is subject to the 4-
eyes-action.

Wf the action type is fnDelete Datao, t|l
in this screen.

Wf the action type is fNAEdit Datao, thei
at that moment and which should be approved) should be presented.

I f the action type is fANew Datao, then.
List of Modification

Field Name Shows the name of the field where the first user has changed data,
entered new data or deleted data.

The following field should only be presented to the user if the action
type is AEdit Datao.

Old Value Shows the old value which is the currently active before the second
user approves the changes.

The following field should only be presented to the user if the action
type iits Did&tdao .
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Buttons

New Value Shows the pending value of the field which will be active after the
second user approved the changes.

The following field should only be presented to the user if the action
type is AEdit Datao.

Approve This function enables the user to approve the action initiated by
the first user.

This function is only available if the processing status of the data
changeissett o 6 Awai ti ng Aspstemaserendsdhe

[}

necessary privileges.

Revoke This function enables the user to revoke the action initiated by the
first user.

This function is only available if the processing status of the data
changeissett o 6 Awai t i ng Asystem oserehasdhe
necessary privileges.

o

Copy This function enables the user to copy fields to create a new data
change with the same attributes.

This function is only available if the processing status of the data
change is set to O6Revokedd.

Cancel This function enables the user to cancel the process and return to
the previous screen.

2.3 Common

2.3.1 Parties

2.3.1.1 Parties 7 Search/List Screen

Context of
Usage

All rights reserved.

This screen contains a number of search fields. By inputting the relevant data,
you can search for parties. The search results will be displayed in a list, which is
sorted by t hBIC& ad awlesmm fi nt haes dendi ng ¢
selecting an entry, you can proceed further by clicking on the buttons below.

Party reference data can only be created and edited by users belonging to the
responsible CB or by the Service operator(for6 NCB6 party type
data can only be viewed by users belonging to the responsible CB or to the party
itself, while the Service operator can view all party data.
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" Common >> Parties >> Parties >> Search

To use this screen, the following Privileges are needed [ ]:

Party list query
Party reference data query

“ Delete party
mt
PARTIES

Status: Active j

Opening Date From: Yyyy-mm-dd s O Opening Date To: yyyy-mm-dd s O

Closing Date From: Yyyy-mm-dd @ O Closing Date To: yyyy-mm-dd @ 0

Party Type: Al j

Parent BIC: I - BIC:

LEE: Short Name:
Active 2013-11-01 9999-12-31 Service Operator TCSOTCSOXX TCSOTCS0XK 250 Party =
Active 2015.02-20 9099-12:31 National Central Bank  TCSOTCSOXX NCBAHUAAXX HungaryNCBPositive @ Edit
Active 2015-03-05 9999-12-31 Payment Bank NCBAHUAAXX PBKBHUHA PBKBHUH/AXX
Active 2015-03-05 9099-12-31 Payment Bank NCBAHUAAXX PBKAHUHAXX PBKAHUHIAYXX o Delats)
Active 2015-03-06 9099-12:31 Payment Bank NCBAHUAAXX PBKCHUHAXOX PBKCHUHAXXX
Active 2016-08-30 9999-12-31 National Central Bank  TCSOTCSOXX NCBBHUABXOX NCBK B HUN festere
Active 2017-01-13 9999-12-31 National Central Bank  TCSOTCSOXX NCBCHUAAXXX Hungary NCB Const )

Details

Active 2017-04-18 9099-12:31 Payment Bank NCBDHUAAXXX PBKDHUAAXX HungaryPMBK1HUB:
Active 2017-04-18 9099-12-31 National Central Bank ~ TCSOTCSOXXX NCBDHUAAXXX HungaryNCBHUBA ° Revisions
Active 2017-05-30 9099-12:31 National Central Bank  TCSOTCSOXXX NCBEHUAAXOX HungaryNCBHUBS
Active 2017-06-07 9099-12-31 Payment Bank NCBEHUAAXX PBKEHUARGOC HungaryPVBK1HUB
Active 2018-01-22 9099-12:31 Payment Bank NCBAHUAAXX PBKAHUHCIOX PMBKIHUB/PBKAH!
Active 2018-05-31 9099-12-31 Payment Bank NCBAHUAAXX PBKDHUHAXOX PBKDHUHIAX
Active 2018-06-01 9099-12-31 Payment Bank NCBAHUAAXX PBKEHUHACOC PBKEHUHAXX

1|

s

Total rows: 10464

Illustration 24: Parties 1 search/list screen
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Fields_ _ Parties i Search Criteria
Description

Status Select the status of the party from the possible values:
" Al
" Active (default value)

" Deleted

Reference for error message [ |

" DPD1003

" DPD1004
Opening Date Enter or pick the lower bound of the date from which the party is
From open.

Reference for error message [ |:
" DPD1003
" DPD1004

The lower bound of the opening date must be earlier than or equal
to the upper bound.

Required format is: Date.

Opening Date To  Enter or pick the upper bound of the date from which the party is
open.

Reference for error message [ |:
" DPD1003
" DPD1004

The upper bound of the opening date must be later than or equal to
the lower bound.

Required format is: Date.

Closing Date From Enter the lower bound of the date from which the party is closed or
use the calendar icon.

Reference for error message [ |:
" DPD1003

" DPD1004

The lower bound of the closing date must be earlier than or equal to
the upper bound and later than the lower bound of the opening date.

Required format is: Date.
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Closing Date To

Party Type

Parent BIC

BIC

LEI

Short Name

Enter the upper bound of the date from which the party is closed or
use the calendar icon.

Reference for error message [
" DPD1003
" DPD1004

The upper bound of the closing date must be later than or equal to
the lower bound and later than the lower bound of the opening date.

Required format is: Date.

Select the type of party from the possible values:
“ All (default value)

" Service Operator

" Payment bank

“ National Central Bank (NCB)

" Ancillary System

Reference for error message [ ]:
" DPD1005
This field can be already filled in or have fewer values depending on

your screen access.

Enter or select the parent BIC of the party.

Reference for error message [ [
" DPD1013

' DPD1180

Required format is: max. 11x characters.

Enter or select the BIC of the party.

Reference for error message [ |:

" DPD1013

" DPD1180

Required format is: max. 11x characters.

Enter the Legal Entity Identifier of the Party, as defined by ISO
17442 standard.

Required format is: 20x characters (ISO 17442).

Enter the short name of the party.
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Required format is: max. 35x characters.

Auto- Select the type of collateralisation procedure application for the
collateralisation NCB.
Rule The exhaustive list of possible values is as follows:

" All (default value)

" Pledge

" Pledge Sub-account

" Repo

This field has to be specified only for NCB and Payment Bank Party
Type.

This field is for T2S only.

Parties i List

Status Shows the status of the party.

Reference for error message [ |:
" DPD1003

" DPD1004

Opening Date Shows the date from which the party is open.

Reference for error message [ |
" DPD1003

" DPD1004

Closing Date Shows the date from which the party is closed.

Reference for error message [ |:
" DPD1003

" DPD1004
Type Shows the type of party.

Reference for error message [ |
" DPD1005

Parent BIC Shows the parent BIC of the party.

Reference for error message [ |

* DPD1013
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" DPD1180

BIC Shows the BIC of the party.

Reference for error message [ |:

" DPD1013
" DPD1180
LEI Shows the Legal Entity Identifier of the Party, as defined by 1SO
17442 standard.
Short Name Shows the short name of the party.
Auto- Select the type of collateralisation procedure application for the
collateralisation NCB.
Rule The exhaustive list of possible values is as follows:

" All (default value)

" Pledge

“ Pledge Sub-account

" Repo

This field has to be specified only for NCB and Payment Bank Party
Type.

This field is for T2S only.

Search This function enables the user to start a search according to the
filled in criteria.

Reset This function enables the user to set default search criteria and
blanks out all optional criteria.

New This function enables the user to create a new party.
Edit This function enables the user to edit the details of the selected
party.

If the status of the selected p
is not available.

If you have accessed this screen via another screen, this function
is not available.
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Delete This function enables the user to delete the selected party

If the statusof t he selected party is
function is not available.

Reference for error message [ |:
" DPD1001
" DPD1003
" DPD1030
" DPD1300

If you have accessed this screen via another screen, this function
is not available.

Details This function enables the user to display the details of the
selected party.

Restore This function enables the user to restore the selected party.

| f the status of t he s eMcaved, e dt
function is not available.

Reference for error message [
" DPD1001
DPD1004
DPD1005
DPD1013
DPD1021
DPD1024
DPD1040
DPD1180
DPD1207
DPD1208
DPD1252
DPD1254
DPD1256
DPD1257

Revisions This function enables the user to display the revisions list of the
selected party.

Restricted Parties  This function enables the user to search for restricted parties.

This button is for T2S only.
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2.3.1.2 Party 1 Details Screen

Context of  This screen displays detailed information on the selected party. You can check the

Usage data and proceed further by clicking on the buttons below.
Screen " Common >> Parties >> Parties >> Parties i search/list screen >> Click on the
Access

search and/or details button

Privileges T yse this screen, the following Privileges are needed [} ]:
Delete party
Party reference data query
“ Technical address network service link details query

D IEDED I X m
PARTY DETAILS
Status: Active
Parent BIC NCEXITRRO01 Closing Date: 9990-12.31
Opening Date: 20180508 LEI: 924500X871ESDCFRAERS
Party Type: Payment Bank @
e Edit
Party Code
0
oc = oo 3 O
Restore
2018-05-08 PBBKITRR102 Active
o s
° Cash Accounts
Tot
o Technical Address Network
Services Links
Party Name
2018-05-08 PB OF NCBXITRR0O1 (N8IT) PB OF NCBXITRROD1 (N&IT)
Total row
Party Address
Valid From = | Street = House Number = | Postal Code = ciy = | StaleorProvince = Counliy Code =
2018-05-08 VIA DE| FRASSINI 22 00171 Rome i

Total rows: 1

Party Technical Address List

Technical Address. =
CN=gicoa-integ, OU=1es1,0U=125, 0=rglxetg, O=swifl
T2SDEFAULTPTA

Total rows:
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Illustration 25: Party i details screen

Status

Parent BIC

Opening Date

Closing Date

Party Type

Shows the status of the party.

Reference for error message [ |
" DPD1003
" DPD1004

Shows the parent BIC of the party.

Reference for error message [ |:
" DPD1013

' DPD1180

Shows the opening date of the party.

Reference for error message [ |
" DPD1003

" DPD1004

Shows the closing date of the party.

Reference for error message [ |:

" DPD1003
" DPD1004

Shows the type of party.

Reference for error message [ |:
" DPD1005
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