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Introduction

The User Detailed Functional Specifications (UDFS) of the Common Reference Data Management (CRDM)
common component are part of the ¢ o mp o n e nt 6 sspdcifications. iTle rdiagram below presents an
overview of all the documents foreseen to allow CRDM Actors to understand how requirements described in
the User Requirements Document (URD) for the Common Reference Data Management common component

are implemented.

DIAGRAM 1 - OVERVIEW OF CRDM SPECIFICATIONS

/ CRDM functional Specifications \

User Detailed
Functional

User
Handbook
(UHB)

The UDFS focus on the provision of information to CRDM Actors to design and build the interface of their

business applications with the Common Reference Data Management commoncomponent (A2A and Data
Migration Tool), while the UHB describes the Graphical User Interface (GUI) screens in detail.

Specifications
(UDFS)

The UDFS provide information to:

| Business analysts of the CRDM Actors, who find in the UDFS a description of the application processes
and the information flows between their own business applications and the CRDM common component;

| Developers, who find in the UDFS the necessary information to design and build the interface of the
CRDM Actors6 business applications with CRDM.

The UDFS is a ®If-contained document, structured along 4 different but complementary Chapters.
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DiaGrAM 1 - ScoPE oF UDFS CHAPTERS

Application
Processes

Response File

I

UDFS Chapter 1 Response File
Response File
UDFS Chapter 2 UDFS Chapter 3 LEET TR
Index of examples,
Refereiicad diagrams and tables
documents
\ CRDM UDFS Chapter 4 (Appendices) k CRDM Actor )

Chapter 1: General features of the Common Reference Data Management

UDFS chapter 1 provides concise and descriptive information on the Common Reference Data Management
component behaviour as it is seen from a CRDMActor point of view. The background information provided in
Chapter 1 on the CRDMinternal behaviour facilitates the understanding of Chapters 2, 3 and 4 (in particular
to understand the information flows described in Chapter 2).

Information provided in Chapter 1 on the CRDMapplication processes is useroriented and does not include
detailed descriptions of the internal CRDMprocesses. It neither provides descriptions of the internal behaviour
of CRDMActors interacting with CRDM it is not the purpose of the UDFS to predicate the businessconduct of
CRDMusers.

The following table presents the scope and user objective for each section of UDFS Chapter 1:

TABLE 1 - STRUCTURE OF UDFS CHAPTER 1

SECTION SCOPE USER OBJECTIVE
1.1 Introduction to CRDM Overall presentation of the CRDM To understand the general behaviour
business functionalities of CRDM.
1.2 Access to CRDM CRDM Interface To understand the main principles for

the exchange of information between
CRDM and CRDM Actors.

1.3 Reference data model Common reference data structure  To understand how reference data

structures can be organised in CRDM.
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SECTION SCOPE USER OBJECTIVE
1.4 CRDM features Common reference data To understand how reference data can
maintenance be managed in CRDM.
1.5 Interactions with other services Interactions between CRDM and  To understand the links in place
other Eurosystem services between CRDM and other existing and

planned Eurosystem market

infrastructure services.

1.6 Operations and support Operational aspects and actions to  To understand the features supporting
be performed by the CRDM operational activities and the actions
Operator the CRDM Operator can perform for

CRDM configuration and CRDM

operations monitoring.

1.7 Limitations of the system Features and processes that are  To understand the exact perimeter of
not covered by CRDM CRDM andwhat processes should not
be expected from CRDM.

Chapter 2: Dialogue between CRDMand CRDMActors

Chapter 2 of the UDFS provides a formalised description of the dialogue between CRDM users and CRDM
through the Application-to-Application (A2A) and Data Migration Tool (DMT) channels, which allow CRDM
Actors to interact with CRDM The objective of this Chapter is to describe the behaviour of CRDMregarding
the interactions with CRDM Actors, i.e. when sending/receiving messages or files to/from the latter.
Corsistently with the approach of Chapter 1, UDFS Chapter 2 does not enter into any description of the
behaviour of Actorsdé CRBMstems interacting with

Each section of Chapter 2 describes the dialogue betweenCRDMand a CRDMActor triggered by a particular
inbound message or file in the form ofa fUniversalUs e Cas e 0

The following use cases are described in UDFS Chapter 2:

TABLE 2 - STRUCTURE OF UDFS CHAPTER 2

SECTION USE CASE

21.1 A2A Common reference data maintenance process
2.1.2 A2A Common reference data query
2.2 Data Migration Tool file upload

Chapter 3: Catalogue of messages

Chapter 3 of the UDFS provides a detailed description of the messages to be used to run application-to-
application communication with CRDM It describes the entire set of messages which are processed by CRDM
i.e. which can be exchanged between CRDMand the business application of a CRDMActor directly connected
to CRDM The following information is provided:
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| Description of the XML structure with mandatory/optional fields, validation rules and purpose of each field
in the context of CRDM

| Possible usages of the message in the context of CRDM including when relevant specific rules for the
population of the message fields for a given usage;

| Business rules applicable for message processing.

This Chapter includes links to a set of files available on the MyStandards message documentation website
provided by Swift.

The objective of the Chapter is to allow the reader to find all the necessary info rmation related to messaging
needed to establish a functioning system of application-to-application communication between CRDMand its
users.

Information in Chapter 3 results from the customization of the enriched I1ISO 20022 schemas for the specific
purpose of CRDM

Chapter 3 of the UDFS groups the descriptions of messages according to the classification of the ISO 20022
message repository:

TABLE 3 - STRUCTURE OF UDFS CHAPTER 3

CATEGORY OF MESSAGE PREFIX

Account Management acmt
Cash Management camt
Headers head
Reference data reda

Chapter 4: Data Migration Tool Files

Chapter 4 of the UDFS is only relevant for Central Banks and provides a detailed description of the file
specifications to be used to communicate with the Data Migration Tool. It describes the entire set of reference
data objects which are processed by the DMT, in the form of structured files which can be exchanged between
CRDM and the CRDM Actors. The initial subsections describe general structure, format and pocessing rules
valid for all objects, while the following subsections describe, for each object, the structure of the relevant file
with mandatory/optional fields, rules and purpose of each field in the context of the DMT.

The objective of the Chapter is to allow the reader to find all the necessary information related to DMT
communications which are needed to establish a functioning communication between CRDM and its users.

Chapter 5: Appendix

The UDFSappendix provides information on the CRDMbusinessrules applying to incoming messages, with
the respective messages and error codes associated.

All rights reserved. Page 19



IB BANCA D'ITALIA  BANCODEESPANA

Eoikis Common Reference Data Management t a r\ g -E t

BANQUE DE FRANCE DEUTSCHE A . ™ . (=
; HBUNDESBANK User Detailed Functional Specifications SOTVICes

URDSYSTEME EUROSYSTEM

Reader s gui de

The UDFS document is available for the whole community of CRDM Actors: in order to ensure the same level
of information for all CRDMActors, information relevant for CBs andPayment Banks and Ancillary Systemsis
contained in one single book of UDFS.

Neverthel ess, di fferent readers may have different
interested mainly in organisational issues may not wish to enter into the full details of each and every message
description, while technical readers involved in the specification of technical interfaces to CRDM may not be
interested in the thorough description of the CRDMapplication processes that are leading to the sending of a
given message. Not every reader wants to read the entire UDFS, or even want to follow the same reading
plan.

However, al/l readers, whether fibusinessd or fAtechni
which are providing a background to the understanding of any other UDFS section:

| 1. Introfluction to CRDMO , which is a summary providing the
CRDMconcepts.

| 1.3 fiReference datamodeb, whi ch pr ovi dtaergabidatonibh @RDMs f or da

ABusi ness Orientedo perspective

The business reader may be interested in the way information is structured in the UDFS This user may want
to follow the reading plan described below to find information about the operations that can be performed,
for example, on a cash account in CRDM

ExampPLE 1 - ACRDM DATA AND RELATED PROCESSING O READING PLAN
1.3.3 Cash Account

5 )
data management 1.4.3 Common

” - 1.3.3.3 Description of the reference data

entities maintenance process

1. Cash Account l

2 Dialogue between CRDM and CRDM Actors
2.1.1 Reference data maintenance process

Table of common reference data maintenance messages
Create Cash Account: AccountOpeningRequest (acmt.007)

3 Catalogue of messages
E 3.1.2.3 AccountOpeningRequest (acmt.007)
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I e The business reader finds in section 1.3.3 Cash account data managementa general description of
CashAccounts specifying the different attributes t hat make up this object in CRDM.

| If the reader requires more information on the Reference data management process, they can refer to

section 1.4.3 Common reference data maintenance process which offers a general description
applicable to all reference data objects.

| From this point, they may jump to section 2.2.1 Reference data maintenance processo to find a
description of the maintenance process which canbe carried out via A2A. This process is the same for all
reference data objects available in A2A.

| Should the reader need to enter into further details, they may access through a hyperlink section 3.1.2.3

AccountOpeningRequest (acmt.007)AeeountOpeningReguest{aemt-007) o to find the detailed

description of the message used to create a cash account in CRDM.

| From this point, they may continue through another hyperlink to the schema description available on the
MyStandards website to find all the details regarding a particular field of the message . o

ATechnical orientedo perspective

For a technical reader, it is more likely that the reading plans would start either:

| From Chapter 2 i ORDMand QRDMA bted we@n when a compl ete over
A2A dialogue with CRDMis required, e.g. when structuring the interface of a CRDM Actor directly
connected to CRDM

| From Chapter 3 fACatalogue of Messageso, whe&E€RDMA2Adet ai |
message is needed, e.g. when specifying the details of the interface of a CRDMActor directly connected
to CRDM

Due to the nature of CRDM as a Common Component for the configuration of reference data used in multiple
Services, most of the information presented in this document is applicable to all such Services, while some of
it is specifically relevant only to individual Services. Readerswho aim to use CRDM for configuring data for all
Services will find the entire document relevant. On the other hand, readers who are only interested in the
configuration of data for a specific Service or component may find the following sections particularly relevant.
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TABLE 4 T UDFS SECTIONS CONTAINING SERVICE-SPECIFIC INFORMATION

SECTION

RELEVANT

SERVICE/COMPONE

1.2.2.1.2 Privilege

1.2.2.2.2 Configuration of privileges

1.2.3.2 Message subscription parameter types

1.3.2.3 Description of the entities (Party)

1.3.3.3 Description of the entities (Cash

Account)

1.4.3.6 Common reference data propagation

1.4.4 TIPS Directory
1.4.5 RTGS Directory

1.4.6 CLM Repository

1.5.3 TARGET Instant Payment Settlement and

T2

1.5.4 Eurosystem Collateral Management System

1.5.5 ECONS2

All rights reserved.
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TIPS, CLM, RTGS
ECONS2ECMS

TIPS, CLM, RTGS
ECONS2ECMS

TIPS, CLM, RTGS

TIPS, CLM, RTGS
ECONS2

TIPS, CLM, RTGS
ECONS2

TIPS, CLM, RTGS
ECONS2ECMS

TIPS
RTGS
CLM

TIPS, CLM, RTGS

ECMS

ECONS2

Tables 8, 9 and 10 contain privileges
relevant exclusively for each

Service/component.

Clarification about granting privileges in

each Service/component.

Message types that can be subscribed
to in each Service/component, with

related configuration parameters.

Reference data model section listing
Service Party Types applicable to each

Service/component.

Reference data model section listing
Cash Account Types applicable to each

Service/component.

Description of the data propagation
process with relevant reference data

objects for each Service/component.
Section only relevant for TIPS.
Section only relevant for RTGS.
Section only relevant for CLM.

Interaction between CRDM and other
Services/component that receive

reference data propagation.

Interaction between CRDM and ECMS

for the data propagation process.

Interaction between CRDM and
EGONS?2 for the data propagation

process.

"
ESRbBM-ferHPRS.
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5.1 Business Rules TIPS, CLM, RTGS Business rules listed for each
ECONS2 Service/component.
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1. General features of CRDM

The present chapter, after a short introduction of the Common Reference Data Management component,
describes all the features it provides. Section 1.2 Access to CRDMntroduces the details regarding the access
of CRDM Actors to CRDM, covering the different modes of connectivity, the access rights model, the
configuration of message subscriptions as well as security aspects and an introduction to the Graphical User
Interface (GUI). Section 1.3 Reference data model describes the CRDMreference data model, including a
description of all the relevant entities and relationships. Section 1.4 CRDM Features describes the various
features of CRDM such as the structure of reference data objects, the different types of available maintenance

operations, the management of objects with limited and unlimited valid period, the archiving and purging

processes the life-cycle management of reference data objects and the principles for the propagation of
common reference data to other Eurosystem Market Infrastructure Services. Section 1.5 Interactions with
other services describes the interactions that CRDM, as a shareable component, has with other services and
shareable components provided by the Eurosystem, whereas section 1.6 Operations and support describes
functions supporting the CRDM Operator in the management of the component.—+nraty,—section—Errere—

1.1. Introduction to CRDM

CRDM provides a common reference data management feature that allows all CRDM Actors to create and
maintain common reference data for the configuration of data related to parties, cash accounts, rules and
parameters. The following list shows the main configuration areas for common r eference data in CRDM:

| Party reference data;

| Cash accountreference data;

| Access rights management;

| Message subscription configuration;

| Network configuration;

| Report configuration;

| Business day managementconfiguration;
| Restriction type management;

| Billing configuration;

| Configuration parameters.!

CRDM Actors set up the appropriate configuration by creating and maintaining common reference data objects
in CRDM. A common reference data object is a set of logically related, self-consistent information (see section

1 This area includes reference data for countries, currencies, currency service links, system entities, services, BIC directoryand reserve management
parameters.
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1.4.3.1 Common reference data objects). Parties and cash accounts are examples of common reference data

objects.

CRDMallows CRDM Actors to create, update and delete common reference data objects in CRDM. Deletion of
a common reference data object is always on logical level and it is possible, for a duly authorised user, to
restore a previously deleted common reference data object (see section 1.4.3.2 Reference data maintenance

types).

CRDM allows full maintenance of all reference data objects in U2A mode, whereas it provides only a sub-set

of functions in A2A and DMT mode on a limited number of reference data objects (see section 1.4.3.2

Reference data maintenance types for an exhaustive list of these reference data objects and functions).

CRDMprovides versioning facilities and validity periods allowing the implementation of data revision and data
history features, in order to keep track of all past data changes, to enter changes meant to become effective
as of a future date and to define commo n reference data objects with limited or unlimited validity (see sections
1.4.3.1 Common reference data objects and 1.4.3.3 Validity of common reference data objects).

All types of CRDM Actors, i.e. @&ntral Banks, payment banks, ancillary systems and the Operator have access
to the common data management, each of them to different functions and data, according to the access rights
granted to their us ers (see section 1.2.2 Access rights).

Duly authorised users can create and maintain common reference data objects in CRDM submitting common
reference data maintenance instructions.

1.2. Access to CRDM

1.2.1. Connectivity

CRDM supports theconnectivity of CRDM Actors as follows:
| communication between software applications via XML messages or files (A2A mode);
| communication via files (DMT mode) for CBs,

| online screen-based activities performed by CRDM Actors (U2A mode).

For the A2A communication, ISO 20022 is the single standard, for both inbound and outbound communication.
Messages exchanged between CRDM and CRDM Actors are based on XML technology and comply with the
ISO 20022 standards on messages and the formats and specifications defined in CRDM.

The A2A and Data Migration Tool (DMT) functionalities are described extensively in chapters 2 Dialogue
between CRDM and CRDM Actors, 3 Catalogue of Messagesand 4 Data Migration Tool Files. U2A connectivity
to CRDM will be handled through the ESMIG Portal. Please refer to the ESMIG documentation for more details.

Setup of routing configurations
The setup of routing configurations includes the configuration of the following reference data objects in CRDM:

network services, party technical addresses, links between network services and party technical addresses,
and default and conditional routings.

The CRDM Operator is responsible for settingup and maintaining network service static data related to services
of all the network services providers offering technical connectivity between users and the relevant Services
and components.
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Being included in the party static data, party technical addre sses are setup and maintained, for each CRDM
Actor connected directly, by the party responsible for defining party reference data for this CRDM Actor. After
having input the party data (party technical addresses) for the directly connected CRDM Actor, the responsible
party has to link each of the party technical addresses to the relevant network service(s). This step allows
using one party technical address for several network services.

Each CRDM Actor connected directly is responsible for setting up and mantaining default and conditional
routing static data related to its outbound communication.

Network service

CRDM stores a catalogue of all the network services allowing technical connectivity between Actors and
Services/components for the exchange of business data. Each network service defined in CRDM corresponds
to one messaging service of one of the accredited connectivity services providers.

When defining a new network service, the CRDM Operator has to provide the following pieces of information:
| The name of the network service;
| The service or component for which it is used,;
| A textual description for the network service;
| The type of technical address for the network service.

EXAMPLE 2 - NETWORK SERVICE DEFINITION

Network Service

Service Name: NSP_X — Service ABC
Service Description: Message-based, store-n-forward network service

provided by X.
Technical Address Type: Distinguished Name

In addition, the CRDM Operator has to provide all the necessary data for the application to identify and to use
the underlying messaging service.

Party Technical Address

Each party that is directly connected to a Service or component has one or many technical addresses that the
Service or component uses to send outgoing messages to this party.

Links between Network Services and Party Technical Addresses

Each Network Service uses a specific type of technical address to identify the sender and the receiver for each
exchange of data. Different network services may use the same technical address type, which means that the
same Party Technical Address may be sed to exchange data using different Network Services. Consequently,
there is a many-to-many association between the catalogue of Network Services and the set of Party Technical
Address defined in CRDM. For this reason, each Party Technical Address has tde linked to the relevant
Network Service, so that the relevant Service or component can use them to route outbound communication.

The following table shows an example of a party having five party technical addresses linked to four different
network services.

EXAMPLE 3 - PARTY TECHNICAL ADDRESS AND NETWORK SERVICES
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Short Name: BK Bank
Long Name: Black Knight Banking Corporation
Type: Payment Bank

Central Bank BIC: BITAITRRXXX

BIC: BKBANKCCXXX

Technical Addresses

Opening Date: 25-03-2015
Closing Date: -

Address: Charles Drive Square, 1
“Country Name: Italy

Conditional Routing

CRDM applies a mandatory routing for the following outbound communication:
| Acknowledgment of receipt;
| Reactions on erroneous inbound messages;
| Query results.

In all these cases, CRDM routes the outbound communication to the same network service and party technical
address which were used for sending the related inbound communication. This implies that CRDM does not
allow defining differ ent routing configurations for these kinds of messages. For details on the mandatory
routing rules applied by other Services and components, refer to the relevant UDFS document.

For all other types of outbound communication, CRDM allows CBs and directly connected participants to define
specific routing configurations for their messages and files. More precisely, each of these CRDM Actors can
define a default configuration (to be used by the relevant Service/component for all outbound communication
of a given type of this Actor) for each type of outbound communication ( with the types being message
based/file-based, real-time/store -n-forward). In addition, certain types of messag es allow conditional routing
configurations (to be used by the relevant Service/co mponent as exceptions to the default configuration).

When defining a default routing configuration, the responsible CRDM Actor (i.e. a CB or a directly connected
participant) has to provide the following pieces of information:

| the routing description;

| the network service to be used for the default routing (containing the indication of the
Service/component it is relevant for);

| the party technical address the Service/component has to use for the default routing;

When defining a conditional routing, the respo nsible CRDM Actor (i.e. a CB or a directly connected participant)
has to provide, in addition to the data required for the setup of a default routing configuration, the type of
message subject to the configuration.

The list of messages subject to conditional routing is summarized below:
| Handled by CRDM: RTGS Directory, CLM Repository.
| Handled by CLM: camt.053 (for Account Statements and General Ledgers).
| Handled by RTGS: camt.053 (for Account Statements).
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| Handled by T2S: all outgoing messages not covered by mandatory routing.

|  HandledbyBilling-eompenent—eamt0774{CSLD CR0102}

1.2.2. Access rights

This section provides information on access rights management in the CRDM. More into detail, section1.2.2.1
Access rights concepts presents some basic concepts (e.g. user, privilege, role and data scope) related to
access rights management. On this basis, section1.2.2.2 Access rights configuration illustrates all the available

options for the configuration of access rights. Finally, section 1.2.2.3 Access rights configuration process

describes the access rights configuration process that each type of CRDM Actor has to put inplace in order to
set up the appropriate assignment of roles and privileges for all its users.

In order to clarify the differences in data scope per type of actor, this section uses the concepts of Central

Bank, Ancillary System and Payment Bank which are introduced in section 1.2.2.1.5 Common reference data
objects and the hierarchical party model, as well as the concept of System Entity, which is introduced in section

1.2.2.1.6 Data scope.

1.2.2.1. Access rights concepts

This section presents the main concepts related to access rights management in the CRDM.

1.2.2.1.1User function

DMT files, XML messagesand GUI functions are the atomic elements users can trigger through the DMT and
in A2A and U2A mode respectively to interact with CRDMas well as other services, common components or
back-office applications. Based on these set of files, XML messagesand GUI functions, it is possible to define
the set of all user functions, i.e. of all the possible actions that a user can trigger in CRDM orother services,
common components or back-office applications, either in the DMT or in A2A or U2A mode.

1.2.2.1.2Privilege

A privilege identifies the capability of triggering one or several user functions and it is the basic element to
assign access rights to users. This means that a user Lk owns the access right to trigger a given user function
Fy if and only if Ux was previously granted with the privilege Py identifying the capability to trigger F v.

The following tables provide the exhaustive list of privileges covering all the user functions available:

Table 51 Access rights management
Table 6 1 Party data management

Table 7 i Cash account data management
Table 8 i Network configuration

Table 9 i Message subscription configuration
Table 10 /" Report configuration

Table 11 i Reference data queries

Table 12 i TIPS functions

Table 13 /' CLM functions

Table 14 /' RTGS functions

Table 151 Billing

Table 16 1 Billing Configuration

Table 17 1 Data Warehouse Functions
Table 181 ECONS2 Functions
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Table 191 Other

TABLE 51 ACCESS RIGHTS MANAGEMENT

These privileges are related to user functions within CRDM. Assuch, it is possible to use the same privilege(s)
to maintain data related to multiple Services/components. For example, the same privileges can be used to
configure a User to access different Services.

PRIVILEGE
Administer Party?

Create Certificate

Distinguish Name

Create DN-BIC Routing

Create Role

Create User

Create User Certificate

Distinguish Name Link

Update Certificate
Distinguished Name

{CSLD CR0107}

Delete Certificate

Distinguish Name

Delete DN-BIC Routing

Delete Role

Delete User

Delete User Certificate

Distinguish Name Link

USER FUNCTION

n/a

Certificate DNT New

DN-BIC Routing - New

Rolei New

Useri New

User Certificate DN LinkT

New

Certificate DNT_Edit

DATA SCOPE

n/a

Any Certificate DN

DN-BIC Routing data within own System entity (for Central
Banks) or for DNs linked to own Users and BICs authorised to
own or co-managed Cash Accounts (for Payment

BankgAncillary Systems).
Roles within own System Entity (for Central Banks.

Users within own System Entity (for Central Banks or own

Party (for Payment Bankg/Ancillary Systems).

Links within own System Entity (for Central Banksg or for own

Users (for Payment BankgAncillary Systems).

Certificate DN within own System Entity

Certificate DN T
Delete/Restore

DN-BIC Routing -
Delete/Restore

Rolei Delete/Restore

Useri Delete/Restore

User Certificate DN Link 1
Delete/Restore

Certificate DN within own System Entity.

DN-BIC Routing data within own System entity (for Central
Banks) or for DNs linked to own Users and BICs authorised to
own or co-managed Cash Accounts (for Payment

BankgAncillary Systems).
Roles within own System Entity (for Central Banks.

Users within own System Entity (for Central Banks or own

Party (for Payment Bankg/Ancillary Systems).

Links within own System Entity (for Central Bankg or for own

Users (for Payment BankgAncillary Systems).

2 This privilege enables a User to act as Party Administrator for their own Party.
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PRIVILEGE

Grant Privilege

Grant/Revoke Role

Revoke Privilege

Update DN-BIC Routing

Update Role

Update User

USER FUNCTION

Grant Privilege

Grant/Revoke Role

Revoke Privilege

DN-BIC Routing - Edit

Rolei Edit

Useri Edit

DATA SCOPE

Privileges granted to Parties, Roles and Users within own
System Entity (for Central Banks or to own Users (for Payment

BankgAncillary Systems)

Roles granted to Parties and Users within own System Entity
(for Central Bankg or to own Users (for Payment

BankgAncillary Systems)

Privileges granted to Parties, Roles and Users within own
System Entity (for Central Banks or to own Users (for Payment

BankgAncillary Systems)

DN-BIC Routing data within own System entity (for Central
Banks) or for DNs linked to own Users and BICs authorised to
own or co-managed Cash Accounts (for Payment

BankdAncillary Systems).
Roles within own System Entity (for Central Bankg

Users within own System Entity (for Central Banks or own

Party (for Payment Banks/Ancillary Systems).

TABLE 6 1 PARTY DATA MANAGEMENT

These privileges are related to user functions within CRDM. As such, it is possible to use the same privileggs)
to maintain data related to multiple Services/components. For example, the same Privileges can be used to

configure a Party to participate in multiple Services.

PRIVILEGE

USER FUNCTION

DATA SCOPE

Create Ancillary System

Bilateral Agreement

Create Ancillary System

Procedure
Create Banking Group
Create Billing Group

Create Party

Create Party-Service Link

Create Technical Address

Network Service Link

All rights reserved.

Ancillary Sysem Bilateral

Agreementi New

AS Bilateral Agreements for Parties within own System Entity
(for Central Banks)

Ancillary System Procedure AS Procedures for Parties within own System Entity (for Central

T New
Banking Groupi New
Billing Groupi New

Party i New

Party-Service Link- New

Banks)

Banking Groups within own System Entity (for Central Banks)
Billing Groups within own System Entity (for Central Banks)
Parties within own System Entity (for Central Bank)

Links within own System Entity (for Central Banks)

Technical Address Network Links within own System Entity (for Central Banks)

Service Linki New
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target

services

PRIVILEGE

Delete Ancillary System

Bilateral Agreement

Delete Ancillary System

Procedure

Delete Banking Group

Delete Billing Group

Delete Party

Delete Party-Service Link

Delete Technical Address
Network Service Link

Update Ancillary System
Bilateral Agreement

Update Ancillary System
Procedure

Update Banking Group
Update Billing Group
Update Party

Update Party-Service Link

USER FUNCTION DATA SCOPE

Ancillary System Bilateral AS Bilateral Agreements for Parties within own System Entity

Agreement i (for Central Banks)

Delete/Restore

Ancillary System Procedure AS Procedures for Parties within own System Entity (for Central

I Delete/Restore Banks)

Banking Group' Banking Groups within own System Entity (for Central Banks)

Delete/Restore

Billing Group i Billing Groups within own System Entity (for Central Banks)

Delete/Restore

Parties within own System Entity (for Central Bank) excluding
Party i Delete/Restore

own Party
Party-Service Link-

Links within own System Entity (for Central Banks)
Delete/Restore

Technical Address Network Links within own System Entity (for Central Banks)
Service Link-
Delete/Restore

Ancillary System Bilateral AS Bilateral Agreements for Parties within own System Entity

Agreement i Edit (for Central Banks)

Ancillary System Procedure AS Procedures for Parties within own System Entity (for Central
T Edit Banks)

Banking Groupi Edit Banking Groups within own System Entity (for Central Banks)

Billing Groupi Edit Billing Groups within own System Entity (for Central Banks)

Party i Edit Parties within own System Entity (for Central Bank)

Party-Service Link- Edit Links within own System Entity (for Central Banks)

TABLE 7 /' CASH ACCOUNT DATA MANAGEMENT

These privileges are related to user functions within CRDM. As such, it ispossible to use the same privilege(s)

to maintain data related to multiple Services/components. For example, the same privileges can be used to

create and maintain all types of Cash Accounts for all Services/components.
PRIVILEGE USER FUNCTION DATA SCOPE

Create Account Monitoring Account Monitoring Group

Group

Create Authorised Account Authorised Account User-

User

All rights reserved.

T New

Account Monitoring Groups within own System Entity (for

Central Bankg or for own Cash Accounts (for Payment Banks)

Links within own System Entity (for Central Banks or for own

New Cash Accounts (for Payment BankgAncillary Systems).
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target

PRIVILEGE

Create Cash Account

Create Direct Debit

Mandate

Create Limit

Create Liquidity Transfer
Order

Create Liquidity Transfer
Group
Create Settlement Bank

Account Group

Create Standing Order for

Reservation

Delete Account Monitoring

Group

Delete Authorised Account

User

Delete Cash Account

Delete Direct Debit

Mandate

Delete Limit

Delete Liquidity Transfer
Order

All rights reserved.

USER FUNCTION

Cash Accounti New

Direct Debit Mandate 1
New

Limit T New

Standing Order for Limit 1

New

Liquidity Transfer Order 1
New

Liguidity Transfer Group i
New

Settlement Bank Account

Groupi New

Standing Order for

Reservationi New

Account Monitoring Group

i Delete/Regore

Authorised Account User-
Delete/Restore

Cash Accounti
Delete/Restore

Direct Debit Mandate 1
Delete/Restore
Limit i Delete/Restore

Standing Order for Limit 1

Delete/Restore

Liquidity Transfer Order 1
Delete/Restore

DATA SCOPE

Cash Accounts within own System Entity (for Central Bank) or
TIPS CMBs linked to Cash Accounts ownedby own Party (for
Payment BankAncillary System)

Direct Debit Mandates on Cash Accounts within own System
Entity (for Central Bank)

Limits on CMBs defined on Cash Accounts within own System
Entity (for Central Bank) or linked to Cash Accounts owned by
own Party (for Payment Bank/Ancillary System)

Liquidity Transfer Orders on Cash Accounts within own System
Entity (for Central Bank) or owned or co-managed by own

Party (for Payment Banks/Ancillary Systems)

Liquidity Transfer Groups within own System Entity (for Central
Bank)

Settlement Bank Account Groups within own System Entity (for

Central Banks)

Standing Orders for Reservation on Cash Accounts within own
System Entity (for Central Banks) or owned or co-managed by

own Party (for Payment Banks/Ancillary Systems)

Account Monitoring Groups within own System Entity (for

Central Bank9 or for own Cash Accounts (for Payment Banks)

Links within own System Entity (for Central Banks or for own

Cash Accounts (for Payment BankgAncillary Systems).

Cash Accounts within own System Entity (for Central Bank) or
TIPS CMBs linked to Cash Accounts owned by own Party (for
Payment BankAncillary System)

Direct Debit Mandates on Cash Accounts within own System
Entity (for Central Bank)

Limits on CMBs defined on Cash Accounts within own System
Entity (for Central Bank) or linked to Cash Accounts owned by
own Party (for Payment Bank/Ancillary System)

Liquidity Transfer Orders on Cash Accounts within own System
Entity (for Central Bank) or owned or co-managed by own

Party (for Payment Bank/Ancillary Systems)
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PRIVILEGE

Delete Liquidity Transfer
Group

Delete Settlement Bank

Account Group

Delete Standing Order for

Reservation

Update Account Monitoring Account Monitoring Group

Group

Update Authorised Account Authorised Account User-

User

Update Cash Account

Update Direct Debit

Mandate

Update Limit

Update Liquidity Transfer
Order

Update Liquidity Transfer
Group

Update Settlement Bank

Account Group

Update Standing Order for

Reservation

USER FUNCTION

Liquidity Transfer Group i
Delete/Restore

Settlement Bank Account

Group i Delete/Restore

Standing Order for
Reservationi

Delete/Restore

i Edit

Edit

Cash Accounti Edit

Direct Debit Mandate i Edit

Limit i Edit
Standing Order for Limit i
Edit

Liquidity Transfer Order i
Edit

Liquidity Transfer Group T
Edit
Settlement Bank Account

Groupi Edit

Standing Order for

Reservationi Edit

DATA SCOPE

Liquidity Transfer Groups within own System Entity (for Central
Bank)

Settlement Bank Account Groups within own System Entity (for

Central Banks)

Standing Orders for Reservation on Cash Accounts within own
System Entity (for Central Banks) or owned or co-managed by

own Party (for Payment Banks/Ancillary Systems)

Account Monitoring Groups within own System Entity (for

Central Banks) or for own Cash Accounts (for Payment Banks)

Links within own System Entity (for Central Banks) or for own

Cash Acounts (for Payment Banks/Ancillary Systems).

Cash Accounts within own System Entity (for Central Banks) or
TIPS CMBs linked to Cash Accounts owned by own Party (for
Payment Banks/Ancillary Systems)

Direct Debit Mandates on Cash Accounts within own System
Entity (for Central Bank)

Limits on CMBs defined on Cash Accounts within own System
Entity (for Central Bank) or linked to Cash Accounts owned by

own Party (for Payment Bank/Ancillary System)

Liquidity Transfer Orders on Cash Accounts within own System
Entity (for Central Banks) or owned or co-managed by own

Party (for Payment Banks/Ancillary Systems)

Liquidity Transfer Groups within own System Entity (for Central
Bank)

Settlement Bank Account Groups within own System Entity (for

Central Banks)

Standing Orders for Reservation on Cash Accounts within own
System Entity (for Central Banks) or owned or co-managed by
own Party (for Payment Banks/Ancillary Systems)

TABLE 8 /' NETWORK CONFIGURATION

These privileges are related to user functions within CRDM. As such, it is possible to use the same privileggs)

to maintain data related to multiple Services/components.

All rights reserved.
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PRIVILEGE

Create Routing

Delete Routing

Update Routing

USER FUNCTION

Routing i New

Routing i Delete/Restore

Routing i Edit

DATA SCOPE

Routing configurations within own System Entity (for Central
Banks) or linked to own Party (for Payment Banks/Ancillary
Systems)

Routing configurations within own System Entity (for Central
Banks) or linked to own Party (for Payment Banks/Ancillary
Systems)

Routing configurations within own System Entity (for Central
Banks) or linked to own Party (for Payment Banks/Ancillary
Systems)

TABLE 9 /' MESSAGE SUBSCRIPTION CONFIGURATION

These privileges are related to user functions within CRDM. As such, it is possible to use the same privileggs)
to maintain data related to multiple Services/components.

PRIVILEGE

Create Message

Subscription Rule

Create Message

Subscription Rule Set

Delete Message

Subscription Rule

Delete Message

Subscription Rule Set

Update Message

Subscription Rule

Update Message
Subscription Rule Set

USER FUNCTION

Message Subscription Rule

T New

Message Subscription Rule

Set i New

Message Subscription Rule

I Delete/Restore

Message Subscription Rule

Seti Delete/Restore

Message Subscription Rule

T Edit

Message Subscription Rule

Seti Edit

DATA SCOPE

Message Subscription Rules within own System Entity (for
Central Bankg or for own Party (for Payment Banks/Ancillary
Systems)

Message Subscription Rule Sets within own System Entity (for
Central Bankg or for own Party (for Payment Banks/Ancillary
Systems)

Message Subscription Rules within own System Entity (for
Central Bankg or for own Party (for Payment Banks/Ancillary
Systems)

Message Subscription Rule Sets within own System Entity (for
Central Bankg or for own Party (for Payment Banks/Ancillary
Systems)

Message Subscription Rules within ownSystem Entity (for
Central Bankg or for own Party (for Payment Banks/Ancillary
Systems)

Message Subscription Rule Sets within own System Entity (for
Central Banks or for own Party (for Payment Banks/Ancillary
Systems)

TABLE 10 /' REPORT CONFIGURATION

These privileges are related to user functions within CRDM. As such, it is possible to use the same privileggs)
to maintain data related to multiple Services/components.

All rights reserved.
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PRIVILEGE USER FUNCTION DATA SCOPE

Report Configurations within own System Entity (for Central
Create Report

Report Configuration i New Banks) or for own Party , own Cash Account or co-managed

Configuration )
Cash Account(for Payment Banks/Ancillary Systems)
) ) Report Configurations within own System Entity (for Central
Delete Report Report Configuration i
. ) Banks) or for own Party , own Cash Account or co-managed
Configuration Delete/Restore

Cash Account(for Payment Banks/Ancillary Systems)

Report Configurations within own System Entity (for Central
Update Report

} ) Report Configuration i Edit Banks) or for own Party , own Cash Account or co-managed
Configuration .
Cash Account(for Payment Banks/Ancillary Systems)

TABLE 11 /' REFERENCE DATA QUERIES

These privileges are related to user functions within CRDM. As such, it is possible to use the same privileggs)
to query data related to multiple Services/components.

PRIVILEGE USER FUNCTION DATA SCOPE
Account Monitoring Group  Account Monitoring Group  Any Account Monitoring Group
Query T List

Any Account Monitoring Group (Cash Account identifiers will be
Account Monitoring Group Account Monitoring Group displayed based on the Cash Accounts the requestor User is
Details Query I Details responsible for; the leader Party will be able to view the full list

of Cash Accounts in the Account Monitoring Group)

Ancillary System Bilateral Ancillary System Bilateral ~AS Bilateral Agreements within own System Entity (for Central

Agreement Query Agreement i List Banks) or for own Party (for Ancillary Systems)

Ancillary System Procedure Ancillary System Procedure AS Procedures within own System Htity (for Central Banks) or

Query T List for own Party (for Ancillary Systems)

Authorised Account User  Authorised Account Useri  Links within own System Entity (for Central Banks) or for own

Query List Cash Accounts (for Payment BankgAncillary Systems).
Banking Group Query Banking Groupi List Any Banking Group
Any Banking Group (Party identifiers will be displayed based on

Banking Group Details ) ) the Cash Accounts the requestor User is responsible for; the
Banking Groupi Details

Query leader Party will be able to view the full list of Parties in the
Banking Group)
BIC Query BIC Query Any BIC

Billing Group Query Billing Groupi List Any Billing Group
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PRIVILEGE USER FUNCTION DATA SCOPE

Any Billing Group (Party identifiers will be displayed based on

o ) - ) the Cash Accounts the requestor User is responsible for; the
Billing Group Details Query Billing Groupi Details ) ) ) o
leader Party will be able to view the full list of Parties in the

Billing Group)
Cash Account Audit Trail ~ Revisions- Selection Data within own System Entity (for C entral Banks) or linked to
Query Criteria + List own Party (for Payment Banks/Ancillary Systems)

) ) Cash Accounts within own System Entity (for Central Banks) or
Cash Account List Query  Cash Account ListQuery .
owned by own Party (for Payment Banks/Ancillary Systems)

Cash Account Reference  Cash Account Reference  Cash Accounts within own System Entity (for Central Banks) or

Data Query Data Query owned by own Party (for Payment Banks/Ancillary Systems)
Certificate Query Certificate Query Any Certificate DN

Country Query Countriesi Select + List  Any Country

Currency Query Currenciesi Select + List  Any Currency

Data Changes of a Business Data Changes of a Business Data within own System Entity (for Central Banks) or linked to

Object Details Query Object Details Query own Party (for Payment Banks/Ancillary Systems)

Data Changes of a Business Data Changes of a Business Data within own System Entity (for Central Banks) or linked to
Object List Query Obiject List Query own Party (for Payment Banks/Ancillary Systems)

i ) ) Direct Debit Mandates on Cash Accounts within own System
Direct Debit Mandate List

o Direct Debit Mandate i List Entity (for Central Banks) or owned by own Party (for Payment
uery

Banks/Ancillary Systems)

Roles granted to Parties and Users within own System Entity
Granted Roles List Query  Granted Rolesi Search (for Central Banks) or to own Users (for Payment

Banks/Ancillary Systems)

Roles granted to Parties and Users within own System Entity
) Grant/Revoke Rolei
Granted Roles List Query S (for Central Banks) or to own Users (for Payment
etails
Banks/Ancillary Systems)

Privileges granted to Parties, Roles and Users within own
Granted System Privileges Grant/Revoke System

. Privileges List Query System Entity (for Central Banks) or to own Users (for Payment
List Query )
Banks/Ancillary Systems)
Limit Query Limits on CMB defined on Cash Accounts within own System
Limit Query Standing Order for Limit Entity (for Central Banks) or owned by own Party (for Payment
Query Banks)
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PRIVILEGE

Liquidity Transfer Order
Details Query

Liquidity Transfer Order
List Query

Liquidity Transfer Group
Query

Liquidity Transfer Group
Details Query

Market-specific Restriction

List Query

Market-specific Restriction

Type Rule Detail Query

Market-specific Restriction
Type Rule Parameter

Details Query

Market-specific Restriction

Type Rule Set List Query

Message Subscription Rule

List Query

Message Subscription Rut
Set Details Query

Message Subscription Rule
Set List Query

Network Service List query

Party Audit Trail Query

Party List Query

Party Reference Data

Query

All rights reserved.

USER FUNCTION

Liquidity Transfer Order 1

Details

Liquidity Transfer Order 1
List

Liquidity Transfer Group i
List

Liquidity Transfer Group i

Details

Market-specific Restriction

List Query

Market-specific Restriction

Type Rule’i Detail Query

Market-specific Restriction
Type Rule Parameter

Details Query

Market-specific Restriction

Type Rule Set List Query

Message Subscription Rule

List Query

Message Subscription Rule

Sets Details Query

Message Subscription Rule
Set List Query

Network Service List Query
Static Data Audit Trail
Query

Party List Query

Party Reference Data

Query

DATA SCOPE

Liquidity Transfer Orders on Cash Accounts within own System
Entity (for Central Banks) or owned or co-managed by own

Party (for Payment Banks/Ancillary Systems)

Liquidity Transfer Orders on Cash Accounts within own System
Entity (for Central Banks) or owned or co-managed by own

Party (for Payment Banks/Ancillary Systems)

Any Liquidity Transfer Group

Any Liquidity Transfer Group

Restrictions defined by the Operator

Restrictions defined by the Operator

Restrictions defined by the Operator

Redrictions defined by the Operator

Message Subscriptions within own System Entity (for Central

Banks) or for own Party (for Payment Banks/Ancillary Systems)

Message Subscriptions within own System Entity (for Central

Banks) or for own Party (for Payment Banks/Ancillary Systems)

Message Subscriptions within own System Entity (for Central

Banks) or for own Party (for Payment Banks/Ancillary Systems)
Any Network Service

Data within own System Entity (for C entral Banks) or linked to
own Party (for Payment Banks/Ancillary Systems)

Parties within own System Entity (for Central Banks) or own

Party (for Payment Banks/Ancillary Sysems)

Parties within own System Entity (for Central Banks/Ancillary

Systems) or own Party (for Payment Banks/Ancillary Systems)
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PRIVILEGE

Party-Service Link List
Query

Party-Service Link Query

Privilege Query

Queued Data Changes
Query

Report Configuration

Details Query

Report Configuration List
Query

Residual Static Data Audit
Trail Query

Role List Query

Routing List Query

Service List Query

Settlement Bank Account

Group Query

Settlement Bank Account

Group Details Query

Standing Order for

Reservation Details Query

Standing Order for

Reservation List Query

All rights reserved.

USER FUNCTION
Party-Service Link List
Query
Party-Service Link Query
PrivilegeT Selection
Criteria + List
Queued Data Changes-

Select+List

Report Configuration

Details Query

Report Configuration List

Query

Static Data Audit Tralil
Query

Role List Query

Routing List Query

Service List Query

Settlement Bank Account

Groupi List

Settlement Bank Account

Group i Details

Standing Order for

Reservationi Details

Standing Order for

Reservation’i List

DATA SCOPE

Links within own System Entity (for Central Banks) or linked to

own Party (for Payment Banks/Ancillary Systems)

Links within own System Entity (for Central Banks) or linked to

own Party (for Payment Banks/Ancillary Systems)

Any Privilege

Data within own System Entity (for Central Banks) or linked to

own Party (for Payment Banks/Ancillary Systems)

Report Configurations within own System Entity (for Central
Banks) or for own Party or own or co-managed Cash Account

(for Payment Banks)

Report Configurations within own System Entity (for Central
Banks) or for own Party or own or co-managed Cash Account

(for Payment Banks)

Data within own System Entity (for Central Banks) or linked to

own Party (for Payment Banks/Ancillary Systems)

Roles created or granted to Parties and Users within own
System Entity (for Central Banks) or to own Users (for Payment

Banks/Ancillary Systems)

Routing configurations within own System Entity (for Central
Banks) or linked to own Party (for Payment Banks/Ancillary
Systems)

Any Service

Settlement Bank Account Groups within own System Entity (for

Central Banks) or defined for own Party (for Ancillary Systems)

Settlement Bank Account Groups within own System Entity (for

Central Banks) or defined for own Party (for Ancillary Systems)

Standing Orders for Reservation on Cash Accants within own
System Entity (for Central Banks) or owned or co-managed by

own Party (for Payment Banks/Ancillary Systems)

Standing Orders for Reservation on Cash Accounts wihin own
System Entity (for Central Banks) or owned or co-managed by

own Party (for Payment Banks/Ancillary Systems)
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PRIVILEGE

System Entity Query

System User Link Query

USER FUNCTION

DATA SCOPE

System Entitiesi Select + Own System Entity (for Central Banks)

List

System User Link Query

Links within own System Entity (for Central Banks) or linked to

own Users (for Payment Banks/Ancillary Systems)

Technical Address Network Technical Address Network Links within own System Entity (for Central Banks) or linked to

Service Link Details Query Service Link Details Query own Party (for Payment Banks/Ancillary Systems)

Service Items List Query

Service ltems i Select+List Any Service Item

Service Items Details Query Service Item i Details

Invoice Configuration List

Query

Invoice Configuration

Details Query

VAT List Query

Invoice Configuration i

Select+List

Invoice Configuration i

Details

VAT Select+List

Any Service ltem

Invoice Configurations within own System Entity (for Central
Banks)

Invoice Configurations within own System Entity (for Central
Banks)

VAT configurations within own System Entity (for Central
Banks)

TABLE 12 /' TIPS FUNCTIONS

These privileges are related to user functions within TIPS, As such, they are only used for TIPS-specific

business.

PRIVILEGE

Adjust CMB Limit

Instruct Instant Payment

All rights reserved.

USER FUNCTION

Adjust CMB Limit

Initiate Instant Payment

Confirm/reject Instant

Payment

Request Instant Payment

recall

Confirm Instant Payment

recall

Reject Instant Payment

recall

Instant Payment Status

Investigation

Request Recall Status

Update

DATA SCOPE

Data within own System Entity (for Central Bank) or linked to

own Party (for Payment Bank)

Data related to Accounts within own System Entity (for Central
Bank) or for which own Party is set as authorised user (fo r

Payment Bank)
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PRIVILEGE USER FUNCTION DATA SCOPE
Instruct IP using Single Initiate Instant Payment Instruct IP using Single Instructing Party
Instructing Party without reservation of funds

Instruct Liquidity Transfer Initiate Outbound Liquidity ~Accounts within own System Entity (for Central Bank) or

Transfer owned by own Party (for Payment Bank)

Modify All Blocking Status Block/unblock Participant ~ Data within own System Entity (for Central Bank)

Block/unblock Account

Block/unblock CMB
Modify CMB Blocking Block/unblock CMB Data within own System Entity (for Central Bank) or linked to
Status own Party (for Payment Bank)
Query All Query Account Balance and Data related to Accounts within own System Entity (for Central
Status Bank) or owned by own Party (for Payment Bank)

Query CMB Limit and Status

Query Instant Payment

Transaction

Query as Reachable Party Query CMB Limit and Status Data related to Accounts within own System Entity (for Central

Query Instant Payment Bank) or for which own Party is set as authorised user (for

Payment Bank)

Transaction

MPL Query Personal Data Retrieval Data under responsibility of requestor
Request

MPL Lookup and Look-up request All data in MPL

Reachability Check Reachability check

MPL Poxy-IBAN Mapping Create ProxyIBAN Mapping Data under responsibility of requestor
Table Maintenance Table entry

Delete Proxy-IBAN Mapping
Table entry

Update Proxy-IBAN
Mapping Table entry

TABLE 13 /' CLM FUNCTIONS

These privileges are related to user functions within CLM As such, they are only used for CLMspecific business.
These privileges will be defined separately from the RTGS privileges carrying the same name.
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PRIVILEGE USER FUNCTION DATA SCOPE
CLMQuery Account Account Balance Query Cash accounts within own System Entity (for CB) or owned by
Balance own or co-managed Party (for Payment Bank): only A2A

{CSLD CR 0109}

CLMQuery Account Account Statement Query  Reports relevant for requesting party.

Statement

cEM-bBewnlead-Statement Downlead-Statementof Cash-aceountswithinown-System-Entity (fer- CB)-erewned-by

efAccount Aeeeunt ewnR-orco-managedParty-(fer PaymentBank)
CLM Query Copy of CLM Query Copy of General Copy of the General Ledger for the relevant system entity (for
General Ledger Ledger CB); only A2A.

CLMCurrent Reservations Current Reservations Query Reservations defined on cash accounts within own System
Query Entity (for CB) or owned by own or co-managed Party (for
Payment Bank)

CLMDelete Current Delete Current Reservation Reservations defined on cash accounts within own System
Reservation Entity (for CB) or owned by own Party (for Payment Bank) ;.
only A2A{CSLD CR 0109}

CLMModify Payment Order Modify Payment Order All payment orders on cash accounts within own System Entity
(for CB)

CLMModify Current Modify Current Reservation Reservations defined on cash accounts within own System

Reservation Entity (for CB) or owned by own or co-managed Party (for

Payment Bank)

CLMCreate, Modify Seizure Create, Modify Seizure of  Reservations defined on cash accounts within own System
of Funds Funds Eentity (for CB); only U2A {CSLD CR 0109}

. " .
CLMQuery Cash Transfer Query and Ltist Cash All cash transfer orders on cash accounts within own System
Transfer Entity (for CB) or owned by own or co-managed Party (for CLM

account holder or CLMCB account holder). only U2A

{CSLD CR 0109}

CLMQuery Cash Transfer CashQuery Transfer Details All cash transfer orders on cash accounts within own System
Details Entity (for CB) or owned by own or co-managed Party (for CLM

account holder or CLMCB account holder)
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PRIVILEGE

CLMQuery Available
Liquidity

CLMQuery File

CLMQuery Message

CLMQuery Message Detail CLMQuery Message Detail

CLMQuery Task queue

CLMQuery Task Queue
Detall

CLMRevoke Payment
Order

USER FUNCTION

Query and Display

Available Liquidity (Screen
Cash Account Liquidity and

Dashboard Liquidity

Overview)

Query and List Files, Fite

Details of File

CLMQuery and List

Message

CLMQuery and List Task

queue

Query Task Queue Detail

CLMRevoke Payment Order

CLM Query Credit Line List CLM Queryand Display

CLM Initiate Credit Line
update

CLMSend Direct Debit
(except connected

payment)

CLM Initiate Financial
Institution Credit Transfer
(except connected

payment)

CLM Initiate Connected

payment

All rights reserved.

Credit Line List

CLM Initiate Credit Line
update

CLMSend Direct Debit
(except connected

payment)

CLM Initiate Financial
Institution Credit Transfer

(except connected)

CLMInitiate Connected

payment

DATA SCOPE

Parties within own System Entity (for CB), own or co-managed
Party (for Payment Bank) or Leader of account monitoring

group including the relevant account

All files for own System Entity (for CB) or for owned or co-
managed Party (for CLM account holder or CB account holder)
{CSLD CR 0109}

All messages for own System Entity (for CB) or for owned or
co-managed Party (for CLM account holder or CB account
holder) {CSLD CR 0109}

All messages for own System Entity (for CB) or for owned or
co-managed Party (for CLM account holder or CB account
holder); only U2A {CSLD CR 0109}

All tasks for own System Entity (for CB) or for owned or co-
managed Party (for CLM account holder or CB account holder)
only U2A {CSLD CR 0109}

All tasks for own System Entity (for CB) or for owned or co-
managed Party (for CLM account holder or CB account holder)
only U2A {CSLD CR 0109}

All payments on cash accounts within own System Entity (for
CB)

Cash aAccounts within own System Entity (for CB); only U2A
{CSLD CR 0109}

Cash accounts within own System Entity (for CB)

Cash accounts within own System Entity (for CB) only A2A

Cash accounts within own System Entity (for CB)

Cash accounts within own System Entity (for CB)
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PRIVILEGE

CLM Initiate Immediate

Liquidity Transfer

CLM Initiate Marginal

Lending on request

CLM Initiate Overnight
Deposit

CLM Initiate Overnight

Deposit reversal

CLMQuery System Time

CLMAgree/Disagree Cash

Transfers

CLMQuery Business Case

CLMQuery Standing

Facilities

CLMQuery Minimum

Reserve

CLMQuery and List
Minimum Reserve

Requirement

CLM Modify Minimum

Reserve Requirement

CLM Query and List
Minimum Reserve

Fulfilment

All rights reserved.

USER FUNCTION

CLM Initiate Immediate
Liquidity Transfer
{CSLD CR109}

CLM Initiate Marginal

Lending on request

CLM Initiate Overnight
Deposit

CLM Initiate Overnight

Deposit reversal

CLMQuery System Time

CLMAgree/Disagree

earmarked Cash Transfers

CLMQuery Business Case,

List of Business Case;

Query, display Standing
facilities

CLMQuery, display

minimum reserve, Running

Average, Adjustment

Balance etc.

CLMQuery andhist. List
minimum reserve

Rrequirement

{CSLD CR 0109}

CLM Modify mMinimum
rReserve Requirement
{CSLD CR 0109}

CLM Query and List

Minimum Reserve

Fulfilment

DATA SCOPE

Cash accounts within own System Entity (for CB) or owned by
own or co-managed Party (for CLM account holder or CB

account holder)

Cash accounts within own System Entity (for CB)

Cash accounts within own System Entity (for CB) or owned by

own or co-managed Party (for CLM account holder)

Cash accounts within own System Entity (for CB) or owned by

own or co-managed Party (for CLM account holder)
Current time of the system: only A2A {CSLD CR 0109}

All cash transfers on Cash Accounts within own System Entity
(for CB); only U2A {CSLD CR 0109}

All cash transfers on Cash Accounts within own System Entity
(for CB); only U2A {CSLD CR 0109}

All cash transfers on Cash Accounts within own Sydem Entity
(for CB), own Cash Account (Payment Bank) caomanaged Cash
Account or Cash Account within own Account Monitoring Group
(for Payment Bank) when querying user belongs to the Group

leader

Data within own System Entity (for CB) or own MFI (for
Payment Bank)

Cash Accounts within own System Entity (for CB).

Cash Accounts within own System Entity (for CB).

Cash Accounts within own System Entity (for CB). only U2A-

{CSLD CR 0109}
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BUROSYSTEME EUROSYSTEM

PRIVILEGE USER FUNCTION DATA SCOPE
CLM Modify Minimum CLM Modify Minimum Cash Accounts within own System Entity (for CB).
Reserve Fulfilment Reserve Fulfilment
CLMQuery of Minimum CLMQuery and list Cash Accounts within own System Entity (for CB).. only U2A
Reserve Infringements minimum reserve {CSLD CR 0109}

infringements

CLMAdministrate Minimum CLM Administate Minimum Cash Accounts within own System Entity (for CB).- only U2A

Reserve Penalty Reserve Penalty {CSLD CR 0109}
CLMQuery local party CLMQuery, list party Local Party Reference data within own System Entity (for CB)
reference data reference data or belonging to own Cash Accounts, co-managed Cash

Accounts or Cash Accounts within own Account Monitaing
Group (for Payment Bank); only U2A {CSLD CR 0109}

CLMQuery local party cash CLMQuery, list cash Local Cash AccountReference data within own System Entity

account reference data account reference data (for CB) or belonging to own Cash Accounts, co-managed Cash
Accounts or Cash Accounts within own Account Monitoring
Group (for Payment Bank); only U2A {CSLD CR 0109}

CLM QueryBIC data CLM Query LocalBIC data \isible for all pParties:- only U2A {CSLD CR 0109}

CLMQuery local reference  CLMQuery, list of local Reference data within own System Entity (for CB); only U2A

data by MFI reference data by MFI {CSLD CR 0109}

CLMQuery broadcast CLMQuery, list and display All broadcasts for Parties within own System Entity (for CB) or
details of broadcast own Party (for Ancillary System/Payment Bank); only U2A

{CSLD CR 0109}

CLMNew broadcast CLMCreate a new Cash Accounts within own System Entity (for CB) and
broadcast Operator; only U2A- {CSLD CR 0109}
CLMQuery Monitoring Query, list and display Cash Accounts within own System Entity (for CB) only U2A-

ScreensfDisplay Liquidity  details of the CB monitoring {CSLD CR 0109}
onCBLevel o screens fDisplay Liquidity

on CB Level o

CLM Query Monitoring Query, list and display of Cash Accounts within own System Entity (for CB), Operator;
Screen fiLi st CB monit or iSasgonly U2A{CSLD CR 0109}

Cash Transfers per ef-Cash Transfers perOrder

Account Hol d¢Totals by Party/~Account

Hol der o

CLM Query Monitoring Query, list and display of Cash Accounts within own System Entity (for CB), Operator;
Screers fi A v ble Liqaidity CB monitoring Screers only U2A {CSLD CR 0109}
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PRIVILEGE USER FUNCTION DATA SCOPE

by Partyteveld and fAAvail abl e Li
AAvail ablby Liteveld afnAlvai | ab
Account o Liquidity by Account ¢

CLM Query Monitoring Query, list and display of Cash Accounts within own System Entity (for CB), Operator;

Screen A Re s erCBmonitoring Screen only U2A{CSLD CR 0109}
dedi cated Li(iReservations
of Fundso

CLM Quey Monitoring Query, list and display of Cash Accounts within own System Entity (for CB), Operator;
Screers fiList of Available CB monitoring Screers fiList only U2A{CSLD CR 0109}

Liquidity on Banking Group of Available Liquidity on
Levehd #AlList Banking Gr. aigp

Available Liquidity on of Detailed Available

Banking Gr o u fLiguidity on Banking Group

Level o and AC

Dashboard Liquidity

Overviewo

o i . F s e s
. =i . o
eRr—Part+y LevhAvattabte Li

Part+y— Level o

CLM Query Monitoring Query, list and display of Cash Accounts within own System Entity (for CB), Operator;
Screen fASt at (CB monitoring Screen only U2A {CSLD CR 0109}
for Cash TrariSt at uswda\Cashv

Transferso

CLM Query Monitoring Query, list and display of Cash Accounts withn own System Entity (for CB), Operator;
Screen f War e!lCBmonitoring Screen only U2A {CSLD CR 0109}
Transferso fiWar ehoused C

Transferso

CLM Query Monitoring Query, list and display of Cash Accounts within own SystemEntity (for CB), Operator:
Screen fASt an (CBmonitoring Screen only U2A {CSLD CR 0109}
per Account IIAiStanding Fac

Account Hol de

CLM Query Monitoring Query, list and display of Cash Accounts within own SystemEntity (for CB), Operator;
Screen A Mi ni 1CBmonitoring Screen only U2A {CSLD CR 0109}
Information per Account AMi ni mum Rese

Hol der o
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PRIVILEGE

CLMQuery Monitoring

Screens Crisis Situation

cEMUplead BMTHite
CLM Upload File U2A in

contingency situation

CLMActivate Monitoring
Screers for Crisis

Situations

CLMQueryftist Display

System Parameter

CLM Modify System
ParameterEvents
{CSLD CRO00 76}
CLMUpload General

Ledger File from other

Services

CLM Repeat Sending

CLM Simulate Receipt from Simulate Receiptrelated to

other Services

CLM Manual Reversal

Booking other Services

CLMInitiate Marginal
Lending on Request

Reversal

All rights reserved.

USER FUNCTION DATA SCOPE

Information per Account

Hol der o

Query, list and display Cash Accounts within own System Entity (for CB); only U2A
details of the CB monitoring

screens european wide
CLM Upload File U2A in Cash Accaints within own System Entity (for CB) ; only U2A

contingency situation {CSLD CR 0109} -

Aactivation er-Sereens+r-0f Operator only; only U2A {CSLD CR 0109}
crisis situation in screens
ICBqgu

iLi

ADi spl ay

Level 0 or

Liquidity on Banking group
L e v fromdheoperator

CLMQueryftist Display

System Parameter

All partydsers CB userfor a specific currency: Operator for all
currencies; only U2A{CSLD CR 0109} -

CLM Change System
ParameterEvents

Operator only; only U2A {CSLD CR 0109}

Upload General Ledger File Operator only; only U2A {CSLD CR0109}

from other Services

Repeat Sending for internal TAH user for a specific currency: Operator ertyfor all
messages to RTGS, T2S  currencies; only U2A; {CSLD CR0109}
and TIPS

TAH user for a specific currency:; Operator enty for all
currencies; only U2A; {CSLD CR0109}

business casesfrom other

Services

Manual Reversal Booking  TAH user for a specific currency; Operator entyfor all

currencies; only U2A; {CSLD CR0109}

related to messages from

other Services

CLM Initiate Marginal Operator only; only U2A {CSLD CR0109}
Lending on Request

Reversal
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PRIVILEGE USER FUNCTION DATA SCOPE
CLM Skip coordinate CLM Skip coordinate Operator only; only U2A {CSLD CR0109}
General Ledger processing General Ledger processing
with other Services with other Services (for

EoD)

CLM Download Migration CLM Download Migration = Unmapped TARGET2 accounts within own System Entity (for
Information Information CB); only relevant for migration; only U2A {CSLD CR0109}
CLM Skp CRDM Data CLM Skip CRDM Data Operator only; only U2A {CSLD CR0109}
Loading Loading
CLM Administrate CLM Administrate Mgration Operator only; only U2A {CSLD CR0109}
Migration Information Information (upload of

migration data provided by

CBs: start the migration of

CSLD galive

CLM Queryl/List Events CLM Queryl/List Events All party users for a specific currency. {CSLD CR0109}

CLM Sart GL calculation  Start GL calculation after Operator only

after contingency recovery contingency recovery {CSLD CR004 7}

TABLE 14 /' RTGS FUNCTIONS

These privileges are related to user functions within RTGS As such, they are only used for RTGSspecific
business. These privileges will be defined separately from the CLMprivileges carrying the same name.

All rights reserved. Page 47



B BANCA D'ITALIA  BANCODEESPANA
Bo " wkosiaronn Euositema Common Reference Data Management t a r\ E t
BANQUE DE FRANCE HDEUTSCHE ervice

DR User Detailed Functional Specifications

EURGSYSTEME EUROSYSTEM

PRIVILEGE USER FUNCTION DATA SCOPE

RTGSQuery Account Balance RTGSQuery Account Balancein Cash accounts within own System Entity (for

screens NQuer y/ DiCB)orowned by own Party (for Payment

Account Ligui di tyBankandAncillary System)
RTGSSubAccount Liqu

{CSLD CR0109}

RTGSQuery Account Statement RTGSQuery Account Statement Reports relevant for requesting party (as set
up in CRDM Reportc€onfiguration).

RTGS Download Statement of RTGS Download Statement of Cash accounts within own System Entity (for
Account Account CB) or owned by own Party (for Payment
Bank); only U2A {CSLD CR0109}

RTGSAncillary System Procedure C RTGSAnNcillary System Procedure C For Ancillary Systems for their own cycles and
Syelei Start/End of Cycle Syelei Start/End of Cycle CBs related to AS within their own community

(ReturnGeneralBusinessInformation) (ReturnGeneralBusinessinformation) (only relevant for settlement procedure C).

{CSLD CR0109}

RTGSAnNcillary System Procedure C RTGSAS Procedure Ci Start/End of For Ancillary Systems for their own
I Start/End of Procedure Procedure procedures and CBs related to AS within their
(ReturnGeneralBusinessInformation) (ReturnGeneralBusinessinformation) own community (only relevant for settlement

procedure C).

RTGSQuery Current Limits Query, List Current Limits Limits defined on RTGS Dedicated Cash
Accounts within own System Entity (for CB)
or owned by own Party (for RTGS account
holder)

RTGSQuery Current Reservaions  Query and List Current Reservations Reservations defined on cash accounts within
own System Entity (for CB) or owned by own

Party (for Payment Bank)

RTGSDelete Current Limit Delete Current Limit Limits defined on RTGS Dedicated Cash
Accounts within own System Entity (for CB)
or owned by own Party (for RTGS account

holder): only A2A {CSLD CR0109}

RTGSDelete Current Reservation Delete Current Reservation Reservations defined on cash accounts within
own System Entity (for CB) or owned by own

Party (for Payment Bank): only A2A

{CSLD CR0109}
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PRIVILEGE

USER FUNCTION

DATA SCOPE

RTGSInvoke Guarantee Processing RTGSInvoke Guarantee Processing Cash accounts within own System Entity (for

RTGSLiquidity Adjustment
(Ancillary System Settlement

Procedure D)

RTGSMadify Cash Transfer Order

RTGSModify Current Reservation

RTGSQuery Cash Transfer

All rights reserved.

RTGSLiquidity Adjustment
(Ancillary System Settlement
Procedure D)

RTGSModify Cash Transfer Order

RTGSModify Current Reservation

CB) or owned by Ancillary System or owned
by own Party (for RTGS account holder). only
A2A{CSLD CR0109}

Cash accounts within own System Entity (for
CB) or owned by AS Settlement Bank only
A2A{CSLD CR0109}

All c€ash Transfer Orders on cash accounts
within own System Entity (for CB) or owned
by own Party (for RTGS account holder or CB
account holder) {CSLD CR0109}

Reservations defined on cash accounts within
own System Entity (for CB) or owned by own
Party (for Payment Bank)

Query and List RTGS Cash Transfer All cash transfers on cash accounts within

Order

own System Entity (for CB) or owned by own
Party (for RTGSCB account holder and RTGS
€B-account holder)

Ancillary System can only query AS Transfer
Orders sent by themselves or sent by CB on
behalf but Ancillary System (or their CB on
behalf) can additionally query AS Transfer
Orders from batches when the Ancillary
System is connected to the batch as

Counterpart-AS in case of CrossAS-Business

{CSLD CR0109}

Page 49



B2 BANCA DITALIA BANCODEESPANA
Y EUROSISTENA Eurosistema

noivsTINE BUNDESBANK

BANQUE DE FRANCE HDEUTSCHE
EUROSYSTEM

Common Reference Data Management t a r\ 9 E t
services

User Detailed Functional Specifications

PRIVILEGE

RTGSQuery Cash TransferDetail

RTGSQuery File

RTGSQuery Message

RTGSQuery Message Detalil

RTGSQuery Task Queue

All rights reserved.

USER FUNCTION

RTGSQuery Transfer Detail

Query and List RTGS Hes

Query and List RTGS Mssage

RTGSQuery Message Detail

Query and List RTGStask queue

DATA SCOPE

All cash transfer orders on cash accounts
within own System Entity (for CB) or owned
by own Party (for RTGS CBaccount holder
and RTGS account holder)

Ancillary System can only query AS Transfer
Orders sent by themselves or sent by CB on
behalf but Ancillary System (or their CB on
behalf) can additionally query AS Transfer
Orders from batches when the Ancillary
System is connected to the batch as

Counterpart-AS in case of CrossAS-Business;

All files for own System Entity (for CB) or for
owned Party (for RTGSaccount holder or CB
account holder or Ancillary System); only U2A
- {CSLD CR0109}

All messagesfor own System Entity (for CB)
or for owned Party (for RTGSaccount holder
or CB account holder or Ancillary System);
Ancillary System (or their CB on behalf)
connected as CounterpartAS in case of
CrossAS-Business can query pain.998 ASTI
sent and pain.998 ASTN received of the
Initiating AS party as well; only U2A.

All messages forown System Entity (for CB)
or for owned Party (for RTGS account holder,
CB account holderor Ancillary Systems) );
Ancillary System (or their CB on behalf)
connected as CounterpartAS in case of
CrossAS-Business can query pain.998 ASTI
sent and pain.998 ASTN received of the
Initiating AS party as well; only U2A

All tasks for own System Entity (for CB) or for
owned Party (for RTGS account holder,CB
account holder or Ancillary Systems); only
U2A{CSLD CR0109}
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RTGSQuery Task Queue Detail RTGSQuery Task Queue Detail All tasks for own System Entity (for CB) or for

RTGSRevoke payment Order

RTGS Revoke or Recall Cash

Transfer

RTGS SendRespondRecall Request RTGS SendRespond Recall Request

as Counterparty

RTGSSend Customer credit
transfers(except mandated

payments)

RTGSSend Direct Debit

RTGS Send Financial Institution
Credit Transfer (except mandated

payments)

RTGS EntereCustomer Credit

Transfer

All rights reserved.

RTGSRevoke payment Order

RTGS Revoke cash transfer

as Counterparty

RTGS Initiate Customer payment

(except mandated)

RTGSHitiate-Send Direct Debit

payment

RTGSSend Financial Institution
Credit Transfer (except mandated

payment)

RTGS EnterCeustomer Credit
Transfer (except mandated

payment)

owned Party (for RTGS account holder,CB
account holder or Ancillary Systems); only
U2A{CSLD CR0109}

All payments on cash accounts within own
System Entity (for CB) or owned by own

Party (for RTGSaccount holder or CB account
holder); only U2A {CSLD CR0109}

All cash transfers on cash accounts within
own System Entity (for CB) or owned by own
Party (for RTGS account holder or CB accoun
holder); only A2A {CSLD CR0109}

Cash accounts within own System Entity (for
CB) or owned by own Party (for RTGS
account holder);- only A2A {CSLD CR0109}

Cash accounts within own System Entity (for
CB) or owned by own Party (for RTGS
account holder). only A2A {CSLD CR0109}

Cash accounts within own System Entity (for
CB) or owned by own Party (for RTGS
account holder or CB account holder); only
A2A{CSLD CR0109}

Cash accounts within own System Entity (for
CB) or owned by own Party (for RTGS

account holder or CB account holder or
Ancillary System). only A2A

{CSLD CR0109}

Cash accounts within own System Entity (for
CB) or owned by own Party (for RTGS
account holder); only U2A {CSLD CR0109}

This privilege cannot be combined with the
privil ege BRpGS Clstomes r

Credit Transferin-Centingerey-Situationo
{CSLD CRO 110}
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PRIVILEGE

RTGS Enter Exceptional Customer

USER FUNCTION

RTGS Enter Exceptional Customer

DATA SCOPE

Cash accounts within own System Entity (for

Credit Transfer

RTGS Enter Financial nstitution
Credit Transfer (except mandated

payments)

RTGS Enter Exceptional Financial

Credit Transfer

RTGS Enter Financialnstitution

Credit Transfer (except mandated)

RTGS Enter Exceptional Financial

CB), own CashAccounts (for Payment Bank)
{CSLD CRO0 044}

This privilege cannot be combined with the

U2A privilege for Enter Customer Credit
Transfer, only U2A {CSLD CRO0 110}

Cash accounts within own System Entity (for
CB) or owned by own Party (for RTGS
account holder or CB account holder or
Ancillary System), only U2A

{CSLD CR0109}

This privilege can-not be combined with the
U2A privilege fer-0 R T Enfer Exceptional
Financial Institution Credit Transfer-fer

exceptienal-case) {CSLD CRO0 110}

Cash accounts within own System Entity (for

Institution Credit Transfer

RTGS Initiate immediate Liquidity

Transfer

RTGS Initiate immediate liquidity

transfer to/from sub-account

RTGSSend Settlement Bank

Transfer Initiation

RTGSSend mandated payment

RTGSSend new AS Transfer

Initiation

All rights reserved.

Institution Credit Transfer

RTGS Initiate immediate Liquidity

Transfer

RTGS Initiate immediate liquidity

transfer to/from sub-account

RTGS Initiate SBTI

RTGS Initiate mandated payment

CB). own Cashaccounts (for Payment Bank)
{CSLD CR0044}

This privilege cannot be combined with the

U2A privilege for Enter Financial Institution
Credit Transfer; only U2A {CSLD CRO 110}

Cash accounts within own System Entity (for
CB) or owned by own Party (for RTGS

account holder or CB account holder)

Cash accounts within own System Entity (for
CB) or owned by own Party (for RTGS

account holder or CB Account Holdej)

Cash accounts within own System Entity (for
CB) or owned by own Party (for RTGS
account holder); only A2A {CSLD CR0109}

Cash accounts within own System Entity (for
CB)

RTGSHitiate-Send -new AS Transfer Ancillary system for their Settlement Bank

Initiation

Account Group or CB (when AS belongs to
their community) ;- only A2A

{CSLD CR0109}
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PRIVILEGE

RTGS Initiate Payment Return

RTGSQuery System Time

RTGS ModifyCurrent Limit

RTGSAgree/Disagree Cash

Transfers

RTGSQuery Business Case

RTGSQuery AS Batches

All rights reserved.

USER FUNCTION

Initiate Payment Return

RTGSQuery System Time

RTGS ModifyCurrent Limit

RTGS AgreeDisagree AS Batches
on Procedure A and B with Group

Status fAStopped

RTGSAgree/Disagree earmarked

Cash Transfers

RTGSQuery Business Case, List

Business Case,

Query, list and display details of AS
batches

DATA SCOPE

All payments on cash accounts within own
System Entity (for CB) or owned by own

Party (for RTGS account holder or CB accoun
holder)

Current time of the system; only A2A
{CSLD CR0109}

Limits defined on RTGS Dedicated Cash
Accounts within own System Entity (for CB)

or owned by own Party (for RTGS account
holder)

AS Batches of Procedure A and Procedure B
with Group Status it

(within own System Entity (for CB); only U2A;

All cash transfers on Cash Accounts within

own System Entity (for CB); only U2A

{ CSLD CR0109}

All cash transfers on Cash Accounts within

own System Entity (for CB); only U2A

{CSLD CR0109}

Ancillary System Parties within own System
Entity (for CB) or own Party (for Ancillary
System); Ancillary System parties (or their CB
on behalf) connected to the batch as
Counterpart-AS in case of CrossAS-Business

can query the batch information as well;
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PRIVILEGE USER FUNCTION DATA SCOPE

RTGS Query AS Batch Processing Display AS Batch Processing Log  Batch processing information of Ancillary

Log System Parties within own System Entity (for
CB); batch processing information of own
Party (for Ancillary System); Ancillary system
(or their CB on behalf) can query as well the
batch processing information of other AS
Initiating Party when it is connected to the
batch as Counterpart-AS in case of CrossAS
Business; Batch processing information of
Ancillary System Parties when own Party is
either debited or credited on own RTGS cash
accounts by the batch instructions (for AS
Settlement Banks). only U2A.

RTGSModify End of Settlement Modify End of Settlement Period of Ancillary System Parties and Cash Accounts
period of AS Batch AS batch within own System Entity (for CB) or own
Party (for Ancillary System)

RTGSRevoke AS Batch Revoke AS Batch Ancillary System Parties within own System
Entity (for CB) or own Party (for Ancillary
System); Ancillary System Parties (or their CB
on behalf) connected to the batch as
Counterpart-AS in case of CrossAS-Business

can query the batch information as well;

RTGSQuery of AS procedures and Query and list of AS Procedure and Ancillary System Parties and Cash Accounts
cycles Cycles within own System Entity (for CB) or own

Party (for Ancillary System)

RTGSQuery broadcast RTGSQuery, list and display details All broadcasts for Parties within own System
of broadcast Entity (for CB) or own Party (for Ancillary
System/Payment Bank) only U2A

{CSLD CR0109}

RTGSNew broadcast RTGScreate a new broadcast Cash Accounts within own System Entity (for

CB) and Operator, only U2A

{CSLD CR0109}

All rights reserved. Page 54



IB BANCA D'ITALIA  BANCODEESPANA

Eoikis Common Reference Data Management t a r\ g -E t

BANQUE DE FRANCE DEUTSCHE i i ifi i
HBUNDESBANK User Detailed Functional Specifications ServICes

EURGSYSTEME EUROSYSTEM

PRIVILEGE USER FUNCTION DATA SCOPE

RTGSQuery local reference data RTGSQuery, list party reference Reference data within own System Entity (for
data, cash account reference data CB) or belonging to own Cash Accounts

and RTGS directory (payment Bank or Ancillary System) or Cash
Accounts within own Account Monitoring

Group (for Payment Bank) or Cash Accounts

within own Settlement Bank Account Group

(for Ancillary System or their CB on behalf);
only U2A{CSLD CRO00 76}

RTGS Query local Party Cash RTGSQuery, List Cash Account Local Cash AccountReference data within

Account Reference Data Reference Data own System Entity (for CB) or belonging to
own Cash Accounts (Payment Bank or
Ancillary System) or Cash Accounts within
own Account Monitoring Group (for Payment

Bank)_or Cash Accounts within own

Settlement Bank Account Group (for Ancillary

System or their CB on behalf); only U2A
{CSLD CRO00O 76}

RTGS QueryBIC Data RTGS Queryand List Local Directory Local Reference Data (Financial Institution
Data Name and BIC from the BIC Data); only U2A

{CSLD CR0109}

RTGSQuery and List allowed and  Query and List allowed and used Local Cash Account Reference data within

used amount Direct Debit amount Direct Debit own System Entity (for CB) or belonging to
own Cash Accounts or Cash Accounts within
own Account Monitoring Group (for Payment
Bank); only U2A {CSLD CR0109}

€B)

RTGS Upload Files in U2A RTGS Upload Files in U2A CBs for all A2A messages they are entitled to
send. only U2A: {CSLD CR0109}

EBYown-Cash-Aceounts{for Payment Bank)
his-privi I bined-with-i
. : . .

All rights reserved. Page55



Z IB BANCA D'ITALIA  BANCODEESPANA
Y EUROSISTEMA Eurosistema

noivsTINE BUNDESBANK

BANQUE DE FRANCE HDEUTSCHE
EUROSYSTEM

Common Reference Data Management

target

User Detailed Functional Specifications

PRIVILEGE

. . I . atet

Funetionality

RTGS Activate/Deactivate

Exceptional Credit Transfer

Functionality

RTGSActivate/Deactivate Value
Date Check

RTGS QueryMe—+a+—+o6++—+H-¢g—

ef-Sum of Cash Transfersper
Aeeount— Hol der o

RTGS Query Monitoring Screen
fAvailable Liquidity per Account

Holdero

RTGS Query Monitoring Screen
fReservations and Dedicated

Liquidityo

RTGS Query Monitoring Screen
fiStatus Overview for Cash

Transferso

RTGS Query Monitoring Screen

fiwarehoused Cash Transfer®

RTGS Query Monitoring Screen
fiPending Payment by Priorityd

RTGS Query Monitoring Screen

fiStatus Overview for AS Batche®

RTGS QueryList Menitering-Screen RTGS Query Monitoring Screen

USER FUNCTION DATA SCOPE

RTGS Activate/Deactivate RTGS Accounts Holder within own System

Entity (for CB) {CSLD CR 0044}

Exceptional Credit Transfer

Functionality

RTGS Ativate/deactivate value date Cash Accounts within own System Entity (for

check CB)_only U2A- {CSLD CR0109}

RTGS Query Monitoring Screen
fiQuery/List e-Sum-of Cash Transfer CB).- only U2A {CSLD CR0109}
s Order TotalsbyPar agd il

Cash Accounts within own System Entity (for

Cash Transfer Order Totals byper
AccountHeldero

RTGS Query Monitoring Screes
fAvaitable LHgtididhrperQuery/List
of RTGS Liquidit)
RTGS Liquidity byAc count |

Cash Accounts within own System Entity (for
CB).- only U2A {CSLD CR0109}

RTGSQu er y

of Reservations and Dedicated

Mo n i t olnsi Cash Accounts within own System Entity (for
CB). only U2A: {CSLD CR0109}
Liquidityo

RTGS Query Monitoring Screesn
fList of Cash Transfer Orders by
Status-Overview-fer-Cash-Transfersd
Cas't
St at

Cash Accounts within own System Entity (for
CB).- only U2A {CSLD CR0109}

and ALi st o f

Subtotals by

RTGS QueryMonitoring Screen
Cash

Cash Accounts within own System Entity (for

i Wa-heused T 1CB).- only U2A {CSLD CR0109}

RTGS Query MonitoringSereen

fAPendi+ng—SPrecysme n t
AQuery/List of QI

Cash Accounts within own System Entity (for
CB)_only U2A {CSLD CR0109}

Transfer Ordersby Pr i or i

RTGS Query Monitoring Screen Cash Accounts within own System Entity (for

iStatus Over vh € wcCB) only U2A: {CSLD CR0109}

Operator only; only U2A {CSLD CR0109}

fAlgorithm resulto and RTGS Display it A Irithhro r e s wid R OGS Display

Algorithm Parameter
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PRIVILEGE USER FUNCTION DATA SCOPE
RTGSQuery/List System Parameter RTGS QueryList System Parameter All party users for a specific currency.

RTGS Modify System RTGS Modify System Operator only: only U2A

ParameterEvents ParameterEvents {CSLD CR 0076}

RTGS Simulate Receipt from other RTGSSimulate Receiptrelated to TAH user for a specific currency; Operator for

services business casesfrom other services all currencies: only U2A; {CSLD CR0109}

RTGS Repeat Sending RTGSRepeat Sending for internal ~ TAH user for a specific currency; Operator for
messages to CLM T2S and TIPS all currencies:; only U2A-enly

{CSLD CR0109}
RTGS Manual Reversal Booking RTGSManual Reversal Booking TAH user for a specific currency; Operator_for
other Services related to messages from other all currencies; only U2A-erby
SENIEES {CSLD CR0109}
RTGS Queryl/List Events RTGS Queryl/List Events All party user for a specific currency.

RTGS AS Query #LIRTGSASQueniLi qui d-i t Subaccounts, guarantee account and

account/guarantee/technical account/guarantee/technical technical account within Settlement Bank
accountso {CSLD CR0109} accounto Group of AS and AS within own System Entity
(for CB).

TABLE 15 T BILLING

PRIVILEGE USER FUNCTION DATA SCOPE

i i i i e ing ot
Query Query

Invoice Data List Query Invoice Data List Query Billing data for CSD and CB

Invoice Data Details Query Invoice Data Details Query Billing data for CSD and CB

) o ) Itemised Bitlirglnvoice Itemised Billing Data under own System Entity
Itemised Billirglnvoice ;
; Data List Query-anet

Data List Query )
rvetce-Data-guery

Itemised Invoice Data Itemised Invoice Data Itemised Billing Data under own System Entity

Details Query Details Query

) ) PDF Invoice List Query- Invoices under own System Entity (for Central Banks) or

PDF Invoice List Query ) .

Seleet+List related to own Party (for Payment Banks/Ancillary Systems)

. iy Banks)

PEF ice-Detaise PEF . Detail
relatedto-ownParty-(for Payment BankstAncillary-Systems)
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PRIVILEGE USER FUNCTION DATA SCOPE
Manual Correction List Manual Correction List Manual corrections for invoices under own System Entity (for
Query Query Central Banks)

Manual Correction Details Manual Correction Details Manual corrections for invoices under own System Entity (for

uer uer Central Banks)
CreateMlanage Manual ) Manual corrections for invoices under own System Entity (for
. Manual Correction- New
Correction Central Banks)

: : ; Mantiat-eorrections-forinveices tnaerown-System-Entity-tior

Central-Banks)
PeleteManage Manual Manual Correction’ Manual corrections for invoices under own System Entity (for
Correction DeletefRestere Central Banks) {CSLD CR0085}

TABLE 16 T BILLING CONFIGURATION

PRIVILEGE USER FUNCTION DATA SCOPE

Invoice Configurations List Invoice Configurations List Invoice Configurations under own System Entity (for Central

Query Query Banks)

Invoice Configuration Invoice Configuration Invoice Configurations under own System Entity (for Central
Details Query Details Query Banks)

Create Invoice Invoice Configuration - Invoice Configuration under own System Entity (for Central
Configuration New Banks)

Update Invoice ) ) ) _ Invoice Configuration under own System Entity (for Central

i ) Invoice Configuration - Edit

Configuration Banks)

Delete Invoice Invoice Configuration i Invoice Configuration under own System Entity (for Central
Configuration Delete/Restore Banks)

VAT configurations within own System Entity (for Central

VAT List Query VAT List Query

Banks)

VAT configurations within own System Entity (for Central
Create VAT VAT - New

Banks)

) VAT configurations within own System Entity (for Central

Update VAT VAT - Edit

Banks)

VAT configurations within own System Entity (for Central
Delete VAT VAT Delete

Banks)
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TABLE 17 T DATA WAREHOUSE FUNCTIONS

PRVILEGE USER FUNCTION DATA SCOPE

Data Warehouse Normal  Data Warehouse Normal  Execution of predefined reports (for Payment Bank, Ancillary

User User System and Central Bank)

Data Warehouse Advanced Data Warehouse Advanced Execution of predefined, adaptable and user-defined reports

User User (for Central Bank)

Data Warehouse Operator Data Warehouse Operator Only applicable for Operator
User User
TaBLE 18 T ECONSII FuNCTIONS

PRIVILEGE USER FUNCTION DATA SCOPE

o o ECONS Il Settlement Day Operator only.
Activation/Deactivation
) management: Open/Close
Contingency )
contingency
ECONS Il Settlement Day Operator only.
Change business date in  management: Change
Contingency business date in

contingency

ECONS Il Settlement Day Operator only.

Change Contingency satus management: Change

(start/end Maintenance contingency status
Window) (start/end Maintenance
Window)
Account management - Operator only.
Open Account
new
Modify Liquidity Transaction/Payment - new Cash Accountswithin own System Entity (for CBs).

) Cash Accounts within own System Entity (for CBs) or owned by
Insert Payment Transaction/Payment - new
own Party (for Payment Banks).

Query ECONS Il Business ECONS Il Settlement Day Data available to all users.

Day Information monitoring - search/list
) Contingency Account Cash Accounts within own System Entity (for CBs) or owned by
Query Contingency Account o
balance monitoring - own Party (for Payment Banks).
and balance )
searchl/list
Task Queue- search/list + Tasks performed by users within own System Entity (for CBs)
Query Task List details (approve/revoke or own Party (for Payment Banks and Ancillary Systems).

functionality)
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PRIVILEGE USER FUNCTION DATA SCOPE

Block/unblock Contingency _ Cash Accounts within own System Entity (for CBs).
A X Account management - edit
ccoun

Send AS Transfer Initiation Send AS Transfer Initiation Cash Accounts within own System Entity (for CBs).

Agree/Disagree transaction Agree/Disagree transaction Cash Accounts within own System Entity (for CBs).

o o Query, list and display Cash Accounts within own System Entity (for CBs).
Query Liquidity Monitoring ) o
details of the Liquidity
on CB Level _
monitoring on CB Level
TABLE 19 7 OTHER
PRIVILEGE USER FUNCTION DATA SCOPE

Data Migration Tool Access Allows access to the DMT. n/a

CRDM Access Allows access to CRDM. n/a
TIPS Access Allows access to TIPS. n/a
CLM Access Allows access to CLM. n/a
RTGS Access Allows access to RTGS. n/a
ECMS Access Allows access to ECMS. n/a
Contingency Access Allows access to ECONS2. n/a

Allows access to Data n/a
DWH Access

Warehouse

Allows access to Billing n/a
BILL Access

component

Allows access to Business n/a
BDM Access Day Management

Component

See section1.2.2.2.2 Configuration of privileges for information on the configuration of privileges.

1.2.2.1.3Role

A role is a set of privileges. See section 1.2.2.2.3 Configuration of roles for information on the configuration

of roles.

1.2.2.1.4User

A user is an individual or application that interacts with CRDM triggering the available CRDM user functions.
See section1.2.2.2.1 Configuration of users for information on the configuration of users.
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1.2.2.1.5Common reference data objects and the hierarchical party model

All parties in the CRDMare linked to each other according to a hierarchical model. As shown in the following
diagram and on the basis of this hierarchical party model, the Operator is the only party at level 1, all the
Central Banks are level 2 parties, all payment banks and ancillary systems are level 3 parties3. All the other
reference data objects are linked to a party. For example:

| a cash account is linked to its Central Bank, ancillary system or payment bank;

| arestriction type is linked to the Operator.

DIAGRAM 2 /' COMMON REFERENCE DATA OBJECTS AND THE HIERARCHICAL PARTY MODEL

Operator

Restriction Central
Type Bank

Ancillary

Payment
System Bank

Cash Cash Cash
Account Account Account

1.2.2.1.6Data scope

For each privilege, the hierarchical party model determines the data scope of the grantee, i.e. the set of
reference data objects on which the grantee can trigger the relevant user func tion. More precisely:

| users of the Operator have visibility on all reference data objects, and can act on objects belonging to
participants only in exceptional circumstances, following a specific agreement;

| users of the Central Banks have visibility on all reference data objects belonging to the same system
entity; 4

| users of the payment banks and ancillary systems have visibility on reference data objects that are (directly
or indirectly) linked to the same party.

The following example describes the concept of data scope.®

3 Participation types may be further detailed with information specific to each individual Service, if the Service foresees thi s possibility; for more
information see section 1.3.2.

4 A system entity in the CRDM corresponds to a partition of data equating to the scope of a Central Bank or of the Operator. Fo r example, the
system entity of a Central Bank includes all the data related to its payment banks.

5 The following example presents only the configuration data that are relevant for the example. All the possible configuration options are defined in
the following sections.
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EXAMPLE 4 - DATA SCOPE

Three users, X, Y and Z, belonging to a Payment Bank to a Central Bank and to the Operator respectively,
are granted with the same privilege to query cash accounts

TABLE 20 - USER PRIVILEGES (D ATA SCOPE)

USER PRIVILEGE

X Cash Account Reference Data Query
Y Cash Account Reference Data Query
VA Cash Account Reference Data Query

The following diagram shows the data scopes stemming from this access rights configuration for the three
users.

DIAGRAM 3 - DATA SCOPES

Operator

. Central Central
. Bank1 Bank2

Payment Payment Payment Payment
BankA BankB . BankC BankD

The diagram shows that users X, Y and Z are given different data scopes, owing to the fact that they belong
to different parties located at different levels of the hierarchical party model. More precisely:

| User X of Payment Bank B gets a data scope including the cash account ACC2only, as ACQ is the only
account of Payment BankB. User X cannotquery any other cash accountin CRDM

| User Y of Central Bank 1 gets a data scope including cash accounts ACC1 and ACC2, as these accounts
belong to Payment Banks of Central Bank 1. User Y cannot query any other cash account in CRDM i.e.
any cash account falling under the data scope of any other Central Bank;

| User Z of the Operator gets a data scope including all cash accounts in CRDM as the Operator is at the
top level of the hierarchical party model.
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1.2.2.2. Access rights configuration

This section presents how roles and privileges can be configured in the CRDM in orderto grant each user with
the appropriate set of access rights.

1.2.2.2.1Configuration of users

Links between users and parties

Each new user is linked to the same party which the creator user belongs to. An exception takes place when
creating the first user of a par ty, i.e.

| when a CRDM Operatorparty administrator creates a new party administrator for a Central Bank;

| when a Central Bank party administrator creates a new party administrator for one of its payment banks
or ancillary systems.

In all these cases the created user is linked to the party this user is going to administer.

Through the link with the relevant party, each user inherits a data scope (see section 1.2.2.1.6Data scope).The
link between a user and a party cannot be changed, i.e. a user is always linked to the same party.

Party administrators

Each party must have at least one party administrator, i.e. a user being granted specific system privileges that

allow its grantee to grant any roles and privileges

1.2.2.2.2Configuration of privileges

Availability of privileges

Each privilege, just after its creation, is available to the party administrator(s) of the CRDM Operatoronly. This
means that party administrators of all the other parties cannot grant this privilege to their users.

A privilege becomes available to a party administrator of a party different from the CRDM Operatoronly after
this privilege has been granted to this party. From this moment on, the party administrator can grant this
privilege, according to the rules defined in the following sections.

This implies that a two -step process is required in order to grant a specific privilege to a user belonging to a
party different from the CRDM Operator In the first step, the privilege is granted to the relevant party (so
that it becomes available to the party administrator(s) of this party). With the second step, one of the party
administrators grants the privilege to the relevant user.

The following diagram illustrates the access rights configuration steps needed to grant a user Z of a Party B a
given privilege P that is already available to the party administrator X of another party A. ©

6 Party A may be the Operator or any other party which was previously granted privilege P.
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DIAGRAM 4 - ACCESS RIGHTS CONFIGURATION STEPS

Grant Privilege P
(step 1)

Grant Privilege P
(step 2)

Party Party
Administrator Administrator

The two configuration steps are as follows:

| User X, as a party administrator of party A, grants privil ege P to party B. From this moment on, privilege
P becomes available to the party administrator Y of party B.

| UserY, as a party administrator of party B, grants privilege P to user Z. From this moment on, user Z
can trigger the user functions linked to pr ivilege P.

At Party level, Access rights are propagated following the hierarchical Party model, i.e. the Operator propagates
access rights to Central Banks which in turn propagate them to their Payment Banks and Ancillary Systems If
necessary, the Operatar can act on behalf of a Central Bank following a specific request to propagate access
rights directly to its Payment Banks or Ancillary Systems

While the features described above apply to all privileges related to CRDM functions, it should be noted that
privileges related to TIPS, CLM and RTGS functionscannot be granted directly to Parties or Users, but can
only be granted to Roles, which can in turn be granted to Parties and Users. This implies that the above
described configuration steps remain valid for TIPS, CLM and RTGSas well, but in this case Privilegeshave to
be granted to Roles in the first place and then Rolescan be granted to Parties and Users. For details on the
configuration of Roles see section 1.2.2.2.3Configuration of roles.

Granting privileges

Most privileges can be granted to roles, users and parties, whereas CLM, RTGS andTIPS privileges can be
granted to roles only. When granting a privilege, the grantor spe cifies appropriate values for the three following
assignment options: Deny option, Administration option and Four -Eyes option.
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TABLE 21 - PRIVILEGE ASSIGNMENT OPTIONS

OPTION DESCRIPTION

Deny

Administration

Four-Eyes

This option specifies whether the associated user function is allowed (Deny is False) or explicitly
denied (Deny is True).

If the grantee of the privilege is a user or a role, this option specifies whether the grantee is allowed
to grant the same privilege to another user o r role of the same party (Administrator is True) or not
(Administrator is False).

If the grantee of the privilege is a party, this option specifies whether the party administrators of the
grantee party is allowed to grant the same privilege only to users a nd roles of the same party
(Administrator is False) or also to other parties (Administrator is True).

This option specifies whether the grantee of the privilege is allowed to use the function associated to
the privilege according to the Two -Eyes (Four-Eyes is False) or FourEyes (FourEyes is True)
principles.

This option is relevant only when the Deny option is set to False and it is always not relevant for
privileges related to queries.

EXAMPLE 5 - ASSIGNMENT OF PRIV ILEGES TO ROLES

The following table shows some examples of assignment of privileges to roles:

TABLE 22 - ASSIGNMENT OF PRIVILEGES TO ROLES

ROW ROLE PRIVILEGE DENY | ADMIN | FOUREYES
1 Cash Account Management Cash Account ReferenceData Query False False not relevant
2 Cash Account Administration Cash Account Reference Data Query True  True not relevant
3 Party Management Create Party False False True
4 Party Management Update Party False False True
5 Party Management Delete Party False False True
6 Party Management Party Reference Data Query False True not relevant

For each assignment of a privilege to a role, three additional attributes define the features of such assignment.

For example, according to row 1, the privilege to query Cash Account datais assigned to the Cash Account
Management role:

| without Deny, i.e. users linked to the CashAccount Management role canquery cash account data’;

| without Admin, i.e. users linked to the CashAccount Management role cannot grant the privilege to query
cash account data to other roles and users.

7 In this case the setting for the Four Eyes assignment option is not applicable, as the privilege refers to a query.
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According to row 2, the privilege to query Cash Account datais assigned to the Cash Account Administration
role:

| with Deny, i.e. users linked to the CashAccount Administration role cannot query cash account data;

| with Admin, i.e. users linked to the CashAccount Administration role can grant the privilege to query cash
account data to other roles and users of the same party.

As a whole, rows 1 and 2 result in a segregation of duties between business users and access rights
administrators. In fact, users linked to the CashAccount Management role can query accounts, but they cannot
configure the same access rights for any other user. On the contrary, users linked to the Cash Account
Administration role cannot query accounts, but they can configure these access rights for other users.

According to row 3, the privilege to create parties is assigned to the Party Management role:

| without Deny and with 4-Eyes set to True, i.e. users linked to the Party Management role can create parties
according to the Four-Eyes principle only;

| without Admin, i.e. users linked to the Party Management role cannot grant the privilege to create parties
to other roles and users.

As perrows 4 and 5 , the privilege s to maintain and delete parties are assigned to the Party Management role
with the same assignment options.

Finally, according to row 6, the privilege to query parties is assigned to th e Party Management role:
| without Deny, i.e. users linked to the Party Management role can query parties;

| with Admin, i.e. users linked to the Party Management role can grant the privilege to query patrties to other
roles and users of the same party.

As a whole, rows from 3 to 6 only result in a partial segregation of duties between business users and access
rights administrators. In fact:

| business users linked to the Party Management role can create maintain, delete and query parties, they
can only configure the same access rights for any other user limited to the query privilege ;

| on the contrary, access rights administrators linked to the Party Management role, and whose Party is also
linked to the same role, can create, maintain, delete and query parties and they can also grant the same
privilege to other users of the same party; in addition, they can also grant the query privilege to other
parties.

EXAMPLE 6 - ASSIGNMENT OF PRIVILEGES TO US ERS

The following table shows two examples of assignment of privileges to users:

TABLE 23 - ASSIGNMENT OF PRIVILEGES TO USERS

ROW PRIVILEGE USER DENY ADMIN FOUREYES
1 Create Cash Account Ux False False False
2 Create Cash Account Uy True True False

For each assignment of a privilege to a user, three additional attributes define the features of such assignment.

According to row 1, the privilege to create cash accountsis assigned to user U:
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| without Deny, i.e. user Ux can create cash accounts according to the Two-Eyes principle (as the privilege
is assigned without Four-Eyes);

| without Admin, i.e. user Ux cannot grant the privilege to create cash accountsto other roles and users.
Similarly, row 2 stipulates that the privilege to create cash accountsis assigned to user Uy:
| with Deny, i.e. user Uy cannot create cash accounts

| with Admin, i.e. user Uy can grant the privilege to create cash accountsto other roles and users of the
same party, according to the Two-Eyes principle or to the Four-Eyes principle (as the privilege is assigned
without Four-Eyes).

As a whole, this configuration results in a full segregation of duties between business users and access rights
administrators. In fact, user U x can create cash accounts but without having the possibility to grant the same
privilege to any other user. Vice versa, user Uy can configure this privilege for other users, but without having
the possibility to use it.

EXAMPLE 7 - ASSIGNMENT OF PRIVILE GES TO PARTIES
The following table shows one example of assignment of a privilege to a party:

TABLE 24 - ASSIGNMENT OF PRIVILEGES TO PARTIES

PRIVILEGE PARTY DENY | ADMIN | FOUREYES
Cash Account Reference Data Query Payment Bank A False True False

For each assignment of a privilege to a party, three additional attributes define the features of such
assignment. In this example, the privilege to query cash accounts is assigned to the payment bank A:

| without Deny, i.e. party administrators of the payment bank A can grant the privilege to query cash
accounts to other roles and users of the same party;

| with Admin, i.e. party administrators of the payment bank A can grant t he privilege to query cash accounts
to other parties.

The Four-Eyes attribute is set to false but it is not relevant for this example, as the privilege refers to a Query.

Revoking privileges

Privileges can be revoked from roles, users and parties.

When revoking a privilege from the user, this just results in the removal of the privilege from the list of
privileges linked to the user.

When revoking a privilege from a role, this results in the removal of the privilege from the list of privileges
linked to the role. Consequently, all the users and parties linked to the role are not linked anymore to the
privilege, with immediate effect in CRDM

When revoking a privilege from a party, CRDM applies a cascade effect. This results in the removal of the
privilege:

| from the list of privileges linked to the party and

| from the list of privileges linked to all the roles and users of the party.
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The following table shows all the possible scenarios for revoking privileges that are allowed in CRDM their link
with the cascade process and how party administrators of Central Banks can ensure that all the privileges
revoked from one of their parties are revoked also from all the users of the same party:

TABLE 25 /" CASCADE PROCESS WHEN REVOKING PRIVILE GES

FUNCTION | FROM CASCADH PROPAGATION TO USERS
Revoke Privilege User n/a As the grantee is already a user, there is no need to trigger any cascade process.
Revoke Privilege Role n/a If the party administrator of the Payment BankAncillary System granted a privilege

included in the role directly to other users of the Payment BankAncillary System,
then the removal of this privilege from the role would not revoke the same privilege
from these users.

In fact, when revoking a privilege from a role, CRDMdoes not trigger the cascade
process as this may result in unintended removal of privileges from the users of the
Payment BankAncillary System. For example, even a simple movement of a
privilege between two roles assigned to the same Payment Bank/Ancillary System
(i.e. revoking the privilege from the first role and granting it to the latter) would

imply the removal of the same privilege from all the users of this Payment
Bank/Ancillary System and this would oblige the party administra -tor of the Payment

Bank/Ancillary System to grant again this privileges to all the impacted users.

In order to ensure that the relevant privilege is revoked also from the users of the
Payment BankAncillary System (if this is the intended goal), the party administrator
of the Central Bank should grant directly this privilege to the Payment BankAncillary
System and then revoke it, as this will trigger the cascade process related to the

Revoke Privilege function from Party (see next row of this table).

Revoke Privilege Party Yes CRDM triggers automatically the cascade process, which ensures that privileges
revoked from a party are also revoked from all the users and roles of the same

party.

The cascade process is automatically triggered in a deferred mode one time per business day. However, in
case the party administrator needs the cascade process to take place immediately, this can be achieved by
contacting the CRDM Operator, as the CRDM Operator can trigger this process on demand also intraday.

EXAMPLE 8 T REVOKE PRIVILEGE CASCADE EFFECT
The following table shows one example of assignment of the same privilege to a party and its users:

TABLE 26 - ASSIGNMENT OF PRIVILEGE TO PARTY AND USERS

PRIVILEGE GRANTEE DENY | ADMIN | FOUREYES
Cash Account Reference Data Query Payment Bank A False True False
Cash Account Reference Data Query User Al False True False
Cash Account Reference Data Query User A2 False False False
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Users Al and A2 belongs to Payment Bank A. If PaymentBank A&6s Centr al Bank wants t
ACash Account Reference Data Queryo from al/l Users of
Payment Bank A at Party level. The cascade process will then automatically revoke it from Users Al andA2.

1.2.2.2.3Configuration of roles

Links between roles

CRDM supports a rolebased access control (RBAC) model. This results in the possibility to inherit privileges
from one or more roles.

Granting roles
Roles can be granted to users and parties.

When granting a role to a user, the grantee user immediately inherits all the privileges of the granted role, i.e.
all the privileges linked to the granted role.

When granting a role to a party, the grantee party immediately inherits all the privileges of the granted role ,
i.e. all the privileges linked to the granted role.

Revoking roles
Roles can be revoked from users and parties.

When revoking a role from a user, this user immediately loses all the privileges of the revoked role, i.e. all the
privileges linked to the re voked role.

When revoking a role from a party, this party immediately loses all the privileges of the revoked role, i.e. all
the privileges linked to the revoked role.

Both when revoking roles from users and from parties, CRDM does not apply a cascadeeffect.

The following table shows all the possible scenarios for revoking roles that are allowed in CRDM, their link with
the cascade process and how party administrators of Central Bankscan ensure that all the roles revoked from
one of their parties (and all the privileges included in these roles) are revoked also from all the users of the
same party:

TABLE 27 i CASCADE PROCESS WHEN REVOKING ROLES

FUNCTION |FROM CASCADEH PROPAGATION TO USERS
Revoke Role User n/a As the grantee is already a user, there is no need to trigger any cascade process.
Revoke Role Party n/a If the party administrator of the Payment BankAncillary System granted the role (or

a privilege included in the role) directly to other users of the Payment BankAncillary
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System, then the removal of this role from the party would not revoke the same role

(or the privilege included in the role) from these users.

In fact, when revoking a role from a party, CRDMdoes not trigger the cascade
process as this may result in unintended removal of roles (or privileges) from the
users of the Payment Bank/Ancillary System.

In order to ensure that the relevant role is revoked also from the users of the
Payment Bank/Ancillary System, the party administrator of the Central Bank should
revoke all the privileges included in the role from the role itself and then delete the
role. It should be noted that this approach can be applied without unintended side
effects on other Payment BankgAncillary System only if the role was specifically
created for (and assigned to) the relevant Payment Bank/Ancillary System only,
otherwise the procedure just described would also have an effect on all Payment

BankdAncillary System (and on all their users) being granted with the same role.

Furthermore, in order to ensure that any privilege belonging to the role and that
was granted directly to users of the Payment Bank/Ancillary System is also revoked
from these users, the party administrator of the Central Bank should grant directly
this privilege to the Payment Bank and then revoke it, as this will trigger the
cascade process related to the Revoke Privilege function from Party (see Tale 11 1

Cascade Process when Revoking Privileges).

EXAMPLE 9 T PROCEDURE TO REVOKE ROLE FROM ALL USERS OF A PARTY

The following table shows one example of assignment of the privileges to a Role, of the Role to a User and of
one of the Privileges it contains directly to another User:

ROW ROLE

[EEY

Party Management

2 Party Management

3 Party Management

4 Party Management
ROW ROLE

1 Party Management
ROW PRIVILEGE

1 Update Party

All rights reserved.

TABLE 28 - ASSIGNMENT OF PRIVILEGES TO ROLES

PRIVILEGE DENY | ADMIN | FOUREYES
Create Party False True True
Update Party False True True
Delete Party False True True
Party Reference Data Query False True not relevant

TABLE 29 - ASSIGNMENT OF ROLES TO USERS

USER DENY | ADMIN | FOUREYES

User Al False True True

TABLE 30 - ASSIGNMENT OF PRIVILEGES TO USERS

USER DENY | ADMIN | FOUREYES

User A2 False True True
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Assuming Users Al and A2 belong to the samePayment Bank Party, and the responsible Central Bank wants
to make sure they both do not use any of the Privileges included in Role Party Management, the Central Bank
administrator should:

| Revoke all Privileges from the Role, then delete the Role: this renders the Role useless and prevents other
Party Administrators from granting privileges to it again for any reason. As a consequence, User Al can
no longer use the privileges contained in the Role;

| Grant the fAUpdate Partyo Privilege to the Payméent Bar
This triggers the cascade process for revoking Privi
revoked automatically from User A2, who had it granted directly.

1.2.2.3. Access rights configuration process

As described in section 1.2.2.2.2Configuration of privileges, before the party administrator of a given party

can grant a privilege to a user of the same party, the same privilege has to be granted to the same party, so
that it becomes available to the party administrator(s) of the party.

On this basis, the following diagram illustrates the steps needed for granting a given privilege P to the users
of a Central Bank (identified as Party A in the diagram).

DIAGRAM 5 - ACCESS RIGHTS CONFIGURATION PR OCESS (A)

Operator

Grant P

Party
AdminY

Party

AdminX LR 2

User Y1

Grant P Grant P

Operator CentralBank

The diagram shows that the two required steps are as follows:
| User X, as a party administrator of the Operator, grants the privilege P to the party A,;

| UserY, as a party administrator of the party A, grants the privilege P to all the relevant users (in this case,
users Y1 and Y2).
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The same process applies when a @ntral Bank needs to configure access rights for their payment banks and
ancillary systems. The following diagram illustrates all the steps needed for granting a gi ven privilege P to the
users of a payment bank/ancillary system (party B in the diagram), via the relevant C entral Bank (party A in

the diagram).

DIAGRAM 6 - ACCESS RIGHTS CONFIGURATION PROCESS (B)

Grant P ; : v
Party Party Party
HSERE AdminY HSEREL Admin Z ST
Grant P Grant P Grant P
Operator Central Bank Payment Bank / Ancillary System

The diagram shows that the three required steps are as follows:
| User X, as a party administrator of the Operator, grants the privilege P to the party A (i.e. to a C entral
Bank);
| User Y, as a party administrator of the party A, grants the privilege P to the party B (i.e. to a payment
bank or ancillary system);
| User Z, as a party administrator of the party B, grants the privilege P to the relevant users (in this case
users Z: and Zz).
In addition, the diagram shows that user Y, as a party administrator of the party A, can also grantth e privilege
P to the user Y1, as this user belongs to the same party.
These two examples illustrates that the access rights configuration process in the CRDMconsists in two main
tasks:
| configuration of access rights at party level,
| configuration of accessrights at user level.

As stated in section 1.2.2.2.2 Configuration of privileges, the above process is not directly applicable for TIPS
Privileges; in this case Privileges have to be granted to Roles in the first place and then Roles can be granted
to Parties and Users. For details on the configuration of Roles see section 1.2.2.2.3Configuration of roles.
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1.2.2.3.1Configuration of access rights at party level

This task consists in the assignment of the relevant set of roles and privileges to a given party in the CRDM.
A party administrator of the Operator performs this ta sk for the configuration of access rights of Central Banks.

The following diagram shows an example in which the party administrator of the Operator grants to all the
Central Banks the same set of roles and privileges. This set includes all the privileges needed by the Central
Banks and all the privileges needed by the Payment Banks and Ancillary Systems

ExXAMPLE 10 - CONFIGURATION OF ACCE SS RIGHT S AT PARTY LEVEL BY THE OPERATOR

Operator

Operator Central Banks

A party administrator of each Central Bank assigns the relevant set of roles® and privileges to all its payment
banks. In this example the party administrator of a C entral Bank A configures the relevant access rights for
three payment banks Party 1, Party 2 and Party 3. This results in two different set of roles and privileges,
the first one being granted to the payment bank Party 1 only, the latter being assigned to both payment
banks Party 2 and Party 3. Similarly, the party administrator of a C entral Bank B assigns the relevant access
rights to two pa yment banks Party 4 and Party 5, this task resulting in the configuration of the same set of
access rights for both payment banks Party 4 and Party 5.

8 New Roles can only be created and maintained by the CRDM Operator and Central Bank parties. Payment Bankand Ancillary Systemscan only grant/revoke
Roles that have previously been granted to them by their Central Banks.
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EXAMPLE 11 - CONFIGURATION OF ACCE SS RIGHTS AT PARTY L EVEL BY PARTY ADMINISTRATOR OF A CB

Party
AdminY

Central
BankB

Party
AdminY

CentralBanks PaymentBanks

1.2.2.3.2Configuration of access rights at user level

After the configuration of access rights at party level has been set up for a given party, its party
administrator(s) can perform the configuration of access rights at user level, in ord er to assign the appropriate
roles and privileges to all the users of the given party.
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DIAGRAM 7 - CONFIGURATION OF ACCE SS RIGHTS AT USER LEVEL

Pre-definedroles

User X1 User X2
Grant andrevoke Grant andrevoke
rolesand privileges rolesand privileges

Create andnaintainroles

The above diagram shows that the party administrator(s) can set up the appropriate access rights
configuration for the users of the same party:

| by possibly creating and maintaining® additional roles, besides the ones previously granted at party level*®

| by granting (and revoking) the (default and additional) roles and the (default) privile ges to the users of
the same party.

1.2.3. Message subscription

1.2.3.1. Message subscription configuration

Central Banks can configure, for themselves and for payment banks and ancillary systemsthey are responsible
for, the specific set of messages they want to receive from individual services and components.

Each message subscription rule set is defined by the following elements:
| the name and the description of the message subscription rule set;
| a validity period, specified by a mandatory initial date of validity and an optional final date of validity;

| a set of subscribing interested parties to which the relevant service or component sends all the messages
matching the rule set;

| a set of rules defining the criteria according to which the relevant service checks whether a message has
to be sent or not. These criteria are expressed on the basis of a pre -defined set of parameter types. Each
rule is assigned a validity period, specified by a mandatory initial date of validity and an optional final date
of validity. The validity period of a rule cannot exceed the validity period of the message subscription rule
set it belongs to, i.e. the validity period of a rule cannot start before or end after the v alidity period of the
relevant message subscription rule set.

9 New Roles can only be created and maintained by the CRDM Operator and Central Bank parties. Payment Banks and Ancillary Systas can only
grant/revoke Roles that have previously been granted to them by their Central Banks.

10 These additional roles can only be granted with available privileges, i.e. privileges previously granted at party level.
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If deemed necessary, Central Banks can decide to hand over the control to their Payment Banks and/or
Ancillary Systemsby granting them the privilege for message subscription configuration (for more information
on privilege granting see section 1.2.2 Access rights).

1.2.3.2. Message subscription parameter types

The table below describes the exhaustive list of parameter types that Central Banks can use for configuring
their message subscription rule sets.
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TABLE 31 - MESSAGE SUBSCRIPTION PARAMETER TYPES

DESCRIPTION

SERVICE

Message Type TIPS, T2 It specifies the type of message, depending on the service. Possible values
(CLM/RTGS) depend on the specific service for which messages are being subscribed and are

listed below.
For TIPS:
1 BankToCustomerDebitCreditNotification (camt.054)
1 BillingReport (camt.077)
For CLM:
1 SystemEventNoatification (admi.004)
1 ReturnBusinessDaylnformation (camt.019)
1 BankToCustomerDebitCreditNotification (camt.054)
" 677
1 PaymentStatusReport (pacs.002)
For RTGS:
1  SystemEventNoatification (admi.004)
1 ReturnBusinessDaylnformation (camt.019)
1 ResolutionOfinvestigation (camt.029)
T BankToCustomerDebitCreditNotification (camt.054)
{__ PaymentStatusReport (pacs.002)

9 BilingReport (camt.077) {CSLD CR 0102}

For CRDM:
1  AccountRequestAcknowledgement (acmt.010)
1 PartyStatusAdvice (reda.016)

1 Receipt (camt.025)

Message Status n/a (CRDM It specifies the status of the message, i.e. the status of the request included in
only) the message 1t

Party n/a (CRDM It specifies the party referenced in the message.
only)

Cash Account TIPS, T2 It specifies the Cash Account for which relevant messages shall be sent.
(CLM/RTGS)

1 Consequently, the meaning of this status depends on the given message type, e.g. it is a settlement status for a message conveying the response
related to an immediate liquidity transfer, whereas it is a processing status for a message conveying the response related to a statuc data maintenance
request. The exhaustive list of possible values depends on the specific status nad it is provided in the specification of the relevant message type.
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DESCRIPTION

SERVICE

Debit/Credit indicator TIPS It specifies whether the notification should be sent for Liquidity Transfers which
debit or credit the TIPS Account.

Multi-addressee BIC ~ T2 (RTGS) It specifies the BIC11 of the Multi -addressee that sent the related

instruction/cancellation.

Business case T2 It specifies the business case for which the message is subscribed.
(CLM/RTGS)

Priority T2 (RTGS) It specifies the priority of the original payment instruction.

Underlying message T2 It specifies the message type of the original message sent to the service.

type (CLM/RTGS)

The following table provides the mapping between the outgoing message types subject to subscription and
the applicable parameter types.

TABLE 32 - MESSAGE SUBSCRIPTION PARAMETER TYPES

MESSAGE TYPE

)
Y
o
Py
=
<

SNLVLS FOVSS3N
1INNODJV HSYO
33SS3dAAv-LINA
3ISVY3BS3ANISNd
ONIATIIANN

SystemEventNotification (admi.004) No No No No No No No
ReturnBusinessDaylnformation (camt.019) No No No No No No No
ResolutionOflnvestigation (camt.029) No No Yes Yes No No No

BankToCustomerDebitCreditNotification (camt.054) No No Yes No Yes No No

PaymentStatusReport (pacs.002) No No Yes Yes No Yes Yes
AccountRequestAcknowledgement (acmt.010) Yes Yes Yes No No No No
PartyStatusAdvice (reda.016) Yes Yes No No No No No
Receipt (camt.025) No No No No No No No
BillingReport (camt.077) No No No No No No No

1.2.3.3. Message subscription examples

The above described message subscription configuration is illustrated below.
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EXAMPLE 12 - SUBSCRIBING FOR LIQUI DITY TRANSFER CREDIT NOTI FICATION

This example is about a message subscription configuration which allows a payment bank A to receive credit
notifications related to settlement of liquidity transfers.

This message subscription configuration must be valid as of 1% of July 2019. The general features of the new
message subscription rule set for the payment bank A, i.e. the rule set name, the starting validity date and
the relevant interested party can be specified as follows:

TABLE 33 - DEFINITION OF A NEW ME SSAGE SUBSCRIPTION R ULE SET

MESSAGE SUBSCRIPTION RULE SET

Name CREDIT_NOTIFY_ACCOUNT_A
Description Receive credit notifications for account A
Interested Party Payment Bank A

Valid From 1-July-2019

Valid To -

The rule that the payment bank A needs to specify for itself in order to fulfil the requirements described before
is as follows:

TABLE 34 - DEFINITION OF THE RUL ES FOR A NEW MESSAGE SUBSCRIPTION RULE S ET

RULE SET | VALID FROM| VALID TO MESSAGE TYPE CASHACCOUNT| DEBIT/CREDIT
INDICATOR

Rule 1 2019-07-01 - BankToCustomerDebitCreditNotificatio ACCOUNT A CRDT

n

1.2.4. Graphical user interface

Users of CRDM Actors granted with the appropriate privileges can communicate with the CRDM in U2A mode
via a web-based graphical user interface (GUI).

The following CRDM functionalities are available in U2A mode:

TABLE 35 T CRDM U2A FUNCTIONS

Function Actor??

Create Party Operator, Central Bank

Update Party Operator, Central Bank

Delete/Restore Party Operator, Central Bank

Query Party List Operator, Central Bank, Payment Bank, Ancillary System

12 The Actor types listed for each function refer to the default responsible Actor in normal operating condit ions. However it is possible for the CRDM
Operator to act on behalf of Central Banks (and of Payment Banks, upon request of the relevant Central Bank) and for the Central Banks to act on-behalf
of their Payment Banks, under well-defined contingency scenarios.
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Query Party Details Operator, Central Bank, Payment Bank, Ancillary System

Create Party Service Link Operator, Central Bank

Update Party Service Link Operator, Central Bank

Delete/Restore Party Service Link Operator, Central Bank

Query Party Service Link List Operator, Central Bank, Payment Bank, Ancillary
System

Create Banking Group Central Bank

Update Banking Group Central Bank

Delete/Restore Banking Group Central Bank

Query Banking Group List Central Bank, Payment Bank

Query Banking Group Details Central Bank, Payment Bank

Create Billing Group Central Bank

Update Billing Group Central Bank

Delete/Restore Billing Group Central Bank

Query Billing Group List Central Bank, Payment Bank

Query Billing Group Details Central Bank, Payment Bank

Create Cash Account Operator, Central Bank, Payment Bank, Ancillary
System?3

Update Cash Account Operator, Central Bank, Payment Bank, Ancillary
System?3

Delete/Restore Cash Account Operator, Central Bank, Payment Bank, Ancillary
System?3

Query Cash Account List Operator, Central Bank, Payment Bank, Ancillary
System

Query Cash Account Details Operator, Central Bank, Payment Bank, Ancillary
System

Create Limit Payment Bank, Ancillary System

Update Limit Payment Bank, Ancillary System

Delete/Restore Limit Payment Bank, Ancillary System

Query Limit List Payment Bank, Ancillary System

13 Payment Banks and Ancillary Systems are only allowed to Update floor/ceiling data (threshold amounts, target amounts and notif ication flags) for Cash
Accounts under their responsibility as well as to Create/Update/Delete/Restore Cash Accountsoftype A TI PS Credit Memorandum Bal anc
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Query Limit Details

Create Authorized Account User

Update Authorized Account User
Delete/Restore Authorized Account User
Query Authorized Account User List

Create Ancillary System Bilateral Agreement

Delete/Restore Ancillary System Bilateral Agreement

Update Ancillary System Bilateral Agreement
Query Ancillary System Bilateral Agreement List
Create Ancillary System Procedure
Delete/Restore Ancillary System Procedure
Update Ancillary System Procedure

Query Ancillary System Procedure List
Create Account Monitoring Group

Update Account Monitoring Group
Delete/Restore Account Monitoring Group
Query Account Monitoring Group List
Query Account Monitoring Group Details
Create Liquidity Transfer Order

Update Liquidity Transfer Order
Delete/Restore Liquidity Transfer Order
Query Liquidity Transfer Order List

Query Liquidity Transfer Order Details
Create Liquidity Transfer Group

Update Liquidity Transfer Group
Delete/Restore Liquidity Transfer Group
Query Liquidity Transfer Group List

Query Account Monitoring Group Details
Create Settlement Bank Accounts Group

Delete/Restore Settlement Bank Accounts Group
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Payment Bank, Ancillary System

Payment Bank, Ancillary System

Payment Bank, Ancillary System

Payment Bank, Ancillary System

Payment Bank, Ancillary System

Central Bank

Central Bank

Central Bank

Central Bank, Payment Bank, Ancillary System
Central Bank

Central Bank

Central Bank

Central Bank, Payment Bank, Ancillary System
Payment Bank

Payment Bank

Payment Bank

Payment Bank

Payment Bank

Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank, Ancillary System
Central Bank, Payment Bank, Ancillary System
Central Bank

Central Bank

Central Bank

Central Bank, Payment Bank

Central Bank, Payment Bank

Central Bank

Central Bank
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Update Settlement Bank Accounts Group Central Bank

Query Settlement Bank Accounts Group Central Bank, Payment Bank, Ancillary System

Query Settlement Bank Accounts Group Details Central Bank, Payment Bank, Ancillary System

Create Direct Debit Mandate Central Bank

Update Direct Debit Mandate Central Bank

Delete/Restore Direct Debit Mandate Central Bank

Query Direct Debit Mandate List Central Bank, Payment Bank, Ancillary System

Create Standing Order for Reservation Payment Bank, Ancillary System

Update Standing Order for Reservation Payment Bank, Ancillary System

Delete/Restore Standing Order for Reservation Payment Bank, Ancillary System

Query Standing Order for Reservation List Payment Bank, Ancillary System

Query Standing Order for Reservation Details Payment Bank, Ancillary System

Create User Operator, Central Bank, Payment Bank, Ancillary
System

Update User Operator, Central Bank, Payment Bank, Ancillary
System

Delete/Restore User Operator, Central Bank, Payment Bank, Ancillary
System

Query User List Operator, Central Bank, Payment Bank, Ancillary
System

Query User Details Operator, Central Bank, Payment Bank, Ancillary
System

Create Role Operator, Central Bank

Update Role Operator, Central Bank

Delete/Restore Role Operator, Central Bank

Query Role List Operator, Central Bank

Create Certificate DN Operator, Central Bank, Payment Bank, Ancillary
System

Update Certificate DN Operator, Central Bank, Payment Bank, Ancillary

System {CSLD CR0107}

Delete/Restore Certificate DN Operator, Central Bank, Payment Bank, Ancillary

System
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Query Certificate DN List Operator, Central Bank, Payment Bank, Ancillary
System

Create User Certificate DN Link Operator, Central Bank, Payment Bank, Ancillary
System

Delete/Restore User Certificate DN Link Operator, Central Bank, Payment Bank, Ancillary
System

Query User Certificate DN Link List Operator, Central Bank, Payment Bank, Ancillary
System

Grant Privilege Operator, Central Bank, Payment Bank, Ancillary
System

Revoke Privilege Operator, Central Bank, Payment Bank, Ancillary
System

Query Granted Privilege List Operator, Central Bank, Payment Bank, Ancillary
System

Query Granted Privilege Details Operator, Central Bank, Payment Bank, Ancillary
System

Grant Role Operator, Central Bank, Payment Bank, Ancillary
System

Revoke Role Operator, Central Bank, Payment Bank, Ancillary
System

Query Granted Role List Operator, Central Bank, Payment Bank, Ancillary
System

Query Granted Role Details Operator, Central Bank, Payment Bank, Ancillary
System

Create Message Subscription Rule Central Bank, Payment Bank, Ancillary System

Update Message Subscription Rule Central Bank, Payment Bank, Ancillary System

Delete/Restore Message Subscription Rule Central Bank, Payment Bank, Ancillary System

Query Message Subscription Rule List Central Bank, Payment Bank, Ancillary System

Query Message Subscription Rule Details Central Bank, Payment Bank, Ancillary System

Create Message Subscription Rule Set Central Bank, Payment Bank, Ancillary System

Update Message Subscription Rule Set Central Bank, Payment Bank, Ancillary System

Delete/Restore Message Subscription Rule Set Central Bank, Payment Bank, Ancillary System

Query Message Subscription Rule Set List Central Bank, Payment Bank, Ancillary System
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Query Message Subscription Rule Set Details Central Bank, Payment Bank, Ancillary System
Create Technical Address Network Service Link Operator, Central Bank

Delete/Restore Technical Address Network Service Link  Operator, Central Bank

Query Technical Address Network Service Link List Operator, Central Bank, Payment Bank, Ancillary
System

Create Routing Operator, Central Bank, Payment Bank, Ancillary
System

Delete/Restore Routing Operator, Central Bank, Payment Bank, Ancillary
System

Update Routing Operator, Central Bank, Payment Bank, Ancillary
System

Query Routing List Operator, Central Bank, Payment Bank, Ancillary
System

Create DN BIC Routing Operator, Central Bank, Payment Bank, Ancillary
System

Update DN BIC Routing Operator, Central Bank, Payment Bank, Ancillary
System

Delete/Restore DN BIC Routing Operator, Central Bank, Payment Bank, Ancillary
System

Query DN BIC Routing List Operator, Central Bank, Payment Bank, Ancillary
System

Create Report Configuration Central Bank, Payment Bank, Ancillary System

Update Report Configuration Central Bank, Payment Bank, Ancillary System

Delete/Restore Report Configuration Central Bank, Payment Bank, Ancillary System

Query Report Configuration List Central Bank, Payment Bank, Ancillary System

Query Report Configuration Details Central Bank, Payment Bank, Ancillary System

Query Service Items List Operator, Central Bank, Payment Bank, Ancillary
System

Query Service Items Details Operator, Central Bank, Payment Bank, Ancillary
System

Create Invoice Configuration Operator, Central Bank

Update Invoice Configuration Operator, Central Bank

Delete/Restore Invoice Configuration Operator, Central Bank
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Query Invoice Configuration List Operator, Central Bank
Query Invoice Configuration Details Operator, Central Bank
Create VAT Operator, Central Bank
Update VAT Operator, Central Bank
Delete/Restore VAT Operator, Central Bank
Query VAT List Operator, Central Bank

Via U2A mode, CRDM offers to CRDM Actors a duahuthorisation concept, the Four-Eyes Principle.

Detailed description of the CRDM graphical user interface is provided into the CRDM User Handbook.

1.2.5. Security

This section aims at describing the main processes performed by CRDM in terms of security principlesapplied
to ensure to CRDM users that they can securely exchange information with CRDM.

Secure means that the following security conditions are met:
| Confidentiality: Ensuring that information is accessible only to authenticated and authorised CRDM Actors;
| Integrity: Safeguarding the accuracy and completeness of information;

| Monitoring: Detecting operational and technical problems and recording appropriate information for crisis
management scenarios and future investigations;

| Availability: Ensuring that authorised users have access to information and associated assets when
required;

| Auditability: Ensuring the possibility to establish whether a system is functioning properly and that it has
worked properly.

1.2.5.1. Confidentiality

The confidentiality of data in CRDM is ensured by the possibility to grant specific access rights for any given
set of data, as detailed in section 1.2.2. In conjunction with mechanisms of authentication * and authorisation
applying to all requests received by CRDM in both A2A and U2A mode as well as through the DMT channel,

this guarantees thateach CRDM Actd 6 s data i s treated conf i de-authorizedl v an
CRDM Actors.

In addition to these standard mechanisms, the principle of data segregation is applied on the static and
transactional data belonging to CBs and Payment Banks in orderto ensure a strict separation of their respective
data in CRDM.

14 Authentication means determining whether someone or something (function, component...) is who or what it is declared to be
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1.2.5.2. Integrity

Within CRDM, various business validations ensure the integrity of information. If a business validation fails,
CRDM has a concept of Error handling in place. The requested action isnot processed and CRDM provides the
user with detailed information regarding the nature of the error via DMT, A2A or U2A.

In U2A mode, CRDM offers users in addition the possibility to further ensure the integrity of data, data requests
and communications via usage of a dual authorisation concept, the Four-Eyes Principle. If this option is chosen
for a specified set of CRDM operations, a second independent verification and confirmation is required before
an operation becomes active in CRDM. If, for example, a critical set of Reference Data should be modified and
the person requesting the change is only allowed to do so under the Four -Eyes Principle, then a second person
of the same Party has to confirm the correctness of the request. Otherwise, the requested Reference Data
change is not implemented.

1.2.5.3. Monitoring

CRDM operational monitoring provides tools to the CRDM Operator for the detection in real-time of functional
or operational problems.

Technical monitoring allows for the detection of hardware and softwar e problems via real-time monitoring of
the technical components involved in the processing, including the network connections.

In addition, the monitoring provides the CRDM Operator with an overview of the message flows in CRDM.

1.2.5.4. Availability

The overall availability of the CRDM services is ensured by the infrastructure design. The technical environment
for the CRDM core system follows a Atwo regions/ four
widest possible range of system failures.

1.2.5.5. Auditability

CRDMprovides an audit trail with which it is possible e.g. to reconstruct who updated which data when. In
order to ensure sustainability, CRDMarchives all data by storing for a harmonised period of ten years all
inbound and outbound messages (except queries) in their original format.

1.3. Reference data model

This section provides a detailed description of all the reference data objects stored by CRDM. More in detalil,
section 1.3.1 identifies some common information that are used for all reference data objects and the validity
period attributes that have to be specified for all reference data objects having a limited validity period (see
section 1.4.3.3). The following sections describe into detail the conceptual data model of the different CRDM
reference data components, i.e.:

1 party data management (8.1.3.2)

1 cash account data management (8.1.3.3)

1 access rights management (8.1.3.4)

1 message subscription configuration (8.1.3.5)

1 network configuration (8.1.3.6)
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report configuration (8.1.3.7)
restriction type management (8.1.3.8)
configuration parameters (8.1.3.9)

business day management configuration (§.1.3.10)

1.3.1. Common information

All reference data items have the following set of attributes in common for audit trail and reference data change

management purposes:

TABLE 36 T COMMON INFORMATION AT TRIBUTES

Technical Identifier

Revision Number

Deletion Status

Approval Status

This attribute is the automatically assigned primary identifier for a new item of reference data.
The technical identifier in combination with a sequential revision number is used to ensure
uniqueness within multiple occurrences of a single reference data item, which has undergone

multiple updates.

Givenat echni cal identi fier, this attribute ma

the uniqueness of a given item which has undergone several revisions.

It defines whether the reference data may be available for processing in other services or

common components. The exhaustive list of possible values is as follows:

T Active
9 Deleted
The reference data item is available for p
approval status (see below) is fAApprovedo.

The attribute defines whether the reference data object is approved or revoked by an authorised
system user, is awaiting approval by the system user, or was rejected owing to business

validation errors. The exhaustive list of possible values is as follows:
1 Approved

1  Awaiting Approval

1 Rejected

1 Revoked.

In case of updates of a reference data item submitted according to the Four-Eyes principle, the
modified version of the data is created with status "Awaiting Approval" and it becomes either
fAppr ovedd®Revokedo only after the decision ¢

user.

Furthermore, a System Entity Identifier attribute links each new reference data item to a Central Bank or to the

CRDM Operator for data segregation purposes.

Finally, some reference data items may have one or two additional attributes specifying a validity period:

All rights reserved.

Page 87



: BANCA DIITALIA BANCODEESPANA

Euositema Common Reference Data Management t a r\ E t
BANQUE DE FRANCE HDEUTSCHE i i ifi i

BTSN User Detailed Functional Specifications services

BURGSYSTEME. EUROSYSTEM

TABLE 37 T VALIDITY PERIOD ATTRI BUTES

Valid From?® It specifies the date (inclusive) from which the reference data item is valid.
Valid To'® It specifies the date (inclusive) until when the reference data item is valid.

These two attributes are indicated explicitly for the relevant entities in the data model descriptions.
To ensure the audit trail documenting events and status changes, Common Reference Data Management

keeps the date and time of every change and the unique identifier of the system user requesting the change.

TABLE 38 i AUDIT TRAIL ATTRIBUTE

Timestamp Timestamp of the change

The audit trail record has an association with the system user (or the application) responsible for the change

and to the before and after images of the records, resulting from the change.

Some examples below illustrate the concepts of revision and history in combination with the status transitions

related to the attributes Deletion Status and Approval Status of Reference Data objects.

Example 1. Common Reference Data Management allows the maintenance of a reference data object (not

requiring a data history), i.e. some of its attributes are updated according to the Four-Eyes principle. In this
scenario, the |l atest revision of the object with Delet
used as a baseline for the maintenance request processing.

TABLE 39 | BEFORE THE PROCESSING

Technical Identifier Attributes | Deletion Status | Approval Status

20101968 ABCD Active Approved

When updated according to the Four-Eyes principle, the processing immediately creates a new revision of the

object with an Approval Status set to fAAwaiid thaapesAppr ov
authorised either to approve or revoke it), to access the object for approval or revocation, but excludes this

revision of the object for any other types of processing in other services or components. After the processing

(and until the approval of the new revision by a second authorised user), the old revision of the object is still

available for processing in other services or components.

TABLE 40 T AFTER THE FIRST STEP OF THE PROCESSING

Technical Identifier Attributes | Deletion Status | Approval Status

20101968 ABCD Active Approved

20101968 6 XYZ Active Awaiting Approval

15 Opening Date for certain items.
16 Closing Date for certain items.
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When the second user approves the update, a new revision of the object is created in order to update its
Approval Status and set it to "Approved". This makes the new version of the object (i.e. with the new values
for the updated attributes) available for processing in other services.

TABLE 41 T AFTER THE APPROVAL

Technical Identifier Attributes | Deletion Status | Approval Status

20101968 ABCD Active Approved
20101968 6 XYZ Active Awaiting Approval
20101968 7 XYZ Active Approved

Example 2: A duly authorised system user maintains an item of a reference data object subject to a data history
and based on the Two-Eyes principle to create a new version of that item valid as of a future date.

TABLE 42 T BEFORE THE PROCESSING

Technical Identifier | Revision | Valid From | Attributes | Deletion Status | Approval Status Ref.

Identifier

20101968 3 2020-01-01 ABC Active Approved 19581027

In this scenario, a new version of the item is created with the specified validity period and it is linked to the
sameobject (i dent i fi ed wit h .#AReerésult, tWoediffdrent iténs exist far the samedopject,
but with different validity periods.

TABLE 43 T AFTER THE PROCESSING

Technical Identifier | Revision | Valid From | Attributes | Deletion Status | Approval Status Ref.

Identifier
20101968 3 2020-01-01 ABC Active Approved 19581027
13021972 0 2020-03-15 XYz Active Approved 19581027

Example 3: For a reference object with a data history, a duly authorised system user maintains an existing
item of a reference data object for an existing validity date and based on the Two-Eyes principle.

TABLE 44 T BEFORE THE PROCESSING

Technical Identifier Revision | Valid From Attributes | Deletion Status | Approval Status Ref.

Identifier

20101968 3 2020-01-01  ABC Active Approved 19581027

In this scenario, a new revision of the item is created with the new attributes and the same validity period and
it is linked to the same object. As before the processing, one single item is linked to the relevant object, but
with different values of the attributes when compared to the previous revision.

TABLE 45 T AFTER THE PROCESSING

Technical Identifier Revision | Valid From | Attributes | Deletion Status | Approval Status Ref.
Identifier
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20101968 3 2020-01-01 ABC Active Approved 19581027

20101968 4 2020-01-01 DEF Active Approved 19581027

1.3.2. Party data management

1.3.2.1. Data Model of the component

The following diagram shows the conceptual data model for Party Data Management.
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1.3.2.2. Description of the component

This component allows the management of reference data related to parties, according to the hierarchical
structure described in chapter 1.2.2.1.5.

The CRDM Operator is the only party on the top level of the hierarchy and it is responsible for the setup of
each party of the second level, i.e. each Central Bank. Similarly, each party belonging to the second level (i.e.
a Central Bank) is responsible for the setup of all parties of its community (i.e. Payment Banks, Ancillary
Systems), represented by parties of the third level.

The Party Data Management component allows the managements of all the relationships between all the
parties belonging to the hierarchy.

In order for a Party to be active within a specific Service (e.g. RTGS), it must be linked to the Service. One
Party may be configured to participate in different Services and may play different roles in each of them.

For example, as far as Payment Banks are concerned, when they are linked to the TIPS Service, the relevant
Central Bank must specify whether the Payment Bank participates in TIPS as a TIPS Participant or as a
reachable Party.

The following section describes all the reference data objects related to the Party Data Management
component.

1.3.2.3. Description of the entities

1. Party

This entity includes all party reference data that do not require a data history, i.e. all the attributes having only

one valid value for a given party, regardless the point in time taken into account.

ATTRIBUTE DESCRIPTION

Party Opening Date Opening date of the party.
Party Closing Date Closing date of the party.
Party Type It specifies a classification for the party. The exhaustive list of possible values is as
follows:
| Operator

| Payment Bank
| Central Bank

| Ancillary System

LEI It specifies the Legal Entity Identifier associated to the party.
It is mandatory if the party must be enabled to RTGS or CLM
The party reference data that require a data history are the entities Party Code, Party Name, Party Address,
Contact and Party-Service Link, described below. Each party is linked at least to one Party Code, Party Name
and Party Address. One or more Party-Service Links may be defined to link a specific Party to one or more
Services. In addition, each party is linked to one or many Party Technical Addresses.
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At any given point in time, a party may be referenced in a single Banking Group and a single Billing Group
while an Ancillary System may act as the leader of a single Settlement Bank Account Group. Both are identified
by a name.

Participation to Banking Groups, Billing Groups and Settlement Bank Account Groups requires validity periods
to be specified when adding the entity to the group. Each Party may be linked to one or many Party
Restrictions?'’.

2. Party Code

This entity includes the information used to identify a Party from a business perspective. Each legal entity is
identified in the market by its primary BIC, based on ISO 9362 standard. A legal entity may establish multiple
legal relationships with several Central Banks in the hierarchical party model. As a consequence, a legal entity
may be defined multiple times in the hierarchical party model, possibly multiple times for each legal relationship
with a Central Bank. The combination of <Central Bank BIC, Party BIC> ensures the uniqueness of the Party

in the hierarchical party model, i.e. any BIC is unique within a given System Entity (see section 1.3.9).

Party codes may change in time, but only one Party code for each Party must be valid at any given point in
time. For this reason, it is also necessary to specify the validity period for each Party Code.

ATTRIBUTE DESCRIPTION

Valid From Starting validity date for the party code.

Code Type Code type for the party. Currently, only BIC (as defined by ISO 9362 standard) is
foreseen.

Party Mnemonic Actual value for the party code, i.e. a BIC11 for the party.

Each Party Code is linked to its relevant Party.

3. Party Name

This entity includes the Party Long Names and Party Short Names in a chronological sequence. This is due
to the fact that party names may change in time, but only one long name and one short name for each Party
are valid at any given point in time.

ATTRIBUTE DESCRIPTION

Valid From Starting validity date for the party name.
Party Long Name Full name of the party.
Party Short Name Short name of the party.

Each Party Name is linked to its relevant Party.

17 For each party restriction, a period of validity and a restriction type must be specified.

18 CRDM business rules prevent multiple Parties with the same Party BIC from being active in RTGS, CM or TIPS simultaneously. This is checked upon
creation of the related Party Service Link (see subsection 7).
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4. Party Address

This entity includes legal address information in a chronological basis. This is due to the fact that party legal

addresses may change in time, but only one legal address for each Party is valid at any given point in time.

ATTRIBUTE DESCRIPTION

Valid From Starting validity date for the party address.
Street Name of the street for the address.

House Number House number for the address.

City Name of the city for the address.

Postal Code Postal code for the address.

State or Province State or province for the address.

Each Party Address is linked to its relevant Party and Country.

5. Contact

This entity includes contact details for the party including the validity period of the record.

ATTRIBUTE DESCRIPTION

Valid From Starting validity date for the contact.

Valid To Ending validity date for the contact.

Contact Name It specifies the name of the contact person.

Contact Position It specifies the position of the contact person in the related institution (e.g.

Settlement Manager)

Office Telephone Number It specifies the office telephone number of the contact.
Mobile Number It specifies the mobile number of the contact.
Email Address It specifies the e-mail address of the contact.

6. Party Technical Address

This entity includes information related to all technical addresses defined for a Party. Each Party Technical
Address uniquely identifies a possible recipient technical address the Party can use for the receipt of specific
messages from the different services.

ATTRIBUTE DESCRIPTION

Technical Address Unique technical address of a party (i.e. a distinguished name)

Each Party Technical Address is linked to its relevant Party and to one or many Network Services (see section
1.3.6).
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Service Link identifies a link (with a service-specific participation type) between a single Party and a single

Service; multiple links can be defined in order to allow the same Party to access different Services, the same

Service to be accessed by different Parties and, in certain cases, the same Party to access the same Service
with different participation types. {CSLD CR0107}

ATTRIBUTE DESCRIPTION

Service Party Type Service-specific classification for the Party. Certain values may be used only in

conjunction with specific Services and specific Party Types defined at Party level.
The exhaustive list of possible values for the TIPS Service is as follows:
| TIPS Operator
| TIPS Central Bank
| TIPS Participant
| TIPS Reachable Party
| TIPS Ancillary System
| MPL-Only Participant
The exhaustive list of possible values for the CLM Service is as follows:
| Operator
| CLM CB Account Holder
| CLM CB Technical Account Holder
| CLM Transit Account Holder
| CLM Account Holder
| Institution managing minimum reserve without account in CLM
The exhaustive list of possible values for the RTGS Service is as follows:
| Operator
| RTGS CB Account Holder
| RTGS Transit Account Holder
| RTGS Account Holder

| Ancillary System

AS Sub-Type Specifies the type of Ancillary System where appropriate in RTGS. Mandatory and
only allowed when the Party is an Ancillary System.

The exhaustive list of possible values is as follows:

| High-Value-Payment-Systems (HVPS)
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| Retail-Payment-Systems (RPS)

| Instant-Payment-Systems (IPS)

| Security-Settlement-Systems (SSS)

| Foreign-Exchange-Settlement-Systems (FXS)
| Money-Market-Settlement-Systems (MMS)

| Central-Counter-Parties (CCP)

| Other (OTH)
Valid From Date from which the Party Service Link is valid.
Valid To Date until which the Party Service Link is valid.

Each Party Service Link is linked to its relevant Party, Service and Party Configuration. Due to the requirements
of the TIPS participation model, multiple Payment Banks identified with the same Party Code (i.e. BIC) cannot
be linked to the TIPS Service at the same time. The same applies to ECONS2, CLM and RTGS.

8. Party Configuration

This entity is linked to its to the Party Service Link and specifies the required information to enable a party for

a specific Service.

8.1 RTGS Configuration

This specific Party Configuration specifies the additional configuration required for a Party enabled for the
RTGS Service.

ATTRIBUTE DESCRIPTION

U2A Only It specifies whether the party can interact with the RTGS Service in U2A mode only.

If so, service related push report configurations and message subscriptions will not
be available.

8.2 CLM Configuration

This specific Party Configuration specifies the additional configuration required for a Party enabled for the CLM

Service.
Overnight Deposit Indicator It specifies whether the party is enabled for Overnight Deposit.
Marginal Lending Indicator It specifies whether the party is enabled for Marginal Lending.
Minimum Reserve Obligation Indicates if an institution is subject to minimum reserve requirement or not and the

type of the minimum reserve calculation.

All rights reserved. Page 95



S BANCA DITALIA BANCODEESPANA
B wiosstins Eurosistema Common Reference Data Managemt a r'\ E t
BANQUE DE FRANCE loemscas User Detailed Functional Specificatic services
BUNDESSANK ' '
Exhaustive list of possible values is as follows:
| Direct
| Pool
| Indirect
| No
Intraday Credit Indicator Specifies whether the Party is allowed to receive intraday credit.
Informational purpose; not used in any application process.
Institutional Sector Code It specifies the financial corporations sector classification to which the party
belongs.
U2A Only It specifies whether the party can interact with the CLM Service in U2A mode
only.
If so, service related push report configurations and message subscriptions will not
be available.
Eurosystem Flag It specifies whether a Central Bank is a Euro area Central Bank or not.

Maximum Amount for Overnight It specifies the maximum amount for overnight deposits when the related Central
Deposit Bank is not a Euro area Central Bank.

MFI Code It specifies the Monetary Financial Institution Code

A CLM Configuration entity may be linked to a Party for identifying the leading CLM account holder.

9. Ancillary System Bilateral Agreement

This entity includes information related to all the bilateral agreements defined for an Ancillary System with

other Ancillary Systems for cross-AS settlement, defined by the related Central Bank.

ATTRIBUTE DESCRIPTION

Valid From Starting validity date for the bilateral agreement.

Valid To Ending validity date for the bilateral agreement.

Initiator It specifies the initiator Ancillary System for the bilateral agreement.
Counterparty It specifies the counterparty Ancillary System for the bilateral agreement.

10. Ancillary System Procedure Link
This entity links Ancillary Systems to Ancillary System Procedures on a many-to-many basis.
Valid From Starting validity date for the ancillary system procedure link.

Valid To Ending validity date for the ancillary system procedure link.
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Notification Indicates whether the ancillary system opts for single or global notification
for AS transfers.

Each Ancillary System Procedure Link is linked to its relevant Ancillary System and may be linked up to 2 Cash
Accounts depending on the specific Ancillary System Procedure.

1.3.3. Cash account data management

1.3.3.1. Data model of the component

The following diagram shows the conceptual data model for Cash Account Data Management.
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1.3.3.2. Description of the component
This component allows the management of reference data and configuration related to Cash Accounts
and their links to the relevant Limits, Currencies, Cash Accounts Restrictions, Direct Debit Mandates,

Standing Order definitions and monitoring groups.

1.3.3.3. Description of the entities

1. Cash Account

This entity includes all Cash Account reference data. An authorised Central Bank user can create and
maintain Cash Accounts for its Parties. An authorised Payment Bank user (corresponding to a TIPS
Participant) can create and maintain TIPS Credit Memorandum Balances (CMB) on the TIPS Accounts
owned by its Party. Similarly, an authorised TIPS Ancillary System user can create and maintain TIPS
Credit Memorandum Balances (CMB) on the TIPS AS Technical Account owned by its Party.

Authorised users can create and maintain Cash Accounts and related Direct Debit Mandates, Standing

Order definitions for liquidity transfers, reservations and limits.
ATTRIBUTE DESCRIPTION
Cash Account Number It specifies the unique cash account number.

Floor Amount It specifies the lower threshold for notifying the cash manager or triggering
a rule-based liquidity transfer.

Ceiling Amount It specifies the upper threshold for notifying the cash manager or triggering

a rule-based liquidity transfer.
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Account Type It specifies a classification for the cash account. The exhaustive list of
possible values for the TIPS Service is as follows:

| TIPS Account
| TIPS AS Technical Account
| TIPS Transit Account®®
| TIPS Credit Memorandum Balance
The exhaustive list of possible values for the RTGS Service is as follows:
| RTGS DCA
| Ancillary System Guarantee Funds Account
| RTGS Sub-account
| RTGS CB Account
| RTGS Dedicated Transit Account
| Ancillary System Technical Account

The exhaustive list of possible values for the CLM Service is as follows:

Main Cash Account

Overnight Deposit Account

CLM CB Account

CB ECB Account

ECB Mirror Account

CLM Dedicated Transit Account for T2S

CLM Dedicated Transit Account for TIPS

CLM Dedicated Transit Account for RTGS

|_Marginal Lending Account

| CLM Technical Account for ECONSII {CSLD CR0076}

The exhaustive list of possible values for the ECONS Il Service is as follows:
| CB Contingency Account
| Contingency Cash Account
| Contingency Technical Account (for Ancillary Systems)
| Contingency Transit Account

Linked Account Type Specifies whether the cash account is linked to another cash account in
CRDM or to an account defined in another RTGS system (for T2S Dedicated
Cash Accounts only).

Opening Date Opening date of the cash account.

Closing Date Closing date of the cash account.
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Each Cash Account is linked to its relevant owner Party and Currency. In addition, it may be linked to
one or many Cash Account Restrictions?® and one or many Account Configuration entities. Certain types
of Cash Account are additionally linked to other Cash Accounts-e-g- for different liguidity-management
purposes, as described below.

Mandatory links:

| RTGS SubAccount to its related RTGS DCA

| TIPS Credit MemorandumBalance to its related TIPS Account or TIPS AS Technical Account
| Contingency Cash Account to the related Main Cash Account

| Contingency Technical Account to AS Technical Accoun{CSLD CR0081}

| CB Contingency Account to the related CLM CB Account

Optional links:

| Overnight Deposit Account to the MCA of the CLM Account Holder allowed to instruct on it

| _Marginal Lending Account to the MCA of the CLM Account Holder allowed to instruct on it

| RTGS Dedicated Cash Account to the related MCA for authorisation purposs in ECONSII, connecting

the RTGS DCA belonging to an Ancillary System Settlement Bank Account Group to an MCA which

in turn will be linked to a Contingency Account

| RTGS Dedicated Cash Account to MCA and vice versa on a 1:1 basis for Automated Liguidity

Transfers (using AAssoci atsectionF.Accdumt Thoeshold Gonfifuragon)d ; s e
{CSLD CRO0076}

Each Cash Accountmay be | inked to one or many Bl Cs?d&achi ned

TIPS Credit Memorandum Bal ance may be | i®nked to on

A Cash Account may be linked to one or many monitoring groups as Settlement Bank Account Group,

Liquidity Transfer Group and Account Monitoring Group.

19 A Transit Account per currency exists in TIPS and it belongs to a Central Bank. The Transit Account for euro belongs to the European Central
Bank.

20 For each cash account restriction, a period of validity and a restriction type must be specified.

21 For each Authorised Account User related to T2 accounts a period of validity and a participation type must be specified. Available participation

types are: Direct, Indirect, Multi Addressee (Branch of Direct Participant or Credit Institution), Addressable BIC (Correspondent or Branch of Direct

Participant). -ertndireet-Participant-or-Correspendenty- For accounts in RTGS, exclusion rules may also be defined to prevent the related BIC(s)
from being included in the RTGS directory. For Multi-Addressee and Addressable BIC participation, the BIC(s) may also be specified by using
wildcard characters. {CSLD CR0076} Optionally, for Authorised Account User related to TIPS Accounts or TIPS CMB, a Maximum IP Amount
can be defined.

22 The maximum amount defined per currency is captured in CRDM into a system parameter. The parameter is used as a default value when
configuring the Authorised Account User entity.

Any subsequent update of such a system parameter, requested by the Operator, e.g. stemming from an update of the EPC Rulebook, shall trigger
a revalidation of the content of the existing Maximum IP Amount values captured into the Authorised Account User entity. In p articular for each
User BIC:

A if the 6Maxi mum slb&owsmeew maxinunvambuatetheiMaximum IP Amount will show the new maximum amount;

A if the 6Maxi mum I P Amountodo value is above or equal to the new maxi mum

It is worth noting that, for the sake of transparency t he Audit Trail data will store and continue showing the values inserted by the customer
(even when they are below the current default maximum amount for the given currency).
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2. Limit

This entity includes all reference data related to Limits defined on TIPS Credit Memorandum Balances
and RTGS Dedicated Cash Accounts. Common Reference Data Management shall allow a Payment
Bank (linked to the TIPS or RTGS Service) to define and maintain limits related to the usage of a TIPS

Credit Memorandum Balance or RTGS Dedicated Cash Account.

ATTRIBUTE DESCRIPTION

Limit Type It specifies a classification for the limit. The exhaustive list of possible values
is as follows:
| TIPS CMB Limit
Limit Amount It specifies the value set for the limit amount. If set to zero, the relevant Cash

Account cannot be debited.
Valid From Timestamp It specifies the date and time from which the limit is valid.

Each Limit is linked to its relevant Cash Account.

3. Standing Order for Limit

This entity includes all Standing Order for Limit reference data. An authorised Payment Bank user can

create and maintain Standing Order for Limit entities on the Accounts owned by its Party.

ATTRIBUTE DESCRIPTION

Type It specifies the type of the Standing Order for Limit.

The exhaustive list of possible types is as follows:

| Bilateral

| Multilateral
Amount It specifies the value set for the Standing Order for Limit amount.
Valid From It specifies the date from which the Standing Order for Limit is valid.
Valid To It specifies the date until which the Standing Order for Limit is valid.

Each Standing Order for Limit is linked to source and destination Cash Accounts.

4. Standing Order for Reservation

This entity includes all Standing Order for Reservation reference data. An authorised Payment Bank
user can create and maintain Standing Order for Reservation entities on the Accounts owned by its
Party.
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ATTRIBUTE DESCRIPTION

Priority It specifies the type of the Standing Order for Reservation.

The exhaustive list of possible types is as follows:

| Blocked

| High

| Urgent
Amount It specifies the value set for the Standing Order for Reservation amount.
Valid From It specifies the date from which the Standing Order for Reservation is valid.
Valid To It specifies the date until which the Standing Order for Reservation is valid.

Each Standing Order for Reservation is linked to the related Cash Account.

5. Liquidity Transfer Order

This entity includes all Liquidity Transfer Order reference data. An authorised Payment Bank user can

create and maintain Liquidity Transfer Order entities on the Accounts owned by its Party.

ATTRIBUTE DESCRIPTION

Liquidity Transfer Order It specifies the unique reference assigned to the liquidity transfer order, by
Reference the instructing party.

Amount It specifies the value set for the Liquidity transfer Order amount.

Valid From Date It specifies the date from which the Liquidity transfer Order is valid.

Valid To Date It specifies the date until which the Liquidity transfer Order is valid.
Execution Time It specifies the execution time of the liquidity transfer order, if it is not

based on a specific event.
AS Procedure Standing Order link to an AS procedure initiation. Possible values:
| Procedure C, automated start of mandatory procedure
| Procedure C, manual start of optional procedure

| Procedure D, automated start of mandatory procedure

Each Liquidity transfer Order is linked to the related Cash Accounts and may be linked to one among
an Event Type, if-an execution time or an AS Procedurehas-netbeen-defined. {CSLD CR0107}

6. Direct Debit Mandate

This entity includes all Direct Debit Mandate reference data. An authorised Payment Bank user can

create and maintain Direct Debit Mandate entities on the Accounts owned by its Party.
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ATTRIBUTE DESCRIPTION

Payee Reference Reference of the Payee Party to be put in the generated transfers.
Valid From It specifies the date from which the Liquidity transfer Order is valid.
Valid To It specifies the date until which the Liquidity transfer Order is valid.

Maximum Amount Counterparty Maximum Amount allowed to be debited by the payee Party during a
business day.

Maximum Amount Payment Maximum Amount of a direct debit order allowed to be debited by the
payee Party.

Each Direct Debit Mandate is linked to the Cash Account to be debited and Payee Party allowed to debit

the account.

7. Account Threshold Configuration

This specific Account Configuration includes the required attributes to configure the notifications for the

related Cash Account.
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ATTRIBUTE

Target Amount After Floor

Target Amount After Ceiling

Associated LT Account

Floor Notification

Ceiling Notification

Account to be credited for ceiling
breach

Account to be debited for floor
breach

Rule-based liquidity transfers for

queued urgent payment

orders/AS transfer orders

Rule-based liquidity transfers for
queued high priority payment
orders

DESCRIPTION

It specifies the target amount to be reached if the configured floor amount
is breached.

It specifies the target amount to be reached if the configured ceiling
amount is breached.

Linked Cash Account (defined between an RTGS DCA and and MCA
belonging to the same party in a 1:1 relationship) to be used when
generating automated liquidity transfers and rule-based liquidity transfers
in case of pending high/urgent payments and AS transfers.

It specifies whether notifications are sent when the configured floor amount
is breached.

It specifies whether notifications are sent when the configured ceiling
amount is breached.

It specifies the Cash Account to be credited in the event of a ceiling
breach.

It specifies the Cash Account to be debited in the event of a floor breach.

Boolean attribute specifying whether an automated liquidity transfer should
be triggered from the Associated LT Account when an urgent payment
order or AS transfer order is queued.

Boolean attribute specifying whether an automated liquidity transfer should
be triggered from the Associated LT Account when an urgent payment
order, AS transfer order or high priority payment order is queued.

8. Reserve ManagementAccount Configuration

This specific Account Configuration includes the attributes required by CLM for Reserve Management

processing for the related Cash Account. It applies to all Cash Account types in CLM, RTGS, TIPS and

T2S to be included in the minimum reserve calculation.
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ATTRIBUTE DESCRIPTION
Minimum Reserve Calculation It specifies whether the related Cash Account balance should be

considered in the minimum reserve calculation or not.

Default MCA It specifies whether the related Cash Account is considered the Default
MCA for reserve management processing.

Interest Calculation It specifies whether interest is calculated in the related account balance.

Interest Rate Type It specifies the rate type used for interest calculation, allowing a flexible
configuration of interest calculation on accounts not subject to minimum

reserve obligation.
The exhaustive list of possible values is as follows:

| Minimum Reserve Interest Rate

Minimum Reserve Penalty Rate type 1

Minimum Reserve Penalty Rate type 2

Excess Reserve Interest Rate (exempt tier)

Excess Reserve Interest Rate (non-exempt tier)

Overnight Deposit Interest Rate

Marginal Lending Interest Rate

No Interest Rate Applicable

Automated Generation of Interest Flag to enable the automated generation of interest payments, requiring
Payment (System Generated) the definition of a Leading CLM Account Holder at Party-Service Link level.

9. Additional Account Configuration

This specific Account Configuration includes additional attributes that may be required for the complete

configuration of settlement Services for the related Cash Account.

ATTRIBUTE DESCRIPTION

Comanaged It specifies whether a Cash Account is enabled for co-management.
Default RTGS It specifies whether a Cash Account is the default for RTGS Service.
Credit-based Only It specifies whether a Cash Account can only have a positive balance.
Non-published It specifies whether a Cash Account has to be excluded from publication in

the CLM Repository or RTGS Directory.

Maximum amount for direct debit It specifies the maximum amount allowed to be debited from the Cash

orders Account based on direct debit orders per business day

Each Additional Account Configuration can be linked to the Party defined as Co-manager.
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1.3.4. Access rights management

The following diagram shows the conceptual data model for Users, Roles and Privileges management.

Rules & Parameters Data Management

Users, Roles and Privileges

Q Privilege
[5G Privilege Name : String
5§ Privilege Description : String
[Eg Privilege Type : String S
[5g Function Name : String 1
IS Function Technical Identification : String

1

Q User Certificate DN * Q Role Party

[Eg Default : Boolean

[5§ Main User : Boolean

*
*

Q Grantee Privilege
[Eg Deny Option : Boolean
[5g Four Eyes Option : Boolean |

a g Valid From : Timestamp 0.1 1
= certificate DN * = role
[5g Distinguished Name : String [Eg Role Name : String
N [5§ Role Description : String
0.1
0.1 1
i 0.1
= party
*
u
. = . ser o
Q DN-BIC Routing [5g Login Name : String N N 1
Ny . — [5g Name : String
II:E-') L':T:ju:lif:n)gt%o‘::l;d flag + String g Lockout Status : Boolean E Grantee Role
;Uahd To 5ate [Eg Lockout Timestamp From : Timestamp g Grantee Type
< . [5g System User Reference : String 5§ Role Identifier

[Eg Participation Type : String

" Lo~

1

= BIC

Each function of any given Service is linked to a Privilege (i.e. the privilege that allows triggering this
function), which is the means used for granting (or denying) access to functions (and data) to selected

Parties, Users and Roles.

Privileges are created and maintained by the CRDM Operator. Privileges can be granted or revoked by
a party administrator. A set of Privileges can be grouped into a Role. Each Role can be assigned one
or more Privileges. Each Party and User can be assigned several Privileges, optionally through one or
more Roles. Roles are created and managed by the CRDM Operator and Central Bank party
administrators. The management of Roles includes both their maintenance (i.e. update and logical
deletion) and the possibility to grant or revoke other Privileges. Central Banks may configure specific
roles to be granted to their own Payment Banks in order to grant them with proper access to functions.
In turn, party administrators of Payment Banks can use Roles and Privileges granted by the relevant

Central Bank in order to assign proper access rights to their own system users.

Based on the granted set of Roles and Privileges, all system users are authorised to input their own

reference data objects and to access and maintain them, i.e. to create new objects or to update or delete
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already existing objects. For each system user, the specific set of available functions and data are
determined by the relevant access rights.
1. User

This entity includes all reference data for Users . This concept includes not only users interacting with
the different services in U2A mode and triggering functions via ad hoc screens, but also connecting
through A2A mode or the DMT and using functions via A2A messages or DMT files.

ATTRIBUTE DESCRIPTION

Login Name Username to be provided for authentication.

Name Full name of the user.

Lockout Status Boolean attribute specifying whether the user is blocked from logging in.
Lockout Timestamp From Timestamp specifying the date and the time from which the user is locked out.
System User Reference The unique system user reference associated to the user.

Users are linked to the Party they belong to and to one or many Roles. Each User can be linked to one
or many Certificate DNs23,
2. Certificate DN

This entity includes all reference data for Certificate DN.
Distinguished Name It specifies the distinguished name.
Each Certificate DN can be linked to one or many Users?4.
3. Privilege
This entity includes all reference data for Privileges.
Privilege Name Name of the privilege.

Privilege Description Description of the privilege.

23 The link between a User and a Certificate DNa|l so cont ai ns a ifyin® whethen thet QertifitateeaDYl identifiesahe default User
associated to the related Distinguished N\ameand a fiMain Usero flag specifying that .it is

24 The link between a User and a Certificate DN also contain s a fiDefaul t o fl a g specify

ing whether
associated to the related Distinguished Nameand a fAMain Usero flag specifying tha

t it is
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Privilege Type It specifies a classification for the privilege. The exhaustive list of possible

values is as follows:

| System, i.e. the associated function does not apply to a specific
reference data object type.

| Object, i.e. the associated function applies to a specific reference data
object type.

Function Name Name of the function associated to the privilege.

Function Technical Identification It specifies all the data needed in order to identify and to trigger the
function, e.g. the type of function (query, report, etc.), the type of
interaction (push, pull, interactive), the set of required input parameters for
the function and so forth.

Each Privilege can be granted to one or many Roles, Users or Parties, and is linked to a single Service.

When granting a Privilege to a Role, User or Party, the following Boolean attributes are set:

| Deny Option, to specify whether the associated function is allowed or explicitly denied to the

grantee;

[ Administration Option, to specify whether the grantee of the privilege is allowed to grant the same

privilege to another Party, User or Role;

| Four-Eyes Option, to specify whether the grantee of the privilege is allowed to use the associated
function according to the Two-Eyes or Four-Eyes principle (this attribute is relevant only for
privileges related to functions that can be used both according to the Two-Eyes and to the Four-
Eyes principle) .
4. Role

This entity includes all reference data for Roles.

ATTRIBUTE DESCRIPTION

Role Name Name of the role.
Role Description Description of the role.

Each Role can be linked to one or many Privileges. Moreover, each Role can be linked to many Parties

and Users.

Party administrators can grant Roles to Parties and Users in order to set up their change approval
configuration, i.e. the applicable combination of change type (e.g. create, update, delete) and update

type (i.e. Two-Eyes mode or Four-Eyes mode) for all the relevant functions and reference data objects.

5. DN-BIC Routing

This entity includes all reference data for DN-BIC Routing, i.e. links between DNs and BICs for inbound
and outbound communication. In the former case, different DNs can be linked to different BICs and vice
versa. In the outbound case, the same BIC can only be linked to a single DN. However different BICs

can still be linked to the same DN.
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ATTRIBUTE DESCRIPTION
Inbound/Outbound flag Attribute specifying whether the routing relationship is for inbound or

outbound communications.

If set to Outbound, no more than one DN can be linked to the same BIC.

Valid From Date from which the DN-BIC Routing is valid.

Valid To Date until which the DN-BIC Routing is valid.

Participation Type It specifies the participation type to match the correct Authorised Account
User.

Each DN-BIC Routing entry can be linked to one or many Certificate DNs and one or many BICs.

1.3.5. Message subscription configuration

The following diagram shows the conceptual data model for Message Subscription management.

Message Subscription

E Message Subscription Rule Set
55 Valid From ; Date

* g Valid To @ Date - applies for

= 1 [=] Message Subscription Rule Set Party 56 Name : String [ service
Part;

¥ defined f * 1 | [Eg Description : String * 1
- !5 defined tor [ Positive/Negative Parameter Set : Boolean

1

1,,* - @roups

E Message Subscription Rule

LFQRuIe Sequence : Integer
53 Valid From : Date
55 Valid To : Date

1

- includes
1.%

E Message Subscription Rule Parameter

[5g Rule Parameter Value ; String
g Rule Parameter Group ! String
*

- is of type
1 ¥ P

E Message Subscription Rule Parameter Type
LF‘QRU\E Parameter Type : String

Message Subscription allows Parties to configure the specific set of messages they want to receive from

a given Service.

Each Party can set up several Message Subscription Rule Sets. Each Message Subscription Rule Set
defines the messages one or many interested Parties receive via a sequence of Message Subscription
Rules. Each Message Subscription Rule specifies the parameters (e.g. message type, cash account)

that have to be taken into account to identify the messages to be sent to the interested Parties.

1. Message Subscription Rule Set

This entity defines the set of message subscription rules defined by each Party.
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ATTRIBUTE DESCRIPTION

Valid From It specifies the date from which the rule set is valid.

Valid To It specifies the date to which the rule set is valid.

Name The name assigned to the message subscription rule set.

Description It represents the description assigned to the message subscription rule
set.

Positive/Negative Parameter Set It specifies whether the message subscription rule set must be used in

positive or negative way.

Each Message Subscription Rule Set is linked to the relevant Party, to one or many interested Parties
(i.e. the parties that receive all the messages identified by the message subscription rule set), to a

specific Service and to a set of Message Subscription Rules.

2. Message Subscription Rule

This entity defines the Message Subscription Rules defined by each Party.

ATTRIBUTE DESCRIPTION

Rule Sequence It specifies the order in which the rule is processed within the relevant rule
set.

Valid From It specifies the date from which the rule is valid.

Valid To It specifies the date to which the rule is valid.

Each Message Subscription Rule belongs to a single Message Subscription Rule Set and it is linked to

a set of Message Subscription Rule Parameters.

3. Message Subscription Rule Parameter

This entity includes the message subscription rule parameters defined within each message

subscription rule.

ATTRIBUTE DESCRIPTION

Rule Parameter Group It specifies the group of the rule parameter. All the groups within a
message subscription rule include the same number of rule parameters. A
rule is matched when all the rule parameters of at least one of its groups

are matched.
Rule Parameter Value It specifies a valid value for the rule parameter.

Each Message Subscription Rule Parameters belongs to a single Message Subscription Rule and it is

linked to a specific Message Subscription Rule Parameter Type.
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4. Message Subscription Rule ParametefType

This entity defines all message subscription rule parameters types.

ATTRIBUTE DESCRIPTION

Rule Parameter Type It specifies a classification for the message subscription rule parameters.
The exhaustive list of possible values is as follows:

| Message type

| Cash account number
| Debit/Credit indicator
| Multi-addressee BIC
| Business case

| Priority

| Underlying message type

1.3.6. Network configuration

The following diagram shows the conceptual data model for Network Configuration.

Network Configuration

I Metwork Service

Routi ; ;
. E Du.ln.g - I_F‘GNetwork Service Name @ String
[Eg Routing Description : String g Network Service Description @ String
g Default : Boolean ) * 1 | Eg Technical Service Identification : String
g Message Type @ String [Eg Technical Address Type : String
1 *
* - 1
E] Technical Address Network Service Link El service
e
1

El party Technical Address

Network Configuration allows parties to configure routing information that the various Services use to
deliver outgoing messages to them.

1. Network Service

This entity stores reference data of all network services available in the different Services.
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ATTRIBUTE DESCRIPTION

Network Service Name Name of the network service.

Network Service Description Description of the network service.

Technical Service Identification It specifies all the data needed in order to identify and to use a network
service?®.

Technical Address Type It specifies the type of technical address for the network service (e.g. BIC,

Distinguished Name, IP address).
Each Network Service is linked to all the Party Technical Addresses it provides and to the Service it
refers to.
2. Routing
This entity allows Parties to configure routing information that TIPS uses to deliver outgoing messages

to them. Each Party can define a default routing configuration that is used when no specific routing

conditions are defined for the same party and for a specific outgoing message.

ATTRIBUTE DESCRIPTION

Routing Description Description of the routing configuration.
Default Identifies the default routing configuration for a given Party.
Message Type Specifies the message type for which a specific routing configuration

applies (for non-default configurations).

Each Routing configuration is linked to the relevant Party Technical Address and Network Service.

1.3.7. Report configuration

The following diagram shows the conceptual data model for report configuration.

25 The actual data to be stored for the technical identification of a network service is clarified during the detailed specification phase.
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Report Configuration
Q Report Configuration
2 5§ Configuration Name : String
[Eg Configuration Description : String
g Delta Mode : Boolean
[Eg System Entity Wide Reporting : Boolean
[Eg Frequency : Number
- owns © *
1
* | - is set for
* E Report Configuration Party Link
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[Eg Valid From : Date = :
[Eg Valid To : Date [Eg Report Description : String
[Eg Delta Availability : Boolean
- opts for
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Report configuration allows parties to configure the specific set of reports they want either to receive

(push mode) or to download (pull mode) from the various Services.

1. Report Type

This entity defines all types of reports available in the different Services.

ATTRIBUTE DESCRIPTION

Report Name Name of the report type.

Report Description Description of the report type.

Delta Availability Boolean attribute specifying whether the report is also available in delta

mode, i.e. with the possibility for the recipient to get only the changes since
the last time the recipient got the same report.
Each Report Type and can be referenced by many Report Configurations and is linked to one or more

Services.
2. Report Configuration
This entity stores all reference data for report configurations. Each Report Configuration specifies a type

of report, its data scope (i.e. full or delta report), the set of parties entitled to get said type of report and

the mode they get it (i.e. push or pull).
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Configuration Name Name of the report configuration.
Configuration Description Description of the report configuration.
Delta Mode Boolean attribute specifying whether the recipient gets the report linked to

the report configuration in delta mode or in full mode.

System Entity Wide Reporting Boolean attribute specifying whether the recipient gets the report for data
belonging to the entire system entity.

Frequency Frequency in hours for the generation of the delta reports. Not relevant for
full reports, which will be generated daily and cover a 24-hour period. The

exhaustive list of possible values is as follows:
| 3 hours
| 6 hours

| 12 hours

Each Report Configuration is linked to the relevant Report Type and to one or many Parties entitled to

get the same Report Type25.

Additionally, for specific reports?” a Report Configuration may be linked to a Cash Account.

1.3.8. Restriction type management

The following diagram shows the conceptual data model for Restriction Types management.

Rules & Parameters Data Management

Restriction Type

E Restriction Type
- System Operator creates | 3 Restriction Type : String

g Restriction Description : String
Q LY, g Object Restriction Type : String
Eg Valid From : Date
Eg Valid To : Date
[Eg Restriction Processing Type @ String
[Eg Positive/Negative Parameter Set : Boolean

It is possible for the CRDM Operator to define restriction types. A restriction type is a set of attributes

that define specific processing characteristics for Parties and Cash Accounts.

For each of these links a Boolean value specifies whether the party receives its report in push mode or if it downloads it in pull mode. A validity
period can be defined by giving a valid from and valid to date.

26
27 The coverage at account level is foreseen for camt.053 in RTGS/CLM Services only.
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1. Restriction Type

This entity includes all the information concerning the harmonised restriction types defined and

maintained by the CRDM Operator and available to all Parties.

ATTRIBUTE DESCRIPTION

Restriction Type It specifies a code defined by the CRDM Operator to identify the
restriction.

Restriction Description Description of the restriction.

Valid From It specifies the date from which the restriction type is valid.

Valid To It specifies the date to which the restriction type is valid.

Object Restriction Type It specifies a classification for the object type on which the restriction

applies. The exhaustive list of possible values is as follows:
| Party

| Cash Account

Restriction Processing Type It specifies a classification for the type of processing that shall apply for the

restriction. The exhaustive list of possible values is as follows:

| Blocking: blocking of a party or cash account from settlement

Positive / Negative Parameter It specifies whether the rules of the restriction type represent a positive or

Set

negative set of parameters. A positive parameter set shall specify the
conditions requiring the system to apply the restriction. A negative
parameter set shall specify the conditions for which the system shall not
apply the restriction.

Each Restriction Type is linked to the specifying Party (i.e. the CRDM Operator).

1.3.9. Configuration parameters

This section describes all reference data concerning the following rules and parameters:

Country;
Currency;
System entity;
BIC Directory;
Service;

Minimum Reserve Configuration.

The following diagram shows the conceptual data model for Configuration Parameters management.
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Rules & Parameters Data Management

Configuration Parameters

E BIC E Currency
Syst Entit
[53 BIC Source : String E ystem Enty l'. Eg Currency Code @ String
g BIC Type : String [Eg Systern Entity Type | String g Currency Name @ String

[ System Entity Mnemonic : String g Number of Decimals : Integer

[Eg BIC : String
g System Entity Name : String

[Eg BIC Branch Code : String

[5G Financial Institution Name : String
[ City Mame : String

5§ Branch Information @ String

[Eg BIC Technical Identifier @ String
g Valid From : Date

[Eg Valid To : Date

1

E Country E Currency Service Link
g Country Code : Integer
E Minimum Reserve Configuration [Eg Country Name : String ©
55 MR reserve period from : Date
[E& MR reserve period to : Date
g MRIR @ Integer 1
[Eg MRP1 : Integer E Service
MRP2 : Int - -
EOEXIR . I:t:g:rr 55 Service Short Name @ String
g : g [E5 Service Long Name : String
g ODIR : Intager [ Service Type ! Strin
3 MLIR : Integer S ype 1 String
Rules & Par s Data I

Configuration Parameters

Eeic El currency
Q System Entity

[58 BIC Source : String - - [5§ Currency Code : String
[ BIC Type : String (g System Ent!ty Type : SF'V‘"Q . [£g Currency Name : String
[53 BIC : String £ System E“‘!':V Mnemonic String (53 Number of Decimals : Integer
[£8 BIC Branch Code : String [Eg System Entity Name : String
[Eg Financial Institution Mame : String 1
58 City Name : String
(58 Branch Information @ String
[5g BIC Technical Identifier : String
53 Valid From : Date
g Valid To : Date ke
El country I currency Service Link
(5 Country Code : Integer
Q Minimum Reserve Configuration [5g Country Name : String o
(58 Maintenance period from : Date
(5§ Maintenance period to : Date
[E@ MRIR : Integer 1
3 MRP1 : Integer E Service
? :’:;2 rlr:;e:;i g Service Short Name : String
FGODIR : Integer [ Service Long Name : String
d ) [ Service Type : String

[E5 MLIR : Integer

{CSLD CR0085}
1. Country

This entity includes all reference data related to countries defined in the different Services.

ATTRIBUTE DESCRIPTION

Country Code Numeric code of the country according to the ISO 3166-1:2020 alpha-2
standard.
Country Name Name of the country according to the ISO 3166-1:2020 alpha 2 standard.

2. Currency

This entity includes all reference data related to Currencies defined in the different Services .
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ATTRIBUTE DESCRIPTION

Currency Code Unique code of the currency according to the ISO 4217 standard.
Currency Name Name of the currency.
Number of Decimals Number of decimals in which the currency is expressed.

Each Currency is linked to one to many Services (which allow settlement for that Currency).
3. System Entity

This entity includes all reference data for system entities. System entities define the entities (i.e. Central

Banks and the CRDM Operator) by which data is segregated.

ATTRIBUTE DESCRIPTION

System Entity Type It specifies a classification for the system entity. The exhaustive list of
possible values is as follows:

| Operator
| Central Bank (CB)
System Entity Mnemonic It specifies a unique short code used to identify the system entity.
System Entity Name It specifies the full name of the system entity.
Every reference data entity has an association with the relevant System Entity, to inherit the System
Entity Identifier attribute.
Each System Entity is linked to its relevant Party, i.e. to the CRDM Operator or the Central Bank defined
as a Party and corresponding to the same System Entity.
4. BIC Directory
This entity includes all the information needed to identify the legal entities to which SWIFT assigned the
BIC that is used to validate the input BICs as Party identifiers. Common Reference Data Management

supports the automatic loading and update of the BIC Directory based on the BiC-DBata+SWIFT Bank
Directory Plus. {CSLD CR0076}

ATTRIBUTE DESCRIPTION

BIC Source It specifies a classification for the BIC source. The exhaustive list of
possible values is as follows:

| Manual input
| Automatic loading

BIC Type It specifies a classification for the BIC type. The exhaustive list of possible

values is as follows:
| Official BIC

| Internal technical BIC
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BIC

BIC Branch Code

Financial Institution Name

City Name

Branch Information

BIC Technical Identifier
Valid From

Valid To

5. Service

8-character BIC, consisting of the bank code (financial institution), country

code and location code.
3-character branch code for the financial institution.

Three text fields with a length of 35 characters each to store the name of

the financial institution.
35-character name of the city in which the financial institution resides.

Two text fields with a length of 35 characters each to identify the branch of

the financial institution.
This attribute specifies the unique technical identifier of a BIC.
It specifies the date from which the BIC is valid.

It specifies the date to which the BIC is valid.

This entity stores information on all the different Services that rely on reference data stored in the

Common Reference Data Management.

ATTRIBUTE DESCRIPTION

Service Short Name
Service Long Name

Service Type

Identification of the Service.
Extended identification of the Service.

Defines whether the Service is a Service that belongs to the Eurosystem
Market Infrastructures or not. The exhaustive list of possible values

follows:

| Internal (i.e. service belonging to the Eurosystem Market

Infrastructures)

| External

Each Service may be linked to one or multiple Currencies.

6. Minimum Reserve Configuration

This entity stores information on Minimum Reserve Configuration required by CLM Service.
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ATTRIBUTE DESCRIPTION

MR-ReserveMaintenance Period It specifies the starting of validity for a minimum reserve period.

From

MR-ReserveMaintenance Period It specifies the ending of validity for a minimum reserve period.
To {CSLD CR0085}

MRIR It specifies the minimum reserve interest rate.
MRP1 It specifies the minimum reserve penalty rate type 1.
MRP2 It specifies the minimum reserve penalty rate type 2.
EXIR It specifies the excess reserve interest rate.

ODIR It specifies the overnight deposit interest rate.

MLIR It specifies the marginal lending interest rate.

Excess reserve exempion factor Factor for the calculation of the excess reserve exemption factor.

1.3.10. Business Day Management configuration

The following diagram shows the conceptual data model for Business Day Management data.

Business Day Management - Configuration

=l Event Type

Operating Day Type
[Eg Event Type Code : String 1 E P 9 Day Typ i
[ Event Type Description : String - groups X [Eg Operating Day Type Code : String . .
1 kg Currency-Specific : Boolean 1 - is defined for| (3 Operating Day Type Deseription : String
[ Event Type Category g .
5, Process to Start : String
5, Process Parameters : String
* -
1
- belongs to . - is part of - defines .
- is a assembly of o |»
& category
(53 Category Type : String £ pefault Event Schedule L closing Day
53 Category Deseription : String 53 Default Event Schedule Time : Timestamp 5 Date :Date
(58 Chain Identifier : String
B
1 1
- is predecessor
* + | -is successor

El pefault Event Link
g Predecessor Duration : Integer
g Predecessor Service : String
[Eg Successor Duration : Integer
g Successor Service : String

«uses

- is part of

- is defined for
1 1 1
* - applies for -referesto 1
H service 1 * | E Event El system status E currency

1
11 1

The scheduling of any actual operating day is based on a set of pre-defined Event Types that can be

combined, according to different default schedules, into different Operating Day Types
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1. Event Type
This entity includes all the information concerning the Event Types defined in CRDM for every Service.

An Event Type is any possible kind of event in CRDM for every Service (e.g. EOD, SOD, Cut-off,

Beginning of day time and so forth), regardless of its planned or actual triggering time.

ATTRIBUTE DESCRIPTION

Event Type Code The unique name of the event type.
Event Type Description Description of the event type.
Currency-Specific Boolean attribute specifying whether the event type can be triggered at

different times for different currencies.

Process to Start It specifies the process(es) that must be started in the related Service
when an event of this type is triggered.

Process Parameters It specifies all the parameters of the process(es) that must be started when
an event of this type is triggered, e.g. the identification of the software
component(s) to be started, the set of required input parameters, an
indication whether a process completed notification is expected, etc.

Each Event Type can be scheduled at different times for different Services, Operating Day Types and
different Currencies, in case the Event Type is currency-specific. An Event Type can be linked to one

or many Categories and must be linked to one Service.
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2. Category

This entity includes all the information concerning the entity Category defined in CRDM. Each Category

is linked to one or many Event Types and defines the possible uses of that Event Type within other

entities.
Category Type It specifies the type of the category. The exhaustive list of possible value
is:
| Business report
| CRDM report
| Liquidity transfer order report
Category Description It specifies the description of the category.

3. Operating Day Type

This entity includes all the information concerning the Operating Day Types defined in CRDM, so to
allow the CRDM operator to define different kinds of operating days in each Service (e.g. to define
specific settlement day types in which some Events must deviate from the standard schedule, or for

testing purposes).

ATTRIBUTE DESCRIPTION

Operating Day Type Code Code of the operating day type.
Operating Day Type Description Description of the operating day type.

The Operating Day Type entity has a many-to-many association with the Event Type entity, which allows
the CRDM operator to specify, for each Event Type of each Operating Day Type for each Service, one
Default Event Schedule Time or several Default Event Schedule Times (in the case of currency-specific

Event Types).
4. Default Event Link

This entity includes information on the predecessor/successor links between events within a specific

Operating Day Type.

ATTRIBUTE DESCRIPTION

Predecessor Duration Fixed delay between the predecessor event and the successor event,
calculated on the completion of the predecessor.
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Predecessor Service Service the predecessor event belongs to.

Successor Duration Fixed delay between the predecessor event and the successor event,
calculated from the start of the successor.

Successor Service Service the successor event belongs to.
5. Each Default Event Link references pairs of Default Event Schedules in order to define couples of

predecessor/successor events.Closing Day

This entity defines the set of Closing Days for the each Service calendar.

ATTRIBUTE DESCRIPTION

Date The specified date is a closing day for the linked currency.

Each occurrence is linked to an occurrence of the Currency entity and an occurrence of Service..

It defines a specific Closing Day for the linked Currency and related Service.

1.4. CRDM Features

1.4.1. Concept

The CRDMcommon component allows duly authorised users to create and maintain reference data
objects. CRDMobjects specify reference data for the configuration of parties, cash accounts and rules
and parameters.

1.4.2. Overview

The CRDMcommon component is in charge of executing reference data maintenance instructions for
the creation or the maintenance of reference data objects.

Duly authorised users belonging to Central Banks payment banks, ancillary systems and to the Operator
can trigger Common Reference Data Managementbusiness processes according to their own specific
access rights, i.e. using the functions and maintaining the common reference data objects they have
been granted.

Duly authorised users of the Operator are responsible for system configuration tasks and for the
management of common reference data for Central Banks These users can also act on behalf of other
CRDM Actors in order to perform some specific actions or within some pre-defined contingency
scenarios.

The CRDMcommon component executes immediately all reference data maintenance instructions. The
related reference data changes become effective in the relevant TARGET service(s), common
component(s) or back-office applications in a deferred way, by means of a daily reference data
propagation process. The process takes placeevery business dayand is scheduled in order to ensure a
smooth and complete reference data propagation depending on the operational schedule of the relevant
Service(sycomponents. Specific data changes are propagated with instant effect to certain
Services/components. When any such change is carried out in CRDM, it is also propagated instantly to
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the relevant Service/component which takes into account with immediate effect. This applies to blocking
Parties and Cash accounts in CLM, RTGS and TIPS as well as modifying CMB Limits in TIPS.

All common reference data objects can be created and maintained in U2A mode, whereas only a sub-
set of them can be created and maintained also in A2A mode and/or through the DMT (see section
1.4.3.2 Reference data maintenance types. All reference data changes performed in U2A mode can be
executed either in Two-Eyes or in Four-Eyes mode. Duly authorised users can specify the applicable
mode for the functions and the common reference data objects they manage ( see section 1.2.2 Access
rights).

Versioning facilities and validity periods allow the implementation of data revision and data history
features, in order to keep track of all past data changes, to enter changes meant to be come effective
as of a future date and to define common reference data objects with limited or unlimited validity.

1.4.3. Common reference data maintenance process

1.4.3.1. Common reference data objects

Duly authorised users manage common reference data by creating and maintaining common reference
data objects. A common reference data object is a set of logically related, self -consistent information.
Partiesand Cash Accountsare examples of common reference data objects. The following table provides
the exhaustive list of common reference data objects defined in the CRDMand the CRDM Actors that
are responsible for their management, i.e. for creating and maintaining them:
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Party

Cash account

Access rights management

TABLE 46 - CoMMON REFERENCEDATA OBJECTS

AREA OBJECT RESPONSIBLE CRDM ACTORS 2829

Party

Party Service Link

Banking Group

Billing Group

Ancillary System Bilateral Agreement
Ancillary System Procedure

Cash account

Limit

Authorized Account User
Account Monitoring Group
Liquidity Transfer Order
Liquidity Transfer Group
Settlement Bank Account Group
Direct Debit Mandate

Standing Order for Limit
Standing Order for Reservation
User

Role

Privilege

Certificate DN

User-Certificate DN Link

Role Usef!

Role Party??

Grantee Privilege®®

28 "All" indicates that all types of CRDM Actors (CRDM Operator, Central Banks, Payment BanksAncillary System) have the ability to manage the object

type.
29

Operator, Central Bank
Operator, Central Bank
Central Bank
Central Bank
Central Bank
Central Bank

Central Bank, Payment Bank Ancillary
System?®

Payment Bank

Payment Bank Ancillary System
Payment Bank

Payment Bank Ancillary System
Central Bank

Central Bank

Central Bank

Payment Bank Ancillary System

Payment Bank Ancillary System

All

Operator, Central Bank
Operator

All

All

All

Operator, Central Bank

All

The Actor types listed for each function refer to the default responsible Actor in normal operating conditions. However it is possible for the

CRDM Operator to act on behalf of Central Banks (and of Payment Banks and Ancillary Systems, upon requesbf the relevant Central Bank) and for
the Central Banks to act on-behalf of their Payment Banks and Ancillary Systems, under welldefined contingency scenarios.

30 The Cash Account object includes TIPS CMBs. In this respect, Payment Banks may only ieate and maintain TIPS CMBs, whereas Central
Banks create and maintain any other account type and may create and maintain TIPS CMBs on behalf of their Payment Banks.

31 This object is related to the granting/revoking of Roles to/from Users.
32 This object is related to the granting/revoking of Roles to/from Parties.

33 This object is related to the granting/revoking of Privileges to/from Roles, Parties and Users.
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Message subscription

configuration

Network configuration

Report configuration

Business day management

configuration

Restriction type management

Billing configuration

Configuration parameters

Message subscription rule

Message subscription rule set

DN-BIC Routing

Network service

Technical address Network service link
Routing

Report configuration

Event Type

Operating Day Type
Closing Day
Restriction type
Service Item

Billing Service Configuration
Tariff

Invoice configuration
VAT

Country

Currency

Currency Service Link
System entity

BIC directory

Service

Minimum Reserve Configuration

Central Bank, Payment Bank Ancillary
System

Central Bank, Payment Bank, Ancillary
System

All

Operator

Operator, Central Bank
All

Central Bank, Payment Bank Ancillary

System
Operator
Operator
Operator
Operator
Operator
Operator
Operator
Central Bank
Central Bank
Operator
Operator
Operator
Operator
Operator
Operator

Operator

A common reference data object consists of one or more classes of information. For example, a party

is a common reference data object, consisting of the following classes of information:

| Party;

| Party code;

| Party name;

| Party address;

| Party technical address
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| Party contact;
| Party restriction.

Each class of information includes a defined set of attributes. For example, the class of information party
name of the common reference data object party includes the following attributes:

| the long name of the party;
| the short name of the party;
| the starting validity date of the party name.

The CRDMcommon component provides functions to maintain all common reference data objects ( see
section 1.4.3.2 Reference data maintenance types). Each maintenance operation on a common
reference data object results in a new version of the same object. Each version of a common reference
data object is called a revision of the object. Consequently, at any point in time, CRDMstores one or
many revisions of each common reference data object, more precisely only one revision for newly
created objects that were never maintained after their creation and N revisions for objects that were
maintained N-1 times after they were created. The first revision of each common reference dat a object
includes all the attribute values provided at creation time. After that, each maintenance request
successfully processed creates a new revision for the object. This means that each revision may entail
changes of many attributes of the same common reference data object at the same time. A new revision
is also created when deleting and restoring a common reference data object.

Some classes of information are subject to data history, i.e. classes of information having multiple
occurrences with continuous and non-overlapping validity periods. For example, the classes of
information party name and party code of the common reference data object party can be subject to
data history. In fact, they include a Valid From attribute which determines the valid va lue of these
classes of information at any given point in time.

1.4.3.2. Reference data maintenance types

The CRDMcommon component allows a duly authorised user to perform the following types of reference
data maintenance operations on common reference data objects:

| Create. It creates a new common reference data object.

| update. It updates an already existing common reference data object. It is possible, with a single
update, to create, update or delete one or many classes of information of a common reference data
object at the same time.

| Delete. It deletes an already existing common reference data object. Deletion is always logical and
not physical. Physical deletion is performed automatically by the Common Reference Data
Management service when performing the purge process following the archiving process (see
section 1.4.3.4 Common reference data archiving and purging).
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| Restore®. It reactivates a previously deleted common reference data object, i.e. it updates the
status of this object from deleted to active.

Besides these operations, the Common Reference Data Managementservice provides some specific
types of reference data maintenance operations for the configuration of access rights ( see section 1.2.2
Access rightsfor a detailed description of these operations).

CRDM allows all reference data maintenance types on all reference data objects in U2A mode, whereas
it allows them only on a subset of reference data objects through the DMT and A2A mode respectively.
The following table shows the exhaustive list of all the available reference data maintenance types that
are possible in the DMT and in A2A mode:

TABLE 47 T MANAGEMENT OF REFERENCEDATA OBJECTS IN DMT

OBJECT DMT A2A FUNCTION
FUNCTION
Party data management Party Create Create, Update, Delete
Technical address network service link Create n/a
Cash account data Cash account Create Create, Update, Delete
management Liquidity Transfer Order n/a Create, Update, Delete
Authorised account user Create n/a
Limit Create Update, Delete
Access rights management User Create n/a
Role Create, Grant n/a
Privilege Grant n/a
Certificate DN Create n/a
User-Certificate DN Link Create n/a
Message subscription Message subscription rule set Create n/a
configuration Message subscription rule Create n/a
Report configuration Report configuration Create n/a

1.4.3.3. Validity of common reference data objects

Some common reference data objects include attributes limiting the validity period of these objects. For
example, each Party service link, which defines the participation of a given payment bank or ancillary
system in a specific service, common component or back-office application, includes two attributes
specifying the date from which and the date to which the link is valid, i.e. the period in which said

34 This function is available in U2A mode only and it is granted, for each obje ct, with the system privilege that allows deleting the same object as
well.
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payment bank or ancillary system can operate in that service, common component or back-office
application. Between the creation date and the deletion date of the link, but outside the validity period
just defined, the payment bank /ancillary system is not allowed to operate in the Service, even though
it is active in the CRDMrepository and it can be queried and maintained by a duly authorised user.

The CRDM common componentmakes a distinction between the following two categories of common
reference data objects:

| common reference data objects with unlimited validity period,
| common reference data objects with limited validity period.

The following table shows the exhaustive list of all the common reference data objects with unlimited
validity period:

TABLE 48 - CoMMON REFERENCEDATA OBJECTS WITH UNLIMITED VALIDITY PERIOD

AREA OBJECT

Party Banking Group
Billing Group

Cash Account Account Monitoring Group
Liquidity Transfer Group

Settlement Bank Account Group
Access rights management User

Role

Privilege

Certificate DN

User-Certificate DN Link

Role User Link

Role Party Link

Privilege Role Link
Network configuration Network service

Technical Address Network Service Link

Routing
Business day management Event Type
configuration Operating Day Type

Closing Day
Configuration parameters Country

Currency
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Currency Service Link
System entity
Service

Billing Configuration Service ltems
Invoice Configuration
VAT

This type of common reference data object starts being valid in CRDMimmediately after it has been
created. Similarly, a common reference data object with unlimited validity period may be immediately
updated or deleted by a duly authorised user. However, in both cases the reference data change, i.e.
the creation of a new o bject or the update or deletion of an already existing object is made effective in
the relevant Service(s) only by means of the daily reference data propagation process.

Regardless of the way common reference data object with limited validity period are pr opagated to the
relevant Service(s), between the creation date and the deletion date of this object, it is active in the
CRDMcommon component and it can be queried and maintained by a duly authorised user.

Common reference data objects with limited validity period can be updated either intraday, i.e. while
they are in their validity period or as of a future date, i.e. before they become valid.

The following table shows the exhaustive list of all the common reference data objects with limited
validity period, with the columns on the right specifying the possible maintenance operations depending
on the validity period:

TABLE 49 - COMMON REFERENCEDATA OBJECTS WITH LIMITED VALIDITY PERIOD %

AREA (o]=N]=(e3) CREATION UPDATE DELETION

Party Party Validity date may take May take effect on May be performed
the value of the current the current date 3. only on objects
date. that are not valid

on the current

date.
Party Service Link Validity date may take May take effect on May be performed
the value of the current the current date. only on objects
date. that are not valid

on the current

date.

35 In the following table, the columns 6Creation/ Updat e/ Dedperatian omeéach abjec

with immediate effectin t he CRDM. For exampl e, if a user updates an object

should they wish to do so, to perform changes that become takemeffeetdnlyas
of a future dateo then it is not possible to perform i ntepresahtthe leeehoh

flexibility offered to the user. Within these limitations, the user decides exactly when a speci fic modification should take effect.

36 This is not applicable to the Party Code, which cannot be updated if it is currently active.
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Cash acount
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Ancillary System
Bilateral

Agreement

Ancillary System

Procedure

Cash account

Liquidity Transfer
Order

Standing Order

for Reservation

Direct Debit

Mandate

Authorised

Account User

Limit

Validity date may take
the value of the current

date.

Validity date may take
the value of the current

date.

Validity date may take
the value of the current

date.

Validity date may take
the value of the current

date.

Validity date may take
the value of the current

date.

Validity date may take
the value of the current

date.

Validity date may take
the value of the current

date.

Validity date may take
the value of the current

date.

May take effect on

the current date.

May take effect on

the current date.

May take effect on

the current date.

May take effect on

the current date.

May take effect on

the current date.

May take effect on

the current date.

May take effect on

the current date.

May take effect on

the current date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects

that are not valid
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Message

subscription

Report

configuration

Restriction type

management

Network

configuration

Configuration

parameters

For parties and cash accounts the validity period is defined by an Opening Date and a Closing Date

Message
subscription rule

set

Message

subscription rule

Report

configuration

Restriction type

DN-BIC Routing

BIC Directory

Validity date may take
value of the next
business day at the

earliest.

Validity date may take
value of the next
business day at the

earliest.

Validity date may take
value of the next
business day at the

earliest.

Validity date may take
value of the next
business day at the

earliest.

Validity date may take
the value of the current

date.

Validity date may take
the value of the current

date.

May take effect only

as of a future date.

May take effect only

as of a future date.

May take effect only

as of a future date.

May take effect only

as of a future date.

May take effect on

the current date.

May take effect on

the current date.

on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

May be performed
only on objects
that are not valid
on the current

date.

attribute. Between these two dates the common reference data object, i.e. the party or the cash

account, is valid, meaning that Eurosystem Market Infrastructure Servicescan use it for processing (e.g.

for settlement purposes). Outside this period, the common reference data object can only be queried

or maintained in the CRDM common componentby a duly authorised user.
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1.4.3.4. Common reference data archiving and purging

The CRDM common componentarchives new reference data and their changes three calendar months
after they were created or changed. The Common Reference Data Management service purges, i.e.
physically deletes reference data from the production data base three calendar months after they were
deleted. For example, a party has to be deleted before the Common Reference Data Management
service can purge it. This implies that a party is never purged, unless a duly authorised user makes the
decision to delete it.

The following example illustrates how the Common Reference Data Management service archives and
purges the different revisions of a generic common reference data object.
EXAMPLE 13 - ARCHIVING AND PURGING AFTER DELETION OF A COMMON REFERENCEDATA OBJECT

Object X does not > Object X exists and >& Object X exists and > Object X does not exist >

exist yet it is active it is deleted anymore

Object Obji Object X
revi (revi (revision 3
~
r
Create Object X Update Object X |Delete ObjectX
(day Tx,) (day Ty,) (day Tys)
10 years
Object Obij Object X
revi (revi (revision 3)
Y
Archive Archive and Purge Archive and Purge
(day Ty, +3 months) (day Tx;+3 months)day Ty;+3 months)
Object X is not yet archived Obiject X is archived
<«

In this example, a duly authorised user creates intra-day, on business day Txi, a common reference
data object X. This results in the creation of the first revision of the object X.

During business day Txz (with T x<T xa+ thre e calendar months ) a duly authorised user updates the
common reference data object X changing one (or many) of its attribute(s). This results in the creation
of a new revision (2) for X.

On business day Txit+ three calendar months, the archiving process copies the first revision of the
common reference data object X into the archiving data base. It is worth mentioning that:

| the CRDM common componentdoes not purge the archived revision, as it still refers to a period of
time that expired on T x», i.e. since less than three calendar months;

| the CRDM common componentdoes not archive the second revision of the common reference data
object X, as it was created on Tx, i.e. since less than the duration of the retention period.

During business day Txs (with Txs<T x2+ three calendar months), a duly authorised user deletes the
common reference data object X. This results in the creation of a new revision (3) for the same object.

On business day Txzt+ three calendar months, the archiving process copies the second revision of the
common reference data object X into the archiving data base. In this case:
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| the CRDM common componentdoes not purge this second revision, as it still refers to a period of
time that expired on T xs, i.e. since less than three calendar months ;

| the CRDM common componentdoes not archive the third revision of the common reference data
object X, as it was created on Txa, i.e. since less than three calendar months ;

| the CRDM common componentpurges the first revision of the common reference data object X, as
it refers to a period of time that expired exactly since three calendar months.

Finally, on business day Txst+ three calendar months, the archiving process copies the third and final

revision of the common reference data object X into the archiving d ata base. On the same day, just
after the archiving process has been successfully performed, the CRDM common componentpurges the
common reference data object X, by physically deleting the last two revisions of the object X that are

still present in the production data base.

From this moment on, all revisions of the common reference data object X are available only in the
archiving data base, where the Archiving common component keeps them for a period of ten years.

1.4.3.5. Lifecycle of common reference data objects

This section puts together all the concepts described so far and provides a general description of the
lifecycle of common reference data objects.

Lifecycle of common reference data objects with unlimited validity period

The following diagram illustrates the lifecycle of a common reference data object with unlimited validity
period both in the production data base and i n the archiving data base:

DIAGRAM 8 - LiIFECYCLE OF COMMON REFERENCEDATA OBJECTS WITH UNLIMITED VALIDITY PERIOD

ll- Create

2- Update

Archive (T+3 months)

4- Restore I 3- Delete \
) 7- Archivé (T+3 months) y
Delet: > /

5- Purge (T+3 months)

Production Data Base Archiving Data Base

When a duly authorised user submits to the CRDM common componenta reference data maintenance
instruction to create a common reference data object with unlimited validity period, the CRDM common
component processes it and, in case of successful processing, it creates the relevant object. This object
is valid and it exists in the production data base only (transition 1).

From this moment on, a duly authorised user may submit to the CRDM common componentone or
many reference data maintenance instructions to update the common reference data object. Regardless
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of the result of the CRDM common componentprocessing, i.e. whether the reference data maintenance
instruction is successfully or unsuccessfully processed, the common reference data object remains valid
(transition 2).

When a duly authorised user submits to the CRDM canmon component a reference data maintenance
instruction to delete a common reference data object, the CRDM common componentprocesses it and,
in case of successful processing, it deletes the relevant object. This object is logically deleted (transition
3), even if it is still physically present in the production data base.

From this moment on and within a period of three calendar months, if a duly authorised user submits
to the CRDM common componenta reference data maintenance instruction to restore a previously
deleted common reference data object, the CRDM common component processes it and, in case of
successful processing, it restores the relevant object. As a result, the object becomes valid again
(transition 4).

Three calendar months after a common reference data object has been deleted, the CRDM common
component physically deletes it from the production data base. This results in the object being purged
by the production data base (transition 5), i.e. it exists only in the archiving data base.

Three calendar months after a common reference data object has been either created, updated or
deleted, the CRDM common component copies the revision of the common reference data object
resulting from this reference data maintenance instruction from the production data base to the
archiving data base. As a result the common reference data object is both in the production data base
and archived in the archiving data base, in case it was created or updated, or only in the archiving data
base, in case it was deleted (transitions 6 and 7).

Lifecycle of common reference data objects with limited validity period

The following diagram illustrates the lifecycle of a common reference data object with limited validity
period both in the production data base and in the archiving data base

DIAGRAM 9 - LIFECYCLE OF COMMON REFERENCEDATA OBJECTS WITH LIMITED VALIDITY PERIOD
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Create

3- Update 1 l 2
5- Update
not y. 4
Vi

4- Update or
Valid From Date

6- Valid To Date
7- Update O
11-iArchive
no lon H > Al

\ (T+3 caléndar months) -

10- Archive

(T+3 calendar months)

9- Restor 8- Delete

12- Archive T+3
14-Purge (7+ 3 calendar months

calendar months)

Del

13- Archive T+3
calendar months)

Production Data Base Archiving Data Base

When a duly authorised user submits to the CRDM common componenta reference data maintenance
instruction to create a common refer ence data object with limited validity period, the CRDM common
component processes it and, in case of successful processing, it creates the relevant object. This object
is either valid or not yet valid, depending on the starting date of its validity period , and it exists in the

production data base only (transitions 1 and 2).

From this moment on, a duly authorised user may submit to the CRDMone or many reference data
maintenance instructions to update the common reference data object. If the object is vali d, then it
remains valid, regardless of the result of the CRDM common componentprocessing, i.e. whether the
reference data maintenance instruction is successfully or unsuccessfully processed (transition 5). If the
object is not yet valid, two sub -casesare possible:

| if the reference data maintenance instruction also updates the starting date of the validity period to
the current business date and it is successfully processed, then the common reference data object
becomes valid (transition 4).

[ in all other cases, whether the reference data maintenance instruction is successfully or
unsuccessfully processed, the common reference data object remains not yet valid (transition 3).

A common reference data object becomes valid from the starting business date of the validity period
(transition 4).

A common reference data object is valid until the end of day of the final date of the validity period
(transition 6). As far as TIPS is concerned, this implies that the object is valid until TIPS receives from
the RTGS g/stem the message notifying the first business day greater than the final date of the validity
period.

When a duly authorised user submits to the CRDM common componenta reference data maintenance
instruction to delete a common reference data object, the C ommon Reference Data Management service
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processes it and, in case of successful processing, it deletes the relevant object. This object is logically
deleted (transition 8), even if it is still physically present in the production data base.

From this moment on and within a period of three calendar months, if a duly authorised user submits
to the CRDM common componenta reference data maintenance instruction to restore a previously
deleted common reference data object, the CRDM common component processes it and, in case of
successful processing, it restores the relevant object. As a result, the object becomes no longer valid
again (transition 9).

Three calendar months after a common reference data object has been deleted, the CRDM common
component physically deletes it from the production data base. This results in the object being purged
by the production data base (transition 1 4), i.e. it exists only in the archiving data base.

Three calendar months after a common reference data object has been either created, updated or
deleted, CRDMcopies the revision of the common reference data object resulting from this reference
data maintenance instruction from the production data base to the archiving data base. As a result the
object is both in the production data b ase (as a not yet valid, valid, no longer valid or deleted object)
and archived in the archiving data base, in case it was created or updated, or only in the archiving data
base, in case it was deleted (transitions 10, 11, 12 and 13).

1.4.3.6. Common reference data propagation

CRDM allows users to configure reference data to be used in the Local Reference Data Management
of other TARGET services (e.g. TIPS, CLM and RTGS).

Data set up in CRDM is propagated to other services, common components or back-office applications
on a regular basis, typically once a day, at a preset time before the change of business date. If needed,
in contingency situations patrticipants can request the Service Operator for an ad-hoc propagation to be
run at different times of day for a specific service, common component or back-office application. There
is no technical limit on the number of times a data propagation can run during a given business date.

No data propagation flow exists from TIPS, T2S, ECONS2, CLM and RTGS to CRDM. Since CRDM
contains data belonging to different services, common components or back-office applications, specific
segregation principles are putin place to make sure that relevant data is made available in each service,
common component or back-office application depending on the individual needs. In this respect certain
objects (e.g. Country, Currency) are fully shared i they are made available to every service, common
component or back-office application without distinction. Other objects are service-specific, and are
made available in full to a single service (examples include Standing Order for Reservation for RTGS).
Finally, certain objects are shared among multiple Services, but the data is segregated and made
available in a given service based on the values of specific attributes that link each instance to a specific
service, either directly or indirectly. Examples of this type of objects include Party (which can be linked
to Services by setting up Party Service Links) and Cash Account (which has specific instances for each
Service based on the Cash Account Type attribute).

A special case is represented by the Eurosystem Collateral Management System (ECMS) which does
not have specifically segregated data in CRDM, but relies on some CRDM data for internal validation,
as well as using CRDM for storing Distinguished Names of ECMS users. For additional details, see
section 1.5.4.
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The following table lists the possible CRDM reference data objects and their relevance for each service,

as well as the data segregation principles defining which instances will be propagated to which Service.

As T2S

All rights reserved.
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target

Party

Cash

Account

All rights reserved.

Party

Party Service
Link

Banking
Group

Billing Group

Ancillary
System
Bilateral

Agreement

Ancillary
System

Procedure

Cash Account

Authorised

Account User

Account
Monitoring

Group

Liquidity
Transfer
Order

TABLE 50 i CRDM DATA SEGREGATION PER SERVICE

AREA OBJECT RTGS TIPS | ECONS2 | SEGREGATION PRINCIPLES

X

All data is available in T2S.

Parties with a Party Service Link to
ECONS2, CLM, RTGS or TIPS are

available in that Service.

Only relevant for CRDM; defines the
availability of Party data for a given

Service/component.

All data is available in CLM.

Only relevant for Billing.

All data is available in RTGS.

All data is available in RTGS.

Data is available in different
services/components depending on
the Cash Account Type attribute;
each possible value of this attribute
identifies a type of Cash Account
used by a single

Service/component.

Data is available in different
services/components depending on
the Cash Account Type attribute of

the Cash Accounts it refers to.

Data is available in different
services/components depending on
the Cash Account Type attribute of

the Cash Accounts it refers to.

Data is available in different
services/components depending on
the Cash Account Type attribute of

the Cash Account it refers to.
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target

Liquidity
Transfer

Group

Settlement
Bank Account

Group

Limit

Direct Debit

Mandate

Standing
Order for

Reservation

Access User
Rights

Management

Role

Privilege

All rights reserved.

X
X
X X X
X X X X

Data is available in different
services/components depending on
the Cash Account Type attribute of

the Cash Accounts it refers to.

All data is available in RTGS and
ECONS2.

Data is available in different
services/components depending on
the Cash Account Type attribute of

the Cash Account it refers to.

Data is available in different
services/components depending on
the Cash Account Type attribute of

the Cash Account it refers to.

Data is available in different
services/components depending on
the Cash Account Type attribute of

the Cash Accounts it refers to.
All data is available in CRDM.

Data related to Parties with a Party
Service Link to ECONS2, CLM or
RTGS is available in that

Service/component.
All data is available in T2S.

Data containing Privileges related to
ECONS2, CLM, RTGS or TIPS is

available in that Service/component.

All data is available in T2S. It is not
available in other Services, but it is
used by CRDM to determine the
availability of other access rights

data in those Services/components.

Each Privilege includes a link to a
single Service/component which
defines the Service/component that
contains the user function activated

by the Privilege.
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Message
Subscription

Configuration
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Certificate
DN

User
Certificate
DN Link

Role User

Role Party

Grantee

Privilege

Message
Subscription
Rule Set

Message
Subscription
Rule

X X X X
X X X X
X X X X
X X X X
X X X X
X X X

X X X

All data is available in T2S.

Data linked to Users flagged as
main users for TIPS is available in
TIPS.

Data linked to Users under Parties
with a Party Service Link to
ECONS2, CLM or RTGS is available

in that Service/component.
All data is available in T2S.

Data linked to Users flagged as
main users for TIPS is available in
TIPS.

Data linked to Users under Parties
with a Party Service Link to
ECONS2, CLM or RTGS is available

in that Service/component.

Data is available in different
services/components depending on
the Service the Privileges contained

in the Role refer to.

Data is available in different
services/components depending on
the Service/component the
Privileges contained in the Role

refer to.

Data is available in different
services/components depending on

the Service the Privilege refers to.

Data containing Message
Subscription Rules that reference
data from T2S, CLM, RTGS or TIPS
is available in those

Services/components.

Data is available in different
services/components depending on
the underlying reference data

objects the Rule refers to.
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Network Network

Configuration Service

Technical
Address
Network

Service Link

DN BIC
Routing

Routing

Report Report

Configuration ~ Configuration

Business Day Event Type
Management

Configuration

Operating

Day Type

Closing Day

All rights reserved.

X X X X
X X X X
X X

X X X X

Data is available in different
Services/components based on an
attribute that defines a direct
reference to a single

Service/component.

Data is available in different
Services/components depending on
the Service/component the related

Network Service refers to.

Data is available in different
Services/components depending on
the Cash AccountType attribute of
the Cash Account the related
Authorised Account User BIC refers

to.

Data is available in different
Services/components depending on
the Service identifier in the Network
Service linked to the Party Technical
Addressreferenced in the Routing

configuration.

Data is available in different
Services/components depending on
the specific type of report being

subscribed.

T2S data is available in T2S
Scheduling.

Apart from this, only relevant for
CRDM and Business Day

Management.

T2S data is available in T2S
Scheduling.

Apart from this, only relevant for
CRDM and Business Day

Management.

T2S data is available in T2S
Scheduling.
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Apart from this, only relevant for
CRDM and Business Day
Management.
Restriction Restriction X X X Data is available in different
Type Type Services/components based on an
Management attribute that defines a direct
reference to a single
Service/component.
Billing Service Item Only relevant for CRDM and Billing.
SR Billing Only relevant for CRDM and Billing.
Service
Configuration
Tariff Only relevant for CRDMand Billing.
Invoice Only relevant for CRDM and Billing.
Configuration
VAT Only relevant for CRDM and Billing.
Configuration Country X X X X All data is available in all
Parameters Services/components.
Currency X X X X All data is available in all
Services/components.
Currency X X X X Data is available in different
Service Link Services/components depending on
the Service/component the link
refers to.
System X X X X All data is available in all
Entity Services/components.
BIC Directory X X X X All data is available in all

Service

Minimum
Reserve

Configuration

All rights reserved.

Services/components.
Only relevant for CRDM.

Only relevant for CLM.
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1.4.4. TIPS Directory

1.4.4.1. Purpose

To support the routing of instant payment in TIPS, the needed routing information is provided in a

structured TIPS Directory.

It includes the list of all BICs of TIPS Participants and Reachable Parties that are addressable within

TIPS.

1.4.4.2. Structure

TIPS Directory is generated as a fixed length record flat file encapsulated in a XML envelope.

The structure of the records of the TIPS Directory is as follows:

FIELD
No.
M 1

M 2
M 3
M 4
M 5
M 6

All rights reserved.

TABLE 51 T TIPS DIRECTORY STRUCTURE

FIELD NAME

User BIC

Institution

Name

Party BIC

Account Owner
BIC

Type of Change

Valid From

FORMAT

CHAR(11)

CHAR(105)

CHAR(11)

CHAR(11)

CHAR(1)

DESCRIPTION

BIC configured as Authorised Account User in TIPS.
This BIC can be authorised for payments on one
and only one TIPS Account TIPS AS Technical
Accountor CMB in TIPS and it is the BIC that shall

be used to address Instant Payments in TIPS.

It is the name stored in the CRDM BIC Directory
together with the User BIC.

BIC that identifies a TIPS Participant or a Reachable
Party in TIPS. This BIC s for information purpose
only and it allows grouping all User BICs configured
by a given TIPS Participant or Reachable Party. It

cannot be used to address Instant Payments in TIPS.

BIC of the TIPS Participant (or TIPS Ancillary
System) owning the TIPS Account (or TIPS AS
Technical Account) for which the User BIC has been

authorised, also through a CMB.
Exhaustive list of possible values:
A1 Added

M1 Modified

Di Deleted

U1 Unchanged

DATE(YYYYMMDD, Date from which the entry is valid.
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M 7 Valid To DATE(YYYYMMDD, Date up to which the entry is valid.

Value 719999123106 is used

validity has not been specified.
M 8 Participation CHAR(2) Exhaustive list of possible valuesfor Party BIC:
e 011 TIPS Participant
021 Reachable Party

M 9 Maximum DEC (18,5) Maximum Amount accepted by the corresponding
IP_Amount TIPS Participant or Reachable Party into an
incoming Instant Payment transaction. The default
value is the maximum amount defined by the SCT

Inst scheme rulebook.
Each version of the TIPS Directory is identified by the name of its file (see section 1.4.4.4).
The following table shows the usage of the AType of
TABLE 52 T TYPE OF CHANGE USAGE

CHANGE VERSION N1| VERSION N |VERSION N+

A new record is issued in the version N of the TIPS Directory (the  not present A U

AiVaFi dmo date must be greater

version N-1).
A field (different from the BIC) is changed in the version N. U M U
A BIC is no more reachabl e in U D not present

be strictly lower than the validity date of the version N+1).

1.4.4.3. Generation

CRDM generates both a full version and a delta version of the TIPS Directory every business day at
17:00 CET. The full version includes all BICs of TIPS Participants and Reachable Parties that are
addressable within TIPS, whereas the delta version only includes changes with respect to the previous

version of the TIPS Directory (i.e. record with AType

are no changes between two versions of the TIPS Directory, the delta version consists of an empty file.

Immediately after the generation is completed, CRDM forwards both the full version and the delta
version to TIPS for push distribution (see section 1.4.4.4). TIPS Actors who created a Report
Configuration either full and delta version will receive a TIPS directory including only the records related
to the currency of the Central Bank to which the TIPS Participant and Reachable Parties belongs to.

1.4.4.4. Distribution

TIPS Actors may receive the TIPS Directory in two ways:
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1 push mode : each day, after having received the end-of-day message from TARGET2, TIPS
sends the full version or the delta version of the TIPS Directory to all TIPS Actors who created
for this an appropriate Report Configuration.

1 pullmode : at any time during the service hours of CRDM, a TIPS Actor may download either
the full version or the delta version of the TIPS Directory from a C RDM web-page.

The name of the flat file that contains the TIPS Directory is as follows: TIPS XXXTTTTYYYYMMDD where:
1 TTTT is the type, i.e. FULL for the full version and DLTA for the delta version;
1 XXX is the currency related to the records included in the directory;
1  YYYYMMDD specifies the year, month and day as of which the TIPS Directory is valid.

The file name as described refers to the XSD attribut

Other logical file names (e.qg. A2A Store and Forward, U2A Download prompt) follow software

i mpl ementation | ogic and should not be{CBLODEROIE)s refer e
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1.4.4.5. XML Envelope

To adhere to 1ISO20022 compliance, TIPS Directory content is embedded into a XML Envelope.

The following is the XML schema used to embed the file into a message:

This XML Schema Definition can be used by recipient actor to validate the content of the directory, if

deemed necessary.

The produced XML file should look as follows:

1.4.5. RTGS Directory

1.4.5.1. Purpose

To support the routing of payments in RTGS, the routing information is provided in a structured RTGS
Directory.
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It includes the list of all published BICs for RTGS Participants and parties that are addressable within
RTGS i.e. BICs that are linked to a published RTGS DCA or RTGS CB Account through an Authorised
Account User.

Each Authorised Account User either specifies the relevant participation type (see section 1.3.3.3 for

det ail s) or i s defined as an fiexcl usi ono the RTGS,

Directory. For Multi-Addressee and Addressable BIC participation, wildcard characters may also be used

by specifying at least the first 4 characters of the set of BICs followed by a wildcard. In that case all

active and valid BICs in the CRDM BICDirectory corresponding to the wildcard rule (minus the ones
that correspond to exclusion rules) will be included in the RTGS Directory. {CSLD CR0076}

1.4.5.2. Structure

RTGS Directory is generated as a fixed length record flat file encapsulated in a XML envelope.

The structure of the records of the RTGSDirectory is as follows:

TABLE 53 T RTGS DIRECTORY STRUCTURE

O/M %7 | FIELD FIELD NAME FORMAT DESCRIPTION
No.

M 1 BIC CHAR(11) BIC that uniquely identifies a RTGS
Participant. This BIC is for information
purpose only and cannot be used to

address payments.

M 2 Addressee BIC CHAR(11) BIC to be used in the message business
header to address payments. It is equal to
the Account BIC except for Multi-
Addressee BICs.

M 3 Account BIC CHAR(11) BIC identifying the RTGS DCA or CB
Account.
M 4 Institution Name CHAR(105) It is the name stored in the CRDM BIC

Directory together with the Addressee BIC.

(0] 5 City Heading CHAR(35) It is the name of the city where the RTGS
Participant is established as stored in the
CRDM BIC Directory

(0] 6 National Sorting Code CHAR(15) It is the National Sorting Code of the RTGS
Participant_ as stored in the CRDM BIC
Directory. {CSLD CR0107}

37 Indicates if the field is optional or mandatory.
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(0] 7 Main BIC Flag CHAR(1) Specifies if the BIC could be used to
address the payments if the sender has no
other information where to send to .

It is filled according to the "Default RTGS
Account" setting defined for the related
RTGS Dedicated Cash Account.
Exhaustive list of possible values:
T1 True
Ei _False
{CSLD CR 0085}
M 8 Type of Change CHAR(Z1) Exhaustive list of possible values:
AT Added
M T Modified
Di Deleted
U1 Unchanged

M 9 Valid From DATE(YYYYMMDD), Date from which the entry is valid.

M 10 Valid To DATE(YYYYMMDD), Date up to which the entry is valid.
Value 1999912310 i s
ending of validity has not been specified.

M 11 Participation Type CHAR(2) Exhaustive list of possible values for the
entry:

017 Direct
027 Indirect

037 Multi addresseei Credit Institutions

04 7 Multi addresseei Branch of Direct

Participant
057 Addressable BIC- Correspondent

06 1 Addressable BICi Branch of Direct

Participant

07 1 Addressable BICi Branch of Indirect

Participant

081 Addressable BICi Branch of

correspondent

Each version of the RTGS Directoryis identified by the name of its file (see section 1.4.5.4).
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The following table shows the usage of the AType ofF
TABLE 54 T TYPE OF CHANGE USAGE

CHANGE VERSIONN-1 [ VERSION N | VERSION N+1

A new record is issued in the version N of the RTGS not present
Directory (the fAValid Fromc¢

validity date of the version N-1).

A field (different from the BIC) is changed in the version U M U
N.
A BIC is no more reachable inRTGS( t he AVal i ¢ U D not present

+ 1 must be strictly lower than the validity date of the

version N+1).

1.4.5.3. Generation

CRDM generates bhoth a full version and a delta version of the RTGS Directoryfor each active settlement
currency every business day at 17:00 CET. The full version includes all BICs of RTGS Participants that
are addressable within RTGS, whereas the delta version only includes changes with respect to the
previous version of the RTGS Directory ,(in.De. orre didiwo)
case there are no changes between two versions of the RTGS Directory, the delta version consists of
an empty file.

Immediately after the generation is completed, CRDM distributes both the full version and the delta
version(see section 1.4.5.4).

RTGS Participants who created a Report Configuration either full and delta version will receive a RTGS
directory including only the records related to the currency of the Central Bank to which the RTGS
Participant belongs to.

1.4.5.4. Distribution

RTGS Parttipants may receive the RTGS Directory in two ways:

| push mode : each day, when the end-of-day is reached, CRDMsends the full version or the delta
version of the RTGSDirectory to all RTGS Participantswho created for this an appropriate Report
Configuration.

| pull mode: atany time during the service hours of CRDM, a RTGS Participantmay download either
the full version or the delta version of the RTGSDirectory from a CRDM web-page.

The name of the flat file that contains the RTGS Directory is & follows: RTGXXXITTTYYYYMMDD
where:

I TTTT is the type, i.e. FULL for the full version and DLTA for the delta version;

XXX is the currency related to the records included in the directory;
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1 YYYYMMDD specifies the year, month and day as of which theRTGSDirectory is valid.

The file name as described refers to the XSD attribut

Other logical file names (e.g. A2A Store and Forward, U2A Download prompt) follow software
implementation logic and should not be used as referencebycu st omer s & &@ShD i cati ons.
CR0107}

1.4.5.5. XML Envelope

To adhere to 1ISO20022 compliance, RTGS Directory content is embedded into a XML Envelope.

The following is the XML schema used to embed the file into a message:

This XML Schema Definition can be used by recipient actor to validate the content of the directory, if

deemed necessary.

For a full RTGS Directory related to Euro currency and produced on 2022-01-01, the produced XML file
should look as follows:
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<?xml version="1.0" encoding="UTF - 8"?>
<File fileld = 0RTGSEURF Uinh<'0 @r2@ORDPI1RTIGSDirectory "> Recordl
Record2

é
Recordn
</File>

1.4.5.6. Example

This section provides an example based on a data configuration setup to describe how the main fields
of the RTGS Directory are populated. This example focuses on the three BIC fields and the Participation

Type.
Assuming a CRDM data configuration based on the following:

| A Party identified with BIC ABCDFRIPXXX owns three Cash Accounts identified with the related
Account BICs stored in the Authorised Account User object as

- Account 1, identified with Account BIC ABCDFRPPXXX;

- Account 2, identified with Account BIC ABCDFRPPXX2;

- Account 3, identified with Account BIC ABCDFRPPXXS;
| BIC ABCDFRPPXX1 is defined as a muliddressee (Credit institution) on Account 2;
| BIC ABCDJPTKXX2 is defined as an addressable BIC (Correspondent) on Account 2;
| BIC EFGHFRPPXXX is defined as an indirect participant on Account 2.

The resulting RTGS directory will contain the following values.

TABLE 55 T RTGS DIRECTORY EXAMPLE

BIC ADDRESSEE BIC ACCOUNT BIC PARTICIPATION
TYPE
ABCDFRPPXXX ABCDFRPPXXX ABCDFRPPXXX 01 - direct
ABCDFRPPXX2 ABCDFRPPXX2 ABCDFRPPXX2 01 - direct
ABCDFRPPXX3 ABCDFRPPXX3 ABCDFRPPXX3 01 - direct
EFGHFRPPXXX ABEBFRPPXABCDERPPXX: ABEBFRPPXABCDERPPXX: 027 Indirect

{CSLD CR0081}

ABCDFRPPXX1 ABCDFRPPXX1 ABCDFRPPXX2 037 Multi-
addressee (Credit

institution)
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ABCDJPTKXX2 ABCDFRPPXX2 ABCDFRPPXX2 051 addressable
BIC

(Correspondent)
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1.4.6. CLM Repository

1.4.6.1. Purpose

To provide Central Banks with CLM accounting repository information, a structured CLM Repository is

made available.

It includes the list of all published CLM accounts of any account type.

1.4.6.2. Structure

CLM Repository is generated as a fixed length record flat file encapsulated in a XML envelope.

The structure of the records of the CLM Repository is as follows:

TABLE 56 - CLM REPOSITORY STRUCTURE

O/M 38 FIELD FIELD NAME
No.

M 1 BIC

(0] 2 ACCOUNT BIC

M 3 Institution Name

M 4 Account Number

M 5 Responsible CB

M 6 Type of Change

M 7 Valid From

M 8 Valid To

FORMAT

CHAR(11)

CHAR(11)

CHAR(105)

CHAR(34)

CHAR(2)

CHAR(1)

DATE(YYYYMMDD)

DATE(YYYYMMDD

DESCRIPTION

BIC that identifies a CLM account holdet

BIC configured as Authorised Account User
in CRDM for the reported CLM account.

It is the name stored in the CRDM BIC
Directory together with the AddresseeBIC.
{CSLD CR0076}

CLM account number.

Country code of the responsible Central
Bank.

Exhaustive list of possible values:

A1 Added

M1 Modified

Di Deleted

U1 Unchanged

Date from which the entry is valid.
Date up to which the entry is valid.

1999912310 thes
ending of validity has not been specified.

Val ue

Each version of the CLM Repositoryis identified by the name of its file (see section 1.4.5.4).

The foll owing

38 Indicates if the field is optional or mandatory.
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TABLE 57 T TYPE OF CHANGE USAGE

CHANGE VERSIONN-1 | VERSION N | VERSION N+1

A new record is issued in the version N of the CLM not present
Repository( t he fAValid Fromodo dat e
the validity date of the version N -1).

A field (different from the CLM accountnumber) is U M U

changed in the version N.

A CLM accountisclosed( t he fAValid Too U D not present

strictly lower than the validity date of the version N+1).

1.4.6.3. Generation

CRDM generates both a full version and a delta version of the CLM Repositoryevery business day at

17:00 CET. The full version includes all CLM accounts that are marked as publishedwithin CLM whereas

the delta version only includes changes with respect to the previous version of the CLM Repository(i.e.

recordwith iType of Changed equal to AAOQ, iDo6 or HAMO) . I n
versions of the CLM Repository the delta version consists of an empty file.

Immediately after the generation is completed, CRDM distributes both the full version and the delta

version (see section 1.4.6.4).

1.4.6.4. Distribution

Central Banksmay receive the CLM Repositoryin two ways:

| push mode : each day, when the end-of-day is reached, CRDMsends the full version or the delta
version of the CLM Repositoryto all the Central Banks who created for this an appropriate Report
Configuration.

| pull mode: atany time during the service hours of CRDM, a Central Bank may download either the
full version or the delta version of the CLM Repositoryfrom a CRDM web-page.

The name of the flat file that contains the CLM Repositoryis as follows: CLMREPOTTTYYYYMMDD
where:

I TTTT is the type, i.e. FULL for the full version and DLTA for the delta version;

T YYYYMMDD specifies the year, month and day as of which theCLM Repositoryis valid.

Theflename as described refers to the XSD attribute Afi
Other logical file names (e.qg. A2A Store and Forward, U2A Download prompt) follow software
i mpl ementation |l ogic and should not be{CSIDLCROLIATS refer e

1.4.6.5. XML Envelope

To adhere to 1ISO20022 compliance, CLM Repositorycontent is embedded into a XML Envelope.

The following is the XML schema used to embed the file into a message:
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This XML Schema Definition can be used by recipient actor to validate the content of the
directory, if deemed necessary.

For a full CLM Repository Directory produced on 2022-01-01, the produced XML file should look
as follows:

1.5. Interactions with other services

This section describes the interactions in place between CRDM and other Eurosystem Market
Infrastructure Services.

1.5.1. TARGET2-Securities

The Common Reference Data Management common component is built as an enhancement of the T2S
Static Data Management (SDMG) domain. The reference data objects and management functionalities
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featured in CRDM are based on the result of a gap analysis between the functionalities available in T2S
SDMG and the requirements of TIPS, RTGS and CLM. CRDM functionalities relate to T2S SDMG in
one of three possible ways:

1 SDMG functions which highlighted no gap with the new requirements are reused in full in
CRDM,;

1 SDMG functions which highlighted specific gaps with the new requirements were modified in
order to extend their scope and satisfy the requirements in CRDM;

1 New functions which did not exist in SDMG were developed specifically for CRDM.

While the user interfaces are different, CRDM and SDMG share the same logical environments,
database and back-end software, meaning that steps have been taken to ensure that the coexistence
of data relating to both components does not interfere with the ongoing T2S settlement business. Based
on the T2-T2S Consolidation requirements, the reference data model was set up in order to ensure that
certain types of data are shared and relevant for both components. In this respect, three different object
categories can be identified:

1 Fully shared objects where the same instances are relevant and used by all Services (e.g.
Parties, Users). These objects can be viewed, created and maintained from both the CRDM
and the T2S interface. The same instance will be valid and taken into account in both
components, regardless of the channel from which it is created/maintained. For example, a
Payment Bank Party created through the CRDM interface is used and taken into account by
T2S processes as if it has been created through the T2S interface.

i Categorised shared objects which are used in both components but each instance has a specific
link to a single component (e.g. Cash Accounts, Limits). These objects can be created and
maintained from both the CRDM and the T2S interface, however instances related to one
component cannot be viewed or created/ maintained
are not taken into account by the other component

1 Service-specific objects which only have meaning for T2S or one or more of the new Services
(e.g. Authorised Account User and DN-BIC Routing for TIPS and T2; Securities and CSD
Account Links for T2S). Among these objects, those relevant for TIPS and/or T2 can only be
viewed and maintained from the CRDM interface and have no bearing on the T2S application
processes.

1.5.2. TARGET2

CRDM utilises BIC data for internal validations and addressing checks. The BIC Directory stores
information needed to identify the legal entity linked to each BIC. This information is used, for example,
to validate BICs used as Party identifiers or Authorised Account Users. CRDM executes a monthly
loading of the SWIFT BIC directory on the basis of information provided by SWIFT through TARGET2
and forwarded to CRDM.

The CRDM Operator, in any case, has the ability to perform CRDM-specific updates on individual BICs.
For example, this would allow to insert BICs that are not published in the SWIFT BIC Directory in order
to use them in TIPS payments, if required.
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The above interaction remains applicable until the go-live of T2-T2S Consolidation.

1.5.3. TARGET Instant Payment Settlement and T2

CRDM allows users to configure and query reference data to be used in TIPS and T2 (both CLM and
RTGS components).

In order to ensure a timely and consistent propagation of common reference data to the relevant
services, CRDM implements a publish-subscribe feature allowing each service to receive all the
common reference data (and their changes) they require for their processing.

In a nutshell:

1 CRDM publishes all changes (in push mode) of common reference data (e.g. creations of new
objects, updates of already existing objects);

1 Other subscriber services get those changes (in pull mode) and apply them to their Local
Reference Data Management component, according to their needs.

Other detailed information can be found in the CRDM documentation.

All reference data setup and maintenance operations for TIPS, CLM and RTGS i other than the
immediate changes in the local reference data management i are performed in CRDM and reference
data are then propagated from CRDM to the relevant receiver asynchronously on a daily basis. The
dialogue envisages two types of interactions:

1. Daily propagation: this is the main interaction between CRDM and TIPS/T2. Every CRDM opening
day, an ad hoc event triggers the propagation of all reference data from CRDM to TIPS, CLM and
RTGS. The event takes place at 17:00 CET for TIPS and at 18:00 CET for CLM and RTGS, so as
to ensure a smooth and complete reference data propagation before TIPS receives the naotification
that a new business day is starting, and similarly for CLM/RTGS before the new business day
starts. The set of reference data that TIPS, CLM and RTGS receive on business day T includes all
the active data on the mentioned business date.

2. Contingency propagation: in case of contingency the CRDM Operator may trigger an ad hoc
Daily propagation from CRDM to TIPS, CLM or RTGS. The contingency propagation is a daily
propagation triggered intraday if an immediate change of a set of data (not manageable directly in
TIPS, CLM or RTGS) must be performed. In this case, the following steps happen:

a. All the data eligible for the daily propagation and valid at the moment of the contingency
propagation are propagated,;
b. The daily propagation is performed as scheduled and includes all the active data on the relevant

business date.

No data propagation flow exists from TIPS, CLM or RTGS to CRDM; data modified in TIPS, CLM and
RTGS does not influence the existing data in CRDM.
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