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Payment systems: liquidity saving mechanisms in
a distributed ledger environment

1 Background

A Distributed Ledger Technology (DLT) is a setof tools for recording data, such as
assetholdings or financial transactions, allowing a network of computers to verify
and store updates withouta single centralmanagementsystem.In December 2016,
the Bank of Japan (BOJ) and the European Central Bank (ECB)announced the
launch ofa jointresearch projectentitled “Stella” to assess the applicabilityof DLT
solutionsin the area of financial marketinfrastructures. This reportis the first
outcome ofthe collaboration.’

Project Stella contributes to the ongoing broader debate concerningthe usability of
DLTs for financial marketinfrastructures. This jointresearch builds on the interest of
central banks in ensuring thatinnovations facilitate safer, fasterand cheaper
financial transactions.

This projectis of an exploratory nature within the described limited scope. ltserves
the sole purpose ofassessingwhether specific functionalities of existing payment
systems could be safelyand efficientlyrun ina DLT application, focusing on hands-
on testing only. The areas of costefficiency, marketintegration and oversightare left
for future study.2

The reportis structured as follows: section 2 presents the mostsalientresults ofthe
firstphase ofthe project. Section 3 provides background information on the two
paymentsystems, while section 4 describes the set-up ofthe two test environments.
Section 5 assesses whethera DLT-based solutioncould meetthe service levels of
existing central bank paymentsystemsin relation to efficiency, with a focus on the
implementation ofaspects of currentliquiditysaving mechanisms (LSMs). Section 6

The joint research was conducted by Shuji Kobayakawa (BOJ team leader), Yuji Kawada, Akihiko
Watanabe and Akiko Kobayashi from the BOJ, and by Dirk Bullmann (ECB team leader), Frederick
Chorley, Cedric Humbert, Thomas Leach and Andrea Pinna from the ECB.

The efficiency and safety of a DLT arrangement are broad concepts which encompass the design,
functionality and resource needs of the arrangement (See Committee on Payments and Market
Infrastructures (February 2017), “Distributed ledger technology in pay ment, clearing and settlement -
An analytical framework”). This report is, however, a first step in the process of assessing DLTs with a
limited focus on some facets of (i) the speed of processing and (ii) operational resilience. Furthermore,
it should be taken into account that the analy sis contained in this report is based on Hy perledger Fabric

version 0.6.1, which is a “dev eloper preview release [...] intended to exercise the release logistics and
stabilize a set of capabilities for developers to try out” (see release from Hyperledger Fabric dated 16
September 2016).
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provides an analogous assessmentwith respectto safety. Finally, conclusions are
drawnin section?7.

Main findings of the joint analysis

The main findings ofthe jointanalysis, as detailed in this report,can be summarised
as follows:

DLT-based solutions could meet the performance needs of a Real-Time Gross
Settlement (RTGS) system: The analysis found thata DLT application could
process volumes of paymentrequests comparable to those routed to RTGS systems
in the euro area and Japan. Taking into accountthe average traffic of the two
centralised paymentsystems (between ca. 10 and 70 requests persecond (RPS)),
transactions were processedin less than one second on average. When increasing
RPS up to 250, however, the analysis confirmed thatthe trade-offbetween traffic and
performance was notnegligible. More generally, tests proved the feasibility of
implementing the processinglogic of standard LSMs (queuing and bilateral
offsetting)ina DLT environment.

DLT performance is affected by network size and distance between nodes: The
analysis confirmed the well-knowntrade-off between network size and performance.
Increasing the number ofnodes®led to anincrease in paymentexecutiontime.
Furthermore, the impactofthe distance between nodes on performance was found
to depend on the network configuration: provided the minimum number of nodes
(quorum) required to achieve consensus was sufficientlyclose together, the effect of
dispersionin the restof the network on latency was limited. Thatbeing said, the
nodes on the peripheryof the network mayproduce inconsistencies with the quorum.
If the quorum is sufficientlydispersed, the effect on latency will be greater.

DLT solutions have the potential to strengthen resilience and reliability: The
analysis, while notexhaustive, indicated the potential ofa DLT network to withstand
issuessuch as (i) validating node failures and (ii) incorrectdata formats. With regard
to node failures, itwas observed that, as long as the number ofnodes required by
the consensus algorithm was operational, system availabilitywas notaffected. Tests
also confirmed thata validating node could recover irres pective of downtime.
However, it should alsobe taken into accountthat the chosen DLT set-up includes a
single certificate authority, which is a single pointoffailure that could undermine the
benefitof distributed validation. Furthermore, tests using incorrectdata formats
showed the system to be capable of detecting incorrectdata formats without
affecting overall performance.

3 Nodes, or ‘validating nodes”, are responsible for gathering and processing transactions to append to

the ledger (see annex 2).
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Liquidity saving mechanisms in payment systems

The ECB and the BOJ both have responsibilities in the operation ofthe RTGS
systems,which enable the safe and efficientflow of payments in the respective
markets. The performance ofthese systems is closelyinterlinked with the fields of
monetarypolicyand financial stability:

1  TARGET2 is the RTGS system owned and operated bythe Eurosystem. It
settles paymentsrelating to monetarypolicyoperations, interbank and
customer payments, and payments relating to the operations of all large-value
net settlement systems and otherfinancial marketinfrastructures (such as
securities settlementsystems or clearing houses) handling the euro.In 2016,
TARGET?2 settled an average of €1.8 trillion (approximately217 trillion yen)in
central-bank-moneytransactions each day, with an average volume of 343,729
transactions. TARGET2 operational sites are located in two differentregions
which alternate as the primarysite for the RTGS system every sixmonths;

1  BOJ-NET Funds Transfer System is the RTGS system owned and operated
by the BOJ. It settles payments stemmingfrom moneymarkettransactions,
securities transactions, customer payments, monetarypolicyoperations and
transactions arising from private-sector netpaymentsystems and other
financial marketinfrastructures.In 2016, BOJ-NET settled an average of 67,326
payments totalling 137 trillionyen (approximately€1.1 trillion) each day. BOJ-
NET facilities are located atboth its main data centre and its out-of-region
backup centre.

RTGS systems settle transactionsindividually,in real time and on a gross basis.
LSMs operate in conjunction with the RTGS system and enable a more efficientuse
of central bankreserves. TARGET2 and BOJ-NET comprise a hostofLSMs
including, butnotlimited to, queuing, bilateral offsetting and multilateral offs etting,
albeitwith differences inimplementation across the two systems (as described in
more detailin annex1).

Test set-up

DLT platform: DLTs allow participantsin a network to update theirledgers bymeans
of a consensus mechanism. This means that multiple parties mustreach consensus
on each transaction, thus enabling enhanced control over the validity and
accountabilityoftransactions. DLT platforms are atvarious stages ofdevelopment,
with differences in access control, consensus algorithms, confidentiality, smart
contract programmabilityand other features. Some DLT platforms, such as
Hyperledger Fabric version 0.6.1 (Fabric), on which the analysis was performed,
store transactions ateach party, which are continuouslysynchronised bymeans of
an implementation ofthe Practical Byzantine Fault Tolerance (PBFT) algorithm.
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