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April 5, 2013

Subject: Unicredit SpA reply to the ECB Public Consultation on the Recommendations for
“Payment Account Access” Services – Cover letter

Recommendation on “Payment Account Access” are welcome as European harmonization for the
security of payment account access services is a crucial topic given the relevant implications on
the various involved parties.

In addition to the specific feedback to the Recommendations, please find below a few
complementary introductory remarks:

o Harmonisation conditional to Third-party service Providers (TPs) and Governance Authorities
(GAs) of payment schemes within the Payment Services Directive (PSD) scope: under the
heading ‘Implementation’, the Recommendations mention that the European Forum on the
Security of Retail Payments would welcome an extension of the scope of the PSD, in the context
of its review, «to cover payment account access services and their providers». UniCredit
supports such an extention, since it will imply that the legal basis for implementation of the
recommendations would be provided by the transposition into domestic legislation. In fact the
aletrnative is that the legal basis would be established through the existing oversight and
supervisory competence of the relevant authorities. The two alternative options would yield very
different outcomes in terms of enforcement of the Recommendations themselves and, of course,
would affect the accomplishment of the intended policy objective. This should be explicitly
mentioned in the text of the Recommendations. In fact, in case of a lack of European
harmonisation for the security of payment account access services, all roles and liabilities
cannot be properly and clearly defined.

o Need of a more explicit reference to the contractual agreement between the Payment service
Provider (PSP) and the account owner, in order to mitigate the complexity on allocation of
liability: under the heading ‘Payment Account Access Services’, the Recommendations
acknowledge that as a result of the involvement of at least one additional entity, the TP, greater
complexity when allocating liability is implied. However the Recommendations should make
more explicit that the contractual relationship between the TP and the customer occurs in the
context of a pre-existing contractual relationship where the customer is the account owner with
the PSP. If this is not the case, Recommendations would be difficult to being enforced, thus
becoming detrimental to the TP customer.
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o Access to accounts to trusted parties only: the access to accounts has to be granted only to
trusted parties by means of personalized security credentials that are created for the purposes
agreed in the specific contract among the PSP and the Payment Services User (PSU).

o Role of the involved parties throughout the value chain must be clearly defined: each party
involved both in the information chain and in the payment chain, must be clearly defined (and
identified) in terms of its specific own role, capacity and liability. It is paramount to make sure
that none of them may ever be able to impersonate the role of another party.

o Access to account information subject to explicit consent: the access to account information by
TPs has to be made subject to customer’s explicit consent before the TP commencement of
access to account information service.

o Access instruments have to be used under the conformity principle: each and every instrument,
such as access instruments (id code and password) or payment instruments (cards) has to be
utilized for the scope and in the way the “issuer” (PSP, TP, …) had originally agreed with the
user. This is a key factor to ensure consumer trust and safety.

o ECB Recommendations adding to the current EU regulatory framework: explicit reference
should be made in the Recommendations to the EU Data Protection and Anti-Money laundering
Directives currently in force given that such Directives apply to all parties (namely PSPs, TPs
and GAs) covered by the ECB Recommendations themselves.

UniCredit SpA would appreciate if these introductory comments could be duly considered by the
European Central Bank when reviewing the responses to the Recommendations. Unicredit Spa
remains available for further discussion with the ECB.

Enclosure:
UniCredit SpA reply to ECB Consultation on the Recommendations for “Payment Account
Access” Services.
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Name of the originator (e.g. name
of the company or association) UniCredit SpA

ISO code of the
country of the
originator

IT

Unicredit SpA comments on the recommendations for “payment account access” services

N° Issue Comment Reasoning

1 Rec. 3 - 3.1 BP Amendment

The mentioned Best Practice (ref. 3.1) should read as follows: (in italics the proposed
amendment) «TPs, GAs and PSPs should could provide for arrangements to inform
each other of major any security incidents.» Provided that the reporting of security
incidents to competent authorities triggers when they became ‘major’ incidents, when it
comes to TPs, GAs and PSPs informing each other, the best practice would suggest this
to happen at the occurrence of any security incident. It might be the case that a given
security incident is a major incident for a party and not necessarily for another.
Moreover, the assessment of materiality can be seen as a filter towards the competent
authorities but not within the main participants (e.g. TPs, GAs, PSPs) which have to be
timely aware of the occurrence of any security incident (irrespective of its materiality).

2 Rec. 5 - 5.3 KC Clarification
With regard to «“authorised personnel handling personal data” », clear reference should
be made to the EU Data Protection Directive currently in force.

3 Rec. 5 - 5.1 BP Amendment

Part of the text should be amended as follows (in italics the proposed amendment):
«This would allow the account servicing PSP:
- to identify whether the account owner is making use of a payment account access
service;
- to make the customer aware of all relevant information about the service i.e. all
relevant rights and risks, exclusion of liabilities by the PSP.»

4 Rec. 6 - 6.1 KC Clarification
As far as the “customer due diligence” is concerned, it should be explicitly set out that,
for both the TPs and the PSPs, the Anti Money Laundering (AML) Directive applies.
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N° Issue Comment Reasoning

5 Rec. 6 - 6.2 KC Amendment

The Recommendations seem to overly focus on the initial phase when the TP enters into
a contract with the customer whilst little attention seems to be paid at how the
contractual relationship unfolds afterwards. In addition to what already indicated, the
prior information should also list the following (in italics the proposed amendment): «- the
procedures to follow upon the request by the customer to close and end the service.»

6 Rec. 6 - 6.1 BP Clarification
A general contract between the PSP and the TP/AG should exist before the customer
signs a service contract. The TP/AG should notify the PSP once the customer signs with
TP a new contract for account access services.

7 Rec. 10 - 10.1 KC Clarification
As far as the ‘identification of suspicious transactions and processes’ is concerned,
explicit reference to the controls in accordance with the EU AML Directive should be
made.

8 Rec. 11 - 11.2 BP Amendment

The BP 11.2 should spell out that the relationship between the PSP and the customer
has to be clearly based on a proper prior identification of which account(s) the service
refers to.

From a customer protection standpoint, it is not a best practice the fact that the TP is
given the possibility to access any accounts of the owner. Instead it is a best practice
that the account owner expressly authorizes which account may be the subject of the
contractual relationship with the TP.

As a result, the sentence should be amended as follows (in italics the proposed
amendment): «It is desirable that TPs are only allowed to access data from the payment
account expressly indicated by the account owner in the contract with the PSP during
the payment account access session, and not the account owner’s other accounts,
(…)».
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Contact people (name.surname@UniCredit.eu)

Please find below the list of the key contact-people involved in this work, whose contribution made possible to coordinate and
provide UniCredit SpA answers to this Consultation. Some other experts have been involved, but are not listed below.

Coordination Team

European and Regulatory Affairs / Public Affairs
Ms. Costanza Bufalini – Head of European & Regulatory Affairs
Ms. Micol Levi – Head of Regulatory Affairs
Mr Riccardo Brogi – Regulatory Affairs
Mr Andrea Mantovani – Regulatory Affairs

Contributors

Service Line Security – Key Contributor
Mr Antonio Panizzolo – Head of Service Line Security
Mr Luigi Altavilla – Head of Antifraud DC&C

Global Transaction Banking – Key Contributor
Mr Luca Vanini – Head of Global Product Development Payments
Mr Fabio Stragiotto – Global Product Development Payments

Global Marketing – Key Contributor
Mr Alberto Naef – Head of Global Marketing
Ms. Isabella Artioli – Head of Cards Italy

CSO Italy
Mr Fabrizio Giuntini – Head of CSO ITALY
Ms. Cinzia Romagnoli – CSO ITALY
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Global CIB Legal
Mr Marco Tagliaferri – Head of Global CIB Legal
Ms. Cinzia Stagni – Legal Italy Contracts & Norms

Global Multichannel and Business Innovation
Mr Gianluca Finistauri – Head of Global Multichannel & Business Innovation
Ms. Natascia Noveri – Head of Business Innovation
Ms. Isadora Bombonati – Head of Digital Advise

Global Regulatory Counsel
Mr Enrico Bertulessi – Head of Global Regulatory Counsel
Ms. Paola Lattuada – Head of Global Banking Services Counsel
Mr Gianluca D’Imperio – Global Banking Services Counsel
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