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EUROPEAN FORUM  
ON THE SECURITY OF RETAIL PAYMENTS 

ECB-PUBLIC  

 11 April 2013 
  

TEMPLATE:  
COMMENTS ON THE DRAFT "RECOMMENDATIONS FOR PAYMENT ACCOUNT ACCESS SERVICES" 

 
The table below shall serve as a template collecting comments received in a standardised way.  

o Please add to the table only issues where you consider that a follow-up is necessary, i.e. no general statements like “We welcome the 
recommendations.”  

o All comments should be separated per issue concerned so that a thematic sorting can be easily applied later on. (i.e. one row for each issue). 
o If needed, replicate page 2 for the provision of further comments.  

The assessment form consists the four items which are suggested to be filled as follows: 

− Originator: Name of the originator and ISO code of the country of the originator (e.g. NAME (AT/BE/BG/...)) 
− Issue (states the topic concerned): General comment, Scope, Terminology, REC 2, 1.1 KC, 3.2 BP, Glossary, 
− Comment: Suggestion for amendment, clarification or deletion 
− Reasoning: Short statement why the comment should be taken on board

Contact details  
(will not be published) 

Mr OSCAR BERGLUND 

OSCAR.BERGLUND@TRUSTLY.COM 

+46 723083320 

☐ The comments provided should NOT be published 
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Originator:  

Name of the originator (e.g. name of 
the company or association) 

TRUSTLY GROUP AB ISO code of the country 
of the originator 

SWE 

 
Comments on the recommendations for “payment account access” services 

Issue Comment Reasoning 
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General/Security Clarification TPs should be brought into the scope of the PSD to ensure market integrity. 
 
Technological progress has allowed for the establishment of so called Payment Account Access Services 
(“PAAS”). PAAS have proven themselves to give consumers great utility and have rapidly increased in 
popularity. So called Account Information Services (“AIS”) allow for consumers to share personal financial 
data from their accounts held with so called Account Servicing PSPs (“AS PSPs”), typically banks, with a 
third party service provider (“TP”) while so called Payment Initiation Services (“PIS”) allow for consumers to 
effect online payments from their accounts held with AS PSPs by transmitting their payment orders through 
a third party service provider (“TP”).  
   
PIS (and equivalent online bank payment solutions offered by some AS PSPs) make up the most secure 
online payment method that exists today. From the perspective of the consumer, when using PIS, she 
authorises a specific payment that is then carried out on her behalf. She personally carries through and 
completes all necessary steps for executing the payment, including logging in to the online bank (using her 
existing online bank credentials), selecting account and thereafter signing the transaction. She 
consequently has full control of all phases of the completion of the payment and uses bank issued security 
credentials to carry it through, implying that risk of being exposed to fraud is minimised. This can e.g. be 
compared to card payments, which have major security issues and where fraud happens on a daily basis. 
Additionally, from the point of view of society, PIS allow for full traceability of the executed payment as well 
as offer the possibility for a KYC-check of the payer, a great benefit from an AML point of view. From a 
security perspective, all stakeholders hence have an incentive to facilitate and encourage the usage of PIS.  
 
While PIS together with some AS PSPs own similar payment products make up the most secure online 
payment solution currently available, this is however dependent on the integrity of the TP as the consumer 
uses the TP as an interface to transmit her payment order. For the successful development of PAAS the 
integrity of TPs need to be ensured. The best way of doing this would be to bring TPs within the scope of 
the PSD. If that would be done, TPs would, like other financial institutions that facilitate payments and 
handle consumer data, be under the supervision of relevant financial authorities, ensuring compliance with 
extensive financial regulation and simplifying for AS PSPs, consumers and other actors to relate to TPs. 
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General/agreem
ents 

Clarification It is crucial that there is no requirement for a TP to enter into a contractual agreement with AS PSPs in order 
to provide PAAS. 
 
PAAS leverage the fact that technological progress and innovation allow the consumer to access her deposited 
money and financial information through her online bank. AS PSPs have for many years promoted the usage of the 
online bank as transitioning customers from being “offline” (visiting bank branches) to “online” (executing their bank 
business on the internet bank) has major economic benefits for AS PSPs, including decreased cash management, 
staff and administrative costs, as well as sometimes incremental revenue through direct charges from the customer 
for the usage of the online bank. At the same time, any customer’s usage of the online bank (such as making a 
payment) has on the margin a zero or negligible cost for the AS PSP as the online bank infrastructure is already in 
place (sunk cost). Further, the bank accounts AS PSPs offer consumers which allow them to effect frequent payments 
are often so called transaction accounts on which zero or minimal interest accrue. The consumer is hence already 
effectively paying for being able to make payments from her bank account.  
 
Offering customers the possibility to access their accounts through their online banks however also requires 
customers to use third-party software to do so. AS PSPs online banks are in fact built on the very premise that the 
customer has to transmit her credentials through third-party software every time she uses her online bank. More 
specifically, for the customer to access her online bank, she must use a third-party computer with a third-party 
operating system, as well as a third-party web browser. The consumer has to transmit her credentials throughout this 
chain of (unregulated) third-party layers of software in order to access her bank account. As it comes to the role of the 
TP, it is just another layer or interface between the customer and her bank account. The fact that the consumer uses, 
and in fact has to use, third-party software in order to transmit her credentials to the AS PSP is thus by no means a 
new phenomenon and AS PSPs have previously not insisted on having specific agreements in place with such third-
party software providers.  
 
At the same time, PAAS can be said to compete with payment solutions offered by AS PSPs, including cards, and if 
allowed to compete on a level playing field may bring down the cost of online payments significantly. Hence, while 
there are several strong strategic reasons for AS PSPs and TPs offering PIS to cooperate, including providing the 
consumer with the best possible product and eliminating payment-related fraud, experience shows that many AS 
PSPs are likely to view TPs as direct competitors.  
 
TPs perform a service for the consumer and consequently a contractual relationship between the TP and its customer 
(the consumer) should be in place. However, there is certainly no need for an agreement between the TP and the AS 
PSP, which e.g. is illustrated by the fact that AS PSPs have not entered into agreements with providers of other third-
party “interface” software. In fact, the existence of PAAS is conditional on TPs not having to enter into any agreement 
with the AS PSP. This since AS PSPs may view TPs as competitors, and such agreement would accordingly mean 
that the TP would have to rely on the goodwill of a competitor to perform a service. It would in that scenario be a 
matter of very short time before the TPs would be eliminated from the market.  
 
AS PSPs are deducting major economic benefits from the fact that they have taken advantage of technological 
progress and innovation to move their customers online. They should allow for their customers to also draw some 
benefits from innovation by, if they so desire, use PAAS (without the AS PSPs claiming further economic benefits, i.e. 
charging the customer twice).  
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General/consum
er data 

Clarification There should be full neutrality between what bank account related data a consumer herself (without 
using a TP) can access and share with others, and what bank account related data she can through 
PAAS in her online bank access and share with a TP. 
 
The popularity of PAAS stems from the fact that it greatly simplifies for the consumer when it comes to 
organizing financial data and making payments. PAAS leverages technology in order to allow the 
consumer to do something in real-time online which has before taken significantly more time and energy to 
do offline. One example would be a consumer moving from one country to another. Such consumer would 
due to her lack of credit history and income in the new country most likely experience significant difficulties 
getting access to financial services and credit. In the “offline” world, such consumer would in her new 
country have to spend significant time and resources on e.g. proving her creditworthiness, whereas in the 
“online” world, PAAS opens up the possibility for the consumer to e.g. share her credit history with a 
merchant or financial institution in her new country.  
 
A consumer’s funds at a bank account belong to the consumer, not to the AS PSP. Personal financial data 
belong to the consumer, not to the AS PSP. While bank secrecy and other legislation forbid AS PSPs to 
share data about their customers, the consumer has the right to her own data including the right to share it 
with third parties.  
 
There may many instances when the consumer wants to provide a TP or an e-merchant (through the TP) 
with her personal data such as name, address, personal ID number as well as financial information. One 
example would be that the customer agrees to disclose his/her account balance to the e-merchant in order 
for the e-merchant to do a “credit check” prior to shipping the merchandise (which may be partly sold on 
credit) to the customer. Another would be for the consumer to verify his/her identity (name, address and if 
applicable personal identity number) to the e-merchant in real-time, in order for the TP and/or e-merchant 
to do the necessary due diligence needed for AML purposes, or assess the risk for fraud. In fact, online 
identity verifications by means of PAAS are substantially safer than e.g. the practice of sending scans of 
passport copies and utility bills; scans can be stolen or falsified and emails are seldom encrypted while 
PAAS allow for 100% verification as the identity details transmitted come directly from the AS PSP. A third 
would be for the consumer to share financial data with an AS PSP of which the consumer today is not a 
customer, in order to see if she could get a better or more competitively priced product (e.g. credit).  
 
Hence, there are major consumer utility, competition as well as fraud/AML benefits with allowing for the 
consumer to share her data, if she so desires, and it is crucial that the consumer is not restricted in terms 
of the personal data she is allowed to share with a TP or in what form she may share it. 
 
This right of the consumer is of course taken for granted in the offline world where there is nothing 
preventing her from sharing her data. She can simply go to the bank, request printed account statements 
and then physically deliver them to any third party, e.g. by ordinary mail. There is no reason for why the 
consumer should not through PAAS be able to do so online as well. 
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General/AS PSP 
special status 

Clarification AS PSPs should not have a monopoly on providing PAAS, as the consumers are obliged to have an 
account with an AS PSP to be covered by state deposit guarantees. 
 
AS PSPs are systemically important financial institutions. This is reflected in the fact that they enjoy major 
economic subsidies through state deposit guarantees. The state deposit guarantees allow AS PSPs to 
attract deposits and pay their depositing customers a lower interest rate than what would be the case if the 
state deposit guarantee would not exist. These subsidies allow AS PSPs to cheaply access a stable source 
of funding by means of the depositing consumer (“Account owner”) keeping her money at a bank account 
with an AS PSP.  
 
Given the need for depositors to deposit their money at an AS PSP bank account in order to be covered by 
state deposit guarantees, and the huge economic benefit this implies for AS PSPs, AS PSPs have a large 
responsibility vis-à-vis both society and their depositing customers.  
 
It is not reasonable that AS PSPs should have a monopoly on offering services and products based on 
bank accounts covered by state deposit guarantees. Rather, as consumers are through the state deposit 
guarantee encouraged to deposit their funds at AS PSP bank accounts, free competition must be 
encouraged as it comes to services related to these bank accounts. 
 
AS PSPs must not prevent or discourage their customers to, if they so desire, use the best possible 
information and payment products available for their accounts, including PAAS that are offered by a third 
party provider (TP).  
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General/scope Amendment The draft Recommendations and Key Considerations are in their scope too broad and in their execution too 
specific. They imply the addition of a new layer of de facto regulation for market participants to relate to and 
comply with. This is despite the fact that existing laws and regulations including contract law (contractual 
freedom), data protection law, consumer protection and AML regulations cover most of the topics dealt with 
in the document. While there is a rationale for issuing a limited set of short recommendations for the 
technical interaction between TPs and AS PSPs to remove the risk for discrimination, there is no need for 
creating a new layer of regulation (which may contradict existing regulation) because innovation has led to 
the emergence of a new product that allows consumers to do online what they previously have done 
offline. 

The consequences of the specific nature of the current version of the draft Recommendations include the 
risk for a “compliance in word” rather than a risk-based/”compliance in spirit” attitude by market actors, a 
stifling of innovation and competition as well as the introduction of an additional layer of red tape for market 
actors to navigate. This will serve no one well, especially not the consumer. The level of detail will also 
imply a need for ever-present updates and revisions as the technological environment in general develops.   

As we believe TPs should be brought within the scope of the PSD, a better approach to the drafting of the 
Recommendations would be to define which parts of the PSD would be relevant for PAAS and then use 
those as a basis for the Recommendations. If there would be a need for additional topics to be covered (in 
addition to already existing laws and regulations), these should be drafted at the same “level” in terms of 
detail and specificity as the PSD. Such approach could also serve as a “test” of proposed revisions of the 
PSD prior to such revisions actually being incorporated in the PSD. If there in addition to this would be a 
need for concrete technical recommendations for how TPs, AS PSPs and other actors should interact 
technically, these should be kept at a minimum with the aim to ensure that a no actor category can 
discriminate or prevent the business of another by insisting on subjective of unreasonable technical 
requirements. 
 

General/objectiv
es 

Amendment It needs to be added to the Objectives of the document that a level playing field between AS PSPs, GAs 
and TPs should be established to ensure free and fair competition. When drafting specific Key 
Considerations and Best Practices this aspect should be kept in mind, and in specific such paragraphs 
addressing interaction between the different actors it should be clarified that the interpretation of the 
relevant paragraph must not be made in a way that restricts free and fair competition.  

General/different
iation 

Amendment Throughout the document, several Key Consideration and Best Practices are suggested to only be 
applicable to TPs but not GAs. This opens up for the discrimination of TPs. All recommendations applicable 
to TPs should also be applicable to GAs. 
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1.2 BP Deletion It is unclear how 1.2 BP follows from 1.1 KC and 1.2 KC, especially as concerns the introduction of the AS 
PSP as a party to the decision of technical and security criteria. Putting the function of the TP’s services at 
the mercy of an AS PSPs’ assessment on whether technical and security criteria are fulfilled would 
introduce a high and real risk of AS PSPs effectively eliminating TPs from the market by insisting on 
subjective unreasonable criteria having to be fulfilled. 
 

2.1 KC Deletion We suggest to delete the following parts of this paragraph: 

a) “These assessments should also include potential risks to the account servicing PSPs from the 
performance of payment account access services.”  and b)  “[… the side of the account servicing PSP and 
the side of their customers,…]”.  

AS PSPs are independent companies that employ technologies that are regularly updated and developed. 
In order to be able to bear responsibility for continuously monitoring and assessing the potential risks to AS 
PSPs, TPs would have to be privy to the detailed technical architecture and systems used by AS PSPs, 
and any potential changes and/or updates to them. 

 
3.4 KC Deletion It is important not to put the responsibility of law enforcement on to TPs. E-merchants already have to 

comply with relevant laws and will cooperate if so requested by relevant law enforcement agencies. There 
is no need for a new layer of regulation in addition to already existing laws. 

4.1 KC Amendment This KC should also be applicable to AS PSPs by adding a second sentence worded as follows: “Account 
servicing PSPs should have appropriate security and control measures in place in order not to undermine 
the information technology (IT) security of TPs and GAs or their services.”  The KC needs to be made 
reciprocal in order to ensure its objective. 
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4.5 KC Clarification PAAS would not exist unless the consumer would want to share data with a TP in order to receive a 
product or service. Hence the definition of “sensitive payment data” in the context of PAAS needs to be 
carefully considered.  

If “sensitive payment data” would refer to secret credentials and/or authentication codes, we would fully 
agree with this KC.  

However, the current definition of “sensitive payment data” in the glossary is in the context of PAAS too 
broad. With the current definition, even a person’s name and/or personal ID number could qualify as 
sensitive payment data (as in some jurisdictions this is all that is needed to initiate a fraud attempt by e.g. 
ordering something online and claiming it will be paid by invoice).  

Hence, it is important to differentiate between on one side secret credentials and/or authentication codes 
and on the other side consumer data such as identification details (name, address, personal ID number if 
applicable) as well as bank account/credit history and other financial data belonging to the customer. 
Secret credentials and/or authentication codes should never be stored and/or shared, while the customer’s 
right to share ID and other account and financial data with a TP in order to take advantage of a product 
should be safeguarded.  

There may be many instances when the consumer wants to share her data through PAAS. Just a few 
examples include a scenario when she wants to share her financial details and/or credit history to get 
access to financial services and/or credit, and/or when she wants to allow for an e-merchant to do a “credit 
check” on her and/or when she wants to verify her identity in real-time in order for the TP or e-merchant to 
e.g. comply with AML regulation. 

Since it is the customer’s data (not the account servicing PSP’s) it must be the right of the customer to 
decide how much of it he/she wants to share, similarly to what he/she can do in the offline world. The 
customer can in the offline/physical world simply go to the bank, request a printed account statement and 
physically deliver it to the merchant by e.g. ordinary mail. There is no justification for why he/she should not 
be able to do the same thing online by using PAAS. The sort of and amount of data the customer shares 
with a TP and if applicable the e-merchant should of course be regulated in the contractual agreement 
between the customer and the TP.  

The definition of “sensitive payment data” should hence be changed to cover all secret credentials and/or 
authentication codes related to a consumer’s online bank account but to exclude other consumer ID or 
financial data. 
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4.9 KC Clarification (The following is identical to our previous reasoning in relation to 4.5 KC.) 
 

PAAS would not exist unless the consumer would want to share data with a TP in order to receive a 
product or service. Hence the definition of “sensitive payment data” in the context of PAAS needs to be 
carefully considered.  

If “sensitive payment data” would refer to secret credentials and/or authentication codes, we would fully 
agree with this KC.  

However, the current definition of “sensitive payment data” in the glossary is in the context of PAAS too 
broad. With the current definition, even a person’s name and/or personal ID number could qualify as 
sensitive payment data (as in some jurisdictions this is all that is needed to initiate a fraud attempt by e.g. 
ordering something online and claiming it will be paid by invoice).  

Hence, it is important to differentiate between on one side secret credentials and/or authentication codes 
and on the other side consumer data such as identification details (name, address, personal ID number if 
applicable) as well as bank account/credit history and other financial data belonging to the customer. 
Secret credentials and/or authentication codes should never be stored and/or shared, while the customer’s 
right to share ID and other account and financial data with a TP in order to take advantage of a product 
should be safeguarded.  

There may be many instances when the consumer wants to share her data through PAAS. Just a few 
examples include a scenario when she wants to share her financial details and/or credit history to get 
access to financial services and/or credit, and/or when she wants to allow for an e-merchant to do a “credit 
check” on her and/or when she wants to verify her identity in real-time in order for the TP or e-merchant to 
e.g. comply with AML regulation. 

Since it is the customer’s data (not the account servicing PSP’s) it must be the right of the customer to 
decide how much of it he/she wants to share, similarly to what he/she can do in the offline world. The 
customer can in the offline/physical world simply go to the bank, request a printed account statement and 
physically deliver it to the merchant by e.g. ordinary mail. There is no justification for why he/she should not 
be able to do the same thing online by using PAAS. The sort of and amount of data the customer shares 
with a TP and if applicable the e-merchant should of course be regulated in the contractual agreement 
between the customer and the TP.  

The definition of “sensitive payment data” should hence be changed to cover all secret credentials and/or 
authentication codes related to a consumer’s online bank account but to exclude other consumer ID or 
financial data. 
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4.10 KC Deletion Why should Recommendations for PAAS be the subject of a separate document if general references are 
made to another document? The Key Considerations of Recommendation 4 are very similar to the Key 
Considerations defined in the internet requirements. As per the above, we see in the context of how PAAS 
work fundamental problems with how some of these Key Considerations can be applied to PAAS. The 
Recommendations and Considerations need to reflect the reality and context of how PAAS work as 
opposed to impose or make general references to previously and separately defined Recommendations for 
other types of services.  

4.1 BP Deletion It is not clear how 4.1 BP follows from the Key Considerations of Recommendation 4. Secondly, PAAS 
allows consumers to leverage the online bank for which security tools already exist. The BP seems to 
suggest that the security tools offered by AS PSPs to their customers are not safe. 

5.5 KC Amendment While establishing a bilateral authentication is by no means technically complex, wording should be added 
that ensures that AS PSPs are not able to use this KC as a way to discriminate or disturb TPs by insisting 
on subjective unreasonable criteria for exactly how the bilateral authentication should work.  

	  
5.6 KC Deletion/Ame

ndment 
This KC is redundant given KC 5.5. If proper bilateral authentication is established then AS PSPs will be 
able to make this differentiation. If the KC remains, it needs to ensure that AS PSPs do not discriminate or 
disturb TPs or their services. 

5.1 BP Deletion It is unclear why AS PSPs should be able to provide certain customers with specific credentials. This 
paragraph would give AS PSPs an explicit possibility to discriminate TPs and/or users of their services 
through the introduction of special levies or fees for these services or by other means discourage the 
usage of PAAS provided by TPs. 

6.1 KC Deletion There is no need to introduce a new layer of customer due diligence regulation in addition to already 
existing laws.  

6.5 KC Deletion This KC distorts and prevents technological innovation. There are already today PAAS that cover other 
products than so called AIS and PIS as well as TPs providing a combination of the two. The customer 
experience will be distorted and utility decreased if the customer is required to “opt for” different 
components of an integrated product.  

6.1 BP Amendment It should be clarified that the customer could “sign” such service contract online, i.e. a physical signature is 
not needed.  
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Rec. 7 Amendment It should be clarified that this Recommendation and its Key Considerations are only applicable to TPs that 
present data (i.e. AIS) on the TP’s own consumer-facing interface, typically a website or mobile app, and 
where the consumer can log on to such website or mobile app and access data without providing the 
authentication details issued by the AS PSP (but only a TP’s own authentication). Hence, this 
Recommendation should in the same way as Recommendation 9 be subject to footnote 21.  
 
The Recommendation is e.g. not applicable to PIS where AS PSP credentials need to be actively supplied 
by the customer in order for a payment to be initiated. For PIS, there is (and should be) neutrality between 
the initiation of a payment through a PIS and the initiation of payment without a PIS – the exact same 
credentials need to be actively supplied by the consumer.  

 
7.1 KC Amendment A reference to footnote 21 should be added after “(where applicable)” in order to clarify that this KC is only 

applicable to TPs that present data (i.e. AIS) on the TP’s own consumer-facing interface, typically a 
website or mobile app, and where the consumer can log on to such website or mobile app and access data 
without providing the authentication details issued by the AS PSP (but only a TP’s own authentication). The 
KC is not applicable to PIS.  

Given the second sentence of the KC, it should also be clarified that a TP should be able to rely on the AS 
PSP’s authentication method even if would not have a contractual agreement with the TP.	  

7.3 KC Amendment A reference to footnote 21 should be added to this KC to clarify that this KC is only applicable to TPs that 
require the customer to log in separately based on the registration with the TP. 

 
7.1 BP Amendment It should be clarified that this BP is only applicable to TPs that present data (i.e. AIS) on the TP’s own 

consumer-facing interface, typically a website or mobile app, and where the consumer can log on to such 
website or mobile app and access data without providing the authentication details issued by the AS PSP 
(but only a TP’s own authentication details), i.e. a reference to footnote 21 should be added. 
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Rec. 8 Amendment It should be clarified that Recommendation 8 and its Key Considerations, are only applicable to TPs 
providing AIS on the TP’s own consumer-facing interface, typically a website or mobile app, and where the 
consumer can log on to such website or mobile app and access data without providing the authentication 
details issued by the AS PSP (but only a TP’s own authentication details). Hence, this Recommendation 
should in the same way as Recommendation 9 be subject to footnote 21.  
 

A TP offering PIS can of course not initiate any payment unless the customer goes through the same 
authentication as if she were to effect a payment without the involvement of a TP, i.e. there is, and should 
be, neutrality between a payment being initiated through a PIS provider and a payment not being initiated 
through a PIS provider in terms of the credentials and authentication codes supplied. Hence, 
Recommendation 8 and its Key Considerations would not be applicable to PIS 

 
8.1 KC Amendment It should be clarified that this KC is not applicable to PIS, i.e. a reference to footnote 21 should be made. 

8.3 KC Deletion Why should Recommendations for PAAS be the subject of a separate document if general references are 
made to another document? The Recommendations need to reflect the specifics of PAAS and not make 
impose or make general references to previously separately defined Recommendations for other types of 
services. 
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11.3 KC Clarification (The following is identical to our previous reasoning in relation to 4.5 KC and 4.9 KC.) 
 

PAAS would not exist unless the consumer would want to share data with a TP in order to receive a 
product or service. Hence the definition of “sensitive payment data” in the context of PAAS needs to be 
carefully considered.  

If “sensitive payment data” would refer to secret credentials and/or authentication codes, we would fully 
agree with this KC.  

However, the current definition of “sensitive payment data” in the glossary is in the context of PAAS too 
broad. With the current definition, even a person’s name and/or personal ID number could qualify as 
sensitive payment data (as in some jurisdictions this is all that is needed to initiate a fraud attempt by e.g. 
ordering something online and claiming it will be paid by invoice).  

Hence, it is important to differentiate between on one side secret credentials and/or authentication codes 
and on the other side consumer data such as identification details (name, address, personal ID number if 
applicable) as well as bank account/credit history and other financial data belonging to the customer. 
Secret credentials and/or authentication codes should never be stored and/or shared, while the customer’s 
right to share ID and other account and financial data with a TP in order to take advantage of a product 
should be safeguarded.  

There may be many instances when the consumer wants to share her data through PAAS. Just a few 
examples include a scenario when she wants to share her financial details and/or credit history to get 
access to financial services and/or credit, and/or when she wants to allow for an e-merchant to do a “credit 
check” on her and/or when she wants to verify her identity in real-time in order for the TP or e-merchant to 
e.g. comply with AML regulation. 

Since it is the customer’s data (not the account servicing PSP’s) it must be the right of the customer to 
decide how much of it he/she wants to share, similarly to what he/she can do in the offline world. The 
customer can in the offline/physical world simply go to the bank, request a printed account statement and 
physically deliver it to the merchant by e.g. ordinary mail. There is no justification for why he/she should not 
be able to do the same thing online by using PAAS. The sort of and amount of data the customer shares 
with a TP and if applicable the e-merchant should of course be regulated in the contractual agreement 
between the customer and the TP.  

The definition of “sensitive payment data” should hence be changed to cover all secret credentials and/or 
authentication codes related to a consumer’s online bank account but to exclude other consumer ID or 
financial data. 
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11.5 KC Clarification (The following is identical to our previous reasoning in relation to 4.5 KC, 4.9 KC and 11.3 KC.) 
 
PAAS would not exist unless the consumer would want to share data with a TP in order to receive a 
product or service. Hence the definition of “sensitive payment data” in the context of PAAS needs to be 
carefully considered.  

If “sensitive payment data” would refer to secret credentials and/or authentication codes, we would fully 
agree with this KC.  

However, the current definition of “sensitive payment data” in the glossary is in the context of PAAS too 
broad. With the current definition, even a person’s name and/or personal ID number could qualify as 
sensitive payment data (as in some jurisdictions this is all that is needed to initiate a fraud attempt by e.g. 
ordering something online and claiming it will be paid by invoice).  

Hence, it is important to differentiate between on one side secret credentials and/or authentication codes 
and on the other side consumer data such as identification details (name, address, personal ID number if 
applicable) as well as bank account/credit history and other financial data belonging to the customer. 
Secret credentials and/or authentication codes should never be stored and/or shared, while the customer’s 
right to share ID and other account and financial data with a TP in order to take advantage of a product 
should be safeguarded.  

There may be many instances when the consumer wants to share her data through PAAS. Just a few 
examples include a scenario when she wants to share her financial details and/or credit history to get 
access to financial services and/or credit, and/or when she wants to allow for an e-merchant to do a “credit 
check” on her and/or when she wants to verify her identity in real-time in order for the TP or e-merchant to 
e.g. comply with AML regulation. 

Since it is the customer’s data (not the account servicing PSP’s) it must be the right of the customer to 
decide how much of it he/she wants to share, similarly to what he/she can do in the offline world. The 
customer can in the offline/physical world simply go to the bank, request a printed account statement and 
physically deliver it to the merchant by e.g. ordinary mail. There is no justification for why he/she should not 
be able to do the same thing online by using PAAS. The sort of and amount of data the customer shares 
with a TP and if applicable the e-merchant should of course be regulated in the contractual agreement 
between the customer and the TP.  

The definition of “sensitive payment data” should hence be changed to cover all secret credentials and/or 
authentication codes related to a consumer’s online bank account but to exclude other consumer ID or 
financial data. 
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11.6 KC Amendment The words “actively requested” could be substituted for “authorised” in order to ensure that there is no 
misunderstanding around the consumer’s right to consent to share data by entering into a customer 
agreement with a TP.	  

11.2 BP Deletion This BP is based is based on the inaccurate premise that TPs “take” data from the consumer rather than 
the consumer deciding to share data with the TP. It is important to safeguard the right for the consumer to 
enter into an agreement with a TP that offers the consumer a product that the consumer wants to take 
advantage of. There may be many instances when the customer wants to provide (through the TP) data to 
e-merchants in order to get a better product, including name, address, personal ID number and bank 
account/credit history. One example could be that the customer agrees to disclose his/her account balance 
(including from her savings account) to the e-merchant in order for the e-merchant to do a “credit check” 
prior to sending the merchandise (which may be partly sold on credit) to the customer. Since it is the 
customer’s data (not the account servicing PSP’s) it must be the right of the customer to decide how much 
of it he/she wants to share, similarly to what he/she can do in the offline world. The customer can in the 
offline/physical world simply go to the bank, request a printed account statement and physically deliver it to 
the merchant by e.g. ordinary mail. There is no justification for why he/she should not be able to do the 
same thing online. In fact, by enabling the consumer to share the same information with the TP, and if 
applicable e-merchant, online in real-time, the consumer’s utility increases. What kind of data the customer 
shares with the TP and if applicable the e-merchant should of course be regulated in the contractual 
agreement that the customer enters into with the TP, just like the customer can enter into other agreements 
both online and offline and existing regulation including contract and consumer protection laws already 
cover this topic.	  

Rec. 12 Amendment Recommendation 12 is one example of where reference throughout is made to TPs but not GAs. We do 
not see the reason for not making Recommendation 12 and its Key Considerations applicable to GAs as 
well. 

12.6 KC Deletion We do not see why this requirement should be applicable to TPs providing PAAS when it is not for card 
and other payment methods. This requirement would with no factual basis suggest to consumers that 
PAAS are somehow not as safe as other payment methods. Why should PAAS be discriminated against? 
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12.7 KC Amendment This KC ignores how PAAS work technically; since the customer uses PAAS to access a specific product 
(e.g. to share her data with a TP or have a TP initiate a payment), the TP needs to be able to carry out that 
instruction. As a concrete example, an AS PSP may communicate a message to its customer in the online 
bank that requires the customer to acknowledge the message before being able to proceed to the online 
bank service menu. If the TP is not able to acknowledge the message in order to proceed to the online 
bank service menu, it will not be able to carry out the instruction received from the customer.  
 
Hence, this KC needs to be combined with a KC for the AS PSP that ensures that the AS PSP does not 
post messages in the online bank which are considered to be acknowledged by proceeding to the online 
bank service menu, or in other way interfere with PAAS provided by TPs. This can be achieved without 
removing the possibility for the AS PSP to communicate important information immediately after log-in 
(prior to access of the service menu); e.g. the AS PSP could communicate any message in the usual 
dedicated “message box” in the online bank, and only in that message box would it be possible for the 
customer to acknowledge that a message has been read. That would allow the AS PSP to communicate 
important information in the online bank immediately after log-in (prior to accessing the service menu) and 
that information would remain at each log-in until the message is acknowledged as read in the dedicated 
message box.   
 
The KC should also be made applicable to GAs (not only TPs). 

12.8 KC Deletion We do not see why this requirement should be applicable to TPs providing PAAS when it is not for card 
and other payment methods where equally sensitive data elements are being transmitted. This requirement 
would with no factual basis suggest to consumers that PAAS are somehow not as safe as other payment 
methods. Why should PAAS be discriminated against? 

12.9 KC Deletion We do not see why this requirement should be applicable to TPs providing PAAS when it is not for card 
and other payment methods where equally sensitive data elements are being transmitted. This requirement 
would with no factual basis suggest to consumers that PAAS are somehow not as safe as other payment 
methods. Why should PAAS be discriminated against? 

Rec. 13 Deletion In the context of PAAS, Recommendation 13 and its Key Considerations are redundant. The consumer can 
and should make any restrictions to the payments she is able to initiate (herself or via a PIS) directly in her 
online bank. We do not see the benefit for anyone by requiring the consumer to have to make such 
potential restrictions in two different systems. 

Rec. 14 Amendment A new first sentence should be added and read as follows: “Account servicing PSPs should confirm to TPs 
the successful completion of the initiated payment.”.  The ability for the TP to confirm to its customers the 
successful completion of the payment initiation rests on the ability for the TP to receive a confirmation from 
the AS PSP that the initiated payment has been successfully completed. 
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 14.1 KC Amendment A new first sentence should be added and read as follows: “Account servicing PSPs should provide TPs 
with a near real-time facility to check the status of the payment initiation at any time in a safe and trusted 
environment.”  The ability for the TP to confirm to its customers the successful completion of the payment 
initiation rests on the ability for the TP to receive a confirmation from the AS PSP that the initiated payment 
has been successfully completed. 

Glossary of 
terms – 
“Sensitive 
payment data” 

Amendment A core component of PAAS is the assumption that the consumer wants to share data with a TP in order to 
receive a product or service. Hence the definition of “sensitive payment data” in the context of PAAS needs 
to be carefully considered.  

The current definition of “sensitive payment data” is too broad. With the current definition, even a person’s 
name and/or personal ID number could qualify as sensitive payment data (as in some jurisdictions this is all 
that is needed to initiate a fraud attempt by e.g. ordering something online and claiming it will be paid by 
invoice).  

It is important to differentiate between on one side secret credentials and/or authentication codes and on 
the other side consumer data such as identification (name, address, personal ID number if applicable) as 
well as bank account/credit history and other financial data belonging to the customer.  

The definition of “sensitive payment data” should hence be narrowed to include all secret credentials and/or 
authentication codes related to a consumer’s online bank account, but none of the actual data associated 
with a customer’s bank account, which the customer already in the “offline” world is free to share with 
anyone. Especially important is to remove the sweeping wording “Data which could be used to carry out 
fraud.”  

A revised definition in accordance with this principle could be “Credentials [as already defined in the 
Glossary] except publicly accessible information [for some banks in some countries, a general personal ID 
code is used as log-in name to the online bank, and this must not be considered sensitive payment data] 
which could be used to carry out fraud.” 


