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Date April 11th, 2013
Reference BR1889

Regarding Accompanying letter regarding NVB reaction to ECB's 'Recommendations for PAAS'

The Dutch Banking Association (Nederlandse Vereniging van Banken, NVB) was established in
1989 to represent the common interests of the Dutch banks. NVB also represents their socio-
economic interests as employers. Virtually all banks operating in the Netherlands, including foreign
bank branches, are member of the NVB.

The NVB strives towards a serviceable, stable and competitive banking industry in the Netherlands
and towards the effective operation of market forces whilst taking into account the interests of its
interlocutors and stakeholders. The NVB is a member of the European Banking Federation (EBF)
and the European Payments Council (EPC).

The NVB welcomes the Recommendations of the ECB for Payment Account Access Services
(PAAS) and the opportunity given to provide input to the related consultation. The
Recommendations represent a very helpful document, since they are dealing with one area of high
concerns for the Dutch banking community.

The NVB will be happy to provide you with more detailed comments in due course, should these be
desired.

Yours faithfully,

Marc van der Maarel
Advisor Payments

Drs. M.A. van der Maarel
Advisor Payments
t + 31 20 55 02 833
m + 31 6 83 97 88 50
e maarel@nvb.nl

European Central Bank
Secretariat Division
Kaiserstrasse 29
D-60311 Frankfurt am Main
Germany

E-mail: ecb.secretariat@ecb.europa.eu
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EUROPEAN FORUM

ON THE SECURITY OF RETAIL PAYMENTS

ECB-PUBLIC

11 April 2013

TEMPLATE:
COMMENTS ON THE DRAFT "RECOMMENDATIONS FOR PAYMENT ACCOUNT ACCESS SERVICES"

The table below shall serve as a template collecting comments received in a standardised way.

o Please add to the table only issues where you consider that a follow-up is necessary, i.e. no general statements like “We welcome the
recommendations.”

o All comments should be separated per issue concerned so that a thematic sorting can be easily applied later on. (i.e. one row for each issue).
o If needed, replicate page 2 for the provision of further comments.

The assessment form consists the four items which are suggested to be filled as follows:

 Originator: Name of the originator and ISO code of the country of the originator (e.g. NAME (AT/BE/BG/...))

 Issue (states the topic concerned): General comment, Scope, Terminology, REC 2, 1.1 KC, 3.2 BP, Glossary,

 Comment: Suggestion for amendment, clarification or deletion

 Reasoning: Short statement why the comment should be taken on board

Contact details
(will not be published)

Mr
 Drs. M.A. (Marc) van der Maarel (Advisor Payments, Dutch Banking Association)
 Drs. M. (Michael) Samson (Advisor Information Technology and Information Security ,

Dutch Banking Association)
 samson@nvb.nl
 maarel@nvb.nl
 +31 20 5502 837
 +31 20 5502 833

☐ The comments provided should NOT be published
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Originator:

Name of the originator (e.g. name of
the company or association)

Dutch Banking Association (Nederlandse Vereniging van
Banken, NVB)

ISO code of the country
of the originator

NL

Comments on the recommendations for “payment account access” services

KEY PRINCIPLES  OF THE DUTCH BANKING COMMUNITY REGARDING  PAYMENT ACCOUNT ACCESS SERVICES (PAAS)

The NVB welcomes the Recommendations of the ECB for Payment Account Access Services (PAAS) and the opportunity given to provide input to the related
consultation. The Recommendations represent a very helpful document, since they are dealing with one area of high concerns for the Dutch banking community.
Before providing feedback on the individual recommendations as stated in the “Recommendations for  Payment Account Access  Services”, the Dutch banks would
like to share their three key principles about TPs, who offer PAAS.

The Dutch banks believe that, regarding Third Parties (TPs) offering PAAS , three key principles have to be met:
1. Clear contractual relationship between TPs offering PAAS, account servicing PSPs and payment account owners
2. PAAS must meet clear security requirements
3. TPs offering PAAS must comply with a clear legal and supervisory framework

Ad 1. Clear contractual relationship between TPs offering PAAS, account servicing PSPs and payment account owners

Contractual agreements between all parties (TP, the customer (payment account owner) and the account servicing PSP) are essential. The underlying principle should
be contractual freedom (contracts between parties should be voluntarily agreed upon), of course ring-fenced by competition law. TPs should only be able to operate if
dual consent is provided (i.e. a contractual relationship between payment account owner and TP and between account servicing PSP and TP, whereby the principle of
contractual freedom applies), directly or indirectly via a contracted scheme. Both contracts should address liabilities, privacy, security, data integrity, availability of
the service, non-repudiation and commercial conditions (f.e. fees). Additionally, the payment account owner and account servicing PSP also need to contractually
agree on a specified access to the customer’s payment account by the TP. Account servicing PSPs are not permitted to provide TPs with information linked to a
payment account without the prior approval of the account owner. By doing so, the account servicing PSP would stand the risk of breaching data protection, privacy
and banking secrecy laws.

Customers (payment account owners) should be made aware that personal security credentials, issued by their PSP, must, in principle, never be handed over to TPs.
TPs should use their own credentials as contractually agreed between PSP and TP. Also account servicing PSPs should reserve the right not to recognize the TP as
such, when there is no underlying agreement between PSP and TP. In that case account servicing PSPs should be able to block any transactions initiated by that TP,
in order to protect the interests of its payment account owners.
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1 European Central Bank, Recommendations for “Payment Account Access Services” – Draft document for public consultation, January 2013. This document is under public consultation until April 12th, 2013.

Also the contractual relationship must ensure end-to-end service levels of the payment. This covers for the following: 1. The financial completion of transaction
should be clear and unambiguous for all parties involved, 2. authentication credentials must be kept confidential (security) and 3. transparent rules concerning
liabilities, with a clear point of contact and responsibilities for handling of complaints.

Account servicing PSPs bear significant maintenance costs of the online banking infrastructure and continuously invest in their IT systems. Therefore, if a TP uses
this infrastructure for its own commercial benefit, PSPs become de-facto service providers to these TPs. PSPs should therefore be able to charge reasonable and
proportional fees for the services rendered to TPs offering PAAS.

Ad 2. PAAS must meet clear security requirements

The security level offered by TPs offering PAAS should be equivalent to that of the customer’s online banking application. The security of the payment account
should never be undermined by PAAS. The draft recommendations1 of SecuRe Pay regarding the security of PAAS constitute a key contribution to this requirement.
Access to payment accounts by TPs should preferably be defined at EU-level so that access to a specific PSP’s infrastructure is provided via an uniform approach.
This would foster innovation and enhance competition whilst maintaining a level playing field. The information which TPs can access, should be restricted to what is
strictly needed to complete the initiation of a payment (Payment Initiation Services - PIS) and/ or receiving the (agreed upon) payment account information (Account
Information Services - AIS).

When a TP meets the Recommendations of the SecuRe Pay forum regarding PAAS and this is confirmed by the supervisory authority, the account servicing PSP
should not be forced  to enter into a contractual relationship and accept the residual security risks. The account servicing PSP should be allowed to make its own
decisions in this matter. For example, the account holding PSP and TP could agree on taking (additional) security responsibilities.

Ad 3.  TPs offering PAAS must comply with a clear legal and supervisory framework

Unregulated and unsupervised TPs having access to information on customers’ payment accounts and the funds kept in those accounts is unacceptable in light of
consumer protection. Also, it does not allow for a level playing field (fostering competition and innovation), and creates issues regarding security, liability, data
protection and banking secrecy. Currently, supervision of TPs offering PAAS is still incomplete and unclear. Most TPs are not under the supervision of the members
(the National Banks) of the SecuRePay forum. TPs offering PAAS should therefore fall under the PSD regime to enable oversight by national overseers.

However, it will probably take several years before the PSD has been revised (and TPs are added to its scope) and actually embedded in national laws of EU Member
States. The supervision of TPs will be shaped and implemented on a national (EU Member State) level. Probably this will lead to some national differences. To
regulate PAAS, alignment of Member States’ national laws regarding banking secrecy may also be necessary.
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Issue Comment Reasoning

General Amendment

The SecuRe Pay Forum’s draft Recommendations are covering many of the important security topics. However,
they fail to mandate the account owner to properly protect its own authentication means. The authentication means
are originally meant to be only used in secured direct communications with the account servicing PSP. The current
principle under the PSD (article 56) should be upheld in the sense that the personal security credentials of the
account owner should never be shared with a TP. TPs should use their own credentials as contractually agreed
between PSP and TP.

General Clarification
The TP security policy should be strengthened in these recommendations in order to reflect the same level of
security requirements applicable to account servicing PSPs and not compromise users’ confidence. Sanctions in
case of breach of the Recommendations should be defined by the legislator or competent authority.

General Amendment
The involvement of the TP should in no way influence the security level of the account servicing PSP, nor should
it influence the service level of that PSP towards its customers.

General Amendment

Before the implementation of the revised PSD in Member States’ national laws, the legal basis of TPs is not
regulated. The existing oversight and supervisory competences of the relevant authorities might not be sufficient
to have an oversight role on TPs. In our opinion, this should be addressed in the update of the Recommendations
and the PSD.

General Amendment

A cross reference is missed with the forthcoming European Regulation on e-ID and Trust services and in particular
article 15 of that Regulation which introduces an obligation for both qualified and non-qualified trust service
providers to implement appropriate technical and organisational measures for the security of  their activities.
Furthermore the Dutch Banks feel it appropriate that a Privacy Impact Assessment (PIA) as foreseen in section 3
of the revised General Data Protection Regulation (2015) is considered. Due to obligations out of this revised
Regulation, we wonder if and to what extent these may conflict with the recommendations.

Page 2.
Objectives of the
Recommendations

Amendment

This paragraph states that “Improved exchange of information in the event of repudiation, security incidents and/
or fraud” is one of the requirements the recommendations should meet. A requirement should also be that it needs
to be clear which involved party is responsible in which part of the end-to-end process in the event of  repudiation,
security incidents and/or fraud. This covers for the following: 1. The financial completion of transaction should be
clear and unambiguous for all parties involved, 2. authentication credentials must be kept confidential (security)
and 3. Transparent rules on liability with a clear point of contact and responsibilities for handling of complaints.
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Issue Comment Reasoning

Page 3.
Scope and
Addressees

Amendment

Apps that facilitate TP services should be in scope of the Recommendations, since PAAS are frequently offered
through apps. These apps can (and do already) have access to internet banking-based account servicing PSPs.  All
subjects and recommendations as described in the draft Recommendations are also valid for these kind of apps. If
apps are excluded from the scope of the Recommendations, the level playing field would be disturbed. We would
like to encourage the SecuRe Pay forum to develop recommendations for PAAS using (mobile) app technology at
short notice.

Page 3.
Scope and
addressees

Amendment

To ensure a level playing field the Recommendations should apply tot TP’s at a global level. To date the
recommendations do not apply in case one or more of the three parties involved, the account owner, the account
holding PSP and/or the TP are located outside the EEA. This endangers the level playing field and could have a
negative impact on the level of security in case accounts are accessed by TP’s operating out of different
geographical locations.

Page 4.
§ Implementation
General comment

Clarification

The Dutch banks agree that PAAS and their providers should be covered by the revised PSD, which will be
transposed into national legislation of Member States. To provide competent authorities with the legal power to
enforce the Recommendations regarding PAAS the services, their providers and requirements should be included
in the PSD.

Page 4.
§ Implementation
Question

Clarification

We would like to receive confirmation that all TPs offering PAAS fall under the Recommendations once TPs are
in scope of the revised PSD. It is our understanding that those TPs that are not in scope of the PSD are not in scope
of the Recommendations. For example, TPs that use apps to offer their PAAS should also be supervised by
competent authorities and should no be excluded.

Page 5.
2.1  KC and
2.2  KC

Clarification
It is up to the relevant competent authorities to judge whether a TP plays by the rules. The account servicing PSP
may set additional requirements in this matter, which should be part of the contractual agreement between PSP and
TP.

2.4 KC Amendment
This KC should also clarify that the TP needs to undergo a new certification procedure or independent audit, when
its  modifies it procedures or infrastructure following the identification of  new threats.

Page 6.
3.3  KC

Amendment; Clarification
We believe there should also be a clear procedure available between TP and account servicing PSP regarding co-
operation in the event of a security incident. The above only applies when there is a contractual agreement in
place between account servicing PSP and TP.

Page 7.
4.5 KC

Clarification

This KC can be interpreted in two ways. The first interpretation is that the TP should delete all information
retrieved from the customer’s payment account, except for the minimal information the TP needs for providing its
PIS or AIS. The second interpretation is that the TP is only authorised to retrieve the information it needs for
providing its PIS or AIS. We believe that the second interpretation should be made more explicit under 4.5 KC.
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Issue Comment Reasoning

Page 8.
5.5 KC and
5.6 KC

Amendment

In 5.5 KC and 5.6 KC it is clear that TPs should have proper bilateral authentication with account servicing PSPs.
This is not possible in the case of PAAS where the account servicing PSPs does not know the TP. In our opinion it
should be an explicit requirement that contractual agreements between account servicing PSPs and the TPs exist,
based on contractual freedom e.g. not being legally imposed, of course ring-fenced by competition law. The
capability of the account servicing PSP to make a distinction between a TP and a client accessing the account
should be covered in the agreement between PSP and TP. This key consideration is not met today in all cases with
PIS by TPs who impersonate the account owner using his/ hers account credentials without knowledge of the
account servicing PSP.

Page 8.
5.6 KC

Amendment; Clarification

This KC supposes that account servicing PSPs will offer some kind of facility for being able to differentiate
between payment account access by TPs and access by payment account owners without TP involvement. In our
opinion, this is a decision account servicing PSPs should take based on a valid business case (since account
holding PSPs will probably need to make adjustments in their IT systems supporting online banking for making
this possible). We believe that the KCs should be extended with the fact that the account servicing PSP can offer
this kind of service, but is not obliged to.

Page 8.
5.1 BP

Clarification

We suggest to remove this BP. BPs are not binding but could become KCs in due time. Providing customers with
specific credentials to be used for PAAS, could – indeed – allow the account servicing PSP to identify whether the
account owner is making use of PAAS. It seems to us a rather costly solution for the account servicing PSPs, due
to required changes in IT systems and communicating this measure to customers (payment account owners). TPs
and account servicing PSPs would need to make contractual agreements on this matter. We would like to note that
it can be rather difficult to explain to – and be understood by – customers which credentials they should use in
which situation. This could lead to additional security issues as the level of clarity is decreased.

Page 8.
6.1 KC

Clarification

We agree with this KC. However, this KC does not specify whether customers should undergo CDD procedures
and provide for a valid ID and related information at the TP itself, or that TPs lean on the CDD and identification
procedures of account servicing PSPs. Footnote 17 does not provide for the level of clarity that is required. We
suggest to be more specific about the CDD procedures and the role of the TP in obtaining and maintaining KYC
data. When TPs commercially benefit from the CDD and identification procedures of account servicing PSPs,
PSPs and TPs need to make clear contractual agreements in this matter. The aspect of impersonation of personal
security credentials is of major importance from a liability point-of-view (see PSD Articles 56, 57 and 59),
banking secrecy and data protection perspective.

Page 9.
6.3 KC

Clarification

We agree with this KC. However, we are not sure that this KC is in line with the current PSD, where a payment
should be processed at the latest the next working day (D+1). This because blocked transactions could be ‘false
positives’. We have the opinion that account servicing PSPs should be allowed to block payments for a certain
period, when they suspect fraud.
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Page 9.
6.5 KC

Amendment

Apart from the requirement that the payment account owner should be required to actively opt for each of the
services (AIS and/ or PIS) separately, we believe this option should be extended, whereby the payment account
owner explicitly agrees on AIS and PIS per payment account; i.e. approval should be given per payment account.
Moreover, we believe that AIS should be defined in more detail making a distinction between e.g. balance check
only and transaction information. Whereby the payment account owner should explicitly agree on the ‘type’ of
AIS offered by the TP. In the Recommendations it is not clear to whom (to the TP and account servicing PSP) the
account owner should confirm their willingness to make use of PAAS. The account owner should have a
contractual agreement with both the TP and the account holding PSP.

Page 10.
7.1 KC

Clarification
This KC states that a TP could agree with an account servicing PSP to rely on the account servicing PSP’s
authentication methods. We believe that account servicing PSPs and TPs need to make clear contractual
agreements in this matter.

Page 10.
7.2 KC

Amendment
We believe that TPs should not be able to amend/ change sensitive (payment) data , such as maintaining white
lists, on behalf of the account owner at its payment account. We have the view that the account owner should
manage this directly with its account servicing PSP and not through (the intervention of) a TP.

Page 10 and 11.
Recommendation
8 and 9

Amendment

We believe that a requirement should be added that if a TP is using security mechanisms of the account servicing
PSP, the TP’s PAAS should not negatively impact security solutions provided by the account servicing PSP. For
example, if the account servicing PSP stops an internet banking session after a certain period of inactivity, the TP
should not ‘artificially’ generate activity to keep the internet banking session going.

Page 10.
8.2. KC

Amendment
TPs should actively encourage customer enrolment for the right level of authentication, based on a risk analysis.
The authentication level is to be contractually agreed upon between PSP and TP.

Page 11.
9.4 KC

Amendment
We agree with this KC which states that a TP should only access the payment account upon the customer’s
specific instruction and on a case-by-case basis. We believe that the TP and account servicing PSP need also to
contractually agree on this matter.

Page 11.
10.5 KC

Clarification
We agree with this KC. In the event of an ex post dispute or suspected fraud, all professional entities involved
in the PAAS should cooperate actively to analyse the root cause of the problem. Agreements on this matter should
be part of the contractual frameworks between TPs, account servicing PSPs and e-merchants.

Page 12.
Recommendation
11

Amendment/clarification
The definition of the term “sensitive payment data” in the glossary includes payment data as well as authentication
data. We strongly recommend to distinguish between different classes of sensitive payment data, especially
payment transaction data and user authentication data.
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Page 12.
11.2 KC

Amendment
We believe that end-to-end encryption should be contractual agreed upon between the communicating parties (TP
and account servicing PSP).

Page 12.
11.3 KC and
11.5 KC

Clarification
What is considered as ‘sensitive payment data’? In some EU Member States the bank account number is regarded
as sensitive payment data, and in some EU Member States it is not.

Page 12.
11.4 KC

Amendment

We agree with this KC which states  that TPs should only access payment accounts upon the account owner’s
specific instruction and on a case-by-case basis and that the purpose of payment account access should be clearly
determined and agreed between the TP and the customer. We believe that the TP and account servicing PSP need
also to contractually agree on this matter.

Page 14.
12.6 KC

Amendment
We agree that TPs should ensure that their liability regime is transparent to customers. The liability agreements
between TP and account servicing PSP should also be clear and be part of the contractual framework between
these two parties.

Page 14.
Recommendation
13

Clarification
We can imagine that TPs align applied limits for PIS with the account servicing PSP. TPs and account servicing
PSPs could make agreements on this matter.

Page 14.
13.3 BP

Amendment
This BP should be formulated more clearly. As an example: some functionality is offered by account holding PSPs
and need not to be offered as an extra security function by the TP. Where an account holding PSP is offering GEO-
blocking, TPs should not consider activating GEO-blocking.

Page 16.
Glossary of terms

Amendment

Account Servicing PSP: It is mentioned that “(...) any outsourcing (by AS PSP) must be based on a contractual
agreement defining the parties’ respective rights and responsibilities (...)”. We believe that his requirement should
apply equally to PAAS which should also “ (...) be based on a contractual agreement defining the parties’
respective rights and responsibilities (...)” between account servicing PSP and TP.
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