
ECB-PUBLIC 

Page 1 of 10 

 

EUROPEAN FORUM  
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TEMPLATE:  

COMMENTS ON THE DRAFT "RECOMMENDATIONS FOR PAYMENT ACCOUNT ACCESS SERVICES" 

 

The table below shall serve as a template collecting comments received in a standardised way.  

o Please add to the table only issues where you consider that a follow-up is necessary, i.e. no general statements like “We welcome the 

recommendations.”  

o All comments should be separated per issue concerned so that a thematic sorting can be easily applied later on. (i.e. one row for each issue). 

o If needed, replicate page 2 for the provision of further comments.  

The assessment form consists the four items which are suggested to be filled as follows: 

 Originator: Name of the originator and ISO code of the country of the originator (e.g. NAME (AT/BE/BG/...)) 

 Issue (states the topic concerned): General comment, Scope, Terminology, REC 2, 1.1 KC, 3.2 BP, Glossary, 

 Comment: Suggestion for amendment, clarification or deletion 

 Reasoning: Short statement why the comment should be taken on board

Contact details  

(will not be published) 

Mr Norbert Bielefeld 

norbert.bielefeld@savings-banks.com 

+32 2 211 11 21 

☐ The comments provided should NOT be published 
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Originator:  

Name of the originator (e.g. name of 

the company or association) 

ESBG 

(doc. 0339/13) 

ISO code of the country 

of the originator 

BE 

 

Comments on the recommendations for “payment account access” services 

Issue Comment Reasoning 

General  Clarification  The Eurosystem’s work on Payment Account Access Services builds on and extends the set of 
Recommendations for the Security of Internet Payments. Once both are harmoniously transposed by 
the relevant supervisory and oversight authorities, and assessments of addressees in scope are 
performed in a consistent manner, the conditions for a secure environment enabling competition and 
innovation in the provision of internet payment, payment initiation and related information services 
could be within reach.  

 
Customer and in particular consumer experience and expectations will indeed continue to evolve 
spurred by the spread of technology and the “touch and feel” of social networking. Consumer needs in 
terms of receiving and making payments will increasingly reflect their lifestyle, and such needs will be 
increasingly met by bespoke arrangements (where current accounts may well not be any longer the sole 
platform for receiving and making payments), offered by a range of service providers including credit 
institutions, payment institutions and other, “third-party”-type-of service providers. All should be able 
– supported by the proper legal and supervisory framework – to compete for meeting these evolving 
customer requirements.    

 
ESBG believes that policy makers, supervisors, overseers and regulators should facilitate the 
emergence of such a landscape, notably by ensuring that consumer confidence is maintained and when 
required enhanced through active contributions of market players and well-functioning systems and 
processes. 

General Clarification Whilst the Eurosystem’s initiative to formulate these Recommendations is highly valued, and although 
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the necessity to address the subject matter is not really disputable, as a matter of good policy the 
Recommendations, in particular yet not limited to where they are the outcome of a choice between 
several options, should be supported by an impact assessment. Indeed the case for policy maker or 
regulator intervention in this specific topic has not yet been formally made. As there is no evidence of 
market failure, such an intervention could – due to the promotion of as of yet mostly unregulated and 
non-supervised providers it entails – trigger undesirable long term market consequences. Such an 
impact assessment should i.a. credibly quantify the expected market and competition benefits (duly 
taking into account losses from potential additional cybercrime activities), and demonstrate that they 
outweigh compliance costs (e.g. the re-design of existing systems).    

General Clarification Absent from these Recommendations is any reference to the requirement for contractual agreements 
between the third party provider (TP), the payment account holder, and the account servicing payment 
service provider (PSP). Although the Eurosystem in previous interactions argued that such absence is 
justified by the focus of these Recommendations on security, ESBG would submit that contractual 
agreements that clearly define the service(s) provided by one party to the other, the technical 
conditions for the provision of this service or services, the respective rights, obligations and liabilities 
attached to and deriving from the performance of the service(s), and finally the rightful remuneration 
of the service(s), are essential constituents of a secure environment and hence market confidence.  

General Clarification It must remain the account servicing PSP’s own decision to determine the instruments that it will 
support at account owner level for the purpose of initiating (or making) withdrawals or payments, or 
providing information on potential transactions and/or transaction history. A parallel should be made 
with the cards world: a PSP may choose to offer debit cards to its account holders. Such debit cards 
could be offered within e.g. either the Visa scheme, or the MasterCard scheme, or another scheme, 
and there is – nor should be – any obligation to offer two or more, or any. 

General  Clarification It is unfortunate that these Recommendations remain mute about return on investment, business case, 
and charging principles for the addressees. Whilst it is certainly understood that the intent of these 
Recommendations is to focus on security, at the level at which they are formulated the business case 
dimension, and its implications, cannot be ignored. Indeed, the principle of allowing addressees and 
market players to recoup investments as they deem suited is a necessary pre-condition, not only for 
generating the right incentives for market players to promptly implement these Recommendations, but 
also for ensuring that the latter will not distort the playing field, and will provide for continued 
innovation in this field.   

General Clarification It would be extremely helpful if the Recommendations made an unambiguous distinction between Key 
Considerations and/or Best Practices that apply specifically to either Account Information Services or 
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Payment Initiation Services.     

General Clarification “Payment initiation services” would need to be defined with greater accuracy than they currently are in 
the Glossary to the draft Recommendations. Currently payment initiation services are defined as 
“internet-based services to initiate payment transactions via payment accounts. The technical 
implementation of this service can differ based on whether or not the payee is actively involved in the 
payment initiation and whether the TP’s software is used by the account owner to transmit his/her 
credentials to the account servicing PSP”. For the sake of removing any ambiguity, this definition 
should be complemented as follows: “In that process at no moment will the TP be the originator of 
the payment instruction, nor be the actual or de facto beneficiary of any funds related to the 
transaction to be authorized”. With respect to account information services the minimum level would 
be providing a yes/no response as to whether a payment account holds sufficient funds for a certain 
transaction.    

General Clarification In order to maximize account holder convenience, confidence, and security, the principle that the 
authentication method of the latter’s account servicing PSP should be used throughout the chain 
should be established in these Recommendations.  

General Clarification It is imperative that these Recommendations do not leave any doubt as to the obligation for national 
supervisory and regulatory authorities – in due time prior to these Recommendations becoming 
applicable - to identify, where necessary establish, and mandate an authority or authorities responsible 
for registering TPs and GAs prior to them commencing activity, and regularly reviewing them.  

  Note: proposed amendments to existing text are shown in bold  

Recommendation 1: 
Governance 

 

 

Amendment; 

Clarification 

TPs and GAs should implement and regularly review a formal security policy for payment account 
access services which on those items for which PSPs are also providers does not undermine the 
latter’s security policy – unless objectively justified on a risk-based assessment basis. 
Justification: policy makers and regulators should be intent on creating a competitive market for 

payment account access services – regardless of which – duly authorized and supervised – entity is 

actually providing the service, in order to adequately protect consumer confidence and market stability. 

1.1 KC Amendment; 

Clarification 

The security policy should conform with ISO/IEC 27002 and be properly documented, and 
regularly reviewed (in line with 2.4 KC) and approved by senior management. It should define security 
objectives and the risk appetite. 
Justification: the reference to an international standard describing a range of domains which are 
essential to an organisation’s security would ensure that a minimum yet critical set of domains are in 
scope for all market participants. It furthermore opens the door to certification vs this standard.   

1.2 BP Amendment;  PSPs and TPs should define minimum technical and security criteria for payment account access 
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Clarification services which are objectively necessary to reduce the potential risk associated with those services. The 

implementation of these criteria may not have for consequence to lower the security provided 

by a PSP to its account owners. The criteria could be made available to interested parties. 

Justification: on one side customers’ experience with respect to security should not be downgraded. 

On the other the participation of TPs may not have for consequence a systematic increase of PSPs’ 

cost burden.   

Recommendation 2: Risk 
assessment 

 

Amendment; 

Clarification 

TPs and GAs should carry out and document thorough risk assessments with regard to the security of 
payment account access services, both prior to establishing the service(s) and regularly thereafter. 
These risk assessments will be regularly reviewed and evaluated by the responsible 
supervisory and oversight authorities.  
Justification: TPs and GAs must conform to common benchmarks set by supervisory and oversight 

authorities, for a level playing field becoming possible.   

2.1 KC Amendment; 

Clarification 

TPs and GAs, through their risk management function, should carry out and document detailed risk 

assessments for payment account access services. These assessments should also include potential risks 

to the account servicing PSPs from the performance of payment account access services. Both the 

methodology and the outcome of these assessments will be regularly reviewed and evaluated 

by the responsible supervisory and regulatory authorities. […] 

Justification: TPs and GAs must conform to common benchmarks set by supervisory and oversight 

authorities, for a level playing field becoming possible  

Recommendation 3: 
Monitoring and reporting 

 

Amendment; 

Clarification 

TPs and GAs should ensure – in line notably with operational risk management standards and 
data protection legislation - the consistent and integrated monitoring, handling and follow-up of 
security incidents, including security-related customer complaints. TPs and GAs should establish a 
procedure for reporting such incidents to management and, in the event of major incidents, the 
competent authorities. 
Justification: the Recommendations must become unambiguous as to who will ensure that TPs and 

GAs comply with the requirements set forth. 

3.4 KC Amendment; 

Clarification 

In their contractual agreements with e-merchants TPs shall require e-merchants to cooperate on 
major security incidents, including data breaches, both with them and the relevant law enforcement 
agencies. If a TP becomes aware that an e-merchant is not cooperating as required under the contract, 
it should take steps to enforce this contractual obligation or terminate the contract.   
Justification: it may not be interpreted that TPs and merchants would have the option to contract, or 
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not.   

Recommendation 4: Risk 
control and mitigation 

 

Amendment; 

Clarification 

TPs and GAs should implement security measures - which on those items for which PSPs are also 
providers does not undermine the latter’s security policy (unless objectively justified on a risk-
based assessment basis) - in line with their respective security policy in order to mitigate identified 
risks. These measures should incorporate multiple layers of security defences, where the failure of one 
line of defence is caught by the next line of defence (“defence in depth”). 
Justification: policy makers and regulators should be intent on creating a competitive market for 

payment account access services – regardless of which – duly authorized and supervised entity – is 

actually providing the service, in order to adequately protect consumer confidence and market stability. 

4.6 KC Amendment; 

Clarification 

TPs’ and GAs’ security measures for payment account access services should be tested under the 
supervision of the risk management function to ensure their robustness and effectiveness.[…] 
Justification: same as immediately above.  

4.9 KC Amendment; 

Clarification 

In their contractual arrangements with e-merchants TPs should not authorise e-merchants to 
handle (i.e. store, process or transmit) sensitive payment data in relation to the payment account access 
service. 
Justification: same as for 3.4 KC 

Recommendation 5: 
Traceability:  
5.6 KC 

Amendment; 

Clarification 

5.6 KC. Account servicing PSPs should must be able to differentiate between payment account 

access by TPs and access by account owners without TP involvement. TPs may not use account 

owner credentials for identifying themselves.  

Justification: the initially proposed Key Consideration is a much sensible one, however any perception 
that it may be implemented by weighting on account servicing PSPs alone must be defused from the 
onset. The responsibility, accountability and liability of the TPs who are the initiators and actual 
beneficiaries of such transactions must be clearly spelled out.  

5.1 BP  Amendment; 

Clarification 

5.1 BP. Account servicing PSPs could provide customers with specific credentials to be used for 
payment account access services. Alternatively account servicing PSPs could provide TPs with 
specific identification to be used for payment account access services. This would allow the 
account servicing PSP to identify whether the account owner is making use of a payment account 
access service.  
Justification: alternative approaches must be allowed in order to foster innovation and competition 

whilst preserving customer security and confidence. 

Recommendation 6: 
Initial customer 

Amendment; 

Clarification 

Customers should confirm via a contractual arrangement (unambiguously distinct from any 
goods/services selection and purchase process, and transparently describing the respective 
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identification and 
information 

 

rights and obligations) with TPs their willingness to make use of payment account access services 
before being granted access to such services. TPs and GAs should provide adequate “prior” and, in 
the case of registered customers, “regular” or, where applicable, “ad hoc” information to the customer 
about the necessary requirements (e.g. equipment, procedures) for the secure use of payment account 
access services and the inherent risks.  
Justification: in order to preserve and enhance consumer confidence and security it is essential to 
establish strong benchmarks for TP transparency obligations – to notably prevent practices such as 
mere “I agree” button clicking, and confusion between merchant-related processes and contractual 
arrangements, and TP-related ones.  

Recommendation 7: 
Strong customer 
authentication 

 

Amendment; 

Clarification 

TPs requiring prior registration by the account owner for payment account access services and 
subsequently enabling direct customer authentication should ensure – whilst fully respecting 5.6 KC 
above - that the initiation of internet payments, as well as access to sensitive payment data, is 
protected by strong customer authentication.  
Justification: there should be no derogation to the principle that a TP may not substitute itself to an 

account owner for payment account access.     

Recommendation 7, 
footnote 19 

Clarification Request for clarification: Footnote 19 to Recommendation 7 defines “strong customer authentication” 

as a procedure based on the use of two or more elements categorized as either knowledge, ownership 

or inherence, which are mutually independent so that breach of one does not compromise the other(s), 

with at least one element being non-reusable and non-replicable (except for inherence), and not 

surreptitiously stolen via the internet.  

The Eurosystem is requested to clarify whether dynamic PIN would be required to comply with this 
Recommendation. Should this be the case, then no short term implementation deadline can be 
considered.   

7.1 KC Amendment; 

Clarification 

TPs (where applicable) should, perform strong customer authentication for the customer’s access to 
payment account access services. However, a TP could should agree with an account servicing PSP to 
rely on the account servicing PSP’s authentication methods. Any exception to this principle, e.g. for 
very low value transactions, must be substantiated by a dedicated risk assessment.    
Justification: the principle of strong customer authentication should not be open to interpretation 
when implemented. Any variance must be substantiated. 

Recommendation 8: 
Enrolment for and 
provision of 

Amendment; 

Clarification 

TPs and GAs should ensure that (where applicable) enrolment for the payment account access service 

and/or an account information service provides for at least the same level of security as the 

minimum requirements defined in the internet recommendations. 
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authentication tools 
and/or software 
delivered to the 
customer : 
 8.3 KC 

Justification: it must be ensured that account information services (no more than payment account 
access services) can be the conduit for illicit activities. 

Recommendation 9: Log-
in attempts, session time-
out, validity of 
authentication 

Amendment; 

Clarification 

TPs should (where applicable) limit the number of log-in or authentication attempts, define rules for 
payment account access session “time out” and set time limits for the validity of authentication. 
Justification: there can be no exception to this security recommendation.  

9.4 KC Amendment; 

Clarification 

A TP should only access the designated payment account on the basis of a contractual agreement 

with the customer, upon the latter’s specific instruction and on a case-by-case basis.  

Justification: TP services may not be provided in a contractual vacuum. Proper contractual 
arrangements must be arrived at, also between TPs and account owners. 

Recommendation 
10: Monitoring 

 

Amendment; 

Clarification 

Monitoring mechanisms designed to prevent, detect and block fraudulent payment transactions 
and/or attempts to access sensitive payment data should be operated before the TP submits 
transaction initiations and/or attempts to access sensitive payments data; suspicious or high risk 
transactions and processes should be subject to a specific screening and evaluation procedure.  
Justification: the individual Recommendation should be consistent with the defined scope.  

10.1 KC Amendment; 

Clarification 

TPs should use fraud detection and prevention systems to identify suspicious transactions and 

processes before the TP submits transaction initiations and/or attempts to access sensitive payment 

data…[…] 

Justification: same as immediately above.  

10.2 KC Amendment; 

Clarification 

In their contractual agreements with e-merchants TPs should have fraud detection and 
prevention systems in place to monitor e-merchant activities.  
Justification: please see 3.4 KC.  

10.4 KC Amendment; 

Clarification 

Where the TP, according to its risk policy, decides to block the initiation of a payment transaction 

and/or an attempt to access sensitive payment data which has been identified as potentially fraudulent, 

the TP should maintain the block for the time necessary to resolve the security issue respecting its 

contractual commitments and generally the interests of the account owner. 

Justification: priority should be given to adequately addressing security issues.  

10.5 KC Amendment; The contractual arrangements between the parties defined hereafter should describe how, in 
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Clarification the event of an ex post dispute or suspected fraud, all professional entities involved in the payment 

account access service (e.g. e-merchants, TPs and account servicing PSPs) should cooperate actively 

will proceed (within the possibilities offered by data protection legislation) to analyse the root cause 

of the problem.  

Justification: the handling of responses to disputes and/or fraud events may not be left to the goodwill 
of the parties but must be clearly defined in the contractual arrangements between these parties. 

Recommendation 11: 
Protection of sensitive 
payment data:  
11.2 KC 

 

Amendment; 

Clarification 

 […. ] Re-direction of the account owner during a payment account access session should be carried 
out in a safe and trusted environment, having informed the account owner and offered him the 
option to interrupt the session, while taking into account possible risks arising from devices that are 
not under the TP’s control.  
Justification: Customer confidence can only be increased by providing them at every step with an 
increased perception of them being in control.   

11.3 KC Amendment; 

Clarification 

In their contractual arrangements with e-merchants TPs should agree not to make any sensitive 
payment data available to e-merchants. TPs should not authorise their e-merchants to store any 
sensitive payment data in relation to payment account access services.  
Justification: please see 3.4 KC 

11.6 KC Amendment; 

Clarification 

TPs should not use the account information for other purposes (e.g. for data mining, advertising, 

credit rating or data re-selling) than those actively requested by the account owner. Any misuse by 

the TP of such account information will entitle the account servicing PSP to terminate any 

contractual arrangement and/or block any further access to accounts serviced.  

Justification: against the background of the current wave of cybercrime it is essential that account 
owner confidence in the payment system be preserved, and all measures possible taken to protect 
account owners. 

Recommendation 12: 
Customer education and 
communication: 12.1 KC 

 

Amendment; 

Clarification 

 […] 
- the procedure for customers to report to the TP and to their account servicing PSP (suspected) 
fraudulent payments and/or attempts to access sensitive payment data, suspicious incidents or 
anomalies during the payment account access session and/or possible social engineering attempts; […] 
Justification: a compromised TP session could lead to consequences for the account servicing PSP – 
the latter should be informed by the account owner in order to take appropriate decisions to further 
protect the account owner.    

12.5 KC Amendment; 

Clarification 

TPs entering into contractual agreements with e-merchants should require e-merchants to clearly 
separate payment-related procedures from the online shop in order to make it unambiguous for 
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customers to identify when they are communicating with the TP and/or the account servicing PSP 
and not the payee (e.g. by re-directing the customer and opening a separate window so that the 
payment process is not shown within a frame of the e-merchant).  
Justification: again enhancing customer confidence and security calls for removing any possible 
ambiguity in the interpretation of these Recommendations. 

12.1 BP Amendment; 

Clarification 

In their contractual agreements with e-merchants TPs should arrange educational programmes 
for their e-merchants on fraud prevention. 
Justification: please see 3.4 KC 

Recommendation 13  No comment 

Recommendation 14  No comment 


