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ON THE SECURITY OF RETAIL PAYMENTS 

ECB-PUBLIC  

 12 April 2013 
  

TEMPLATE:  
COMMENTS ON THE DRAFT "RECOMMENDATIONS FOR PAYMENT ACCOUNT ACCESS SERVICES" 

 

The table below shall serve as a template collecting comments received in a standardised way.  

o Please add to the table only issues where you consider that a follow-up is necessary, i.e. no general statements like “We welcome the 
recommendations.”  

o All comments should be separated per issue concerned so that a thematic sorting can be easily applied later on. (i.e. one row for each issue). 
o If needed, replicate page 2 for the provision of further comments.  

The assessment form consists the four items which are suggested to be filled as follows: 

− Originator: Name of the originator and ISO code of the country of the originator (e.g. NAME (AT/BE/BG/...)) 
− Issue (states the topic concerned): General comment, Scope, Terminology, REC 2, 1.1 KC, 3.2 BP, Glossary, 
− Comment: Suggestion for amendment, clarification or deletion 
− Reasoning: Short statement why the comment should be taken on board

Contact details  
(will not be published) 

Mr. Christophe Godefroi 

E-mail: christophe.godefroi@epc-cep.eu 

Phone: +32.2.7391693 

☐ The comments provided should NOT be published 
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Originator:  

Name of the originator (e.g. name of 
the company or association) 

European Payments Council AISBL ISO code of the country 
of the originator 

NA 

 
Comments on the recommendations for “payment account access” services 

N° Issue Comment Reasoning 

1 General  
(Legislation) 

Clarification The suggestion that Payment Account Access Services (PAAS) are brought within the scope of the PSD is 
helpful. Furthermore, the document states "Currently, the legal basis for implementation of the 
recommendations is the existing oversight and supervisory competence of the relevant authorities". 
However, the EPC notes that until PSD amendments would become effective under national law (it is not 
yet clear as of which date this would be the case) it is unclear on what legal basis interim measures or 
solutions could be developed and applied in practice. Further explanation is therefore needed. 

It becomes clear from many of the recommendations that there must be more focus on the wider legal and 
regulatory aspects of PAAS. The focus of the recommendations on detailed security aspects (such as risk 
assessment, control & mitigation as well as incident monitoring) risks losing sight of the principal question 
of how compliance with unresolved legal & regulatory questions for PAAS (such as balanced allocation of 
liabilities among all players based on new legislation, banking secrecy and data protection, risks and 
responsibility for the integrity of the payment systems), can be ensured at all levels, with regards to all 
players involved. The Forum itself raised those unresolved aspects (such as the current legal vacuum for 
overlay service providers) in Annex I to its draft recommendations of April 2012. 

The above question about the legislative context in which the recommendations would apply (until PSD 
amendments would become effective under national law) comes with serious practical implications: if the 
recommendations would be implemented across the EU and the EEA would this mean that the liability rules 
as currently set out under Articles 56, 57, 59 and 61 of the PSD (and the relevant national rules  
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   implementing the Articles of the Directive) remain effective (even after the recommendations become 
effective)? This would mean that the liabilities would remain with the PSPs (except for the capped liability 
in limited cases for the payment service user under Article 61 of the PSD) whereas TPs would be able to 
provide PAASs in the EU and the EEA whilst not (yet) being regulated or supervised by any specific 
authorities. Such scenario would not appear to be appropriate. 
 
Until any changes to the PSD are effective and incorporated into EU/domestic laws, the legal basis for 
PAAS is unclear. The EPC would not expect that the ‘existing oversight and supervisory competences of the 
relevant authorities’ would be sufficient to govern PAAS that are currently provided also by non-PSPs 
(which are considered to be outside the scope of the PSD - until the revised PSD becomes effective).  
Consequently, the EPC questions how ‘the legal basis for implementation of the recommendations’ can be 
based on ‘the existing oversight and supervisory competences of the relevant authorities’ (please refer to 
page 4 of the recommendations).  
 
During the interim period, the present approach of the draft recommendations could in addition result in 
different levels of security obligations and controls depending on the jurisdiction where the TP is located. 
This implies that enforcement through different national authorities may jeopardise the level playing field in 
the single market for PAAS. 
 
Will supervisory authorities have jurisdiction for PAAS involving all TPs and will they have supervisory 
authority over all TPs (including overlay service providers) and be able to ensure their compliance with this 
set of recommendations? Clarity on this fundamental aspect would be welcome.  
 
The recommendations beg the question of remit and responsibilities for the relevant (existing) oversight and 
supervisory authorities for services involving TPs given that such services are considered to be outside the 
scope of the PSD (for the time being). 
 
TPs offering PAAS must be brought within a clear legal and supervisory framework which remains to be 
created. Unregulated and unsupervised TPs having access to information on customers’ payment accounts 
and the funds kept in those accounts is unacceptable in light of customer protection and the account 
servicing (AS) PSPs’ responsibility in respect of funds custody. Also, it does not allow for a level playing 
field (fostering competition and innovation), and creates issues regarding security, liability, data protection 
and banking secrecy. Currently, supervision of TPs offering PAAS is still incomplete and unclear. Most TPs  
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   are not under the supervision of the members (the National Central Banks and/or Financial Supervisory 
Authorities) of the SecuRe Pay Forum. TPs offering PAAS should therefore fall under the PSD to enable 
oversight by national supervisors and overseers.  
 
The effectiveness of the KCs will depend on the establishment of a homogeneous and effective regulatory, 
supervisory and oversight framework. However, in respect of appropriate sequence for any change of 
legislative framework it would appear to make sense that a new legal and supervisory framework be created 
first before these recommendations should be finalised. 
 
Furthermore, the applicability of these recommendations to non-EEA currencies or TPs needs to be 
clarified. 

2 General 
(Agreements) 

Clarification Clear agreements between the various parties concerned (TP, the customer (both as payment account holder 
and as TP customer) and the AS PSP) are essential. The underlying principle should be contractual freedom 
(contracts between parties should be voluntarily agreed upon), subject to competition law. TPs should only 
be able to operate if dual consent is provided (i.e. an agreement between payment account holder and TP 
and between AS PSP and TP, whereby the principle of contractual freedom applies), directly or indirectly 
via e.g. a scheme. Both contracts should address liabilities, privacy, security, non-repudiation and 
commercial conditions (fees).  
 
Customers (payment account holders) should be made aware that personal security credentials, issued by 
their PSP, must never be handed over to TPs if there is no underlying agreement with these TPs and unless 
this is in line with the agreement with their PSP. Equally, AS PSPs should be able to decline the request of a 
TP if recognisable, when there is no underlying agreement between the PSP and that TP. In general, AS 
PSPs should be allowed to block any transactions that they cannot authenticate as being directly initiated by 
the account holder or through a TP with which they have an agreement, in order to protect the interests of 
their payment account holders.  
 
Also the contractual relationship must ensure end-to-end the following: 1. The financial completion of a 
transaction should be clear and unambiguous for all parties involved, 2. Personal authentication credentials 
must be kept confidential (security) and 3. Transparent rules must exist concerning liabilities, with a clear 
point of contact and responsibilities for handling of complaints.  
 
AS PSPs bear significant costs for supporting an online banking infrastructure and in particular, its 
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   adaptation to accommodate secure, proportionate and identifiable access by TPs.  Therefore, if a TP uses 
this infrastructure for its own commercial benefit, PSPs become de-facto service providers to these TPs. 
PSPs should therefore be able to charge reasonable and proportionate fees for their services if rendered to 
TPs offering PAAS. Not only because of incremental costs, but also from a fundamental revenue sharing 
and/or cost allocation perspectives as is common in the digital world.  Agreements regarding risk mitigation, 
operational aspects and allocation of liabilities are needed otherwise there is a risk that the responsibilities 
related to the security of PAAS, or the lack of a sufficient level of security, might remain with the AS PSPs 
– who should not be responsible for the possible negligence by TPs/GAs. 

3 General 
(Security) 

Clarification PAAS must meet clear security requirements. The security level offered by TPs offering PAAS should be 
equivalent to that of the customer’s online banking application. The security of the payment account should 
never be undermined by PAAS to protect the funds of the customer. The draft recommendations of SecuRe 
Pay regarding the security of PAAS constitute a key contribution to this requirement. Access to payment 
accounts by TPs should preferably be defined at EU-level so that access to a specific PSP’s infrastructure is 
provided in a standardised and structured manner, i.e. in the same way for all TPs. This would foster 
innovation and enhance competition whilst maintaining a level playing field. The information which TPs 
can access, should be restricted to what is strictly needed to initiate the payment (Payment Initiation 
Services - PIS) and/or receiving the (agreed upon) payment account information (Account Information 
Services - AIS). 
 
When a TP meets the recommendations of SecuRe Pay regarding the security of PAAS and once this is 
validated by its supervisory authority, this would not necessarily be sufficient for the AS PSP in order to 
accept the residual security risks. It should be the AS PSP’s responsibility towards its payment account 
holders and in line with its own business policy to make its own decisions in this matter. For example, the 
account holding PSP and TP could agree on an allocation of security responsibilities and liabilities. 
 
The SecuRe Pay draft document fails to mandate the authorized servicing TP to a) properly protect its own 
authentication means and b) only use its own authentication means in secured direct communications with 
the providing PSP (unless the TP has an agreement with the PSP to use the PSP’s authentication methods). 
If this is not made 100% clear, exposure to impersonation and misuse of e-banking and TP authorization 
will result. 

The current principle under the PSD (article 56) should be upheld in the sense that the personal security  
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   credentials of the account holder must at no time be shared with a TP in the absence of proper agreements 
between PSP and TP, as this would amongst other things enable the TP to take advantage of the much 
broader scope of access to the online banking environment which was designed for personal use of the 
account holder only. 

TP specific authentication means must at no time be exposed to the account holder or any other TP, as this 
would immediately allow for impersonation of the TP and non-evidence of the involved TP. 
 
It is to be welcomed that PAAS offered by TPs are to be subject to the same stringent security standards as 
those applying to internet payment services offered by PSPs. The cooperation repeatedly called for in the 
report should be based on contractual arrangements. 
 
Given that the burden of proof is on the PSP (under the PSD) in cases of breaches of security and integrity 
in online banking which means in practice that the PSP is liable in the majority of cases to the customer, the 
PSP therefore has a legitimate interest in limiting access to its online banking interface to (contractually) 
authorised parties only. This access control is essential in order to safeguard online banking security, data 
security and ensure banking secrecy. If a customer wishes to grant access to the online banking interface to 
a third party he/she considers trustworthy, the PSP has a legitimate interest in being actively involved in this 
process and in ensuring that such access is limited to TPs which meet the PAAS security standards. This 
legitimate interest is not adequately recognised in the current recommendations. It needs to be clearly 
spelled out that access to the online banking interface requires the involvement and the consent of the PSP 
as well. 
 
The recommendations seem to automatically assume that, if a TP’s processes and technology are secure, it 
should have access to the online banking interface. This fails to take account of the legitimate interests of 
the operator of the interface outlined above. A fair balance of interests can only be achieved if the PSP gives 
its consent. It should be recalled that the service provider is not a contractual partner of the PSP and has no 
automatic right to use an interface which was designed and dedicated exclusively for the personal use of the 
customer. 

4 General 
(Definition 
Examples) 

Clarification It would be beneficial to include examples to the definitions of the AIS and PIS (on page 2) to illustrate the 
type of service the ECB links to each of the classifications. In particular to illustrate the difference between 
a ‘service used to initiate a payment transaction via a person’s internet-enabled payment account’ and a 
standard internet payment governed by the Security of Internet Payments Recommendations. 
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5 General 
(Scenario 
Specifics) 

Amendment/ 
Clarification 

It would be appreciated if different recommendations could be given depending on the specific scenario (i.e. 
AIS versus PIS). 
 
Whereas in case of PIS, data protection can be ensured by specific solutions, in case of AIS data protection 
remains a crucial issue. Therefore it has to be ensured that neither European nor national data protection law 
will be violated by those services. 

6 General 
(Strengthening 
and Sanctions) 

Clarification The TPs security policy should be strengthened in these recommendations in order to reflect the same level 
of security requirements applicable to PSPs and not compromise users’ confidence.  
Sanctions in case of breach of the recommendations should be defined by the legislator or competent 
authority. 

7 General (Data 
Protection and 
Banking 
Secrecy) 

Amendment A thorough legal assessment must be carried out, to ensure compliance with data protection and banking 
secrecy law - especially ensuring that PSPs are not compromising any regulation imposed on them today.  

8 General (Service 
Levels) 

Amendment The involvement of the TPs should not affect the service levels of the PSPs towards the customer. 

9 Objectives Amendment It is stated that “Improved exchange of information in the event of repudiation, security incidents and/or 
fraud” is one of the requirements the recommendations should meet. A requirement should also be that it 
needs to be clear which involved party is responsible in which part of the end-to-end process in the event of 
repudiation, security incidents and/or fraud.   

10 Scope 
 

Amendment Mobile payments “other than browser-based payments” should be in scope. Given the growing prevalence 
of mobile payments, we run the risk of inconsistent requirements for browser-based versus app-based 
PAAS. 
 
The providers of apps for PAAS should also be subject to the recommendations, since PAAS are frequently 
offered through apps. These apps can be (and are already) used to allow access to internet banking-based AS 
PSPs. All recommendations as described in the draft document should also be valid for these kinds of apps 
and their providers in order to create a level playing field. 

11 Scope Clarification The specific rules regarding non-EU based TPs providing services within the EU should be clarified. 
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12 Scope Amendment To remove any doubt or any risk of misinterpretation the second sentence should be changed to read: 
“Where recommendations also apply to AS PSPs and GAs of schemes that provide PAAS, this will be 
clearly stated.”  
 
More generally, in the recommendation section it should be explicitly stated where the recommendations 
apply.  The statement “Certain recommendations also apply” only makes sense if it is specified in the 
recommendations to whom it is applicable. 

13 Scope Clarification This section should clearly specify if the scope of the recommendation covers e/m Wallets providers. 

14 Implementation  
 

Amendment 
 
 
 

Should the TPs and GAs recommendations not be implemented at the same time as the Security of Internet 
Payments Recommendations for PSPs, in order to avoid any inconsistency? This would however leave open 
the question of the applicability of these recommendations prior to 1 February 2015. 
 
Also, it is stated that “National authorities may wish to define a shorter period where appropriate”. The EPC 
wonders if this proposal would be able to guarantee a same level playing field during the transitional period. 

15 Implementation Clarification A clear division of risks and liabilities between the PSP, payment account holder and TP needs to be 
ensured. 

16 REC 1 & 2 Amendment The EPC suggests adding the following new KC: “Supervisors should review governance and risk 
assessment processes of TPs” (as they do for PSPs). 

17 REC 1 Clarification This recommendation could be made more concrete by referring to internationally agreed security standards 
like ISO/IEC 27001. 

18 1.1 BP Deletion BP could be deleted as it is already covered in 1.1 KC. 
19 1.2 BP Clarification It is not clear whether the minimum technical and security standards will be defined multilaterally as part of 

the GAs duties or bilaterally between particular TPs and PSPs. Moreover, it is not clear how the minimum 
technical and security standards will be enforced.  
The BP should be more explicitly formulated towards all parties including GAs. 

20 2.4 KC  
 

Clarification 
 

It should be clarified that the TP needs to undergo a new certification or independent audit when its 
procedures or infrastructure are modified following the identification of  new threats.  

21 REC 3  Clarification Please clarify if this recommendation is in accordance with the proposal for a “Directive of the European 
Parliament and the Council regarding measures to ensure a high common level of network and information 
security across the Union”, published on 7 February 2013. 

22 REC 3 Amendment ’GA’ should be included in footnote 12. 
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23 REC 3  Clarification In line with other data breach guidance, should the requirements be extended to include the need for the 
TPs/GAs to advise the customer of any incident that might place their account details at risk? This would be 
particularly important if the PSP is not directly involved in the service provision. 

24 REC 3 Clarification Uniform reporting thresholds need to be defined in order to ensure consistent incident reporting across the 
EU. 

25 3.3 KC Amendment/ 
Clarification 

The EPC believes that a procedure should be set up which clearly describes how the TP and AS PSP should 
co-operate in the event of a security incident. This should be covered by the agreement in place between AS 
PSP and TP. This is without prejudice to the requirement for TPs to inform immediately the relevant law 
enforcement agencies. 

26 3.1 BP Amendment 3.1 BP should become a KC. 
 
Any fraud that impacts a PSP’s customers (even a single one) should also be reported by the TP to the PSP 
in line with their agreement. This is also required for the PSP to fulfil its regulatory obligations of 
effectively managing fraud. 

27 4.1 KC Clarification/ 
Amendment 

“Security and control measures” will need to be strong and minimum requirements will have to be made 
clear to all parties. Furthermore, these should be properly supervised. 

28 4.5 KC  Clarification The word “gathering” should be replaced by “authorised retrieval”. 
29 4.5 KC Clarification Footnote 14: Please provide a definition of “Privacy by design”. 
30 4.2 BP Amendment In order to prevent inter alia customer profiling, the EPC suggests to add the following BP (related to PIS):  

 
“AS PSPs could, for instance, provide on their online banking website a special credit transfer page 
available to licensed TPs in order to enable them to carry out their activities without being able to view any 
transactions or other information related to the customer.”  

31 4.7 KC Amendment External audits should take place periodically in addition to any internal audits. 
32 4.9 KC  Amendment Not only should TPs not authorise e-merchants to store sensitive payment data, they must ensure it does not 

happen and in addition take action in case of a breach. Furthermore, GAs should also be covered in this KC. 
This KC should be aligned with 4.8 KC of the Recommendations on Security of Internet Payments.  

33 4.1 BP  Amendment The examples should be deleted not to appear to favour any specific solution. 
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34 REC 5 / REC 6 Amendment A recommendation should be added on TPs as ‘traceability’ as such is not sufficient. Customers and PSPs 
have a right to know upfront about the relevant details of the TPs prior to using or relying on their services. 
This should be reflected in a KC. 
 
Furthermore, a new KC should also reflect the need for TPs to authenticate themselves towards the PSPs 
prior to accessing the account in line with the statement on top of page 3 (first indent) of the 
recommendations. 

35 5.2 KC 
 

Amendment TPs should implement log files according to an appropriate standard (e.g. ISO 27002). It is not customary to 
make any additions, changes or deletions of transaction data in log files and hence a new transaction should 
be created instead. 

36 5.2KC & 5.3KC 
 

Amendment The period during which all transactions or account consultation elements must be archived by TPs has to 
be specified consistent with the similar requirements imposed on PSPs.  

37 5.4 KC  Clarification ‘Cooperation’ between TPs, GAs and PSPs in the analysis of major security incidents may not always be 
easy to achieve in practice. It is therefore important to establish clearly defined responsibilities for each 
actor under the applicable laws. Additional obligations need to be defined in agreements between these 
parties. 

38 5.5 KC  Amendment  
 

It is clear that TPs should have proper bilateral authentication with AS PSPs. Also, it should be an explicit 
requirement that agreements between AS PSPs and the TPs exist, based on contractual freedom (e.g. not 
being legally imposed), subject to competition law.  

39 5.6 KC Amendment The capability of the AS PSP to make a technical distinction between a TP and a customer accessing the 
account would only exist provided that proper agreements are in place and adhered to by TPs. 

40 5.1 BP Clarification This would seem to be complex, costly and rather impractical. The EPC does not believe that all customers 
would be able to diligently handle two sets of security credentials. This would risk leading to erroneous use 
of the credentials. However, linked to a proper authentication of the TP towards the PSP, this could be seen 
as a way to increase the security level of PAAS and the protection of payment account holders.  
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41 REC 6  Amendment There should also be a specific KC that covers impersonation. 
 
It is for this reason that some countries’ current legislation requires that customers must obtain the 
authorization of their PSPs before divulging the credentials for the use of the service or payment instrument 
to TPs. This helps PSPs to identify requests for account access from parties simulating a legitimate request, 
as in the case of phishing attempts. In addition, this also allows the limitation of the risks associated with the 
use of payment services via internet platforms (especially those services that draw on an account, such as 
bank transfers) not authorized by the PSP servicing the user (known as "overlay services").  
 
The aspect of impersonation of personal security credentials is of major importance from a liability (please 
refer to PSD Articles 56, 57, 59 and 61), banking secrecy and data protection perspective.  
 
The practice of impersonation and the legal and regulatory issues raised as a result of some of the 
impersonation practices should be addressed in these recommendations to avoid any misuse. 
 
The aspect of ‘impersonation’ of the account holder appears adequately addressed by current legislation in 
some countries such as Italy, in the sense that certain TPs (overlay providers) are not allowed to operate in 
Italy in the same way as they currently do in other countries. The customers would require prior 
authorization from the relevant PSP before passing on their personal online security details to a third party 
provider. 
The recommendations as currently drafted should fully address the question of how compliance can be 
ensured with existing national legislation for PAAS (as is the case in Italy) which could be seen to be at 
odds with these recommendations.   
 
It is questionable whether relevant national legislation that was put in place to ensure compliance with PSD 
provisions (such as Articles 56, 57, 59, 60 and 61) can be ignored in this context (until changes to the PSD 
become effective under national law). 

42 REC 6 Clarification There is a requirement for TPs/GAs to obtain customer's consent and to ensure that the necessary contracts 
are in place. 

43 6.1 KC Clarification/ 
Amendment 

What does “where applicable” mean? 
 
Furthermore, after “due diligence” the following should be added: “(including AML)”. 



ECB-PUBLIC 

European Payments Council (EPC086-13 v1.0)         Page 12 of 14 

44 6.2 KC Amendment/
Clarification 

“Where applicable” should be deleted. 
 
To clarify the wording, the EPC suggests to amend the second bullet as follows: “guidelines for the proper 
and secure use of personalised security credentials delivered by TPs” 

45 6.3 KC Amendment Change the first sentence to: “...block the PAAS on the basis of security concerns.” (instead of blocking a 
transaction and attempt to access sensitive payment data). 

46 6.5 KC Amendment Further to the requirement that the payment account holder should be required to actively opt for each of the 
services (AIS and/or PIS) separately, the EPC believes this option should be extended, whereby the payment 
account holder explicitly agrees on AIS and PIS per payment account; i.e. approval should be given per 
payment account. Moreover, the EPC believes that AIS should be defined in more detail making a 
distinction between e.g. balance check only and transaction information whereby the payment account 
holder should explicitly agree on the ‘type’ of AIS offered by the TP. 

47 6.1 BP Amendment Typo: “TP and or/the” to be replaced by “TP and/or the”. 
48 REC 7 Clarification/ 

Amendment 
Many KCs and BPs mention the need for “strong authentication”. However, they generally fail to specify 
whether the strong authentication should be provided by the TP or whether it should also be sufficient to 
rely on the strong authentication mechanisms of the AS PSP. 
 
Only recommendation 7 (7.1 KC) contains the statement that a TP “could” agree with an AS PSP to rely on 
the latter’s authentication methods. This should be formulated much more precisely along the following 
lines: 
 
 If a TP wishes to rely on a PSP’s strong authentication, it should enter into an agreement with the 

PSP to this effect. 
 This agreement should be a formal contract between the two parties. 
 If a TP does not have an agreement of this kind with an AS PSP, it should not use or rely on that 

PSP’s strong authentication mechanisms, but should instead establish and maintain such 
authentication mechanisms itself. 

49 7.1 KC Amendment The second sentence should read: “However, a TP could rely on the AS PSP’s authentication methods 
provided it has an agreement with that PSP.”   

50 7.2 KC  Deletion This KC should be deleted because TPs should not be allowed to change sensitive payment data. 
51 7.1 BP 

 
Clarification Please clarify whether the purpose is indeed to link strong customer authentication to transaction 

authentication. 
52 7.3 KC Amendment The sentence should read “...PAAS should take place in a safe and trusted TP-controlled environment.”  
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53 REC 8 & 9 Amendment The EPC believes that a requirement should be added that if a TP is using security mechanisms of the AS 
PSP, the TP’s PAAS should not negatively impact security solutions provided by the AS PSP. For example, 
if the AS PSP stops an internet banking session after a certain period of inactivity (or denial of service), the 
TP should not ‘artificially’ generate activity to keep the internet banking session going (or re-open it). 

54 8.2 KC Amendment TPs should actively “mandate” (instead of “encourage”) customer enrolment for strong authentication with 
the TP. 

55 REC  9 Amendment 
 

“where applicable” and footnote 21 should be deleted. 

56 REC 9 Clarification The scope of recommendation 9 is not clear. TPs should not interfere with the security policies of the PSPs. 
This recommendation should only apply to specific authentication between customer and TP. 

57 9.4 KC Clarification/ 
Amendment 

This principle should only apply to PIS. 
 
Also, “access the payment account” should read “access the designated payment account”. Furthermore, for 
the sake of clarity, “case-by-case” should read “payment-by-payment”. 

58 10.5 KC 
 

Clarification Agreements on this matter should be part of the contractual frameworks between TPs, AS PSPs and e-
merchants subject to national law. 

59 REC  11 Amendment/ 
Clarification 

The definition of the term “sensitive payment data” in the glossary includes payment data as well as 
authentication data. The EPC strongly recommends distinguishing between different classes of sensitive 
payment data, especially payment transaction data and user authentication data. While payment transaction 
data are usually known or generated also by the merchant, authentication data should remain in the PSP 
sphere. 
 
A further recommendation should be: TPs should be restricted to execute only the business transactions 
essentially necessary for the specific PAAS. For example, PIS should only be allowed to initiate payments 
and not to access non-payment accounts. On the other hand AIS should not be allowed to initiate payments. 
If these restrictions cannot be technically controlled, they should be contractually agreed between TP and 
PSP. A violation of these principles should give PSPs the right to cancel the relevant agreement without 
prejudice to their right to initiate a legal action. 
 
The recommendation fails to mention that technical solutions could help to mitigate concerns regarding 
protection of sensitive payment data.  

60 11.3 KC & 11.5 
KC 

Clarification 
 

The interpretation of ‘sensitive payment data’ may differ due to national legislation. 
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61 11.4 KC Amendment Should read “designated payment accounts” in the first sentence. 
62 11.5 KC Amendment TPs currently using PSP-assigned customer credentials should purge all related data files in accordance with 

the relevant ISO standards. 
63 11.6 KC Amendment It should be added that in case of misuse, PSPs should be entitled to cancel any agreements and to refuse 

any access. 
64 11.2 BP Deletion 11.2 BP should be deleted as it is already covered by 11.4 KC.  
65 12.6 KC Amendment This should be defined by the legislation to be but in place.  

66 REC 14 Amendment Requirements on TPs to provide information to customers about payments should be modelled on PSD 
requirements when it becomes applicable to TPs. 

67 Glossary Amendment The definition of “Secure channel “should be added to the Glossary. 
68 Glossary Amendment A definition for GA should be added to the Glossary. Footnote 4 should be integrated into this definition. 
69 Glossary 

 
Amendment Third party providers definition:  The 2nd sentence should read: 

“….and which enters into agreements with the account owner and the PSP” 


