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SecuRe Pay Forum  
Recommendations for “Payment Account Access” Services 

 
The European Central Bank published a report on the 30th January 2013 containing a set 
of Recommendations developed by the European Forum on the Security of Retail 
Payments (SecuRe Pay) 1 for “Payment Account Access” services. 
 
The present document outlines the views of Groupement des Cartes Bancaires “CB” in 
response to the questions raised in the report, and where appropriate, suggests areas of 
improvement.  
 
The response includes general remarks on the implications and perceived objectives of 
the Secure Pay Recommendations for “Payment Account Access” services. It also 
outlines considerations related to the security issues covered by the Recommendations 
as well as the probable legal repercussions should the Recommendations be adopted in 
their present form.  
 
The present document may be published by the ECB 
 
Groupement des Cartes Bancaires “CB” would welcome the opportunity to discuss the 
content of this document and provide further explanation should the ECB or the 
European Forum on the Security of Retail Payments so wish. 
 
CONTACT 
 
David Stephenson 
Head of International Affairs 
 
   Groupement des Cartes Bancaires “CB” 
       151 bis Rue Saint Honoré 
       75001 Paris, France 
 
  david-stephenson@cartes-bancaires.com   
 
  + 33 (0) 1 40 15 58 80  
 

 
 
 

12 APRIL 2013 

                                       
1
  www.ecb.int/pub/pdf/other/recommendationspaymentaccountaccessservicesdraftpc201301en.pdf 
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Groupement des Cartes Bancaires « CB » Response to Consultation 
 

 
1. Preliminary remarks 
 
The legal basis for the recommendations for payment account access services as 
presented by the SecuRe Pay Forum is questionable and gives rise to the following 
preliminary remarks. 
 
(a) First of all, the general statement made in the Secure Pay Recommendations that 

the “The establishment of harmonised European recommendations for the security of payment 

account access services is expected to contribute to fighting payment fraud and enhancing 

consumer trust in payment account access services”  is unclear.  
 
Would it not have been more relevant for the SecuRe Pay Forum to begin by 
asking the question on the pertinence and the utility of providing a service to 
access payment accounts, before addressing the question of how to make such 
an access secure and declaring that such security measures would contribute to 
the fight against fraud and increase consumer confidence ? 

 
(b) In the interest of respecting the principle of proportionality, why didn’t the 

SecuRe Pay Forum publish an impact analysis which considers the advantages 
and disadvantages of providing such services and access to payment accounts, 
and whether or not there is a need for them, before making recommendations 
on a framework for the security requirements of doing so ?  
 
The SecuRePay recommendations do not provide any evidence on which to judge 
objectively the proportional nature of such access and the risks which it would 
create. 
 

(c) Ever since the question was raised by the European Commission in the Green 
Paper « Towards an integrated European market for card, internet and mobile payments » 

2 

stakeholders in the payment services market have been trying to comprehend 
the ultimate goal of both the European Commission and European Central Bank 
on the issue of access to payment accounts. Unfortunately, the SecuRe Pay 
recommendations fail to address their concerns. 
 
If, for example the Commission believes that providing access to payment 
accounts would resolve the issue (supposedly perceived by the Commission) by 
which the interbank guarantee mechanisms are remunerated by interbank 
commissions, then we would respectfully suggest that publication of the SecuRe 
Pay Recommendations is not the legislative instrument to achieve this. 
 
In fact any information regarding the state of an account at any given moment in 
time is, by  nature,  both temporal and incomplete, and is insufficient to be able 

                                       
2  « Towards an integrated European market for card, internet and mobile payments » [COM(2011) 941 final]      
source : http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0941:FIN:EN:PDF 

http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0941:FIN:EN:PDF
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to judge the solvability, or avoid the insolvability, of a given payment account 
holder, or to provide the equivalent of an interbank guarantee for the settlement 
of a given transaction. 
 
What is more, the dissemination of data and information regarding bank 
accounts and bank account status inherently increases the risk of such data being 
intercepted and being misused. 
 

(d) Should the need to provide access to payment accounts be satisfactorily 
demonstrated (which is not the case with the SecuRe Pay Recommendations) 
then it would be self-evident that the security related aims outlined in the 
Recommendations should be supported viz. : 
 

 Implementation of security measures and controls to ensure that such access 
does not deteriorate existing services on payment accounts 

 making information more transparent, so that holders of payment accounts 
would be aware of how such accounts were being accessed and manipulated 

 reinforcing traceability of operations  

 improving the diffusion of information in the case of incidents or fraud 

 limiting the duration of access to a payment account , as well as the number 
and type  of data / information obtained during access by a third party 

 establishing contracts between acceptors of payment transactions and 
providers of services to access payment accounts, so that both parties meet 
and conform with security requirements and practices concerning access to 
the payment accounts. 

 
2. Scope of the Recommendations & Definitions 
 
The definitions in the Recommendations are confusing and need to be clarified.  
 
One particular example is the use of the word “initiation” in different circumstances.  
 
For example, in the definition of Governance Authority how should “… the (initiation of the) 

payment instrument in question” be interpreted ?  It would seem to apply to the scheme who 
manages a given payment instrument. 
 
On the other hand the term "payment initiation services " could be taken to mean that it 
is the supplier of these services which initiates payment orders, which does not 
necessarily fit in with the notion of “the creation and transmission of a payment order” 
as defined in the Payment Services Directive, and subsequently in the French Monetary 
and Financial Code. 
 
The terminology used (such as Key Considerations, Best Practices, ...) must be 
appropriate and avoid introducing uncertainty and room for misinterpretation. Are Key 
Considerations and Best Practices interchangeable or are they complementary? 
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3. The Guiding Principles for Internet Payments  
 
The four Guiding Principles which are recommended for Internet payments as stated in 
the SecuRe Pay Recommendations are very general (specific risk assessment by 
addressees, prior registration for payment account access and related services, use of 
strong authentication for access to sensitive payment data, processes to authorize 
transactions and monitor systems in order to identify abnormal customer payment 
patterns and prevent fraud, and information and awareness and training programmes 
for customers / users).  
 
It is clearly stated in the recommendations that although third-party service providers 
(TPs) can be Payment Service Providers (PSPs), they are often merely non-licensed 
service providers.  
 
However no consideration is given to the fact that, in general, such third party service 
providers often do not have any affiliation with the banking and payment industry and 
hence do not have the culture or business model or the required level of competence in 
terms of risk evaluation and / or security requirements to be able to implement the 
Guiding Principles mentioned in the document. 
 
 

4. The following section suggests areas in which each of the 14 SecuRe Pay 
Recommendations requires further development and/or clarification  

 
4.1 Governance  

 
How would the relationship between Third Party Service providers (TPs) and 
Governance Authorities (GAs) (i.e. Schemes) be organized to ensure that the 
Schemes’ security policy is implemented correctly by the TPs ? 

 
4.2 Risk Assessment  

 
The Recommendations would require documentation of risk assessment of payment 
account access services which covers sensitive data used in payments 

 
A general observation is that the content of the text of the proposed 
Recommendations is of a composite nature, covering, in fact, issues of technical 
security, aspects related to information to be provided to providers of services to 
access payment accounts, as well as questions related to the protection of personal 
data. Because of this, and taking into account the fields of competence recognised by 
French legislation, the competent authorities in France are at least 3 in number : la 
Commission Nationale de l'informatique et des Libertés (la CNIL), l'Autorité de 
Contrôle Prudentiel (l’ACP) and the Bank of France. 
 
The supervisory body under which the Recommendations would be implemented 
must be clearly defined. 
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The nature of the text is also composite, since it contains recommendations, key 
considerations and best practices, and the mandatory nature of the three different 
requirements is unclear. This begs the question as to how the text is positioned with 
regard to existing French laws and European legislation (Directives with full or total 
harmonization or even a Regulation) dealing with the same subject matter. 
 
Introduction of the Recommendations must not create legal uncertainty, 

. 
4.3 Incident Monitoring & Reporting  

 
It should be noted that reporting of security incidents must be made to the relevant 
competent authorities. Introduction of new Recommendations must not increase the 
burden of reporting (for example would such incidents require double declaration to 
both the Bank of France and to the CNIL in France if the incident involves personal 
data?) 
 
It is unclear as to how such procedures could be imposed by Third Party Service 
Providers (TPs) on a merchant. 
 

4.4 Risk Control & Mitigation 
 
In the event that the Recommendations are adopted, it will be essential to ensure 
that the requirements of the CNIL in France are not impacted by Recommendations 
emanating from the ECB (since their nature and purpose is different : one is to 
protect against security incidents and the other to protect against intrusion and 
individual privacy through misuse of personal data). 
 
It should be noted that the criteria of limiting the collection of data to a strict 
minimum is not the one used by “la loi informatiques et libertés” in France. The 
French law is based on a different criteria defined as « la collecte loyale conforme aux 
spécificités déclarées par le maitre du traitement ».  
 
The need to respect such different principles will make it difficult to respect the 
principle suggested in the Recommendations that “the data and resources required should 

be kept to a strict minimum following the “least privilege” principle.” 
 
In the event that the Recommendations are adopted, the various authorities involved 
would need to agree on a common criteria or principle to select the data which could 
be provided to Third Party Service providers (TPs). 

 
4.5 Traceability 

 
The traceability proposed by the Recommendations would involve new obligations 
with regard to the CNIL because any such tracking logs will constitute a risk of 
intrusion into stored personal data and require that the appropriate security 
measures be enforced.  
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An obligation For TPs, GAs and account servicing PSPs to cooperate may prove 
difficult in practice, especially if, in a given situation, prejudice has been caused to 
one or other of the entities obliged to cooperate. 
 
What is more, an "obligation to cooperate” could be perceived as somewhat naïve 
since the various players are often in competition with one another. 
 
Clarification is needed as to who would request what, from whom, and in which 
circumstances in the “cooperation process”. 
 

4.6 Initial Customer Identification Information 
 
In terms of responsibilities, it would appear that the regime proposed by the 
Recommendations is “liberal” and completely negotiable for suppliers of account 
access services, whereas the issuers of payment instruments are not in the same 
position and could in fact be victims of the actions of suppliers of account access 
services. 
 
In the event that a supplier of account access services decides to withdraw, block or 
is incapable of assuming an account access services, who would be informed and 
how? 
 

4.7 Strong Customer Authentication 
 
One can comprehend the need for secure access to both sensitive payment data and 
the identification of the account owner, and that this should be done through strong 
authentication. 
 
It is unlikely however that the same strong authentication procedure could be used 
for both (authentication of the account holder when initiating an internet payment 
and access by a TP to sensitive payment data and access to the account) 
 
Clarification is need that these are two separate strong authentication processes 
 

4.8 Enrolment for and provision of authentication tools and /or software delivered to the 
customer 
 
The security requirements which must be met and procedures which must be 
followed by the suppliers of account access services regarding the provision of 
authentication tools are unclear and could be a source of confusion to all parties 
(GAs, TPs, PSPs, PSUs, …) 

 
4.9  Log-in attempts, time outs, authentication validity 

 
In the event that the Recommendations are adopted, the security requirements set 
out in Recommendation 9 make sense. 
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4.10 Monitoring  
 
The monitoring measures pose a problem in that the Commission Nationale de 
l'informatique et des Libertés (la CNIL) must also accept that they conform to its own 
requirements. 
 
Furthermore it would be surprising to see a supplier of account access services 
deciding to go against its own business interests by blocking access to accounts, as is 
suggested in the Recommendation. 
 

4.11 Protection of sensitive payment data 
 
The exigencies listed in the Recommendations are very similar to the jurisprudence of 
the French Commission Nationale de l'informatique et des Libertés (la CNIL). 
 
This begs the question, in the event that the Recommendations are adopted and 
implemented, as to the role of the CNIL. How would the CNIL and the Bank of France 
work together to ensure that they both always had the same interpretation of both 
the law and the SecuRe Pay Recommendations ? 
 
 

4.12 Customer Education and Communication 
 
The exigencies listed in the Recommendations can be inferred from existing 
Consumer Law, and do not suggest anything which is either new or specific. 
 
It is surprising, however, that no mention is made in the SecuRe Pay 
Recommendations of a procedure to obtain the free and enlightened consent of the 
consumer to authorize the provider of account access services  or the provider of 
payment initiation services to have access to information regarding the state of their 
account 

 
4.13 Notifications, Setting of Limits 

 
Limits in terms of levels of risk would be ineffective considering the type of service 
provided. What is important, in fact, is the mandate given by the consumer to the 
provider of the service to initialize a payment order for a specific beneficiary, rather 
than the amount of such a transfer of funds, since the amount is irrelevant for 
accessing to information concerning the account 
 

4.14 Customer access to information on the status of payment initiation 
 
Information on the status of a payment initiation would be reassuring, but what 
does it really bring to the customer ? 
 
What is more it is a response which is unsatisfactory in terms of security, since it 
would require a contract between the customer and the  service provider which 
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specifies clearly the obligations of the service provider in terms of both the 
confidentiality of the information obtained and the specific use which the service 
provider can make of the data 
 

 

5. Conclusions 
 

5.1 The Recommendations as they are currently presented recognise de facto  the 
provision of account access services as being licit.  
 
Before finalising the Recommendations, and a fortiori before implementing them, it 
is strongly suggested that the SecuRe Pay Forum 
 
- carries out and publishes an impact analysis which considers the advantages and 

disadvantages of providing such services and access to payment accounts, and 
whether or not there is a need for them, before making recommendations on a 
framework for subsequent security requirements, and 
 

- carries out an in-depth consultation on the subject both with the various 
European and National Consumer Associations and Data Protection Authorities, 
as well as Retail Banking Associations. 

 
5.2 Although most of the security requirements as set out in the SecuRe Pay 

Recommendations make sense, it is surprising that they are included in a text aimed 
at accessing information in bank accounts, since such an action is, a priori, already 
subject to even stricter exigencies, since it concerns the violation of professional 
secrecy and is subject to criminal sanctions. This aspect cannot be ignored, and 
requires further study. 
 

5.3 The Recommendations re-iterate principles of security which are already well known 
and generally applied in the payments market today. If the Recommendations were 
implemented in their current form, they would, however inadvertently, create 
confusion between the various administrative authorities already responsible for 
compliance. It is important to recognise that it is vital that any compliance process 
which is implemented by National Central Banks (for example, the Bank of France) 
should not contradict with other obligations which must be met with other bodies 
(for example, for the Commission Nationale de l'informatique et des Libertés (la 
CNIL)). 

 

5.4 Since security in the payment value chain depends on its weakest link, European 
Authorities must exercise vigilance and make sure that each and every player in the 
European payments market applies and complies with the Recommendations if 
finally established. If this is not done, there is a concern that the proposed 
Recommendations are likely to cause a distortion of competition both within the 
European Union itself and also between stakeholders within the EU and those 
outside.  
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Examples of situations to be avoided are given below  
 

- Firstly, within the EU, a ''level playing field'' will depend on the existence of an 
enforcement process for the various Recommendations and the delay permitted 
by the Regulators in each individual Member State for conformity to be 
achieved. A situation whereby the Recommendations become obligatory in 
certain Member States, and not in  others, will not guarantee equality of 
treatment for those GAs, PSPs and TPs  which do, in fact, conform with the 
Recommendations 

- and secondly, outside the EU, where a "level playing field'' will depend on 
actions by non-EU Regulators to enforce security measures, the European 
Regulators have an essential role to play by actively promoting and coordinating 
identical measures with their international counterparts.  
 

5.5 The strength of enforcement of the SecuRe Pay Recommendations is unclear, as is 
the interpretation of the term “recommendation”.  
 
Should the term be interpreted as in European Constitutional Law ?  
 
If this is the case, is a forum of Central Banks and other Supervisory Authorities and 
Overseers authorised to create such a text ? 
 
And if so, when integrated into a national law, how would the Recommendations 
accommodate article 86 of the Payment Services Directive which describes expressis 
verbis the areas where Member states are allowed to maintain or introduce 
provisions other than those laid down in the PSD ? 
 
In other words, how can members of a forum, for which the statutes are not 
foreseen in the European Treaties, make the proposed Recommendations binding 
for national or European legislators ? 
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About Groupement des Cartes Bancaires CB 
 
 
Established in 1984 to provide a universal and interoperable card payment and ATM cash 
withdrawal scheme in France, Groupement des Cartes Bancaires CB is a non-profit 
organization acting as the governing body of the CB payment scheme.  
 
As of March 2013, CB has 124 members, comprising both financial and payment 
institutions. 
 
CB is responsible for the system’s overall architecture, inter-member rules & procedures 
and risk management. CB also defines technical and security standards, and ensures that 
manufacturers and vendors whose products and services are used in the CB system 
comply with these standards.  
 
Furthermore, CB operates an information system, providing its members with high 
performance data mining tools and countermeasures in the fight against fraud.  
 
CB is one of the largest card payment schemes in the European Union (2012 figures)  : 
 

- 60.6 million cards 
- 1.4 million merchants and more than 58,500 ATMs 
- a very significant activity, both in terms of transaction volumes and value :  

8.1 billion CB payment transactions + 1.5 billion CB ATM operations for a 
total value of 562 billion €uros 

 
 
 
 
 

For further information 
 

visit www.cartes-bancaires.com 
 

: information@cartes-bancaires.com 
 

  + 33 (0) 1 40 15 58 00 
 

http://www.cartes-bancaires.com/spip.php?lang=en
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