
ECB-PUBLIC 

EPC086-13 v0.5        Page 1 of 7 

BDB Response to the SecuRe Pay’s “Recommendations for Payment Account Access Services”  - FINAL 

EUROPEAN FORUM  

ON THE SECURITY OF RETAIL PAYMENTS 
ECB-PUBLIC  

 12 April 2013 

  

TEMPLATE:  

COMMENTS ON THE DRAFT "RECOMMENDATIONS FOR PAYMENT ACCOUNT ACCESS SERVICES" 

The table below shall serve as a template collecting comments received in a standardised way.  

o Please add to the table only issues where you consider that a follow-up is necessary, i.e. no general statements like “We welcome the 

recommendations.”  

o All comments should be separated per issue concerned so that a thematic sorting can be easily applied later on. (i.e. one row for each issue). 

o If needed, replicate page 2 for the provision of further comments.  

The assessment form consists the four items which are suggested to be filled as follows: 

 Originator: Name of the originator and ISO code of the country of the originator (e.g. NAME (AT/BE/BG/...)) 

 Issue (states the topic concerned): General comment, Scope, Terminology, REC 2, 1.1 KC, 3.2 BP, Glossary, 

 Comment: Suggestion for amendment, clarification or deletion 

 Reasoning: Short statement why the comment should be taken on board

Contact details  

(will not be published) 

Mr Marcus Nasarek 

Marcus.Nasarek@bdb.de 

+4930 1663-2323 

☐ The comments provided should NOT be published 
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Originator:  

Name of the originator (e.g. name of 

the company or association) 

Association of German Banks ISO code of the country 

of the originator 

DE 

 

Comments on the recommendations for “payment account access” services 

N° Issue Comment Reasoning 

1 General  Clarification It is to be welcomed that payment account access services (PAAS) offered by TPs are to be subject to the 

same stringent security standards as those applying to internet payment services offered by PSPs. The 

cooperation repeatedly called for in the report should be based on binding contractual arrangements. This 

is necessary because it is the only basis on which liability issues can be clearly regulated. The agreement 

between the PSP and TP should cover issues such as fees for services provided by the PSP. Furthermore, 

PSPs – like all other market participants – should be under no obligation to enter into cooperation 

agreements. 

 

2 General  

 

Clarification It needs to be ensured that the service provider can only access account information with the explicit 

consent of the customer (to safeguard banking secrecy and data protection) and that this access does not 

give rise to any security problems in online banking (no increase in civil liability risk). In their present 

form, the PAAS recommendations address this customer need only in terms of technical security. 

Measures required to guarantee banking secrecy and consumer protection, by contrast, need to be fleshed 

out in more detail so as to safeguard the rights of the customer in the customer-service provider 

relationship (consumer protection). 
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3 General  

 

Clarification The bank is liable to the customer for breaches of security and integrity in online banking. In 

consequence, the bank has a strong legitimate interest in limiting access to its online banking interface to 

authorised parties. This access control is essential in order to safeguard online banking security and 

banking secrecy. If a customer wishes to grant access to the online banking interface to a third party 

he/she considers trustworthy, the bank has a legitimate interest in being actively involved in this process 

and in at least limiting such access to service providers which meet the PAAS security standards. This 

interest is not adequately recognised in the recommendations as things stand. It needs to be clearly 

spelled out that access to the online banking interface requires the consent of the bank as well. The bank 

should have a special interface with the TP in the form, for example, of a dedicated interface to online 

banking. 

4 General  

 

Clarification The recommendations automatically assume that, if a service provider’s technology is secure, it should 

have access to the online banking interface. This fails to take account of the legitimate interests of the 

operator of the interface outlined above. A fair balance of interests can only be achieved if the bank gives 

its consent. It should be borne in mind that the service provider is not a contractual partner of the bank 

and has no automatic right to use an interface dedicated exclusively to the customer for its own 

commercial interests. 

 

5 Implementation Clarification A “double consent” approach should apply. The customer should agree to the payment account access 

service and the TP should have access to the customer’s data only with the agreement of the bank. This 

will require a bilateral agreement between the bank and TP. 

 

6 Implementation Amendment We would basically welcome it if TPs were regulated by the PSD. However, careful consideration needs 

to be given to the question of which party in the customer-TP-account servicing PSP loop holds which 

risk and has which liability. A fair division of risks and liabilities between the bank and TP needs to be 

ensured if the scope of the PSD is extended to cover TPs. 

 

7 General 

(security policy 

and sanctions) 

Clarification The recommendations should make the third party security policy more stringent so that it matches the 

same level of security requirements as those applicable to PSPs and avoids compromising user 

confidence. 

 

Sanctions to be imposed in the event of a breach of the recommendations should be set by lawmakers or 

competent authorities. 
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8 General (data 

protection and 

banking 

secrecy) 

Amendment A thorough legal assessment needs to be carried out to ensure compliance with data protection and 

banking secrecy laws. In particular, it should be ensured that TPs do not compromise any existing 

requirements.  

9 Scope and 

addressees 

Clarification This section should clearly specify whether the scope of the recommendation covers e/m-wallet 

providers. 

10 Scope and 

addressees 

Amendment The exemptions on page 3 are extremely broad and there is no guidance on how to deal with them. The 

future treatment of these exemptions should reflect the requirements to be met by PAAS. 

11 REC 1 Clarification This recommendation could be made more concrete by referring to internationally agreed security 

standards such as ISO/IEC 27001. 

The basis of governance should be a two-phase approval of TPs (security certification and bilateral 

agreement between the TP and PSP). 

 

12 1.1 BP Deletion 1.1 BP could be deleted as it is already covered by 1.1 KC  

13 REC 3 Amendment TPs and GAs should also be required to report security incidents and data breaches to the customer and 

the account servicing PSP. 

 

14 REC 3 Clarification Reporting thresholds need to be defined for incident reporting. It should be clarified which threshold will 

trigger what kind of report. 

 

15 3.3 KC Amendment Any fraud affecting a PSP’s customer (even a single one) should be reported to the PSP. This is also 

necessary so that the PSP can fulfil its regulatory obligations to manage fraud effectively. 

  

16 REC 3 Clarification In line with other data breach guidance, the recommendation should be extended to include the need for 

TPs/GAs to advise consumers of any incident that might place their account details at risk. This will be 

particularly important if the PSP is not directly involved in providing the service. 

 

17 3.1 BP Deletion 3.1 BP should be deleted as it is already covered by 3.3 KC. 
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18 4.1 KC Clarification / 

Amendment 

Security and control measures will need to be robust and minimum requirements will have to be made 

clear to all parties. Furthermore, TPs and GAs should be supervised in the same way as PSPs. 

 

19 4.5 KC Clarification The word “gathering” should be replaced by “authorised retrieval”. 

 

20 4.5 KC Clarification Footnote 14: Please provide a definition of “privacy by design”. 

 

21 4.5 KC Clarification Banks could, for instance, make a special credit transfer page available to TPs for the sole, explicit 

purpose of exercising the functions agreed between the PSP and TP. The TP could then carry out its 

tasks (executing a payment/guaranteeing a payment to a merchant) without being able to view all 

transactions and holdings on all accounts. This will prevent customer profiling. 

 

22 4.5 KC Amendment It should be spelled out in the context of data minimisation that “sensitive payment data” such as 

credentials should not be stored permanently by the TP. 

 

23 REC 5 / REC 6 Amendment An additional recommendation should be addressed to TPs since “traceability” is not, in itself, sufficient. 

Customers and PSPs have a right to know all relevant details about TPs from the outset before using or 

relying on their services. This should be reflected in a KC. 

 

Furthermore, an additional KC should reflect the need for TPs to authenticate themselves to PSPs prior 

to accessing an account in line with the objective set out at the top of page 3 (first indent). An example of 

“proper authentication in all communications” is the logging of data connections.  

 

24 5.2 KC  

 

Clarification TPs should implement log files in accordance with an appropriate standard (e.g. ISO 2700x). It is not 

common practice to make additions, changes or deletions of transaction data in a log file. A new 

transaction should therefore be created instead. 

 

25 5.6 KC &  

5.1 BP 

Amendment/

Clarification 

Although it seems sensible to require the account servicing PSP to be able to differentiate between 

account access by a TP and by a customer, it would be complex, costly and ineffective in practice. 

 

We do not believe that all customers would be able to handle two sets of security credentials with due 

diligence. In addition to being costly and complex, there would be a danger of credentials being used 

erroneously. 
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26 6.1 KC Clarification What does “where applicable” mean? 

27 6.1 KC Amendment It should be mentioned that the procedures used should comply with anti-money laundering regulations. 

 

28 6.2 KC Clarification “Where applicable” should be deleted. 

 

29 REC 7 Clarification/

Amendment 

Many KCs and BPs mention the need for “strong authentication” (to which we have no objection). 

However, they mostly fail to specify whether the strong authentication should be provided by the TP or 

whether it would also be sufficient to rely on the strong authentication mechanisms of the account 

servicing PSP.  

Only Recommendation 7 (7.1 KC) contains the rather vague statement that a TP “could” agree with an 

account servicing PSP to rely on the latter’s authentication methods. This should be formulated much 

more precisely along the following lines: 

- If a TP wishes to rely on a PSP’s strong authentication, it should enter into an agreement with the 

PSP to this effect. 

- This agreement should be a formal contract between the two parties. 

- If a TP does not have an agreement of this kind with an account servicing PSP, it should not use 

or rely on that PSP’s strong authentication mechanisms, but should instead establish and maintain 

such authentication mechanisms itself. 

 

30 7.2 KC Deletion This KC should be deleted because consultative services are not the subject matter of the 

recommendations.  

 

31 7.1 BP 

 

Clarification Please clarify whether the purpose is really to link strong customer authentication to transaction 

authentication. 

 

32 REC 8 & 9 Amendment We believe a requirement should be added to the effect that if a TP uses security mechanisms of the 

account servicing PSP, the TP’s PAAS should not negatively impact security solutions provided by that 

account servicing PSP. For example, if the account servicing PSP stops an internet banking session after 

a certain period of inactivity, the TP should not artificially generate activity to keep the internet banking 

session going. 

 

33 8.2 KC Amendment TPs should actively mandate (instead of encourage) customer enrolment for strong authentication to the 

TP. 
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34 REC  9 Deletion 

 

“Where applicable” should be deleted. 

35 REC 11 Amendment/ 

Clarification 

The definition of the term “sensitive payment data” in the glossary covers payment as well as 

authentication data. We strongly recommend making a distinction between different classes of sensitive 

payment data, especially payment transaction data and user authentication data. While payment 

transaction data are usually also known or generated by the merchant, authentication data should remain 

with the PSP. 

 

A further recommendation should be added to the effect that TPs should be restricted to executing only 

those business transactions which are essential for the specific PAAS. For example, the provider of 

payment initiation services should only be allowed to initiate payments and not to access non-payment 

accounts. Likewise, the provider of account information services should not be allowed to initiate 

payments. If these restrictions cannot be ensured technically, they should be contractually agreed 

between the TP and PSP. A violation of this principle should entitle the PSP to cancel the relevant 

agreement. 

 

The recommendation fails to mention that technical solutions could help to mitigate concerns regarding 

the protection of sensitive payment data. 

 

36 11.6 KC Amendment It should be added that in case of misuse, PSPs should be entitled to cancel any contractual agreement. 

 

37 11.2 BP Deletion 11.2 BP should be deleted as it is already covered by 11.4 KC.  

 

38 12.2 KC  Customers also need to be informed about the risks of involving a TP. 

39 12.6 KC Amendment This should be in line with the applicable legislation. 

40 Glossary Amendment A definition of “secure channel” should be added to the Glossary. 

 

41 Glossary Amendment A definition of GA should be added to the Glossary. 

 


