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Preliminary and non-binding nature of version 0.91 

This document represents a preliminary draft version (version 0.91) of the digital euro scheme rulebook 

and reflects the ECB's continuous effort to develop a draft rulebook in close cooperation with the Rulebook 

Development Group (RDG)1, comprising senior representatives from European associations representing 

both the supply and demand side of the retail payments market. Version 0.91 is non-binding and does not 

necessarily reflect the final views of the ECB, the Eurosystem, the RDG, or any of its members or their 

constituencies. 

No reliance for implementation  

Due to its preliminary nature, the draft rulebook version 0.91 is not intended for use as a basis for 

implementing any systems, processes, or policies related to the digital euro or to the beta digital euro in a 

Digital Euro Pilot context. Any such actions, prior to the publication of the officially approved rulebook, are 

under actors’ own responsibility.   

 
1 For more information on the RDG, refer to: 

https://www.ecb.europa.eu/euro/digital_euro/timeline/rulebook/html/index.en.html 

DISCLAIMERS FOR DRAFT RULEBOOK v0.91 

https://www.ecb.europa.eu/euro/digital_euro/timeline/rulebook/html/index.en.html
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PREAMBLE 

The draft digital euro scheme rulebook is being developed by the Eurosystem together with the support 

from the digital euro scheme rulebook development group (RDG). The current draft rulebook (v0.91) has 

been further developed compared to the last version 0.9 of the draft rulebook, which was commented by 

the RDG and its constituencies. The current draft has been advanced in both structure and content based 

on the RDG comments received, further elaborations and discussions, and benefited from the various RDG 

workstreams. 

The current version of the rulebook is based on the European Commission’s 2023 proposal for a regulation 

on the establishment of the digital euro (2023/0212/COD) and the Regulation on the provision of digital 

euro services by payment services providers incorporated in Member States whose currency is not the 

euro (2023/0211/COD). Given both proposals are currently progressing through the legislative process, 

and subject to amendments from the EU co-legislators, the rulebook will require updates once both 

regulations have been finalised for adoption. Additionally, other areas of the rulebook will be further 

developed in line with ongoing elaborations on subject matters and decisions by the Governing Council of 

the ECB or are dependent on the work of service providers.  

As a result, all along this draft rulebook, text highlighted in yellow refers to placeholders to be updated at 

later stage when associated decisions or developments are made. It is worth noting that the draft rulebook 

assumes a single-account set-up for individual digital euro end-users, which deviates from the possibility 

of having multiple digital euro payment accounts as implied by the European Commission’s 2023 proposal 

for a regulation on the establishment of the digital euro. 

The Eurosystem is also cognisant that political agreement has been achieved on the Payment Services 

Regulation (PSR) and the Third Payment Services Directive (PSD3). The agreed measures must be 

formally adopted by the European Parliament and the Council of the European Union before they enter into 

force. The rulebook will be updated accordingly.  

The purpose of the current draft is to update the RDG and its constituencies on the progress made following 

the market consultation, coordinated by the RDG and concluded on 31 October 2025, and to serve as a 

basis for the further development of the draft rulebook. This document represents a preliminary draft version 

which has not yet been subject to a general language and editorial review. 

 

Table of Contents 

https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2023/0210(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2023/0210(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2023/0209(COD)
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1. Data exchange service  

1.1. Service description 

DESP offers a set of pre-defined reports and queries for the participants, to support their operational, 

analytical, and statistical needs. Several reports and queries are available to facilitate and support business 

monitoring by PSPs. These contain information derived from data available to a specific PSP, in accordance 

with their roles. DESP to PSP reports and queries facilitate various aspects of PSPs daily operations: 

I. Payments related reports and queries are the following:  

Reports Queries Notifications 

Transactions report* Transaction status query* Floor/ceiling notification 

Statement of account turnover report DCA status query Debit/credit notification 

Statement of accounts report CMB status query  

 Liquidity transfer status query  

*The transaction report and status query are covered in the Settlement specification. 

These are provided to PSPs to assist with their internal processes related to digital euro.  

The DCA related reports (statement of account turnover and statement of accounts), queries (DCA/ CMB/ 

Liquidity transfer status) and notifications (floor/ceiling/ debit/credit) will be part of separate DESP DCA 

documentation.  

II. User access management reports and queries: 

Reports Queries 

Account data maintenance report Account data query 

Repository data report Repository data query 

Repository data maintenance report User entry(-ies) query* 

 Emergency switching entry(-ies) query 

 *The user entry(-ies) query is covered in the Settlement specification. 

These support PSPs in reconciling data in their own database with DESP data regarding changes of:  

• DEAN (added/deactivated/deleted)  
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• proxy alias (added/changed/deactivated/ deleted)  

• user data (user ID, hashed technical proof) 

• user and account total numbers 

 

III. Dispute related report and query 

Reports Queries 

Dispute report Dispute query 

Dispute reports and queries provide an overview of the disputed transactions, either at the level of PSP or 

for individual cases.  

 

IV. Fee calculation  

Reports Queries 

Fee calculation report Fee calculation query 

Fee calculation reports and queries offer various levels of breakdown of the fees that a PSP is required to 

pay or receives for its users’ digital euro transactions. 

 

V. Fraud Management 

Reports Queries 

Situation awareness report Situation awareness query 

Situation awareness reports and queries provide a synthetised overview on the fraud risks, trends and 

statistics. 

 

Report characteristics 

DESP reports have various characteristics determining the eligible recipient, frequency, and other 

parameters. Below table list the possible characteristics of DESP reports: 
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Characteristics Description and options 

Recipient 

is an PSPPSP that has the rights to request access to a report, contingent upon their role in 

the context of the report:  

• DCA holder  

• Digital euro PSP 

Mode 

is the method by which the data is presented. Possible values: 

• Full mode – displaying the relevant data at the time of report generation, including all 

changes between the scheduled times  

• Delta mode – displaying only the changes in relevant data compared to a specified 

frequency  

View 

is the level of details presented in the reports. Possible values: 

• Aggregated  

• Detailed 

Frequency 

indicates how often a report is generated over a specific period of time. Possible values: 

▪ 3/6/12 hourly  

• Each calendar day 

• Each RTGS business day 

• Monthly 

 

Characteristics are not mutually exclusive, i.e. a report can be generated at various frequencies or have 

several eligible recipients. The table below lists all pre-defined reports specified in the present document 

along with their characteristics.  

List of reports 

No Report Recipients Mode View Frequency 

1a Transactions report* Digital euro PSP 
Full and/or 
Delta 

Detailed As per subscription  

2 Repository data report Digital euro PSP 
Full and/or 
Delta 

Detailed As per subscription  
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3 
Repository data maintenance 
report 

Digital euro PSP 
Full and/or 
Delta 

Detailed As per subscription  

4 
Account data maintenance 
report 

Digital euro PSP 
Full and/or 
Delta 

Detailed As per subscription  

5 Dispute report 
DCA holder, Digital 
euro PSP 

Full and/or 
Delta 

Detailed As per subscription  

6 Fee calculation report Digital euro PSP Full Detailed TBA  

7 
Fraud management – Situation 
awareness report 

Digital euro PSP Full Aggregated Monthly  

*The transaction report is covered in the Settlement specification. 

 

Report subscription 

PSPs subscribe to reports they wish to receive from a pre-defined list according to their roles as outlined 

below. DESP provides reports exclusively to PSPs eligible for the data. Eligibility criteria shall be set up 

during the onboarding of each PSP. Report subscription is crucial and must be configured prior to the report 

generation. PSPs shall be able to configure (create, update or delete) their report subscription via the GUI, 

selecting reports from a predefined list. Authorised PSPs shall be able to unsubscribe from a report by 

setting the end of the validity period for the corresponding report subscription to the last day they wish to 

receive it. Report subscription changes take effect in accordance with the validity period defined for the 

relevant report(s). 

Attributes Description  

Report 

Subscription ID 
This attribute specifies the unique identifier of a report subscription. 

Report This attribute contains the report type subscribed by the PSP. 

Recipient  This attribute specifies the PSP identifier of the receiver, subscribing to the reports. 

Mode This attribute specifies whether the PSP receives the relevant report in full mode and/or in 
delta mode. 
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Scheduled Time This attribute defines the time slots, from a predefined list, when the report is provided to the 
PSP. The trigger could be an RTGS business day change.  

Subscription 

Valid From 
This attribute specifies the business day from which the subscription becomes valid. 

Subscription 

Valid To 
This attribute specifies the business day to which the subscription becomes valid. 

 

Queries 

DESP shall enable real-time data query in accordance with the hierarchical data model (i.e. each PSP can 

query its own data). DESP shall process queries in both U2A (user-to-application) and A2A (application-to-

application) mode. This document details the queries accessible via the A2A interface. For U2A queries 

please refer to placeholder. Queries are available in A2A 24/7/365.  

No Description Eligible PSP 

 1 User entry(-ies) query* Digital euro PSP 

 2 Emergency switching entry(-ies) query Digital euro PSP 

3 Transaction status query* 
DCA holder  
Digital euro PSP 

4 Repository data query Digital euro PSP 

5 Account data query Digital euro PSP 

6 Dispute query 
DCA holder  
Digital euro PSP 

7 Fee calculation query Digital euro PSP 

8 Fraud management - Situation awareness query Digital euro PSP 

*The user entry(-ies) query and transaction status query are covered in the Settlement specification. 

 

Pagination 

Queries support pagination of the response. Queries offer links to retrieve the first, next, previous and last 

result page. The queries that support pagination are: 

• emergency switching queries 
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• repository data queries 

• account data queries 

• disputes queries 

• fee calculation queries 

 

1.2. Distributing PSP requirements 

1.2.1. Reports  

1.2.1.1. Function Description 

Report notifications 

Once the report is ready for download, the PSP will receive a notification. Each report will have its dedicated 

endpoint on DESP, while each PSP shall provide a single notification endpoint for DESP to contact. 

 

Repository data report 

The DESP shall generate and send the repository data report at the end of each calendar day or according 

to the frequency specified in the report subscription.  

Report attributes:  

Recipient Mode View Frequency 

Digital euro PSP  Full or Delta Detailed As per subscription 

The repository data report shall contain the following information: 

• the period for which the information is retrieved 

• identifier of the digital euro PSP (BIC) 

• the total number of individual users and/or accounts 

• the total number of business users and accounts 

 

Repository data maintenance report 

DESP shall generate a repository data maintenance report for all the maintenance requests successfully 

submitted by the Digital euro PSP and executed in DESP. The report shall be generated and sent either at 

the end of the calendar day or according to the frequency specified in the report subscription. 
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Report attributes:  

Recipient Mode View Frequency 

Digital euro PSP  Full or Delta Detailed As per subscription 

The Repository data maintenance report shall contain the following information: 

• the period for which the information is retrieved 

• identifier of the digital euro PSP (BIC) 

• reference of the maintenance request 

• registration timestamp 

• attributes impacted by the maintenance request: 

o user ID and its status 

o hashed technical proof 

o PSP ID  

o user type 

Account data maintenance report 

DESP shall generate an account data maintenance report for all maintenance requests successfully 

performed by the digital euro PSP. The report shall be generated and sent either at the end of the calendar 

day or according to the frequency specified in the report subscription. 

Report attributes:  

Recipient Mode View Frequency 

Digital euro PSP  Full or Delta Detailed As per subscription 

The account data maintenance report shall contain the following information: 

• the calendar day for which the information is retrieved 

• digital euro PSP identifier (BIC) 

• reference of the maintenance request 

• registration timestamp 

• attributes impacted by the maintenance request 

• status of the attribute impacted by the maintenance request  

Dispute report 
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DESP shall generate a dispute report for all the (pre-)disputes associated with an digital euro PSP or DCA 

holder. The report shall be generated and sent either at the end of the calendar day or according to the 

frequency indicated in the report subscription. 

Report attributes:  

Recipient Mode View Frequency 

DCA holder, 

Digital euro PSP  

Full or Delta Detailed As per subscription 

 

The dispute report shall contain the following information: 

• dispute type 

• dispute identifier 

• original transaction identifier 

• disputed amount 

• dispute phase e.g. pre-dispute or dispute 

• dispute status 

• outcome of dispute 

• digital euro PSP identifier (BIC) for the payee 

• digital euro PSP identifier (BIC) for the payer 

• digital euro PSP identifier (BIC) for report requestor 

• transaction settlement timestamp 

DCA holders can request dispute reports for cases affecting their DCAs, while digital euro PSPs can request 

those for cases related to their end-users.  

 

Fee calculation report 

The DESP shall generate a fee calculation report for each relevant digital euro PSP.  

Report attributes:  

Recipient Mode View Frequency 

Digital euro PSP  Full  Detailed As per subscription 

Report type can be online or offline.  
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The fee calculation report shall contain the following information: 

• digital euro PSP identifier (BIC) requesting the report 

• total amount of fee to be received/paid by the PSP 

• total number of transactions processed 

• total multilateral net position 

• multilateral net position per digital euro partner PSP 

• bilateral net position details per digital euro partner PSP: 

• payment type 
• inter-PSP fee policy 
• number and amount of transaction processed and fee to be paid or received by 

the PSP 
• transaction details (reference ID, amount, type, timestamp and associated 

fee) 
 

[Offline fees – placeholder]  

DESP shall send report results to each relevant digital euro PSP. The report shall be provided to each 

digital euro PSP at the end of each calculation period. The report shall cover all online payments and 

defunding of offline holdings of business users in which the digital euro PSP was involved in during the 

calculation period. 

 

Fraud Management – situation awareness and intelligence report 

The DESP shall be able to aggregate results and produce standardised situation awareness and threat 

intelligence that can be distributed to digital euro PSPs by means of regular reports as well as upon queries. 

Recipient Mode View Frequency 

Digital euro PSP  Full  Aggregated Monthly 

The report shall include the following: 

• fraud threats, risks and trends 

• fraud statistics 
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• high-risk indicators (e.g. IP-ranges, devices, locations) 

 

1.2.1.2. Interface description 

This section provides a detailed description of the interface designed to facilitate communication between 

PSPs and the DESP for the reports. The interface is based on RESTful API principles and the data format 

utilised is JSON (JavaScript Object Notation). 

1.2.1.2.1. Overview of covered scenarios 

Report retrieval process* 

*The Report retrieval is covered in the Settlement specification. 

 

1.2.1.2.2. Overview of API endpoints  

DESP API endpoints: For PSPs to submit requests to DESP. 

API 

Nr 
Description Sending Party 

Exposing 

Party 
Covered In Section 

1 PSP retrieves the transactions report* PSP DESP 
*Covered in the Settlement 

specification 

2 
PSP retrieves the repository data 

report. 
PSP DESP GET /reports/repository-data 

3 
PSP retrieves the repository data 

maintenance report. 
PSP DESP 

GET /reports/repository-data-

maintenance 

4 
PSP retrieves the account data 

maintenance report. 
PSP DESP 

GET /reports/account-data-

maintenance 

5 PSP retrieves the dispute report. PSP DESP GET /reports/disputes 

6 
PSP retrieves the fee calculation 

report. 
PSP DESP 

GET /reports/fee-

calculation/{fee-report-type} 

7 

PSP retrieves the fraud prevention 

and risk management data (situation 

awarenesses) related report. 

PSP DESP 
GET /reports/situation-

awareness 
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*Covered in the Settlement specification.  

 

PSP API endpoints: For DESP to send requests to PSPs 

API Nr Description Sending Party 
Exposing 

Party 
Covered In Section 

1 

*DESP sends a notification to the 

PSP when the report is ready to be 

pulled. 

DESP PSP 
*Covered in the Settlement 

specification 

 

1.2.1.2.3. DESP API for PSPs to send requests to DESP 

 

1.2.1.2.3.1. GET /reports/repository-data 

Applicable endpoint and method: 

Method Endpoint Resource Description 

GET /v1/reports/repository-data REPORTS Repository data report 

 

1.2.1.2.3.1.1. GET /reports/repository-data - Request 

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

Digital euro PSP ID The BIC of the digital euro PSP for 

which the report will be generated. 

STR 11 O 

Requested report date The date for which the report is 

requested.  

ISODate 10 M 
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Report mode Indicates whether the report is 

requested in full mode or delta mode. 

Values: 

- FULL 

- DELTA 

SSET 5 M 

 

1.2.1.2.3.1.2. GET /reports/repository-data – Response  

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 

 

Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Element description Type Length Presence 

indicator 

 Reported date The date for which the transactions are 

included. 

ISODate 10 M 

Report start datetime Start timestamp for which the account 

statement is issued. 

STR 26 M 

Report end datetime End timestamp for which the account 

statement is issued. 

STR 26 M 

Digital euro PSP ID The BIC of the digital euro PSP for which 

the report is generated. 

STR 11 M 

Total number individual 

users 

The total number of individual users. N 11 M 
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Total number individual 

accounts 

The total number of Individual accounts. N 11 M 

Total number business 

users 

The total number of business users. N 11 M 

Total number business 

accounts 

The total number of business accounts. N 11 M 

 

1.2.1.2.3.2. GET /reports/repository-data-maintenance 

Applicable endpoint and method: 

Method Endpoint Resource Description 

GET /v1/reports/repository-data-maintenance REPORTS Repository data maintenance report 

 

1.2.1.2.3.2.1. GET /reports/repository-data-maintenance – Request 

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

Digital euro PSP ID The BIC of the digital euro PSP for which 

the report will be generated. 

STR 11 M 

Requested report date The date for which the report is requested. ISODate 10 M 

Report mode Indicates whether the report is requested 

in full mode or delta mode. Values: 

- FULL 

- DELTA 

SSET 5 M 

1.2.1.2.3.2.2. GET /reports/repository-data-maintenance – Response 

 

Response header 
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- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 

 

Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Element description Type Length Presence 

indicator 

Reported date The calendar day for which the report is 

requested. 

ISODate 10 M 

Digital euro PSP ID The BIC of the digital euro PSP for which 

the report is generated. 

STR 11 M 

Report start datetime Start timestamp for which the maintenance 

report is issued. 

STR 26 M 

Report end datetime End timestamp for which the maintenance 

report t is issued. 

STR 26 M 

The following fields repeat per user 

Update reference Unique identifier of the user maintenance 

request. 

STR 32 M 

Update timestamp Timestamp of the user update. ISODateTime 26 M 

User ID Unique user ID generated by PSP based 

on a subset of mandatory attributes. 

STR 32 M 

User ID status Status of the user ID. See relevant 

reference data table. 

SSET 3 M 

Hashed technical 

proof 

The hashed technical proof is generated by 

the PSP and submitted to DESP. The data 

is stored in DESP. It is required for 

emergency switching function.  

STR 32 M 
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User type Indicates the type of user, either individual 

user or business user. 

STR 10 M 

 

1.2.1.2.3.3. GET /reports/account-data-maintenance 

Applicable endpoint and method: 

Method Endpoint Resource Description 

GET /v1/reports/account-data-maintenance REPORTS Account data maintenance report 

 

1.2.1.2.3.3.1. GET /reports/account-data-maintenance – Request  

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

Digital euro PSP ID The BIC of the digital euro PSP for which 

the report will be generated. 

STR 11 M 

Requested report 

date 

The date for which the report is requested. ISODate 10 M 

Report mode Indicates whether the report is requested in 

full mode or delta mode. Values: 

- FULL 

- DELTA 

SSET 5 M 

1.2.1.2.3.3.2. GET /reports/account-data-maintenance – Response 

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 
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Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Element description Type Length Presence 

indicator 

Reported date The calendar day for which the report is 

requested. 

ISODate 10 M 

Digital euro PSP ID The BIC of the digital euro PSP for which 

the report is generated. 

STR 11 M 

Report start datetime Start timestamp for which the account 

statement is issued. 

STR 26 M 

Report end datetime End timestamp for which the account 

statement is issued. 

STR 26 M 

The following fields repeat per account 

Update reference Unique identifier of the user maintenance 

request. 

STR 32 M 

Update timestamp Timestamp of the user update. ISODateTime 26 M 

DEAN Digital euro account number (DEAN). 

Unique identifier of the digital euro 

payment account, generated by DESP. 

STR 18 M 

Account status Status of the account, see relevant data 

table. 

SSET 3 M 

Proxy alias The proxy alias linked to the account. STR 30 O 

Proxy alias status Status of the proxy alias, see relevant data 

table. 

SSET 3 O 

1.2.1.2.3.4. GET /reports/disputes 

Applicable endpoint and method: 
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Method Endpoint Resource Description 

GET /v1/reports/disputes REPORTS (Pred)-dispute report 

 

1.2.1.2.3.4.1. GET /reports/disputes – Request  

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

DCA holder ID The BIC of the DCA holder with which the 

digital euro PSP is connected. 

STR 11 C, either this ID 

or the Digital 

euro PSP ID 

Digital euro PSP 

ID 

The BIC of the digital euro PSP for which the 

report will be generated. 

STR 11 C, either this ID 

or the Digital 

euro PSP ID 

Requested report 

date 

The date for which the report is requested. ISODate 10 M 

Report mode Indicates whether the report is requested in 

full mode or delta mode. Values: 

- FULL 

- DELTA 

SSET 5 M 

 

1.2.1.2.3.4.2. GET /reports/disputes – Response  

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 

 

Response body data elements 
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- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Element description Type Length Presence 

indicator 

Requested report date The date for which the report is 

requested. 

ISODate 10 M 

DCA holder ID The BIC of the DCA holder. STR 11 C 

The following fields repeat per digital euro PSP belonging to the DCA holder requesting the report 

Digital euro PSP ID The BIC of the digital euro PSP. STR 11 C 

The following fields repeat per dispute case 

(Pre)-dispute ID Unique ID that identifies (pred)-dispute 

case. 

STR TBA M 

Payment ID Resource ID generated by DESP to 

identify the disputed payment 

transaction. 

STR 36 M 

UETR Unique end-to-end Transaction 

Reference to identify the disputed 

payment transaction. 

STR 36 M 

Amount disputed Amount disputed by the user. STR 14.3 M 

Transaction settlement 

timestamp 

Transaction timestamp. ISODateTime 26 O 

(Pre)-dispute reason code As per Rulebook section 6. SSET 11 M 

(Pre)-dispute phase As per Rulebook section 6. SSET TBA M 

(Pre)-dispute status As per Rulebook section 6. SSET 11 M 

Digital euro PSP ID for the 

payee 

BIC of the payee’s digital euro PSP.  STR 11 M 
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Digital euro PSP ID for the 

payer 

BIC of the payer’s digital euro PSP. STR 11 M 

 

 

1.2.1.2.3.5. GET /reports/fee-calculation/{fee-report-type} 

Applicable endpoint and method: 

Method Endpoint Resource Description 

GET /v1/reports/fee-calculation/{fee-report-type2} REPORTS Fee calculation report 

 

1.2.1.2.3.5.1. GET /reports/fee-calculation/{fee-report-type} – Request  

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

Digital euro PSP ID The BIC of the digital euro PSP for 

which the report will be generated. 

STR 11 M 

Report start datetime 

Start of the calculation period for 

which the fee report is issued. 

ISODateTime 26 M 

Report end datetime 

End of the calculation period for 

which the fee report is issued. 

ISODateTime 26 M 

 

1.2.1.2.3.5.2. GET /reports/fee-calculation/{fee-report-type} – Response 

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

 
2 As per the Fee report type reference data table 
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- API specific header: not applicable. 

 

Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Element description Type Length Presence 

indicator 

Digital euro PSP ID The BIC of the digital euro PSP for 

which the report will be generated. 

STR 11 M 

Report start datetime 

Start of the calculation period for 

which the fee report is issued. 

ISODateTime 26 M 

Report end datetime 

End of the calculation period for which 

the fee report is issued. 

ISODateTime 26 M 

Total number of 

transactions processed 

for which the PSP will 

charge  

Total number of transactions 

performed by the PSPs end-users 

over the reported period including 

intra-PSP transactions. 

INTEGER 9 O 

Total number of 

transactions processed, 

for which the PSP will be 

charged 

Total number of transactions 

performed on the PSP’s acquiring 

infrastructure over the reported period 

including intra-PSP transactions . 

INTEGER 9 O 

Total amount of fees to 

be received by the PSP  

Total amount of fees to be received 

by the report requesting PSP over the 

reported period. 

STR 14.3 O 

Total amount of fees to 

be paid by the PSP 

Total amount of fees to be paid by the 

report requesting PSP over the 

reported period. 

STR 14.3 O 

Total multilateral  net 

position 

Sum of the total fees to be paid and 

received. 

STR 18.3 O 
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Rows below repeat per multilateral net position per digital euro PSP 

Partner digital euro PSP 

ID 

Partner digital euro PSP BIC. STR 11 O 

Multilateral netted 

position 

Position to be settled to the partner 

digital euro PSP. 

STR 14.3 O 

End of field repetition for multilateral net position 

Rows below repeat per bilateral position with the particular partner digital euro PSP  

Partner digital euro PSP 

ID 

 

Digital euro PSP BIC with whom the 

requesting digital euro PSP has the 

bilateral agreement. 

STR 

 

11 M 

The following fields repeat per payment type with the particular partner digital euro PSP  

Payment type Payment type identifier. See relevant 

reference data table. 

SSET 10 M 

Default fees or bilaterally 

agreed fees 

This field marks if default fees or 

bilaterally agreed ones apply. 

Boolean 1 M 

Inter-PSP fee policy 

 

 

The bilateral fee agreed between the 

report requesting PSP and its partner 

PSP. This is a textual representation 

of the calculation formula.  

STR 75 C, in case there 

is no bilateral 

agreement, the 

fee defined by 

the legislation is 

to be filled in 

Number of own 

transactions processed 

Number of transactions performed by 

the customers of the report requesting 

PSP over the particular payment type 

under the relevant inter-PSP policy.  

INTEGER 9 O 

Total value of own 

transactions processed 

Total value of transactions performed 

by the customers of the report 

requesting PSP over the particular 

payment method under the relevant 

inter-PSP policy. 

STR 18.3 O 
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Fee to be received Overall amount to be received under 

the agreed policy. 

STR 14.3 O 

Number of partner PSP 

transactions processed 

Number of transactions performed by 

the customers of the partner PSP’s 

end-users over the particular payment 

type under the relevant inter-PSP 

policy. 

INTEGER 9 O 

Total value of partner 

PSP transactions 

processed 

Total value of transactions performed 

by the customers of the partner PSP’s 

end-users over the particular payment 

method under the relevant inter-PSP 

policy. 

INTEGER 18.3 O 

Fee to be paid Overall amount to be paid under the 

agreed policy. 

STR 14.3 O 

Bilateral net position Net position of the report requesting 

Digital euro PSP under the inter-PSP 

fee policy. 

STR 14.3 O 

The following fields repeat per transaction belonging to a particular inter-PSP fee policy 

Payment ID Resource ID generated by DESP to 

identify a payment transaction. 

STR 36 C, either 

payment ID or 

UETR has to be 

filled. 

UETR Unique End-to-end Transaction 

Reference of a payment transaction.  

STR 36 C, either 

payment IDor 

UETR has to be 

filled. 

Transaction amount Transaction amount. STR 14.3 O 

Transaction type Transaction type, see relevant 

reference data table. 

SSET 3 O 

Individual transaction fee Individual transaction fee. STR 14.3 O 
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Transaction settlement 

timestamp 

Transaction timestamp. ISODateTime 26 O 

 

1.2.1.2.3.6. GET /reports/situation-awareness 

Applicable endpoints and methods: 

Method Endpoint Resource Description 

GET /v1/reports/situation-awareness REPORTS Situation awareness report 

 

1.2.1.2.3.6.1. GET /reports/situation-awareness – Request 

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: no applicable. 

Data element Element description Type Length Presence 

indicator 

Digital euro PSP ID The BIC of the digital euro PSP for 

which the report will be generated. 

STR 11 M 

Requested report period Month for which the report is requested. ISODate 10 M 

 

1.2.1.2.3.6.2. GET /reports/situation-awareness – Response 

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 

 

Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 
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Data element Element description Type Length Presence 

indicator 

Requested report period Month for which the report is requested. ISODate 10 M 

The following fields repeat per fraud type  

Fraud type code Fraud type code . SSET 3 M 

Fraud type description Fraud type description. STR 50 M 

Fraud rate % of the particular fraud risk type in the 

total confirmed fraudulent transactions . 

N 2.2 M 

Number of fraudulent 

transactions 

Number of transactions confirmed as 

fraudulent within the particular fraud risk 

type. 

N 5 M 

False positive rate False positives versus all transactions 

marked as fraudulent by the RFM 

component in the particular fraud risk type. 

N 2.2 M 

False positive rate by 

count of the transactions 

Number of transactions marked by the 

RFM component as false positive in the 

particular fraud risk type. 

N 5 M 

 

1.2.1.2.4. PSP API for PSPs to receive requests from DESP 

1.2.2. Queries 

1.2.2.1. Function Description 

 

User entry(-ies) query 

DESP shall provide an user entry(-ies) query to PSPs, which returns information on one or more entry(-

ies).  

The query shall support the following selection criterion: 

• entry(-ies) identifier 

• digital euro PSP identifier (BIC) 
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The query shall return the following information for each entry(-ies): 

• digital euro PSP identifier (BIC) 

• amount (available balance and sum of reservations) 

• currency 

▪ timestamp of the query 

*The User entry(-ies) query is covered in the Settlement specification. 

 

Emergency switching entry(-ies) query 

DESP shall provide an Emergency Switching entry(-ies) query to PSPs, which returns information on one 

or more entry(-ies).  

The query shall support the following selection criterion: 

• digital euro PSP identifier (BIC) - flagged as unavailable 

The query shall return the following information related to the unavailable digital euro PSP: 

• all entry(-ies) identifiers 

• amounts of each entry(-ies) 

• currency of each entry(-ies) 

• timestamp of the query 

Repository data query 

DESP shall provide a repository data query to PSPs, which returns information on one or more user. The 

query shall support the following selection criteria, if the user has a contractual arrangement with the digital 

euro PSP performing the query: 

• user identifier(s) 

• hashed technical proof(s) of the user’s entry(-ies) 

The query shall return the following information for each selection criterion:  

• a corresponding user identifier or hashed technical proof(s) of the user’s entry(-ies) 

• type of the user 

• timestamp of the query 

Account data query 

Each digital euro PSP can perform queries on all the digital euro payment account data (DEAN and proxy 

aliases) active in DESP. This query returns information on one or more DEAN(s) or one or more proxy 

alias(es). The query shall support the following selection criteria: 
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• proxy alias(es) 

• DEAN(s) 

The query shall return the following information for each selection criteria: 

• digital euro PSP identifier (BIC) 

• DEAN or proxy alias (or empty value) 

• timestamp of the query 

Dispute query 

Each DCA holder or digital euro PSP can perform queries on all (pre-)disputes it has initiated/ transmitted 

on behalf of its users or digital euro PSPs belonging to the DCA holders. 

The DESP shall provide a dispute query to PSPs, which returns information on one or more (pre-)disputes. 

The query shall support the following selection criterion: 

• (pre-)dispute identifier 

• digital euro PSP identifier 

The query shall return the following information for each (pre-)dispute: 

• dispute type 

• dispute identifier 

• status of the dispute 

• digital euro PSP identifier (BIC) for the payee 

• digital euro PSP identifier (BIC) for the payer 

Fee calculation query 

Each digital euro PSP can perform queries on fee calculation data related to transactions or defunding 

operations it has sent or received on behalf of its users.  

The query shall return information on fee calculation results and underlying data for one fee calculation 

period. The query shall support the following selection criteria: 

• digital euro PSP identifier 

• fee calculation period 

• the transaction identifier 

The query shall return the following information for each digital euro PSP and fee calculation period: 

• fee calculations performed in accordance with the fee calculation and fee netting procedures 

• transaction identifiers of all transactions included in the fee calculation and a corresponding fee 
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Fraud prevention and risk management related queries 

DESP aggregates results and produces standardised situation awareness and threat intelligence that can 

be distributed to digital euro PSPs by means of regular reports as well as upon queries.  

The query shall support the following selection criteria: 

• top fraud threats, risks and trends 

The query shall return the following information: 

• fraud statistics 

• high-risk indicators (e.g. IP-ranges, devices, locations) 

1.2.2.2. Interface description  

This section provides a detailed description of the interface designed to facilitate communication between 

PSPs and the DESP for queries. The interface is based on RESTful API principles and the data format 

utilised is JSON (JavaScript Object Notation). 

1.2.2.2.1. Overview of covered scenarios 

Query flow  

 

Figure Query process  

API Call Description Covered In Section  

1 Digital euro PSP initiates a query. DESP API for PSPs to send requests to DESP 
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2 DESP responds by providing the queried data. DESP API for PSPs to send requests to DESP 

 

1.2.2.2.2. Overview of API endpoints 

DESP API endpoints: For PSPs to submit requests to DESP. 

API 

Nr 
Description Sending Party Exposing Party Covered In Section 

1 
PSP initiates user entry(-ies) 

query. 
PSP DESP 

*The User entry(-ies) query is covered 

in the Settlement specification. 

2 
PSP initiates emergency 

switching entry(-ies) query. 
PSP DESP 

GET /queries/emergency-switching-

entries 

3 
PSP initiates repository data 

query. 
PSP DESP GET /queries/repository-data 

4 
PSP initiates account data 

query. 
PSP DESP GET /queries/account-data 

5 
PSP initiates dispute data 

query. 
PSP DESP GET /queries/disputes 

6 
PSP initiates fee calculation 

query. 
PSP DESP GET /queries/fee-calculation 

7 

PSP initiates fraud prevention 

and risk management data 

(situation awarenesses)  

query. 

PSP DESP GET /queries/situation-awareness 

*The User entry(-ies) query is covered in the Settlement specification. 

 

PSP API endpoints: For DESP to push or forward information to PSPs 

Not applicable. 
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1.2.2.2.3. DESP API for PSPs to send requests to DESP 

1.2.2.2.3.1. GET /queries/emergency-switching-entries 

Applicable endpoint and method: 

Method Endpoint Resource Description 

GET /v1/queries/emergency-switching-entries QUERIES Emergency switching entry(ies) query 

 

1.2.2.2.3.1.1. GET /queries/emergency-switching-entries – Request  

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

Digital euro PSP ID The BIC of the PSP that initiates the 

emergency switching. 

STR 11 M 

1.2.2.2.3.1.2. GET /queries/emergency-switching-entries – Response 

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 

 

Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Element description Type Length Presence 

indicator 

Timestamp Timestamp of the generation of the 

response.  

ISODateTime 26 M 



   
  

ANNEX D2 - IMPLEMENTATION SPECIFICATIONS - DATA EXCHANGEERVICE 

            PAGE 34 OF 42 

 

  

 

 

 

 

Digital euro PSP ID The BIC of the digital euro PSP that 

manages the entries. 

STR 11 M 

The following fields repeat per entry 

Account ID The identifier that identifies the account. STR 31 M 

Currency The currency in which the transaction 

amount is expressed. ISO 4217 three-

letter code. 

STR 3 M 

Amount The amount related to the account. STR 14.3 M 

 

1.2.2.2.3.2. GET /queries/repository-data 

Applicable endpoint and method: 

Method Endpoint Resource Description 

GET /v1/queries/repository-data QUERIES Repository data query 

 

1.2.2.2.3.2.1. GET /queries/repository-data – Request  

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

User ID Unique User ID generated by PSP based on a 

subset of mandatory attributes. 

STR 32 M 

Hashed technical proof The hashed technical proof is generated by the 

PSP and submitted to DESP. The data is stored 

in DESP. It is required for emergency switching 

function.  

STR 32 M 
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1.2.2.2.3.2.2. GET /queries/repository-data – Response   

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 

 

Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Element description Type Length Presence 

indicator 

User ID Unique user ID generated by PSP 

based on a subset of mandatory 

attributes. 

STR 32 n.a. 

Hashed technical proof The hashed technical proof is 

generated by the PSP and submitted 

to DESP. The data is stored in DESP. 

It is required for emergency switching 

function.  

STR 32 n.a. 

User type Indicates the type of user, either 

individual user or business user. 

SSET 10 M 

 

1.2.2.2.3.3. GET /queries/account-data 

Applicable endpoint and method: 

Method Endpoint Resource Description 

GET /v1/queries/account-data QUERIES Account data query 

1.2.2.2.3.3.1. GET /queries/account-data – Request  
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Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Description Type Length Presence 

indicator 

Proxy alias  The optional proxy alias associated 

with the user’s DEAN. 

STR TBD M 

Proxy alias type Indicator the type of a proxy alias. MSISDN TBD C 

1.2.2.2.3.3.2. GET /queries/account-data – Response  

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 

 

Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Description Type Length Presence 

indicator 

Time stamp Timestamp of the generation of the 

response.  

ISODateTime 26 M 

Proxy alias The optional proxy alias associated 

with the user’s DEAN. 

STR TBD O 

Proxy alias type Indicates the type of a proxy alias. SSET 30 C 

DEAN Digital euro account number 

(DEAN). Unique identifier of the 

STR  18 M 
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digital euro payment account, 

generated by DESP. 

Digital euro PSP ID The BIC of the PSP servicing the 

DEAN provided in the request. 

STR  11 M 

1.2.2.2.3.4. GET /queries/disputes 

Applicable endpoint and method: 

Method Endpoint Resource Description 

GET /v1/queries/disputes QUERIES Disputes query 

 

1.2.2.2.3.4.1. GET /queries/disputes – Request  

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

Dispute ID (Pre)-dispute case identifier. STR 32 M 

Digital euro PSP ID The BIC of the PSP initiating the query. STR 11 M 

1.2.2.2.3.4.2. GET /queries/disputes – Response   

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 

 

Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 
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Data element Element description Type Length Presence 

indicator 

Timestamp Timestamp of the generation of the 

response.  

ISODateTime 26 M 

DCA holder ID The BIC of the DCA holder. STR 11 M 

The following fields repeat per Digital euro PSP belonging to the DCA holder initiating the query 

Digital euro PSP ID The BIC of the digital euro PSP. STR 11 M 

The following fields repeat per dispute case 

(Pre)-dispute ID Unique ID that identifies dispute case. STR 31 M 

 Payment ID Resource ID generated by DESP to 

identify the disputed payment 

transaction. 

STR 36 M 

UETR Unique End-to-end Transaction 

Reference to identify the disputed 

payment transaction. 

STR 36 M 

(Pre)-dispute reason code As per Rulebook section 6. SSET 11 M 

(Pre)-dispute phase As per Rulebook section 6. SSET TBA M 

(Pre)-dispute status As per Rulebook section 6. SSET 11 M 

Digital euro PSP ID for the 

payee 

BIC of the payee’s digital euro PSP.  STR 11 M 

Digital euro PSP ID for the 

payer 

BIC of the payer’s digital euro PSP. STR 11 M 

Digital euro PSP report 

requestor ID 

The BIC of the PSP initiating the query. STR 11 M 

 

1.2.2.2.3.5. GET /queries/fee-calculation  

Applicable endpoint and method: 
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Method Endpoint Resource Description 

GET /v1/queries/fee-calculation QUERIES Fee calculation query 

 

1.2.2.2.3.5.1. GET /queries/fee-calculation – Request  

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

Requesting digital euro 

PSP ID 

The BIC of the requesting digital euro 

PSP. 

STR 11 M 

Partner digital euro 

PSP ID 

The BIC of the digital euro PSP with the 

bilateral net position towards the 

requesting digital euro PSP. 

STR 11 O 

Payment ID Resource ID generated by DESP to 

identify the payment transaction. 

STR 36 O 

UETR Unique end-to-end transaction reference 

to identify the payment transaction. 

STR 36 O 

Fee calculation start 

date 

The date of the fee calculation start 

period. 

ISODateTime 31 O 

Fee calculation end  

date 

The date of the fee calculation end period. ISODateTime 31 O 

 

1.2.2.2.3.5.2. GET /queries/fee-calculation – Response   

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 
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Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Element description Type Length Presence 

indicator 

The following fields repeat per bilateral net position per digital euro PSP 

Bilateral net position Net position of the report requesting Digital 

euro PSP under the inter-PSP fee policy.  

STR 14.3 O 

Partner digital euro 

PSP ID 

The BIC of the digital euro PSP with the 

bilateral net position towards the requesting 

digital euro PSP. 

STR 11 O  

 The following fields repeat per transaction belonging to a particular inter-PSP fee policy 

Transaction ID Resource ID generated by DESP to identify 

the payment transaction. 

STR 36 O 

UETR Unique end-to-end transaction reference to 

identify the payment transaction. 

STR 36 O 

Transaction amount Transaction amount. STR 14.3 O 

Transaction type Transaction type. SSET 3 O 

Individual transaction 

fee 

Individual transaction fee. STR 14.3 O 

Transaction settlement 

timestamp 

Transaction timestamp. ISODateTime 26 O 

 

1.2.2.2.3.6. GET /queries/situation-awareness 

Applicable endpoint and method: 
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Method Endpoint Resource Description 

GET /v1/queries/ situation-awareness QUERIES Situation awareness query 

 

1.2.2.2.3.6.1. GET /queries/ situation-awareness – Request  

Request header: 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header:  

Data element Element description Type Length Presence 

indicator 

Fraud type ID  Identifier of the fraud risk, see relevant 

reference data table. 

SSET 32 M 

 

1.2.2.2.3.6.2. GET /queries/ situation-awareness – Response   

 

Response header 

- Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

- API specific header: not applicable. 

 

Response body data elements 

- In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

- In case of positive technical validation: HTTP Code 200. 

 

Data element Element description Type Length Presence 

indicator 

Fraud type code Fraud type code . STR 3 M 

Fraud type description Fraud type description. STR 50 M 
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Fraud rate Percentage of the particular fraud risk 

type in the total confirmed fraudulent 

transactions. 

N 2.2 M 

Number of fraudulent 

transactions 

Number of transactions confirmed as 

fraudulent within the particular fraud risk 

type. 

N 5 M 

False positive rate False positives versus all transactions 

marked as fraudulent by the RFM 

component in the particular fraud risk 

type. 

N 2.2 M 

 

1.2.2.2.4. PSP API for PSPs to receive requests from DESP 

Not applicable.  

 

1.3. Acquiring PSP requirements 

Please see Section Distributing PSP requirements. 


