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Preliminary and non-binding nature of version 0.91 

This document represents a preliminary draft version (version 0.91) of the digital euro scheme rulebook 

and reflects the ECB's continuous effort to develop a draft rulebook in close cooperation with the Rulebook 

Development Group (RDG)1, comprising senior representatives from European associations representing 

both the supply and demand side of the retail payments market. Version 0.91 is non-binding and does not 

necessarily reflect the final views of the ECB, the Eurosystem, the RDG, or any of its members or their 

constituencies. 

No reliance for implementation  

Due to its preliminary nature, the draft rulebook version 0.91 is not intended for use as a basis for 

implementing any systems, processes, or policies related to the digital euro or to the beta digital euro in a 

Digital Euro Pilot context. Any such actions, prior to the publication of the officially approved rulebook, are 

under actors’ own responsibility.    

 
1 For more information on the RDG, refer to: 

https://www.ecb.europa.eu/euro/digital_euro/timeline/rulebook/html/index.en.html 

DISCLAIMERS FOR DRAFT RULEBOOK v0.91 

https://www.ecb.europa.eu/euro/digital_euro/timeline/rulebook/html/index.en.html


 

   

 

 

PREAMBLE 

The draft digital euro scheme rulebook is being developed by the Eurosystem together with the support 

from the digital euro scheme rulebook development group (RDG). The current draft rulebook (v0.91) has 

been further developed compared to the last version 0.9 of the draft rulebook, which was commented by 

the RDG and its constituencies. The current draft has been advanced in both structure and content based 

on the RDG comments received, further elaborations and discussions, and benefited from the various RDG 

workstreams. 

The current version of the rulebook is based on the European Commission’s 2023 proposal for a regulation 

on the establishment of the digital euro (2023/0212/COD) and the Regulation on the provision of digital 

euro services by payment services providers incorporated in Member States whose currency is not the 

euro (2023/0211/COD). Given both proposals are currently progressing through the legislative process, 

and subject to amendments from the EU co-legislators, the rulebook will require updates once both 

regulations have been finalised for adoption. Additionally, other areas of the rulebook will be further 

developed in line with ongoing elaborations on subject matters and decisions by the Governing Council of 

the ECB or are dependent on the work of service providers.  

As a result, all along this draft rulebook, text highlighted in yellow refers to placeholders to be updated at 

later stage when associated decisions or developments are made. It is worth noting that the draft rulebook 

assumes a single-account set-up for individual digital euro end-users, which deviates from the possibility 

of having multiple digital euro payment accounts as implied by the European Commission’s 2023 proposal 

for a regulation on the establishment of the digital euro. 

The Eurosystem is also cognisant that political agreement has been achieved on the Payment Services 

Regulation (PSR) and the Third Payment Services Directive (PSD3). The agreed measures must be 

formally adopted by the European Parliament and the Council of the European Union before they enter into 

force. The rulebook will be updated accordingly.  

The purpose of the current draft is to update the RDG and its constituencies on the progress made following 

the market consultation, coordinated by the RDG and concluded on 31 October 2025, and to serve as a 

basis for the further development of the draft rulebook. This document represents a preliminary draft version 

which has not yet been subject to a general language and editorial review. 

https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2023/0210(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2023/0210(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2023/0209(COD)
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1. Access management service 

1.1. Service description 

The access management service supports a set of user-centric functions covering onboarding and lifecycle 

management of digital euro users, their accounts and payment instruments. 

The distributing PSPs need in addition to support account switching. 

The steps in the table that are out of scope of this specification are greyed out and are covered by Annex 

D1 (front-end specifications). 

 

 

Figure 1 Access management high-level 

flow 

 

  

Step Description 

1 (Out of scope) Individual user interacts with distributing 

PSP to set up or to manage the digital euro payment 

account. 

2 The PSP interacts with DESP to conduct necessary 

steps. 

3 DESP returns onboarding or digital euro management 

responses. 

 

1.2. Function description 

The user onboarding process consists of a set of functions combined into the access management service. 

The PSP is allowed to manage only own data, i.e., data of own users, their accounts and aliases. 

 

User registration and management (incl. offboarding) 

The PSP registers the users in DESP for the purpose of enforcing the holding limits and ensuring the 

emergency switching between PSPs in situations where the user’s PSP is declared unavailable, while 

retaining access to digital euro holdings and the same digital euro account number.  

Each natural or legal person being registered for digital euro is represented in DESP by a (hashed) user 

identifier, generated by the PSP. 

The hashed user identifier is as a result of a defined algorithm based on unique user‘s data as input. 

Digital euro account number (DEAN) creation and management 
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The digital euro payment account opened by a user with a PSP is represented by a digital euro account 

number - DEAN, generated by the DESP upon a request of the PSP, and mandatory for each account. 

DEAN allows users and their PSPs to be reachable in view of receiving payments. DEAN is independent 

of the chosen PSP and it may be switched to a different PSP when the user decides to switch to it. Each 

user can have a defined maximum number of accounts, which is limited to one for individual users and is 

unlimited for business users. 

Proxy alias registration and management 

In addition to the compulsory DEAN, the user can define an optional proxy alias (e.g. MSISDN = a mobile 

phone number, hereafter an “alias”). A DEAN can have only one alias value per alias type, and any optional 

alias is assigned to only one DEAN. 

Switching 

In case a user intends to transfer an existing digital euro payment account from the origin (current) PSP to 

another one, a dedicated switching function of the user’s account must be supported by PSPs. A specific 

subfunction in exceptional circumstances is the emergency switching, which does not require the 

involvement of the origin PSP. 

 

1.2.1. Interface description 

This section provides a detailed description of the interface designed to facilimate communication between 

PSPs and the DESP for the access management service. The interface is based on RESTful API principles 

and the data format utilised is JSON (JavaScript Object Notation). 

1.2.1.1. Sequence diagrams 

The section below includes examples of the scenarios that are supported in the access management 

service, with the corresponding interfaces. For each interface, a reference to the respective section of this 

document containing details on the supported messages is included. 

 

1.2.1.1.1. Multiple (bulk) DEANs creation 

A set of interfaces supporting the PSP request for multiple (bulk) DEANs creation. This interface is optional 

for the PSP. The PSP can register those DEANs in its internal systems and assign a DEAN upon 

onboarding of a user. The created DEANs are active and can be assigned by the PSP to users. 
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Figure 2 DEAN bulk creation2  

 

API call Description Covered In section  

1 
Digital euro PSP sends a request to DESP to 

create multiple DEANs. 
POST /deans-bulks - Request 

2 
Synchronous response from DESP containing a 

set of DEANs. 
POST /deans-bulks - Response 

1.2.1.1.2. User onboarding 

A set of interfaces supporting onboarding users to digital euro services (with or without upfront bulk DEAN; 

with or without alias registration): (A) upfront or as part of the user’s onboarding and, in the latter case, 

whether the onboarding involves also alias registration (C) or not (B). In all cases, the assignment of the 

DEAN to the user is done by the PSP outside DESP.  

A. The DEAN has been created upfront (see: Multiple (bulk) DEANs creation); the PSP must register 

the user in DESP and (optionally) registers alias for the user’s DEAN. 

 

 
2 AM-1.4 Bulk DEAN request 
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Figure 3 User onboarding A3 

API call Description Covered In section  

1 
Digital euro PSP sends a request to check 

whether a user is registered in DESP or not. 
GET /users/{userid} – Request 

2 
Synchronous response from DESP to confirm if a 

user is registered in DESP. 
GET /users/{userid} – Response 

3 Digital euro PSP sends a request to register user 
in DESP 

POST /users – Request 

 
3 Please see AM-1.1 Onboarding of an individual user part I (online) and AM-1.2 Onboarding of a business user 

(online and offline) 
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4 
Synchronous response from DESP to the call in 

Step 3. 

POST /users - Response 

 

5 

Digital euro PSP sends a request to register an 

alias linked to an existing DEAN (if DEAN was 

created upfront in a bulk request – please see 

POST /deans-bulks). 

POST /aliases - Request 

6 
Synchronous response from DESP to the call in 

Step 5. 
POST /aliases - Response 

 

B. The DEAN has not been created upfront; the PSP must register the user in DESP and requests 

only a DEAN creation (alias is registered at a later point of time using POST /aliases). 
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Figure 4 User onboarding B4 

API call Description Covered In section  

1 
Digital euro PSP sends a request to check 

whether a user is registered in DESP or not. 
GET /users/{userid} – Request 

2 
Synchronous response from DESP to confirm 

whether user is registered in DESP. 
GET /users/{userid} – Response 

3 Digital euro PSP sends a request to register user 
in DESP 

POST /users – Request 

4 
Synchronous response from DESP to the call in 

Step 3. 

POST /users - Response 

 

5 
Digital euro PSP sends a request to generate a 

DEAN (no alias registration). 
POST /deans - Request 

6 
Synchronous response from DESP to the call in 

Step 5. 
POST /deans - Response 

 

C. The DEAN has not been created upfront; the PSP must register the user in DESP, PSP requests 

a DEAN creation and alias registration. 

 

 

 
4 Please see AM-1.1 Onboarding of an individual user part I (online) and AM-1.2 Onboarding of a business user 

(online and offline) 
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Figure 5 User onboarding C5 

 

API call Description Covered In section  

1 
Digital euro PSP sends a request to check 

whether a user is registered in DESP or not. 
GET /users/{userid} – Request 

2 
Synchronous response from DESP to confirm 

whether the user is registered in DESP. 
GET /users/{userid} – Response 

 
5 Please see AM-1.1 Onboarding of an individual user part I (online) and AM-1.2 Onboarding of a business user 

(online and offline) 
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3 Digital euro PSP sends a request to register user 
in DESP 

POST /users – Request 

4 
Synchronous response from DESP to the call in 

Step 3. 

POST /users - Response 

 

5 
Digital euro PSP sends a request to generate a 

DEAN and register an alias. 
POST /aliases-deans - Request 

6 
Synchronous response from DESP to the call in 

Step 5. 
POST /aliases-deans - Response 

 

1.2.1.1.3. User lifecycle management  

A set of interfaces supporting user’s lifecycle management (updates to user’s data registered in DESP), 

as well as an update of an optional alias. To note: for registering an alias for a user that has already been 

onboarded, POST /aliases can be used, as described in previous section (point A). 

 

 

 

 

Figure 6 User lifecycle management – User registration update6 

 

 
6 Please see AM-4.2.2 End user (business) amendments (user registration) and AM-4.2.8 End user (business) 

amendments (new account) 
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API call Description Covered In section  

1 Digital euro PSP sends a request to update user 
registration data in DESP   

POST /users-updates – Request 

2 
Synchronous response from DESP to the call in 

Step 1. 
POST /users-updates – Response 

 

 

 

Figure 7 User lifecycle management – Alias registration update7 

API call Description Covered In section  

1 
[OPTIONAL] Digital euro PSP sends a 

request to update user’s alias value.  
POST /aliases-updates – Request 

2 
Synchronous response from DESP to 

the call in Step 1. 
POST /aliases-updates – Response 

 

1.2.1.1.4. User offboarding 

A set of interfaces supporting the offboarding of the user from the digital euro services. 

 

 
7 Please see AM-4.1.9 End user (individual) amendments (alias registration) 
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Figure 8 User offboarding8 

API call Description Covered In section  

1 

Digital euro PSP sends a request to remove DEAN 
to PSP mapping.  

. 

 POST /deans-deactivations - Request 

2 
Synchronous response from DESP to the call in 

Step 1. 
POST /deans-deactivations - Response 

3 Digital euro PSP sends a request to deregister 
user in DESP.  

POST / users/{userid}/deactivations – Request 

4 
Synchronous response from DESPto the call in 

Step 3. 
POST / users/{userid}/deactivations - Response 

 

1.2.1.2. Overview of API endpoints 

 

DESP API endpoints: For PSPs to submit requests to PSPs via DESP or to DESP. 

 
8 Please see AM-3.1 Offboarding of an individual user (online and offline) and  

AM-3.2 Offboarding of a business user (online and offline) 
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API nr Description Sending party Exposing party Covered In section 

1 

Verification whether the user is 

already registered in DESP (user 

lookup) or not. 

PSP DESP GET /users/{userid} 

2 Registration of the user in DESP. PSP DESP POST /users 

3 
Update of user registration data 

in DESP. 
PSP DESP POST / users-updates 

4 Offboarding of a user in DESP. PSP DESP 
POST / 

users/{userid}/deactivations 

5 Generation of a single DEAN. PSP DESP POST /deans 

6 

Generation of  multiple DEANs 

(bulk).  

Note: DEANs are active and can 

be assigned by the PSP to users 

directly. 

PSP DESP POST /deans-bulks 

7 

Deactivation of a DEAN in 

DESP. 

Note: The alias linked to the 

DEAN is deactivated at the same 

time. 

PSP DESP POST /deans-deactivations 

8 
Generation of a single DEAN 

and registration of a new alias. 
PSP DESP 

POST /aliases-deans 

 

9 
Registration of an alias for an 

existing DEAN. 
PSP DESP POST /aliases 

10 Update of an existing alias value. PSP DESP POST /aliases-updates 

 

1.2.1.3. DESP API for PSPs to send requests to DESP 

1.2.1.3.1. POST /users-lookups 

Applicable endpoints and methods: 
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Method Endpoint Resource Description 

GET /v1/users-lookups User Lookup of user registration in DESP 

 
 

1.2.1.3.1.1. GET /users/{user-id} – Request  

 
Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management sectionsection). 

▪ API specific header: not applicable. 

 

Data element Element description Type Presence indicator 

User-Id Unique User identifier generated by PSP 

based on a subset of mandatory attributes 

in the PID, according to the latest draft of 

the eIDAS Architecture Reference 

Framework (tbd). 

User ID M 

 
 
Request body 
Not applicable 
 

1.2.1.3.1.2. POST /users-lookups – Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management sectionsection). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: HTTP 404. Please refer to the section Technical 

errors (Introduction and exceptions management section). 

▪ In case of positive technical validation: HTTP Code 200. 
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Data 

element 

Description Type Presence indicator 

userId Unique user identifier  

generated by PSP based on a subset of 

mandatory attributes in the PID, according to 

the latest draft of the eIDAS Architecture 

Reference Framework (tbd). 

User ID M 

userType Indicates the type of user as specified by the 

PSP [individual, business]. 

User type M 

creationD

ateTime 

User creation date, current date. ISODateTime  C 

digitalEur

oAgent 

The identifier (BIC) of the PSP servicing the 

DEAN for the user that is provided in the 

request. 

Financial 

institution 

identification1 

M 

 
 
 

1.2.1.3.2. POST /users 

Applicable endpoints and methods 

Method Endpoint Resource Description 

POST /v1/users User User registration in DESP. 

 
 

1.2.1.3.2.1. POST /users – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body 
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Data 

element 

Description Type Presence indicator 

userId Unique user identifier generated 

by PSP based on a subset of 

mandatory attributes in the PID, 

according to the latest draft of the 

eIDAS Architecture Reference 

Framework (tbd). 

User ID M 

userType Indicates the type of user as 

specified by the PSP [individual, 

business]. 

User type M 

hashedTech

nicalProof 

The hashed technical proof is 

generated by the PSP and 

submitted to DESP. The data is 

stored in DESP. It is required for 

emergency switching function.  

Hashed 

technical proof 

M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the user Id provided in 

the request. 

Financial 

institution 

identification1 

M 

 
 

1.2.1.3.2.2. POST /users - Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 201. 

 

Data 

element 

Description Type Presence indicator 
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userId Unique user identifier generated 

by PSP based on a subset of 

mandatory attributes in the PID, 

according to the latest draft of the 

eIDAS Architecture Reference 

Framework (tbd). 

User ID M 

creationDat

eTime 

User creation date, current date. ISODateTime M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the user Id provided in 

the request. 

Financial 

institution 

identification1 

M 

 
 

1.2.1.3.3. POST /users-updates 

Applicable endpoints and methods: 

Method Endpoint Resource Description 

POST /v1/users-updates User Update of a user identifier in DESP. 

 

1.2.1.3.3.1. POST /users-updates – Request  

 
Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header:  not applicable. 

 
 

Request bodyRequest body 

Data element Description Type Presence indicator 

oldUserId Unique user identifier generated by PSP 

based on a subset of mandatory attributes in 

the PID, according to the latest draft of the 

eIDAS Architecture Reference Framework 

(tbd). 

User ID M 
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newUserId Unique user identifier generated by PSP 

based on a subset of mandatory attributes in 

the PID, according to the latest draft of the 

eIDAS Architecture Reference Framework 

(tbd). 

User ID M 

digitalEuroAgent The identifier (BIC) of the PSP servicing the 

DEAN provided in the request. 

Financial 

institution 

identificatio

n1 

M 
 

 

1.2.1.3.3.2. POST /users-updates – Response  

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and Eeceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 200. 

 

Data 

element 

Description Type Presence indicator 

userId Unique user identifier generated 

by PSP based on a subset of 

mandatory attributes in the PID, 

according to the latest draft of the 

eIDAS Architecture Reference 

Framework (tbd). 

User ID M 

updateDate

Time  

User update date, current date. ISODateTime M 

 



   
  

DRAFT DIGITAL EURO SCHEME RULEBOOK V0.91 - ANNEX D2 - BACK-END IMPLEMENTATION SPECIFICATIONS 

#2 - ACCESS MANAGEMENT AND ALIAS LOOKUP.DOCX  

PAGE 21 OF 69 

1.2.1.3.4. POST /users-deactivations 

Applicable endpoints and methods 

Method Endpoint Resource Description 

POST /v1/ users-deactivations User Offboarding a user from a PSP in DESP. 

 

1.2.1.3.4.1. POST /users-deactivations – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 
 

 
Request bodyRequest body 

Data 

element 

Description Type Presence 

indicator 

digitalEuroA

gent 

The identifier (BIC) of the PSP servicing the user 

Id provided in the request. 

Financial institution 

Identification1 

M 

userId Unique user identifier generated by PSP based 

on a subset of mandatory attributes in the PID, 

according to the latest draft of the eIDAS 

Architecture Reference Framework (tbd). 

User ID M 

 
 

1.2.1.3.4.2. POST /users-deactivations - Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 
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▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 200. 

 

Data 

element 

Description Type Presence indicator 

deactivation

DateTime 

User deactivation date, current 

date. 

ISODateTime M 

 
 

 

1.2.1.3.5. POST /deans  

 

DEAN generation by DESP 

Applicable endpoints and methods: 

Method Endpoint Resource Description 

POST /v1/deans DEAN Requesting generation of a single DEAN in DESP. 

 

1.2.1.3.5.1. POST /deans – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body 

Data 

element 

Description Type Presence indicator 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

Identification1 

M 
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indicatorDigit An indicator specifying a type of 

user a DEAN is requested for 

Indicator Digit M 

 

1.2.1.3.5.2. POST /deans - Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 201. 

 

Data 

element 

Description Type Presence indicator 

account Unique identifier of the digital euro 

payment account. 

Account 

reference 

M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 

 

creationDate

Time 

User creation date, current date. ISODateTime M 

1.2.1.3.6. POST /deans-bulks  

 

Bulk DEAN creation 

Applicable endpoints and methods: 

Method Endpoint Resource Description 

POST /v1/deans-bulks DEAN 

Generation of multiple DEANs (bulk).  

Note: DEANs are active and can be assigned by 

the PSP to users directly. 
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1.2.1.3.6.1. POST /deans-bulks – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request bodyRequest body 

Data 

element 

Description Type Presence indicator 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN(s). 

Financial 

institution 

identification1 

M 

numberOfDe

anss 

Number of requested DEANs 

Maximum numbers per request = 

100 

Number 

M 

indicatorDigit An indicator specifying a type of 

user a DEAN is requested for 

Indicator digit M 

 

1.2.1.3.6.2. POST /deans-bulks - Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 201. 

 

Response body returns an array of data elements specified below 
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Data 

element 

Description Type Presence indicator 

account Unique identifier of the digital euro 

payment account 

Account 

reference 

M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 
 

creationDate

Time 

DEAN creation date, current date. ISODateTime M 

 

1.2.1.3.7. POST /deans-deactivations  

 

DEAN deactivation  

Applicable endpoints and methods: 

Method Endpoint Resource Description 

POST /v1/deans-deactivations DEAN 

Deactivation of DEAN(s) in DESP. 

Note: The alias linked to the DEAN is deactivated 

at the same time. 

 

1.2.1.3.7.1. POST /deans-deactivations – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request 

body data 

element 

Description Type Presence indicator 
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account Unique identifier of the digital euro 

payment account, associated with 

the proxy alias (multiple values 

allowed). 

Account 

reference 

M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 
 

 

1.2.1.3.7.2. POST /deans-deactivations - Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 200. 

 

Response Body (to be repeated for each DEAN request) 

Data 

element 

Description Type Presence indicator 

account Unique identifier of the digital euro 

payment account. 

Account 

reference 

M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 

 

deactivation

DateTime 

User update date, current date. ISODateTime M 

 

1.2.1.3.8. POST /aliases  
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Alias registration  

Applicable endpoints and methods: 

Method Endpoint Resource Description 

POST /v1/aliases Proxy alias Registration of a new alias for an existing DEAN. 

 

1.2.1.3.8.1. POST /aliases – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request bodyRequest body 

Data 

element 

Description Type Presence indicator 

Alias The optional alias associated with 

the user’s DEAN. 

Proxy account 

identification 

M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 
 

Account Unique identifier of the digital euro 

payment account, associated with 

the proxy alias. 

Account 

reference 

M 

 

1.2.1.3.8.2. POST /aliases - Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 



   
  

DRAFT DIGITAL EURO SCHEME RULEBOOK V0.91 - ANNEX D2 - BACK-END IMPLEMENTATION SPECIFICATIONS 

#2 - ACCESS MANAGEMENT AND ALIAS LOOKUP.DOCX  

PAGE 28 OF 69 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 201. 

 

Data 

element 

Description Type Presence indicator 

account Unique identifier of the digital euro 

payment account, associated with 

the proxy alias. 

Account 

reference 

M 

alias  The optional alias associated with 

the user’s DEAN. 

Proxy account 

identification 

M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 
 

creationDate

Time 

Alias creation date, current date. ISODateTime M 

 

1.2.1.3.9. POST /aliases-deans  

 

Alias registration and DEAN creation (simoultanous) 

Applicable endpoints and methods: 

Method Endpoint Resource Description 

POST /v1/aliases-deans Proxy alias 
Simoultanous registering of a new alias and 

requesting a DEAN creation in DESP. 

 

1.2.1.3.9.1. POST /aliases-deans – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 
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Request body 

Data 

element 

Description Type Presence indicator 

alias  The optional alias associated with 

the user’s DEAN. 

Proxy account 

identification 

M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 
 

indicatorDigit An indicator specifying a type of 

user a DEAN is requested for 

Indicator digit M 

 

1.2.1.3.9.2. POST /aliases-deans - Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 201. 

 

Data 

element 

Description Type Presence indicator 

account Unique identifier of the digital euro 

payment account, associated with 

the proxy alias. 

Account 

reference 

M 

alias  Value of an alias, currently 

supported alias type is mobile 

phone number (MSISDN format). 

Proxy account 

identification 

M 



   
  

DRAFT DIGITAL EURO SCHEME RULEBOOK V0.91 - ANNEX D2 - BACK-END IMPLEMENTATION SPECIFICATIONS 

#2 - ACCESS MANAGEMENT AND ALIAS LOOKUP.DOCX  

PAGE 30 OF 69 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 
 

creationDate

Time 

Digital euro payment account 

creation date and alias registration 

date, current date. 

ISODateTime M 

 

1.2.1.3.10. POST /aliases-updates 

 

Proxy alias management 

Applicable endpoint and methods: 

Method Endpoint Resource Description 

POST /v1/aliases-updates Alias Update of an existing alias value (and type). 

 

1.2.1.3.10.1. POST /aliases-updates – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body 

Data 

element 

Description Type Presence indicator 

account Unique identifier of the digital euro 

payment account, which alias.is 

associated to. 

Account 

reference 

M 

currentAlias  Value of a alias, currently 

supported alias type is mobile 

phone number (MSISDN). 

Proxy account 

identification 

M 
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newAlias  Value of a alias, currently 

supported alias type is mobile 

phone number (MSISDN). 

Proxy Account 

identification 

M 

 

 

 

1.2.1.3.10.2. POST /aliases-updates – Response  

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 200. 

 

Data 

element 

Description Type Presence indicator 

newAlias  Value of an alias, currently 

supported alias type is mobile 

phone number (MSISDN). 

Proxy account 

identification 

O 

updateDateT

ime 

Alias update date, current date. ISODateTime M 

digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 
 

 

1.2.1.4. Exception management 

The table below contains a non-exhaustive list of errors, the codes used and some examples of when 

these errors may apply.  

Error code HTTP code Type Title Detail (example) 
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ALLOWED_VAL

UE_ERROR* 400 

Value-not-

allowed 

Value provided is not 

allowed 

Alias type 'EMAL' in alias 

registration request 

Invalid-period Invalid ‘from’ and/or 

invalid ‘to’ dates 

Reservation expiry date lies 

in the past 

FORMAT_ERRO

R 400 

Missing-field Mandatory field 

missing 

Alias type missing in alias 

registration request 

Data-format-

invalid Invalid data format 

Alias value '1234' with alias 

type 'MBNO' 

Data-type-

invalid Invalid data type 

Alias type 'MAIL' is not a 

correct value 

Data-range-

invalid Invalid data range   

Format-

incorrect Incorrect format 

Alias type 'EMAIL' in alias 

registration request 

Type-format-

incorrect Invalid type format 

ISODateTime containing 

alphanumeric characters 

ALIAS_NOT_FOU

ND 404 

Resource-not-

found 
Resource not found The alias does not exist. 

LIMIT_REACHED 400 

Limit-reached Maximum number of 

contractual 

arrangements for the 

user has been 

reached. 

Request to register an 

individual user that already 

has a digital euro payment 

account 

ALREADY_EXIST

S 400 

Resource-

exists 
Resource already 

exists 

The alias to be registered 

already exists in DESP. 
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2. Alias lookup service  

2.1. Service description 

Alias lookup supports different use cases: 

1. Consumer-to-business (e-commerce) via alias: 

Business user accepts digital euro payments via alias and the acquiring PSP looks up the alias of the payer 

in the back end to retrieve an associated DEAN and payer PSP ID, necessary for routing,  before requesting 

the payment. The steps in the table that are out of scope of this specification are greyed out and are covered 

in Annex D1.1 – Front-end Specification, or Annex D2 - Settlement.  

 

 

Figure 9 E-commerce via alias – high-level 

flow 

Step Description 

1 (Out of scope) Individual user enters proxy alias 

2 (Out of scope) Business user initiates payment request 

based on provided proxy alias 

3, 4 Acquiring PSP requests alias resolution  

5 (Out of scope) Without passing the resolved alias (DEAN 

and PSP ID) back to business user, the PSP requests 

the payment. 

 

2. P2P payment via alias: 

Individual user (payer) pays another individual user using the alias of the payee. The distributing PSP looks 

up the alias of the payee in the back end to retrieve an associated DEAN and payee PSP ID, necessary for 

routing, before instructing the payment. The steps in the table that are out of scope of this specification are 

greyed out and are covered in Annex D1.1 – Front-end Specification. 

 

Step Description 

1 (Out of scope) Individual user enters payee‘s alias 

2  (Out of scope) Individual submits a alias payment 

request to a PSP 
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Figure 10 P2P payment via alias – high-

level flow 

3, 4 PSP requests and receives a resolved alias from 

DESP 

 

3. P2P payment request via alias: 

Individual user (payee) requests a payment from another individual user (payer) entering the alias of the 

payer. The distributing PSP looks up the alias of the payer in the back end to retrieve an associated DEAN 

and payer PSP ID, necessary for routing, before requesting the payment. The steps in the table that are 

out of scope of this specification are greyed out and are covered in Annex D1 Frontend specifications. 

 

 

Figure P2P payment request via alias  

Step Description 

1 (Out of scope) Individual user enters payer‘s proxy 

alias, 

2 (Out of scope) Proxy alias is sent to PSP 

3, 4 PSP requests and receives resolved proxy alias 

from DESP 

5 (Out of scope) PSP sends a payment request to 

DESP 

 

4. Consumer-to-business (e-commerce) account-to-account payment (via DEAN) 

The business user accepts digital euro payments via DEAN and the acquiring PSP looks up the PSP ID of 

the payer in the back end to resolve it before requesting the payment. The steps in the table that are out of 

scope of this specification are greyed out and are covered in the Annex D1 Front-end specification. 
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Figure E-commerce payment via DEAN 

 

 

 

5. P2P account-to-account payment (via DEAN) 

The individual user (payer) pays another individual user using the DEAN of the payee. The PSP ID of the 

payee needs to be retrieved in order to route the payment to the correct PSP. The steps in the table that 

are out of scope of this specification are greyed out and are covered in Annex D1 Frontend specifications. 

 

 

 

Figure P2P payment via DEAN 

 

2.2. Function description 

Payer- or payee-initiated payment with alias 

• A user can optionally use an additional alias for P2P and remote payments instead of a DEAN. 

• An alias can be assigned to only one DEAN. 

• Only one alias value is allowed per alias type. 

• Only the mobile phone number (“MSISDN”) are allowed as additional alias type.  

Step Description 

1 (Out of scope) Individual user enters DEAN 

2 (Out of scope) Business user initiates 

payment request based on provided DEAN 

3, 4 Acquiring PSP requests and receives a PSP 

ID linked to the DEAN from the DESP 

5 The PSP requests the payment. 

Step Description 

1 (Out of scope) Individual user enters payee‘s 

DEAN 

2 (Out of scope) DEAN is sent to payer’s PSP 

3, 4 Payer’s PSP requests and receives from the 

DESP a PSP ID linked to the DEAN  
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Payer payments with DEAN 

• For payer-initiated DEAN payments, the PSP of the payer will use the alias lookup service to retrieve 

the PSP ID of the payee transaction to ensure the payment request can be routed to the right party.   

 

2.3. Interface description 

This section provides a detailed description of the interface designed to facilimate communication 

between PSPs and the DESP for the alias lookup service. The interface is based on RESTful API 

principles and the data format utilised is JSON (JavaScript Object Notation). 

2.3.1. Sequence diagrams 

2.3.1.1. Alias mapping lookup 

 

 

 

Figure 11 Alias mapping flow9 

 

API call Description Covered In section  

 
9 Please see TM-2.2 E-commerce (incl. C2G) payment with alias or DEAN, TM-3.5 P2P payment with alias (payer 
initiated), TM-3.6 P2P payment with alias (payee initiated) and TM-4.1.3 Recurring e-commerce payment via alias or 

DEAN 
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1 

Digital euro PSP sends a request to retrieve a 

DEAN and PSP ID using an alias as a body 

parameter. 

POST / lookups/aliases – Request 

2 
Synchronous response from DESP with 

requested details in call 1. 
POST / lookups/aliases – Response 

 

2.3.1.2. DEAN mapping lookup 

 

  

 

Figure 12 DEAN mapping flow10 

 

API call Description Covered In section  

1 
Digital euro PSP sends a request to retrieve PSP 

ID using DEAN as a body parameter. 
POST /lookups/deans – Request 

 
10 Please see TM-2.2 E-commerce (incl. C2G) payment with alias or DEAN, TM-3.10 P2P Account to account 
payment with DEAN (payer initiated) – same PSP, TM-3.11 P2P Account to account payment with DEAN (payer 
initiated) - different PSPs, TM-3.12 P2P payment with DEAN (payee initiated) and TM-4.1.3 Recurring e-commerce 

payment via alias or DEAN 
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2 
Synchronous response from DESP with 

requested details in call 1. 
POST / lookups/deans – Response 

 

2.3.2. Overview of API endpoints 

DESP API endpoints: For PSPs to submit requests to PSPs via DESP or to DESP. 

API nr Description Sending party Exposing party Covered In section 

1 

A request to retrieve a DEAN 

and PSP ID using an alias as 

a body parameter. 

PSP DESP POST /lookups/alias 

2 

A request to retrieve PSP ID 

using DEAN as a body 

parameter. 

PSP DESP POST /lookups/dean 

 

PSP API endpoints: For DESP to push or forward messages to PSPs. 

Not applicable. 

2.3.3. DESP API for PSPs to send requests to DESP 

2.3.3.1. POST / lookups/aliases  

P2P payment and payment request via proxy alias 

Applicable endpoint and methods: 

Method Endpoint Resource Description 

POST /v1/lookups/aliases Alias 

P2P Alias lookup request to retrieve a 

DEAN using an alias as a body 

parameter. 

 

2.3.3.1.1. POST / lookups/aliases – Request  

 
Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 
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Request body 

Data elements for requests supporting payer and payee initiated payment with a proxy alias. 

Data element Description Type Presence indicator 

alias  Value of a alias, currently 

supported alias type is mobile 

phone number. 

Proxy Account 

Identification 

M 

2.3.3.1.2. POST / lookups/aliases – Response 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 200. 

 

Data element Description Type Presence indicator 

alias  Value of an alias, currently 

supported alias type is mobile 

phone number (MSISDN 

format). 

Proxy account 

identification 

M 

account  Payer's (C2B or P2P payment) 

or Payee's (P2P payment) digital 

euro account number. 

Account 

reference 

M 

digitalEuroAgent The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 
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2.3.3.2. POST /lookups/deans 

Applicable endpoint and method: 

Method Endpoint Resource Description 

POST /v1/lookups/deans Alias 
PSP ID or alias lookup using a DEAN as 

a body parameter 

 

2.3.3.2.1. POST /lookups/deans – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

Request body 

Data 

element 

Description Type Presence indicator 

account The DEAN of the user whose PSP 

ID is requested. 

Account 

reference 

M 

2.3.3.2.2. POST / lookups/deans – Response  

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors. 

▪ In case of positive technical validation: HTTP Code 200. 

 

Data 

element 

Description Type Presence indicator 

account The DEAN of the user whose PSP 

ID is requested. 

Account 

reference 

M 
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digitalEuroA

gent 

The identifier (BIC) of the PSP 

servicing the DEAN provided in 

the request. 

Financial 

institution 

identification1 

M 

 

2.3.4. Error handling 

The table below contains a non-exhaustive list of errors, the codes used and some examples of when 

these errors may apply.  

Error code HTTP code Type Title Detail (example) 

ALLOWED_VAL

UE_ERROR* 400 

Value-not-

allowed Value provided is 

not allowed 

Alias type 'EMAL' in 

alias registration 

request 

FORMAT_ERRO

R 400 

Missing-field Mandatory field 

missing 

Alias type missing in 

alias lookup request 

Data-format-

invalid Invalid data format 

Alias value '1234' with 

alias type 'MBNO' 

Data-type-

invalid Invalid data type 

Alias type 'MAIL' is not 

a correct value 

Format-

incorrect Incorrect format 

Alias type 'EMAIL' in 

alias lookup request. 

ALIAS_NOT_FOU

ND 404 

Resource-not-

found 
Resource not found 

The alias does not 

exist. 

 

  



   
  

DRAFT DIGITAL EURO SCHEME RULEBOOK V0.91 - ANNEX D2 - BACK-END IMPLEMENTATION SPECIFICATIONS 

#2 - ACCESS MANAGEMENT AND ALIAS LOOKUP.DOCX  

PAGE 42 OF 69 

Annex A: Switching v0.90 carried-over content for information only 
 

 

Disclaimer 

This annex is included for completeness and contains content carried over from v0.90. 

The content has not been further updated or reviewed as part of v0.91. It is therefore 

provided for information only and is not subject to additional review in this release. 

The content will be reviewed, updated and incorporated into the main specification body 

in a future release. 

 

A.1 Service description  

The Access Management Service supports a set of user-centric functions covering onboarding and 

lifecycle management of digital euro users, their accounts and payment instruments.  

The distributing PSPs need in addition to support account switching (portability) function.  

The steps in the table that are out of scope of this specification are greyed out and are covered by Annex 

D1 (front-end specifications).  

Acquiring PSP requirements are not applicable for switching. 

  

  

Figure 1 Access management high-level 

flow  

  

  

Step  Description  

1  (Out of scope) Individual user interacts 

with distributing PSP to set up or to manage the 

digital euro account.  

2  The PSP interacts with DESP to conduct necessary 

steps.  

3  DESP returns onboarding or digital euro 

management responses.  
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A.1.1 Function description 

Switching 

In case an user intends to transfer an existing digital euro account from one to another PSP, a dedicated 

switching function (portability) of the user’s account must be supported by PSPs. A specific subfunction 

in exceptional circumstances is the emergency switching, which does not require the involvement of the 

current PSP. 

A.1.1.1 Interface description 

This section provides a detailed description of the interface designed to facilimate communication between 

PSPs and the DESP for the access management service. The interface is based on RESTful API principles 

and the data format utilised is JSON (JavaScript Object Notation). 

A.1.1.1.1 Overview of covered scenarios 

The section below includes an overview of the scenarios that are supported in the access management 

service with corresponding interfaces. For each interface, a reference to the respective section containing 

details on the supported messages is included. 

A.1.1.1.1 Switching – standard 

Interfaces for messages supporting standard switching functions. The switching function consists of 

following subprocesses: 

• Validation of the switching request, sent by the destination PSP to the origin PSP; 

• Confirmation of the switching request by the destination PSP; 

• Switching of an user ID to a destination PSP; 

• Switching of an account from origin to destination PSP; 

• Re-assigning of a proxy alias from origin to destination PSP: 

o New PSP checks whether an user has any proxy alias registered for the DEAN (proxy alias 

lookup); 

o New PSP requests an user to confirm that the alias can be re-attributed to a new PSP 

(please refer to Annex D1 Frontend specifications); 

o New PSP requests an update of the alias-PSP ID mapping (please refer to section 

PUT/alias – alias management). 

• Importing of account information from origin PSP: transaction history and active standing orders. 
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The overview of applicable endpoints can be found in a table below, where the detailed description of 

endpoints can be found in the DESP API section, with few exceptions referred to PSP API sections. 
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Figure Switching – standards process 
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API call Description Covered in sectionCovered in section  

1 
Destination (new) PSP sends a request to check if 

an user is registered in DESP. 
GET/ users/{userID} – Request 

2 
Synchronous response from DESP to call 1 to 

confirm if an user is registered in DESP. 
GET/ users/{userID} – Response 

3 

Destination (new) PSP sends a request to switch a 

digital euro payment account for a user to the 

Origin (current) PSP. 

POST/portability/validations – Request 

4 
Synchronous response from DESP to confirm 

receipt of the message sent in API call 3. 
POST/portability/validations – Response 

5 
DESP forwards switching request from API call 3 

to the Origin PSP. 
POST/portability/validations – Request 

6 
Synchronous response from DESP to confirm 

receipt of the message sent in API call 5. 
POST/portability/validations – Response 

7 

Origin PSP sends via DESP a validation of the 

switching request of Destination PSP. If the 

switching request is valid, in the response the 

Origin PSP includes information on the user’s 

outstanding digital euro holdings.  

POST/portability/validationsresponse – Request 

8 
Synchronous response from DESP to confirm 

receipt of the message sent in API call 7. 
POST/portability/validationsresponse – Response 

9 
DESP forwards switching request validation from 

API call 7 to the Destination PSP. 
POST/portability/validationsresponse – Request 

10 
Synchronous response from Destination PSP to 

confirm receipt of the validation. 
POST/portability/validationsresponse – Response 

11 
Destination PSP sends a request to DESP to 

retrieve an alias of the user. 
POST/lookups/psp – Request 
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12 

Synchronous response from DESP to call 11, 

including alias of the user in the response (if 

registered in DESP). 

POST/ lookups/psp – Response 

13 

Destination PSP sends a request to: update user 

to PSP mapping in DESP; update DEAN to PSP 

mapping; (optional) update user’s alias to PSP 

mapping. Each call can be executed separately. 

PUT/users/{userid} – Request 

PUT/deans – Request 

PUT/alias – Request 

14 
Synchronous response from DESP to confirm the 

requested update from call 13. 

PUT/users/{userid} – Response 

PUT/deans – Response 

PUT/alias – Response 

15 

(Optional) Destination PSP sends via DESP a 

request to Origin PSP to receive user’s (1) 

standing orders; (2) transaction history. 

POST/ portability/transactionhistory – Request 

POST/ portability/standingorders – Request 

16 
DESP forwards the request from API call 15 to the 

Destination PSP. 

(PSP API) 

POST/ portability/transactionhistory – Request 

POST/ portability/standingorders – Request 

17 
Origin PSP sends via DESP transaction history / 

standing orders. 

POST/ portability/transactionhistory – Response 

POST/ portability/standingorders – Response 

18 
DESP forwards transaction history / standing 

orders from API call 19 to the Destination PSP. 

(PSP API) 

POST/ portability/transactionhistory – Response 

POST/ portability/standingorders – Response 

 

A.1.1.1.2 Switching – emergency 

Interfaces for messages supporting emergency switching functions. The emergency switching function 

consists of the following subprocesses: 

• Validation of the switching request, sent by the destination PSP to DESP; 

• Confirmation of the switching request by DESP; 

• Switching of an user ID to a destination PSP; 
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• Switching of digital euro holdings and DEAN from origin account to account with destination PSP; 

• Re-assigning of a proxy alias from origin to destination PSP: 

o PSP checks whether an user has any proxy alias registered for the DEAN (proxy alias 

lookup); 

o PSP requests an user to confirm that the alias can be re-attributed to a (destination) PSP 

(please refer to Annex D1 – Front-end specifications); 

o PSP requests an update of the alias-PSP ID mapping (please refer to section PUT/alias – 

alias management). 

• Importing of account information from origin PSP (transaction history and active standing orders) 

is not applicable for the emergency switching. 
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Figure Switching - emergency 

 

API call Description Covered in sectionCovered in section  

1 
Destination (new) PSP sends a request to check if 

an user is registered in DESP. 
GET/ users/{userID} – Request 

2 
Synchronous response from DESP to call 1 to 

confirm if an user is registered in DESP. 
GET/ users/{userID} – Response 

3 

Destination (new) PSP sends a request to switch a 

digital euro payment account for an user to the 

DESP. The request contains a flag for an 

emergency switching. 

POST/portability/validations – Request 

4 
Synchronous response from DESP to confirm the 

request to switch sent in API call 3. 
POST/portability/validations – Response 

5 
Origin PSP sends a request to DESP to retrieve 

an alias of the user. 
POST/lookups/psp – Request 

6 

Synchronous response from DESP to call 5, 

including alias of the user in the response (if 

registered in DESP). 

POST/ lookups/psp – Response 

7 

Destination PSP sends a request to: update user 

to PSP mapping in DESP; update DEAN to PSP 

mapping; (optional) update user’s alias to PSP 

mapping. Each call can be executed separately. 

PUT/users/{userid} – Request 

PUT/deans – Request 

PUT/alias – Request 

8 
Synchronous response from DESP to confirm the 

requested update from call 7. 

PUT/users/{userid} – Response 

PUT/deans – Response 

PUT/alias – Response 

 

A.1.1.1.2 Overview of API endpoints 

 

DESP API endpoints: For PSPs to submit requests to PSPs via DESP or to DESP. 
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API nr Description Sending party Exposing party Covered in section 

8 

Validation request sent by 

destination PSP to origin PSP to 

check if switching is applicable. 

PSP DESP POST/portability/validations 

9 
Confirmation of switching by 

origin PSP sent via DESP. 
PSP DESP 

POST/ 

portability/validationsresponse 

10 

Requesting of transaction history 

of an user by the destination PSP 

from the origin PSP via DESP 

that will forward the message. 

PSP DESP 
POST/ 

portability/transactionhistory 

11 

Requesting of standing order 

information of an user by the 

destination PSP from the origin 

PSP via DESP. 

PSP DESP 
POST/ 

portability/standingorders 

 

PSP API endpoints: For DESP to push or forward messages to PSPs. 

API 

call 
Description Sending party Exposing party Covered in section 

1 

DESP forwards the validation 

request it received from the 

origin PSP to the destination 

PSP. 

Origin PSP via 

DESP 

Destination PSP 

via DESP 
POST/ portability/validations 

2 

DESP forwards the confirmation 

it received from the origin PSP to 

the destination PSP. 

Origin PSP via 

DESP 

Destination PSP 

via DESP 

POST/ 

portability/validationsresponse 

3 

DESP forwards the message it 

received from the destination 

PSP to the origin PSP. 

Origin PSP via 

DESP 

Destination PSP 

via DESP 

POST/ 

portability/transactionhistory 

4 

DESP forwards the message it 

received from the destination 

PSP to the origin PSP. 

Origin PSP via 

DESP 

Destination PSP 

via DESP 

POST/ 

portability/standingorders 
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A.1.1.1.3. DESP API for PSPs to send requests to DESP 

 

A.1.1.1.3.1 POST/portability/validations 

Inter-PSP message switched via DESP, in case of a standard switching sent from destination PSP to the 

origin PSP, and in case of an emergency switching sent from the destination PSP to DESP. The use case 

is determined based on the “switching type” in the body of the request. 

Applicable endpoint and methods: 

Method Endpoint Resource Description 

POST 
 

 /v1/portability/validations 
Portability(DEAN) 

Validation request sent by destination 

PSP to origin PSP to check if switching 

is applicable. 

 

A.1.1.1.3.1.1 POST/portability/validations – Request  

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body 

Data 

element 

Description Type Lengt

h 

Presence indicator 

User ID Unique User ID generated by 

PSP as hashing result of 

individual user data to be 

specified . 

STR tbd M 

User type Indicates the type of user 

[individual, business]. 

SSET 4 M 

Destination 

PSP ID 

A PSP identifier (BIC) to whom 

the user wishes to switch its 

account identifier. 

STR 11 M 
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Origin PSP 

ID 

A PSP identifier (BIC) with whom 

a user has an existing 

relationship. 

STR 11 M 

Origin 

hashed 

technical 

proof 

User’s hashed technical proof, 

generated by the Origin PSP. 

Used to prove ownership of 

user’s holdings in emergency 

switching. 

STR tbd C 

If emergency switching, then 

M 

Switching 

type 

A type of switching [Standard, 

Emergency] that determines 

whether the request is forwarded 

to the destination PSP via 

DESP, or if DESP responds 

directly in case of the emergency 

switching.  

SSET 4 M 

 

 

A.1.1.1.3.1.2 POST/portability/validations – Response  

Response header 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

▪ In case of positive technical validation: HTTP Code 200. 

 

A.1.1.1.3.2 POST/ portability/validations-response 

Inter-PSP message switched via DESP, not applicable in the emergency switching, sent from the origin 

PSP to the destination PSP. 

Applicable endpoint and methods: 

Method Endpoint Resource Description 
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POST /v1/portability/validationsresponse Portability(DEAN) Confirmation of switching by origin PSP. 

 

A.1.1.1.3.2.1 POST/portability/validations-response – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body 

Data 

element 

Description Type Length Presence indicator 

User ID Unique User ID generated by PSP 

as hashing result of individual user 

data to be specified . 

STR Tbd M 

User type Indicates the type of user, either 

individual user or business user. 

SSET 4 M 

Destination 

PSP ID 

A PSP identifier (BIC) to whom the 

user wishes to switch its account 

identifier. 

STR 11 M 

Origin PSP 

ID 

A PSP identifier (BIC) with whom a 

user has an existing relationship. 

STR 11 M 

 

A.1.1.1.3.2.2 POST/portability/validations-response – Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 
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▪ In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

▪ In case of positive technical validation: HTTP Code 200. 

 

Data 

element 

Description Type Length Presence indicator 

User ID Unique user ID generated by PSP 

as hashing result of individual user 

data to be specified.  

STR Tbd M 

User type Indicates the type of user 

[individual, business]. 

SSET 4 M 

Destination 

PSP ID 

A PSP identifier (BIC) to whom the 

user wishes to switch its account 

identifier. 

STR 11 O 

Origin PSP 

ID 

A PSP identifier (BIC) with whom a 

user has an existing relationship. 

STR 11 O 

Account 

balance 

Account balance imported from the 

origin PSP at the point of time of 

the switching. 

NUM 14.3 M 

If outstanding account balance 

at the origin PSP 

 

A.1.1.1.3.3 POST/ portability/transaction-history 

Import of transaction history  

Inter-PSP message switched via DESP, not applicable for emergency switching. 

 

Applicable endpoints and methods: 

Method Endpoint Resource Description 

POST 
/v1/ portability/transaction-

history 

Portability 

(transaction 

history) 

Requesting of transaction history of a user by the 

destination PSP from the origin PSP via DESP 

that will forward the message. 
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A.1.1.1.3.3.1 POST/ portability/transaction-history – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 
Request body – encrypted  

Data 

element 

Description Type Length Presence indicator 

Switching 

status 

Sent by the Origin PSP to 

Destination PSP to confirm 

the completion of the 

switching process. 

SSET tbd M 

DEAN Unique identifier of the 

digital euro payment 

account. 

STR 18 M 

Destination 

PSP ID 

A PSP identifier (BIC) to 

whom the user wishes to 

switch its account identifier. 

STR 11 M 

Origin PSP 

ID 

A PSP identifier (BIC) with 

whom a user has an 

existing relationship. 

STR 11 M 

Transaction 

history date 

from 

User’s transaction history 

recorded by the Origin PSP 

from to the date defined. 

ISODateTime 26 C  

Not available in emergency switching. 

Transaction 

history date 

to 

User’s transaction history 

recorded by the Origin PSP 

up to the date defined. 

ISODateTime 26 C 

Not available in emergency switching. 

A.1.1.1.3.3.2 POST/ portability/transaction-history – Response  

 

Response header 
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▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section).. 

▪ In case of positive technical validation: HTTP Code 200. 

 

Response body (multiple occurrences allowed) - encrypted  

Data 

element 

Description Type Length Presence indicator 

Payer 

Name 

The name of the payer of 

the transaction. 

STR 70 M 

Payer 

DEAN 

The digital euro payment 

account number of the 

payer of the transaction. 

STR 18 M 

Digital euro 

payer PSP 

ID 

Unique identifier (BIC) of 

the PSP of the payer of the 

transaction. 

STR 11 M 

Payee 

Name 

The name of the payee of 

the transaction. 

STR 70 M 

Payee 

DEAN 

The digital euro payment 

account number of the 

payee of the transaction 

STR 18 M 

Digital euro 

payee PSP 

ID 

Unique identifier (BIC) of 

the PSP of the payee of the 

transaction. 

STR 11 M 

Amount Amount of the transaction. STR 14.3 M 

Currency Currency in which the 

amount of the transaction is 

expressed. 

SSET 3 M, EUR 



   
  

DRAFT DIGITAL EURO SCHEME RULEBOOK V0.91 - ANNEX D2 - BACK-END IMPLEMENTATION SPECIFICATIONS 

#2 - ACCESS MANAGEMENT AND ALIAS LOOKUP.DOCX  

PAGE 57 OF 69 

Purpose 

code 

Predefined code to indicate 

the purpose of the payment. 

SSET 4 M 

Unstructure

d remittance 

information 

The field provides additional 

information about (the 

purpose of) the transaction 

in free format text. It is 

mandatory to include this 

field if the user provides the 

remittance. 

STR 140 C, either structured or unstructured 

remittance information (not both) 

Structured 

remittance 

information  

The fields provide additional 

information about (the 

purpose of) the transaction 

in a standardised and 

structured format. It may 

include a type, a reference 

to a standard and a value. It 

is mandatory to include this 

field if the user provides the 

remittance. 

STR (TBD) TBD C, either structured or unstructured 

remittance information (not both). 

 

 

A.1.1.1.3.4 POST/ portability/standing-orders 

Import of standing orders 

Inter-PSP message switched via DESP, not applicable for emergency switching.  

Applicable endpoints and methods: 

Method Endpoint Resource Description 

POST /v1/ portability/standing-orders 
Portability (standing 

orders) 

Requesting of standing order information of a 

user by the destination PSP from the origin PSP 

via DESP that will forward the message (see 

endpoint below). 

A.1.1.1.3.4.1 POST/ portability/standing-orders – Request  

 

Request header: 
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▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body 

Data 

element 

Description Type Length Presence indicator 

DEAN Unique identifier of the 

digital euro payment 

account. 

STR 18 M 

Destination 

PSP ID 

An PSP identifier (BIC) to 

whom the user wishes to 

switch its account identifier. 

STR 11 M 

Origin PSP 

ID 

An PSP identifier (BIC) with 

whom a user has an 

existing relationship. 

STR 11 M 

 

A.1.1.1.3.4.2 POST/ portability/standing-orders – Response 

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

▪ In case of positive technical validation: HTTP Code 200. 

 

Response body (multiple occurrences allowed) 

Data element Description Type Length Presence indicator 
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Standing 

order start 

date 

User’s standing orders 

saved with the Origin 

PSP. 

ISODateTime 26 C, O 

Not available in emergency switching. 

Standing 

order valid to 

date 

Validity of the standing 

order, valid to date 

ISODateTime 26 C 

Not available in emergency switching. 

Standing 

order 

identification 

Unique and unambiguous 

identification for a 

standing order, as 

assigned by the account 

servicer or the account 

owner. 

STR 35 C 

Not available in emergency switching. 

Standing 

order 

frequency 

How frequent the standing 

order should be initiated.. 

SSET tbd C  

Not available in emergency switching. 

Payee Name The name of the payee of 

the transaction. 

STR 70 M 

Payee DEAN The digital euro payment 

account number of the 

payee of the standing 

order. 

STR 18 M 

Digital euro 

payee PSP 

ID 

Unique identifier (BIC) of 

the PSP of the payee of 

the standing order. 

STR 11 M 

Amount Amount to be transferred 

from payer to payee. 

STR 14.3 M 

Currency Currency in which the 

amount is expressed. 

SSET 3 M, EUR 

Purpose code Predefined code to 

indicate the purpose of 

the payment. 

SSET 4 M 
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Unstructured 

remittance 

information 

The field provides 

additional information 

about (the purpose of) the 

transaction in free format 

text. It is mandatory to 

include this field if the 

user provides the 

remittance. 

STR 140 C, either structured or unstructured 

remittance information (not both) 

Structured 

remittance 

information  

The fields provide 

additional information 

about (the purpose of) the 

transaction in a 

standardised and 

structured format. It may 

include a type, a 

reference to a standard 

and a value. It is 

mandatory to include this 

field if the user provides 

the remittance. 

STR (TBD) TBD C, either structured or unstructured 

remittance information (not both). 

 

 

A.1.1.1.4 PSP API for PSPs to receive requests from DESP 

A.1.1.1.4.1 POST/ portability/validations 

Applicable endpoint and methods: 

Method Endpoint Resource Description 

POST /v1/portability/validations Portability(DEAN) 

DESP forwards the validation request it 

received from the origin PSP to the 

destination PSP. Not applicable in 

emergency switching 

 

A.1.1.1.4.1.1 POST/portability/validations – Request  

Request header: 
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▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body 

Data 

element 

Description Type Length Presence indicator 

User ID Unique User ID generated by PSP 

as hashing result of individual user 

data to be specified. 

STR tbd M 

User type Indicates the type of user 

[individual, business]. 

SSET TBD M 

Destination 

PSP ID 

A PSP identifier (BIC) to whom the 

user wishes to switch its account 

identifier. 

STR 11 M 

Origin PSP 

ID 

A PSP identifier (BIC) with whom a 

user has an existing relationship. 

STR 11 M 

Origin 

hashed 

technical 

Proof 

User’s hashed technical proof, 

generated by the Origin PSP. Used 

to proof ownership of user’s 

holdings in emergency switching. 

STR tbd C 

If emergency switching, then 

M 

Destination 

hashed 

technical 

proof 

User’s hashed technical proof, 

generated by the Destination PSP.  

STR 11 C 

If emergency switching, then 

M 

Switching 

type 

A type of switching [Standard, 

Emergency] that determines 

whether the request is forwarded 

to the destination PSP, or DESP 

responds directly in case of the 

emergency switching.  

SSET tbd M 
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A.1.1.1.4.1.2 POST/portability/validations – Response 

Response technical header 

Please refer to section Technical header (Introduction and Exceptions management section). 
 

Response body 

In case it is a positive validation result: HTTP Code 200. 

 

A.1.1.1.4.2 POST/ portability/validations-response 

Inter-PSP message switched via DESP, not applicable in the emergency switching, sent from the origin 

PSP to the destination PSP. 

 

Applicable endpoint and method: 

Method Endpoint Resource Description 

POST /v1/portability/validations-response Portability(DEAN) 

DESP forwards the confirmation it 

received from the origin PSP to the 

destination PSP. 

 

A.1.1.1.4.2.1 POST/portability/validations-response – Request  

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body 

Data 

element 

Description Type Length Presence indicator 

User ID Unique User ID generated by PSP 

as hashing result of individual user 

data to be specified. 

STR Tbd M 

User type Indicates the type of user, either 

individual user or business user. 

SSET Tbd M 
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Destination 

PSP ID 

A PSP identifier (BIC) to whom the 

user wishes to switch its account 

identifier. 

STR 11 M 

Origin PSP 

ID 

A PSP identifier (BIC) with whom a 

user has an existing relationship. 

STR 11 M 

 

A.1.1.1.4.2.2 POST/portability/validations-response – Response  

Response header 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

▪ In case of positive technical validation: HTTP Code 200. 

 

Data 

element 

Description Type Length Presence indicator 

User ID Unique User ID generated by PSP 

as hashing result of individual user 

data to be specified. 

STR Tbd M 

User type Indicates the type of user 

[individual, business]. 

SSET tbd M 

Destination 

PSP ID 

A PSP identifier (BIC) to whom the 

user wishes to switch its account 

identifier. 

STR 11 O 

Origin PSP 

ID 

A PSP identifier (BIC) with whom a 

user has an existing relationship. 

STR 11 O 

Account 

balance 

Account balance imported from the 

origin PSP at the point of time of 

the switching.  

STR 14.3 M 
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A.1.1.1.4.3 POST/ portability/transaction-history 

Inter-PSP message switched via DESP, not applicable for emergency switching. 

 

Applicable endpoints and methods: 

Method Endpoint Resource Description 

POST 
/v1/ portability/transaction-

history 

Portability 

(transaction history) 

DESP forwards the message it received from the 

destination PSP to the origin PSP. 

 

A.1.1.1.4.3.1 POST/ portability/transaction-history – Request  

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body – encrypted  

Data 

element 

Description Type Length Presence indicator 

Switching 

status 

Sent by the Origin PSP to 

Destination PSP to confirm 

the completion of the 

switching process. 

SSET tbd M 

DEAN Unique identifier of the 

digital euro payment 

account. 

STR 18 M 

Destination 

PSP ID 

An PSP identifier (BIC) to 

whom the user wishes to 

switch its account identifier. 

STR 11 M 

Origin PSP 

ID 

An PSP identifier (BIC) with 

whom a user has an 

existing relationship. 

STR 11 M 
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Transaction 

history date 

from 

User’s transaction history 

recorded by the Origin PSP 

from to the date defined. 

ISODateTime 26 C  

Not available in emergency switching. 

Transaction 

history date 

to 

User’s transaction history 

recorded by the origin PSP 

up to the date defined. 

ISODateTime 26 C 

Not available in emergency switching. 

A.1.1.1.4.3.2 POST/ portability/transaction-history – Response  

 

Response header 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements - encrypted 

▪ In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

▪ In case of positive technical validation: HTTP Code 200. 

 

Data 

element 

Description Type Length Presence indicator 

Payer 

Name 

The name of the payer of 

the transaction. 

STR 70 M 

Payer 

DEAN 

The digital euro payment 

account number of the 

payer of the transaction. 

STR 18 M 

Digital euro 

payer PSP 

Unique identifier of the PSP 

of the payer of the 

transaction. 

STR 11 M 

Payee 

Name 

The name of the payee of 

the transaction. 

STR 70 M 
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Payee 

DEAN 

The digital euro payment 

account number of the 

payee of the transaction. 

STR 18 M 

Digital euro 

payee PSP 

Unique identifier of the PSP 

of the payee of the 

transaction. 

STR 11 M 

Amount Amount of the transaction. STR 14.3 M 

Currency Currency in which the 

amount is expressed. 

SSET 3 M, EUR 

Purpose 

code 

Predefined code to indicate 

the purpose of the payment. 

SSET 4 M? 

Unstructure

d remittance 

information 

The field provides additional 

information about (the 

purpose of) the transaction 

in free format text. It is 

mandatory to include this 

field if the user provides the 

remittance. 

STR 140 C, either structured or unstructured 

remittance information (not both) 

Structured 

remittance 

information  

The fields provide additional 

information about (the 

purpose of) the transaction 

in a standardised and 

structured format. It may 

include a type, a reference 

to a standard and a value. It 

is mandatory to include this 

field if the user provides the 

remittance. 

STR (TBD) TBD C, either structured or unstructured 

remittance information (not both). 

Debit/credit 

indicator 

Code to indicate whether 

the transaction represents a 

debit or credit to the user’s 

account. 

STR 1 M 

Timestamp Date and time at which the 

transaction was processed. 

ISODateTime 26 M 
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A.1.1.1.4.4 POST/ portability/standing-orders 

Inter-PSP message switched via DESP, not applicable for emergency switching. 

 

Applicable endpoint and method: 

Method Endpoint Resource Description 

POST /v1/ portability/standing-orders 
Portability 

(transaction history) 

DESP forwards the message it received from the 

destination PSP to the origin PSP. 

A.1.1.1.4.4.1 POST/ portability/standing-orders – Request  

 

Request header: 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Request body – encrypted  

Data 

element 

Description Type Lengt

h 

Presence indicator 

DEAN Unique identifier of the 

digital euro payment 

account. 

STR 18 M 

Destination 

PSP ID 

PSP identifier (BIC) to 

whom the user wishes to 

switch its account 

identifier. 

STR 11 M 

Origin PSP 

ID 

PSP identifier (BIC) with 

whom a user has an 

existing relationship. 

STR 11 M 

 

A.1.1.1.4.4.2 POST/ portability/standing-orders – Response  
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Response header 

▪ Technical header: please refer to section Technical header (Introduction and Exceptions 

management section). 

▪ API specific header: not applicable. 

 

Response body data elements 

▪ In case of negative technical validation error: please refer to section Technical errors 

(Introduction and Exceptions management section). 

▪ In case of positive technical validation: HTTP Code 200. 

 

Response body (multiple occurrences allowed) - encrypted 

Data 

element 

Description Type Length Presence indicator 

Switching 

status 

Sent by the origin PSP to 

destination PSP to confirm 

the completion of the 

switching process 

SSET tbd M 

Standing 

order start 

date 

User’s standing orders 

saved with the origin PSP. 

ISODateTime 26 C, O 

Not available in emergency switching. 

Standing 

order valid to 

date 

Validity of the standing 

order, valid to date. 

ISODateTime 26 C 

Not available in emergency switching. 

Standing 

order 

identification 

Unique and unambiguous 

identification for a standing 

order, as assigned by the 

account servicer or the 

account owner. 

STR 35 C 

Not available in emergency switching. 

Standing 

order 

frequency 

How frequent the standing 

order should be initiated. 

SSET tbd C Not available in emergency 

switching. 

Payee name The name of the payee of 

the transaction. 

STR 70 M 
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Payee 

DEAN 

The digital euro payment 

account number of the 

payee of the standing 

order. 

STR 18 M 

Digital euro 

payee PSP 

ID 

Unique identifier (BIC)  of 

the PSP of the payee of 

the standing order. 

STR 11 M 

Amount Amount to be transferred. STR 14.3 M 

Currency Currency in which the 

amount is expressed. 

SSET 3 M, EUR 

Purpose 

code 

Predefined code to indicate 

the purpose of the 

payment. 

SSET 4 M? 

Unstructured 

remittance 

information 

The field provides 

additional information 

about (the purpose of) the 

transaction in free format 

text. It is mandatory to 

include this field if the user 

provides the remittance. 

STR 140 C, either structured or unstructured 

remittance information (not both) 

Structured 

remittance 

information  

The fields provide 

additional information 

about (the purpose of) the 

transaction in a 

standardised and 

structured format. It may 

include a type, a reference 

to a standard and a value. 

It is mandatory to include 

this field if the user 

provides the remittance. 

STR (TBD) TBD C, either structured or unstructured 

remittance information (not both). 

 

 

 


