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https://www.ecb.europa.eu/euro/digital_euro/pilot/html/index.en.html

DISCLAIMERS FOR DRAFT RULEBOOK v0.91

Preliminary and non-binding nature of version 0.91

This document represents a preliminary draft version (version 0.91) of the digital euro scheme rulebook
and reflects the ECB's continuous effort to develop a draft rulebook in close cooperation with the Rulebook
Development Group (RDG)', comprising senior representatives from European associations representing
both the supply and demand side of the retail payments market. Version 0.91 is non-binding and does not
necessarily reflect the final views of the ECB, the Eurosystem, the RDG, or any of its members or their

constituencies.
No reliance for implementation

Due to its preliminary nature, the draft rulebook version 0.91 is not intended for use as a basis for
implementing any systems, processes, or policies related to the digital euro or to the beta digital euro in a
Digital Euro Pilot context.. Any such actions, prior to the publication of the officially approved rulebook, are

under actors’ own responsibility.

1 For more information on the RDG, refer to:
https://www.ecb.europa.eu/euro/digital_euro/timeline/rulebook/html/index.en.html


https://www.ecb.europa.eu/euro/digital_euro/timeline/rulebook/html/index.en.html

PREAMBLE

The draft digital euro scheme rulebook is being developed by the Eurosystem together with the support
from the digital euro scheme rulebook development group (RDG). The current draft rulebook (v0.91) has
been further developed compared to the last version 0.9 of the draft rulebook, which was commented by
the RDG and its constituencies. The current draft has been advanced in both structure and content based
on the RDG comments received, further elaborations and discussions, and benefited from the various RDG

workstreams.

The current version of the rulebook is based on the European Commission’s 2023 proposal for a regulation
on the establishment of the digital euro (2023/0212/COD) and the Regulation on the provision of digital
euro services by payment services providers incorporated in Member States whose currency is not the
euro (2023/0211/COD). Given both proposals are currently progressing through the legislative process,
and subject to amendments from the EU co-legislators, the rulebook will require updates once both
regulations have been finalised for adoption. Additionally, other areas of the rulebook will be further
developed in line with ongoing elaborations on subject matters and decisions by the Governing Council of

the ECB or are dependent on the work of service providers.

As a result, all along this draft rulebook, text highlighted in yellow refers to placeholders to be updated at
later stage when associated decisions or developments are made. It is worth noting that the draft rulebook
assumes a single-account set-up for individual digital euro end-users, which deviates from the possibility
of having multiple digital euro payment accounts as implied by the European Commission’s 2023 proposal

for a regulation on the establishment of the digital euro.

The Eurosystem is also cognisant that political agreement has been achieved on the Payment Services
Regulation (PSR) and the Third Payment Services Directive (PSD3). The agreed measures must be
formally adopted by the European Parliament and the Council of the European Union before they enter into

force. The rulebook will be updated accordingly.

The purpose of the current draft is to update the RDG and its constituencies on the progress made following
the market consultation, coordinated by the RDG and concluded on 31 October 2025, and to serve as a
basis for the further development of the draft rulebook. This document represents a preliminary draft version

which has not yet been subject to a general language and editorial review.



https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2023/0210(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2023/0210(COD)&l=en
https://oeil.secure.europarl.europa.eu/oeil/popups/ficheprocedure.do?lang=en&reference=2023/0209(COD)
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1.  Introduction
This annex provides detailed implementation specifications for interfaces that scheme participants can
implement to connect with the digital euro service platform (DESP) domain, as presented in the figure below

(marked in a red frame)2.
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Figure scope of Annex D2 — PSP to DESP domain

The specifications described in this document are accompanied by the corresponding YAML file. The
YAML file contains also an API data model that covers functions, supported data elements, the relation
between the data elements and its occurrence. Additionally, in the "Interface description” section, data
elements with respective definitions and usage rules have been included for each endpoint. The

specifications have been developed based on 1SO020022 data dictionary where available, and reused in

2 Implementation specifications for individual user domain, business user domain and their respective PSPs are
described in separate implementation specifications (Annex D1). Offline issuance service is out of scope of this
document.
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the design process the applicable parts of other market standards such as Berlin Group’s Mobile P2P

Interoperability Framework for the alias lookup, and CPACE for the SEPI service.

The DESP supports a set of APIs provided centrally by the scheme, which were grouped into services to
reflect a specific business function.

Table 1-1 Overview of DESP backend services

Service Service scope

Management of user- and account-specific functions that are not payment

Access related.

management This includes user registration and management, digital euro account number

service (AM) creation and management, account switching, alias registration and
management.

Alias lookup up function.
Alias lookup

service (AL) Please note: alias registration and management is supported via access

management service.

This service groups all interfaces related to the tokenisation of payment
Secure exchange

information:
of payment
information (SEPI) ¢ QR code and pay-by-link tokenisation and detokenisation.
service

e Contactless (NFC) surrogate value generation and detokenisation.

Functions supporting processing digital euro transactions, i.e., payment (incl.
Settlement service  refunds), funding, defunding, combined (funding, defunding and payment)
(SE) and reservation transactions (for digital euro payment use cases subject to

pre-authorisation).

Fraud risk Supporting interactions between PSPs and DESP related to fraud risk
management management.

service (FR)
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Dispute Functions related to pre-dispute and dispute processes.
management

service (DM)

Data exchange The service supports access to pre-defined reports and queries.3

service (DE)

In the following sections, general rules that are applicable to all services are described, starting with
definitions and annotations (Section 2) and description of exceptions management, types of errors, error
messages and response codes (Section 3). In Section 4, an overview of the structure of service specific
sections is introduced, providing an overview of the structure that is used in description of each service
introduced in Table 1-1 (see separate specifications). Finally, the specifications contain an appendix with

the data dictionary, including details on the data types used.

2. Definitions and annotations

2.1. Data element definition

The following elements have been used to define data elements:

Element Definition, annotation and example
Data element name Name of data element, e.g. “Payee PSP ID”.
Description Description of what a data element entail. For example: Town of the point

of interaction, for remote payments the town where the payee is registered.

Valid town name in local language, e.g. “Frankfurt”.

Type Either a complex data type described in the data dictionary or a basic data

type (see Section Data types for more details).

Presence indicator Mandatory (M), conditional (C), optional (O), mandatory and repeatable

(MR), optional and repeatable (OR), not present (NP)

3 DESP would only offer an API for generic exchange of encrypted data, for the participants to use to exchange
messages (for e.g., AML compliance and reporting) without processing or validating the information shared through it.
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2.2. Datatypes

Data types used in the Annex D2 can be either:
e complex data types (based on 1SO20022 where possible, e.g., address) or
e basic data types (e.g., Max140Text).

The complex data types are described in detail in the data dictionary, in addition to the list of applicable

codes.

3. Exceptions management

This section describes the approach to exceptions handling that applies to all services. In addition to a
positive result (reflected by HTTP response codes 200, 201 and 202 for ok, created and accepted
respectively), the following exception types are distinguished and described in the tables below: functional

errors, technical errors, functional time out, and technical time out.

Positive responses

HTTP Class code Includes Description

code problem+json

200 OK No OK response for a GET, PUT or a POST.

201 Created No Response when a resource is created. The response body will

usually contain a reference (ID) to the created resource.

202 Accepted No Response when a resource is created, but a response will be

provided asynchronously.

204 No Content No Positive response without response body.

Functional errors

Functional errors occur when the request was formally and technically correct in itself, but the requested
operation cannot be performed due to business validation errors, for example because of insufficient funds.
In such cases, HTTP response code 200/201 and a reason code will be returned. In cases where a

functional error occurs in the settlement, the below fields are present in the payload of the response.
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Data element Description Presence

indicator

Transaction Indication of the success or failure of the request. Status M

tat
stalus Based on ISO external code set: code

ExternalPaymentTransactionStatus1Code

Status reason Code and text providing details about the negative Status C, mandatory in
code business validation result. reason case of negative
validation

Technical errors

Technical errors occur either because the request is incorrect or because the server is unable to process
the request. When the request is incorrect, HTTP response code 4xx (where x stands for a possible range
of digits, see table below) will be returned together with a problem+json where applicable. In case the server
is unable to process the request, HTTP response code 5xx will be returned. The table with the technical

error/HTTP codes (see Section Technical errors) describes in which cases a ‘problem+json’ will be added.

Functional time out

A functional time out occurs when the processing of a business operation exceeds the maximum processing
time defined by the digital euro scheme. When one of the involved parties (PSP or DESP) comes to the
conclusion that the maximum processing time is or will be exceeded, it sends a negative response. The
normal HTTP code 200/201 will be given and the status field will contain the status RJCT and the status
reason code will be ABO3 “AbortedSettlementTimeout”. In addition, DESP sends a reject notification to all
involved PSPs.

Functional time outs apply only to business operations. For query-type requests, time outs are handled as
technical time outs (e.g., HTTP 504).

Data element Description Type Presence
indicator

Transaction Indication of the success or failure of the request. Status M

status In case of a functional time out: “RJCT” code
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Based on ISO external code set:
ExternalPaymentTransactionStatus1Code

Status reason Code and text providing details about the negative | Status C, mandatory in
code business validation result. . In case of a functional | reason case of negative
time out: “AB03” validation

Technical time out

A technical time out occurs when the requester does not receive a response within a defined timeframe or

when the server responds with HTTP code 504 (gateway time out).

3.1. Error message header

Each header for request and responses must contain at least the following header fields:

Data Description Presence indicator
element
Request ID | Unique ID that identifies a request. uuID M
Response Time and date of the response message. ISODateTime M
timestamp

3.2. Response codes
The following tables provide an overview of applicable exception response codes. HTTP status reflects
technical processing (e.g., resource creation), while the business outcome is conveyed via transaction

status and reason codes.
3.2.1. Functional errors (settlement and other business operations)

Class code Includes Description

problem+json

200 OK No In case the business operation cannot be processed due to a

functional error (e.g. insufficient funds)

201 Created No In case the request cannot be processed due to functional

error.
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3.2.2. Technical errors

Class code

Includes

problem+json

Description

400 Bad request Yes Request cannot be processed due to syntax error (wrong field
parameter, etc).

401 Unauthorised Yes The required authentication for the requested resource is
missing, not provided, or wrong.

403 Forbidden Yes The caller of the service is not authorised to use this resource.
For an AP, this can mean for instance that the request's token
was valid but was missing a scope for this endpoint. Or that
some object-specific authorisation failed.

404 Not found Yes The requested resource could not be found.

405 Method not Yes The request method is not supported for this resource.

allowed

406 Not acceptable | Yes The requested resource is capable of generating only content
not acceptable according to the accept headers sent in the
request.

408 Request timed | No The server timed out waiting for the request. The client may

out repeat the request without modifications at any later time.

409 Conflict Yes Indicates that the request could not be processed because of
conflict in the current state of the resource, such as an edit
conflict between multiple simultaneous updates.

415 Unsupported No The client did not provide a supported content-type for the

media type request body.

429 Too many Yes The caller of the service has sent too many requests in a given

requests amount of time. Intended for use with rate-limiting schemes. This
is defined at DESP API level; any NSP-level traffic management
is infrastructure-specific and out of scope here unless explicitly
specified. A 429 response must include a retry-after header.

500 Internal server | No A generic error message, given when an unexpected condition

error was encountered and no more specific message is suitable.
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502 Bad gateway Yes The server, while acting as a gateway or proxy, received an
invalid response from an inbound server attempting to fulfil the
request. May be used by a server to indicate that an inbound
service is creating an unexpected result instead of 500. Clients
should be careful with retrying on this response, since the nature

of the problem is unknown and must be expected to continue.

503 Service No The server cannot handle the request (because it is overloaded
unavailable or down for maintenance).

504 Gateway time | No The server, while acting as a gateway or proxy, did not receive a
out timely response. May be used by servers to indicate that an

inbound service cannot process the request fast enough. Client
may retry the request immediately exactly once, to check

whether this was a temporary issue.

3.3. Error message body
Data elements for error responses (HTTP codes 400, 401, 403, 404, 405, 406, 409, 415, 422, 429, 500,
503)

Data element Element description Presence

indicator

Type A URI reference [RFC3986] that Max70Text M
identifies the problem type.

Status The HTTP status code that is HTTP Status | O
returned by the server. This must be
the same code as given as an HTTP

response code.

Title Short human readable description of | Max70Text (0]
error type.

Detail Additional text to explain the error. Max500Text |O

Instance A string containing an URI reference | Max70Text (0]

that identifies the specific occurrence
of the problem.

DRAFT DIGITAL EURO SCHEME RULEBOOK V0.91 - ANNEX D2 - BACK-END IMPLEMENTATION SPECIFICATIONS
#1 - INTRODUCTION AND EXCEPTIONS MANAGEMENT.DOCX

PAGE 12 OF 18



Response (reason) code

A code which provides details about
the result of the request in case of

failure.

Max70Text

Additional errors

Array of additional error details

containing the 3 4 fields below.

Array of fields

Title

Detail

Title

Short human readable description of

error type.

Max70Text

Detail

Additional text to explain the error.

Max500Text

Pointer

This is a JSON-POINTER that uses
the RFC 6901 syntax to refer to the
location within the Json where the

problem occurs.

Max70Text

Response

(reason) code

A code which provides details about
the result of the request in case of

failure.

tbd

Links

Link to a page containing an
explanation of the error.

Max256Text
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4. Structure of each service-specific section
For each service exposed by DESP, this annex describes the business function addressed by the service.
This is followed by the definition of requirements for PSPs servicing individual user and for PSPs servicing

business user.

Each service section consists of a reference to an underlying data model of the service, followed by function

description and interface description with details on covered scenarios, overview of APl endpoints and

respective messages.

N. Service Name

N.1. Service description

N.2. Function description

N.3. Interface description
N.2.1. Sequence diagrams
N.2.2. Overview of APl endpoints
N.2.3. DESP APIs for PSPs to send requests to DESP
N.2.4. PSP APIs for PSPs to receive requests from DESP
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4.1. Service description

This subsection provides a high-level introduction of a service and related processes that need to be
supported in the PSP to DESP domain.

4.2. Function description
This section offers an overview of the set functions that constitute a service. It provides an additional

background information on the applicable functions and the context in what they are performed.

4.3. Interface description
This section provides the definition of APl message types supporting functions introduced in the “Function

description” section, including scenarios, API endpoints and their detailed description.

4.3.1. Sequence diagrams
This section provides an API view of the flow in the PSP to DESP domain by means of sequence diagrams.

For a complete view of related flows please refer to the E2E flows (Annex B).

4.3.2. Overview of API endpoints
The section includes an overview of APl endpoints applicable for the service. These endpoints are listed

separately for endpoints exposed by DESP and those exposed by a PSP.

4.3.3. Description of APl endpoints
This section describes the endpoints applicable for a given service and includes data elements and details

of the requests and responses for each endpoint. The section, describes separately:
e DESP APIs - endpoints exposed by DESP

e PSP APIs - exposed by a PSP.

4.3.3.1. Technical header
The section below describes a part of the message that is common across all messages, including
respective data elements. Any exceptions, as well as description of remaining message parts that are

endpoint-specific, can be found in “Interface description” sections.

4.3.3.1.1. Request header
The technical request header contains the following data elements that should be used in all requests

described in this document:
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Data Description Presence indicator

element

Request ID Unique ID that identifies a request and uuibD M
correlates the response to the request

Request Time and date of the request message. ISODateTime M

timestamp

Requesting | The BIC of the requesting PSP BICFI M for API calls made
agent by PSP to DESP.

DESP will not send
this header to a PSP.

4.3.3.1.2. Response header
The technical response header contains the following data elements that should be used in all responses

described in this document:

Data Description Presence indicator

element

Request ID | Unique ID that identifies a request and uuID M

correlates the response to the request

Response Time and date of the response message. ISODateTime M
timestamp
4.3.3.1.3. Idempotency header

All requests and responses shall include ca unique request-Id, (UUID). The request-Id in the response

shall equal the request-Id in the related request.

The uniqueness implies that request B with the same request-ld as request A should be responded as

follows to achieve idempotency:

e If the business content of request B (e.g. path, query parameters, body and headers defined in
this specification) equals the business content of request A and if the time deviation is not too
high (implementation/request specific) and if potentially the internal state of the related resource
has not changed in the meantime: The response message from the server to request B should

equal the response message to request A.

e Otherwise, the requested message should be rejected with a 4xx response code.
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4.3.4. Exception management
The table below contains a non-exhaustive list of errors, the codes used and some examples of when

these errors may apply.

Error code Detail (example)

Value-not- Value provided is Invalid user type
ALLOWED_VALUE_ | 50wed not allowed (e.g. ‘CONS) in
400 ERROR* registration request
Missing-field Mandatory field PSP ID missing in
missing alias registration
request
Data-format- Invalid data format | Alias value '1234'
invalid with alias type
'MBNO' in

registration request

Data-type- Invalid data type Alias type 'MAIL' in
invalid registration request
Format- Incorrect format Alias type 'EMAIL'
incorrect in registration

400 FORMAT_ERROR request

Resource-not- | Resource not found | The DEAN does

404 NOT_FOUND found not exist.
Request- Request conflicts DEAN is already
conflicts-with with the current linked to another
current-state- state of resource PSP

of-resource

409 CONFLICT Alias already exists

4 The type in the table is always preceded by a url (e.g. https://urlplaceholder.net/missing-field). The url has not been
determined yet and for reasons of readability, this part has been omitted from the table.
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https://urlplaceholder.net/missing-field

Please note that technical errors in settlement follow the same patterns as illustrated above, but

functional errors in settlement have a different structure:

Status | HTTP | Status Status reason description® Additional information

code reason status reason®

code

RICT 200 AC05 ClosedDebtorAccountNumber Debtor account
EU123456789012 is closed.

ARFR AlreadyRefusedRTP The debtor has already
refused request
12345678910 on 20260610

D002 Unspecified business validation An unknown validation error
error occurred.
D005 NotReachable PSP ABRONL2X is not a

participant in the scheme

RICT 201 ABO3 AbortedSettlementTimeout Processing time exceeded
the scheme limit

201 ACO06 BlockedAccount Creditor account
EU123456789012 is closed.

5 This description is not part of the response. It has only been added as an explanation of the status reason code
6 This additional information is not prescribed by the implementation specifications. The PSP can choose how to best
explain what has caused an error exactly.
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