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DISCLAIMERS FOR DRAFT RULEBOOK v0.91

Preliminary and non-binding nature of version 0.91

This document represents a preliminary draft version (version 0.91) of the digital euro scheme rulebook and
reflects the ECB's continuous effort to develop a draft rulebook in close cooperation with the Rulebook
Development Group (RDG)', comprising senior representatives from European associations representing
both the supply and demand side of the retail payments market. Version 0.91 is non-binding and does not
necessarily reflect the final views of the ECB, the Eurosystem, the RDG, or any of its members or their

constituencies.

No reliance for implementation

Due to its preliminary nature, the draft rulebook version 0.91 is not intended for use as a basis for
implementing any systems, processes, or policies related to the digital euro or to the beta digital euro in a
Digital Euro Pilot context.. Any such actions, prior to the publication of the officially approved rulebook, are

under actors’ own responsibility.

1 For more information on the RDG, refer to:
https://www.ecb.europa.eu/euro/digital_euro/timeline/rulebook/html/index.en.html
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PREAMBLE

The draft digital euro scheme rulebook is being developed by the Eurosystem together with the support from
the digital euro scheme rulebook development group (RDG). The current draft rulebook (v0.91) has been
further developed compared to the last version 0.9 of the draft rulebook, which was commented by the RDG
and its constituencies. The current draft has been advanced in both structure and content based on the RDG

comments received, further elaborations and discussions, and benefited from the various RDG workstreams.

The current version of the rulebook is based on the European Commission’s 2023 proposal for a regulation
on the establishment of the digital euro (2023/0212/COD) and the Regulation on the provision of digital euro
services by payment services providers incorporated in Member States whose currency is not the euro
(2023/0211/COD). Given both proposals are currently progressing through the legislative process, and
subject to amendments from the EU co-legislators, the rulebook will require updates once both regulations
have been finalised for adoption. Additionally, other areas of the rulebook will be further developed in line
with ongoing elaborations on subject matters and decisions by the Governing Council of the ECB or are

dependent on the work of service providers.

As aresult, all along this draft rulebook, text highlighted in yellow refers to placeholders to be updated at later
stage when associated decisions or developments are made. It is worth noting that the draft rulebook
assumes a single-account set-up for digital euro end-users, which deviates from the possibility of having
multiple digital euro payment accounts as implied by the European Commission’s 2023 proposal for a

regulation on the establishment of the digital euro.

The Eurosystem is also cognisant that political agreement has been achieved on the Payment Services
Regulation (PSR) and the Third Payment Services Directive (PSD3). The agreed measures must be formally
adopted by the European Parliament and the Council of the European Union before they enter into force.

The rulebook will be updated accordingly.

The purpose of the current draft is to update the RDG and its constituencies on the progress made following
the market consultation, coordinated by the RDG and concluded on 31 October 2025, and to serve as a basis
for the further development of the draft rulebook. This document represents a preliminary draft version which

has not yet been subject to a general language and editorial review.
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2. Introduction

Annex D to the rulebook will provide detailed implementation specifications for the different domains and
interactions between actors as presented in the diagram below.
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The current document, corresponding to specification#4, is dedicated to the business user domain and is
aimed at describing what must be implemented in the acceptance devices to offer digital euro dedicated
functions.
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3. Structure of the document

The business user domain covers several types of acceptance devices:
* Remote environments:
- E-Commerce
- M-Commerce
e Proximity environments:
- POS
- ATMs
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4. E-commerce requirements

This section is aimed at providing detailed implementation specifications for digital merchant point of
interaction to allow merchants and acquiring PSPs to offer online digital euro dedicated functions.

Offline transactions are out of scope of the current document.

The section is organised as follows:

- General requirements that are not “process specific”, that frame the application and define its
characteristics (functional or not).

- Process requirements that describe the specificities of the digital euro functions that the
application must satisfy.

41. General Requirements

This section provides general functional and non- functional requirements for digital merchant point of
interaction implementation. General requirements are related to the characteristics of the application,
applicable independently of the processes.

4.1.1. Functional requirements

4.1.1.1. Digital euro payment method

The digital merchant point of interaction shall allow the customer to pay goods and services with digital
euros.

4.1.1.2. User experience

The digital merchant point of interaction shall comply with minimum UX requirements as defined in
Rulebook Section 3.2.

4.1.2. Non-functional requirements

4.1.2.1. Supported operating systems

Merchants must ensure that mobile apps, web interfaces, and hardware are compatible with operating
systems and browsers that remain within the official support lifecycle of their respective vendors. For
security and compliance reasons, platforms that no longer receive vendor-issued security updates must not
be supported. Compatibility must be limited to devices such as smartphones and tablets that receive
ongoing security updates, support secure communication protocols, are not rooted or jailbroken, and
include necessary hardware-level security features where applicable. This is to ensure data integrity,
protection of sensitive information, and alignment with prevalent industry regulations and certifications.
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4.2. E-commerce payments

E-commerce payments cover electronic payments between two digital euro users for the purchase of goods
or services via the internet. The end-user (payer) should be presented with all possible payment instruments
accepted by the merchant for payments in digital euros.

Assumptions:
The existing functions related to user management (registration, personal data, address management) and

shopping experience are not impacted by the digital euro. The storage of the e-commerce transactions and
corresponding status is not expected to be impacted and is not described either.

The digital point of interaction includes both the presentation layer (front end) and the execution of functions
(back end) and does not differentiate between them.

Only the rules applicable to the digital point of interaction are detailed. Rules related to actions performed
outside of the digital point of interaction are out of scope of this section.

4.2.1. Overview of e-commerce payments

End-user
Requests to pay at Selects a
Freie ggods 2 — checkout with digital ——» payment
services :
euro instrument
! QR Code > E-commerce payment via QR code
> Alias > E-commerce payment via Alias
> DEAN > E-commerce payment via DEAN
»  Pay by link > E-commerce payment via Pay-by-link

Figure 1 - Overview of e-commerce payments

4.2.2. E-commerce payment with QR code
The payment is initiated by the end-user (payer), who requests to pay at checkout with QR Code.

E2E flow reference: TM-2.1 E-commerce payment with QR Code

Pre-requisites:
1. The end-user (payer) and the merchant (payee) have a digital euro payment account
2. QR code is proposed as a payment instrument by the merchant
3. The merchant digital point of interaction is able to generate a dynamic QR code
4. The end-user’s device is able to scan a QR code

Business rules

Mandatory
# Optional Business rules
Conditional
1 Conditional - QR code option is presented to the end-user only if this payment instrument

is offered by the merchant
- If QR code option is offered, the digital point of interaction must be able to
generate a QR Code and to display it to the payer.

2 Conditional
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Mandatory
# Optional
Conditional

Business rules

3 Mandatory

- The digital point of interaction must generate a transaction request to the
payee’s acquiring PSP including all the data elements needed to request a
token [Refer to specifications#2: Payment Initiation Service]

- The token is generated by DESP on Payee’s acquiring PSP request [refer
to specification#5 — QR Code tokenisation request]

4 Mandatory

- If the transaction request is not valid, the digital point of interaction must
notify the rejection to the end-user

- The notification must provide clear and easy to understand messages and
contain the reason of the rejection

- The notification message must be in the end-user’s preferred language as
defined by the PSP.

5 Mandatory

- If the transaction request is valid the process must continue

6 Mandatory

- The digital point of interaction must generate a QR code.
- The QR code must consist of:

- Atoken

- Clear text

7 Mandatory

- QR Code version (to be defined)

8 Mandatory

- The QR code must include the following data in clear text:
- Payee name
- Payee trade name
- Type of payment scheme
- Transaction currency
- Transaction amount
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4.2.3. E-commerce payment with alias

The payment is initiated by the end-user (payer), who requests to pay at a checkout through alias.
E2E flow reference: TM-2.2 E-commerce payment with alias or DEAN

Pre-requisites:
1. The end-user (payer) and the merchant (payee) have a digital euro payment account
2. Alias is proposed as a payment instrument by the merchant (compliant with alias types usable in
digital euro context)

Business rules

# Mandatory Business rules
Optional
Conditional
1 Conditional - Alias option is presented to the end-user only if this payment instrument

is offered by the merchant

- If the individual end-user is not acting as a “guest”, and if the end-user’s

2 Conditional alias has been stored previously by the business end user, the digital
point of interaction must display it.

- If the alias is not displayed, the individual end-user must provide relevant
information

- The individual end-user must select the type of alias among the list of

3 Conditional possible aliases

- The individual end-user must enter the alias value corresponding to the
selected alias type.

- The alias value format must be consistent with the alias type

- If the alias is not correct, the individual end-user must be able to provide
relevant information

- The individual end-user must be able to use same alias type and update
only the alias value.

4 Conditional - The individual end-user must be able to select a new type of alias
among the list of possible aliases

- The individual end-user must enter the alias value corresponding to the
new selected alias type.

- The alias value format must be consistent with the alias type

- The individual end-user must confirm that the alias displayed or just

5 Mandatory .
entered is correct
6 Obtional - The individual end-user should be able to enter a message intended for
P the business user to be informed about the transaction.
. - The individual end-user should be able to enter a transaction reference
7 Optional : N
(end to end identification)
- If the individual end-user is not acting as a “guest”, he/she must be able
to choose if the business end user is allowed to store the alias provided
" for future purchases
8 Conditional

- The digital point of interaction may only store the end-user’s data in a
secure and compliant environment (placeholder for reference to security
framework still under discussion)

- The merchant digital point of interaction can submit an alias validity check

9 Optional request to the payee PSP.

- [refer to specificationi#5 / Alias validity check]

- After submitting the alias validity check request, the business end-user
application receives the DEAN together with the corresponding PSP ID.

- The DEAN can then be displayed in a masked format, alongside the
PSP ID, in the transaction detail summary.

- The payment request is generated only if the alias is confirmed

12 Mandatory - The transaction request must include all the transaction details to

properly process the payment [refer to Specification#2 - Payment

10 Conditional

11 Optional
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# Mandatory Business rules

Optional
Conditional
initiation service /Business user payment request initiation
validation ]
- If the alias is not confirmed, the process must be discontinued.
13 [Place holder] - The individual end-user consent and authentication [Placeholder]

- The digital merchant point of interaction must display the final status of
the payment

- In case of rejection, the digital merchant point of interaction must provide
the reason of the rejection.

14 Mandatory

4.2.4. E-commerce via DEAN

The payment is initiated by the end-user (payer), who requests to pay at checkout with DEAN.
E2E flow reference: TM-2.2 E-commerce payment with alias or DEAN

Pre-requisites:
1. The end-user (payer) and the merchant (payee) have a Digital euro payment account

2. DEAN is proposed as a payment instrument by the merchant

Business rules
# Mandatory Business rules
Optional

Conditional

- The digital merchant point of interaction must allow the end-user acting as
a payer to select a payment with DEAN

Conditional - If the user is not acting as a “guest”, he/she must be able to select a DEAN

2 already used in a previous payment and stored by the digital point of

interaction.

Mandatory - The digital merchant point of interaction must allow the end-user acting as
a payer to enter manually a DEAN.

- An initial format check must be performed. The DEAN must:

- Contain 18 characters
- Start with “EU”
3 - Include 16 numeric characters
- Indicate that the payer is an individual user: the fifth character of the
DEAN must be equal to “0”.

- The digital merchant point of interaction must request a DEAN validity
check to the acquiring PSP [refer to Specification#5 — Digital euro
payment account service/DEAN validity check]

Mandatory - If the DEAN is not valid, the end-user must be informed and must be

1 Mandatory

4 allowed to retry
. - If the DEAN is valid, the corresponding PSP ID (PSP of the payee) could
5 Optional be displayed i ° ( payee)
6 Optional - The payer should be able tq enter a message intended for the payee to be
informed about the transaction.
7 Optional - The payer should be able to enter a transaction reference (end to end
identification)
- The PSP app must allow the end-user acting as a payer to confirm the
8 Mandatory transaction details. _ '
- The PSP app must allow the end-user acting as a payer to reject the
transaction details.
9 Mandatory - The digital merchant point of interaction must be able to generate a

payment request that is transmitted to the acquiring PSP core system.
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# Mandatory Business rules
Optional
Conditional

[refer to specification#2 — Payment initiation service/Business user

payment request initiation validation]

10 [Place holder] - The individual end-user consent and authentication [Placeholder]

- The digital merchant point of interaction must be able to receive the final
status of the payment request execution

- The digital merchant point of interaction must display the final status of the
payment

- In case of rejection, the digital merchant point of interaction provides the
reason of the rejection

11 Mandatory

12 Mandatory

4.2.5. E-commerce via pay-by-link

The payment is initiated by the end-user (payer), who requests to pay at checkout with pay-by-link.
E2E flow reference: TM-2.3 E-commerce payment with pay-by-link

Pre-requisites:
1. The end-user (payer) and the merchant (payee) have a digital euro payment account

2. Pay-by-link is proposed as a payment instrument by the merchant
3. The digital point of interaction is able to send a link to a communication channel

Business rules

# Mandatory Business rules
Optional
Conditional
1 Conditional - Pay-by-link option is presented to the end-user only if this payment
instrument is offered by the merchant
2 Conditional - If the end-user is not acting as a “guest” and a preferred

communication channel is already stored by the digital point of
interaction, it must be displayed.
3 Mandatory - The end-user must be able to reuse the communication channel
that is displayed for the current transaction
- The end-user must be able to update the already stored
communication channel:
=  The end-user must be able to keep the same communication
channel type and update only the detailed information (e.g.,
email address)
=  The end-user must be able to update the communication
channel type and the detailed information
- The end-user must be able to enter a new communication channel
to be used only for the transaction, provide a communication
channel type and the corresponding details.
- The communication channel details format must be compliant with
the communication channel type
4 Mandatory - The transaction request must include all the transaction details to
request a link to the payee’s acquiring PSP [Refer to
specifications#2: Payment initiation Service]
- If the transaction is not valid, the digital point of interaction must
notify the rejection to the end-user
- The notification must provide clear and easy to understand
messages and contain the reason of the rejection
- The notification message must be in the end-user’s preferred
language as defined by the PSP.
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# Mandatory
Optional
Conditional

Business rules

5 Mandatory

The digital point of interaction must be able to send a link via the
preferred channel of the end-user or the channel defined for the

transaction.
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4.3.

Recurring payment on e-commerce

Recurring payments cover electronic payments set at intervals by the merchant according to terms and
conditions agreed with the customer.
This section describes the rules dedicated to recurring payments set-up and processing on e-commerce. It
presents also the rules applicable to consultation and management of existing recurring payments.

4.3.1.

Overview of recurring payments on e-commerce

End-user

Selects goods and
services

End-user
Inquires recurring
payment
management

Requests to pay at
— checkout with digital —» proposed for goods ——»

euro

Displays recurring
payment overview

:

Is recurring payment

or services

> Yes

Selects a
payment
instrument

> QR Code
Alias
Pay by link

> Active recurring payment overview

Selects option

Terminate a
> recurring

> Terminate an active recurring payment
payment

Modify

parameters > Modify the parameters of an active recurring payment

No > Recurring payment is not available

> Recurring payment on e-commerce via QR code

> Recurring payment on e-commerce via Alias

> Recurring payment on e-commerce with Pay by- link

Figure 2 - Overview of recurring payments on e-commerce

4.3.2.

Recurring payment on e-commerce via QR code

The payment is initiated by the end-user (payer), who requests to pay at checkout through QR code.
E2E flow reference: TM-4.1.1 Recurring payment on e-commerce via QR code

Pre-requisites:

oakwON~

Business rules

The end-user (payer) and the merchant (payee) have a digital euro payment account
The merchant offers recurring payment for goods or services selected by the end-user
QR code is proposed as a payment instrument by the merchant
The merchant digital point of interaction is able to generate dynamic QR code
The end-user’s device is able to scan a QR code
The end-user is not acting as a “guest user”

# | Mandatory
Optional
Conditional

Business rules

Recurring payment set-up

1 Conditional

If recurring payment is proposed by the merchant for the goods or the
service, the end-user must be able to initiate a recurring payment

Conditional

QR code option is presented to the end-user only if this payment
instrument is offered by the merchant for recurring payments

Mandatory

The digital point of interaction must provide the terms and conditions of
the recurring payment to the end-user (payer) and require the agreement.
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# | Mandatory Business rules
Optional
Conditional

- Payment details are displayed:

- Recurring payment starting date

Recurring payment frequency

Recurring payment amount (fixed or variable?)

Recurring payment description

- Contractual conditions

- Frequency options must be based on time interval proposed in ISO
Frequency7Code

- Confirmation of acceptance of the contractual conditions must be
required to the end-user

- If the contractual conditions are not agreed, the process must be
discontinued

- The end-user must be able to indicate if their authorisation must be
required for each recurring payment transaction

- The digital point of interaction must generate a recurring payment set-up
request.

- The request must include all the transaction details needed to request a
QR code [Refer to specifications#2: Recurring payment service]

- If the transaction is not valid, the digital point of interaction must notify the

7 rejection to the end-user

- The notification must provide clear and easy to understand messages
and contain the reason of the rejection

- The notification message must be in the end-user’s preferred language
as defined by the PSP.

Mandatory | - If the transaction request is valid the process must continue.

- The digital point of interaction must generate a QR code.

- The QR code must consist of:

- Atoken
- Clear text

9 | Mandatory | - QR Code version (to be defined)

10 | Mandatory | - The token is generated by DESP on payee’s acquiring PSP request [refer

to specification#5 — QR Code tokenisation request]

- The QR code must include the following data in clear text:

- Payee name
- Payee trade name
- Type of payment scheme
- Transaction currency
11 | Mandatory - Transaction amount
- Recurring payment indicator
- Recurring payment amount
- Recurring payment frequency
- Recurring payment confirmation indicator
- Recurring payment end-date

- The digital point of interaction may only store end-user details for future
usage in a secure and compliant environment (placeholder for reference
to Security framework still under discussion)

- If the coded user details are not received, the digital point of interaction
must be able to manage the rejection and discontinue the payment
process

13 | Mandatory | - The notification must provide clear and easy to understand messages

4 Mandatory

5 Mandatory

6 | Mandatory

Mandatory

Mandatory

8 | Mandatory

12 | Mandatory

2 Variable amount for recurring payment will not be offered at digital euro launch. The corresponding data is
nevertheless provided.
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# | Mandatory Business rules
Optional
Conditional
- The notification message must be in the end-user’s preferred language
as defined by the end-user.
Recurring payment initiation
- According to the payment schedule, the digital point of interaction must
generate the payment request
1 Mandatory | - The request must include all the transaction details needed to process
properly the payment [refer to specification#2 — Recurring payment
service]
Mandatory | - The end-user coded details must be included in the payment request.
3 M - The digital point of interaction must be able to receive the transaction final
andatory X
status and close the process accordingly.
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4.3.3. Recurring payment on e-commerce via alias

The payment is initiated by the end-user (payer), who requests to pay at checkout via alias.
E2E flow reference: TM-4.1.3 Recurring payment on e-commerce via alias

Pre-requisites:
1. The end-user (payer) and the merchant (payee) have a digital euro payment account

2. The merchant offers recurring payment for goods or services selected by the end-user

3. Alias is proposed as a payment instrument by the merchant (compliant with alias types
usable in digital euro context)

4. The end-user is not acting as a “guest user”

Business rules

# | Mandatory | Business rules
Optional
Conditional

Recurring payment set-up

- If recurring payment is proposed by the merchant for the goods or the service, the

1 | Conditional end-user must be able to initiate a recurring payment

- Alias option is presented to the end-user only if this payment instrument is offered

2 | Conditional by the merchant

- The merchant’s app must provide the terms and conditions of the recurring
payment to the end-user (payer) and require the agreement.
- Payment details are displayed:
- Starting date
- Enddate
- Frequency
Amount (fixed or variable?)
Contractual conditions

3 Mandatory

- Frequency options must be based on time interval proposed in ISO

4 | Mandatory FrequencyCode7

- Confirmation of acceptance of the contractual conditions must be required to the
5 Mandatory end-user.
- _If the contractual conditions are not agreed, the process must be discontinued.

- If the end-user is not acting as a “guest” and end-user’s alias has been stored
6 | Conditional previously by the merchant, the digital point of interaction must display it.
- The corresponding DEAN, if stored, must be partially masked when displayed

- Ifthe alias is not displayed, the end-user must provide relevant information

- The end-user must select the type of alias among the list of possible aliases

- The end-user must enter the alias value corresponding to the selected alias type.
- The alias value format must be consistent with the alias type

7 Conditional

- If the alias is not correct, the end-user must be able to update it and provide
relevant information

- The end-user must be able to use same alias type and update only the alias
value.

- The end-user must be able to select a new type of alias among the list of possible
aliases

- The end-user must enter the alias value corresponding to the selected alias type.

- The alias value format must be consistent with the alias type

8 | Conditional

9 Mandatory | - The user must confirm that the alias displayed or just entered is correct

3 Variable amount for recurring payment will not be offered at digital euro launch. The corresponding data is
nevertheless provided.
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# | Mandatory
Optional
Conditional

Business rules

10 | Mandatory

- The digital point of interaction must be able to generate a transaction request
including all the transaction details needed to initiate future recurring payments
[refer to Specification#2 — Recurring payment service]

11 | Conditional

- If the transaction request is not valid, the digital point of interaction must notify the
rejection to the end-user

- The notification must provide clear and easy to understand messages and
contain the reason of the rejection

- The notification message must be in the end-user’s preferred language as
defined by the PSP.

12 | Conditional

- If the transaction request is valid the process must continue

13 | Mandatory

- The digital point of interaction may only store end-user details for future usage in
a secure and compliant environment (placeholder for reference to security
framework still under discussion)

- If the coded user details are not received, the digital point of interaction must be
able to manage the rejection and discontinue the payment process

14 | Mandatory

- The digital point of interaction must inform the end-user that the recurring
payment set-up is confirmed

- The notification must provide clear and easy to understand messages

- The notification message must be in the end-user’s preferred language as
defined by the end-user.

Recurring payment initiation

1 Mandatory

- According to the payment schedule, the digital point of interaction must generate
the payment request

- The request must include all the transaction details needed process properly the
payment [refer to Specification#2 — Recurring payment service]

2 | Conditional

- If the end-user coded details are stored by the merchant, they must be included in
the payment request.

3 | Mandatory

- The digital point of interaction must be able to receive the transaction final status
and close the process accordingly.
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4.3.4. Recurring payment on e-commerce with pay-by-link

The payment is initiated by the end-user (payer) who requests to pay at checkout with pay-by-link.
E2E flow reference: TM-4.1.2 Recurring payment on e-commerce with pay-by-link

Pre-requisites:

1. The end-user (payer) and the merchant (payee) have a digital euro payment account
2. The merchant offers recurring payment for goods or services selected by the end-user
3. Pay-by-link is proposed as a payment instrument by the merchant
4. The digital point of interaction is able to send a link to a communication channel
5. The end-user is not acting as a “guest user”
Business rules
# | Mandatory Business rules
Optional
Conditional
Recurring payment set-up
1 Conditi - If recurring payment is proposed by the merchant for the goods or the service,
onditional e .
the end-user must be able to initiate a recurring payment
> | conditional | - Pay-by-link option is presented to the end-user only if this payment instrument
is offered by the merchant
- The merchant’s app must provide the terms and conditions of the recurring
payment to the end-user (payer) and require the agreement.
- Payment details are displayed:
- Starting date
3 | Mandatory - End date
- Frequency
- Fixed amount
- Amount (fixed or variable*)
- Contractual conditions
4 Mandatory | - Frequency options must be based on time interval proposed in ISO

FrequencyCode7

- Confirmation of acceptance of the contractual conditions must be required to

5 Mandatory the end-user

- _If the contractual conditions are not agreed, the process must be discontinued.
If a preferred communication channel of the end-user is already stored by the
digital point of interaction, it must be displayed.

7 Mandatory | - The end-user must be able to reuse the communication channel that is
displayed for the current transaction

- The end-user must be able to update the already stored communication
channel:

=  The end-user must be able to keep the same communication channel
type and update only the detailed information (e.g., email address)
=  The end-user must be able to update the communication channel type
and the detailed information

- The end-user must be able to enter a new communication channel to be used
only for the transaction and provide a communication channel type and the
corresponding details.

- The communication channel details format must be compliant with the
communication channel type

- The transaction request must include all the transaction details needed to
initiate the link [refer to Specification#2: Recurring Payment service]

Mandatory | - The digital point of interaction must be able to send a link via the preferred

channel of the end-user or the channel defined for the transaction.

6 Conditional

Mandatory

4 Variable amount for recurring payment will not be offered at digital euro launch. The corresponding data is
nevertheless provided.
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# | Mandatory Business rules
Optional
Conditional

- If the transaction containing information is processed properly, the digital point
of interaction may only store end-user details for future usage in a secure and
compliant environment (Placeholder for reference to Security framework still
under discussion)

10 | Conditional

- The notification must provide clear and easy to understand messages

- The notification message must be in the end-user’s preferred language as
defined by the PSP.

- (Placeholder for notification template)

11 | Mandatory

Recurring payment initiation

- According to the payment schedule, the digital point of interaction must
generate the payment request [refer to Specification#2: Recurring

1 Mandatory Payment service]

- The request must include all the transaction details needed to process
properly the payment

- If the end-user coded details are stored by the merchant, they must be

2 | Conditional |~ included in the payment request.

- The digital point of interaction must be able to receive the transaction final

3 | Mandatory status and close the process accordingly.
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4.3.5. Recurring payment on e-commerce management

E-commerce recurring payment management covers active recurring payments consultation, parameters
update and recurring payment termination. The merchant is allowed to view, to terminate and to modify

active recurring payments agreed with customers.
Termination or update of an active recurring payment could be initiated on client’s request.
E2E flow reference: TM-4.5 Recurring payment management by merchant

Pre-requisites:

1. Agreed recurring payments are still active. (A recurring payment is considered active if the expiry

date is greater than the current date)

Business rules

# Mandatory

Business rules

Optional
Conditional

1 Conditional - Recur_rlng payment opt|on is displayed only if at least one active

recurring payment exists.
- The merchant must be able to filter existing recurring payments
according to several criteria:
- Client identifier
2 Optional - Recurring payment identifier

- Product/service identifier
- Expiry date
- The list of corresponding recurring payments must be displayed
accordingly

3 Mandatory

- The merchant must be able to select one recurring payment to
consult the details
- The following data must be displayed:
- Client identifier
- Recurring payment identifier
- Recurring payment label
- Product/service identifier
- Product/service label
- Starting date
- Expiry date
- Frequency
- Amount (fixed of variable®)
- Authorisation conditions
- “Fixed amount” is displayed only if the recurring payment is based
on fixed amount
- “Maximum amount” is displayed only if the recurring payment is
based on a variable amount

Recurring payment parameters update

1 Optional

- The merchant must be able to request an update of a recurring
payment and modify existing parameters.
- Expiry date:
- The new expiry date must be greater than the current date
- Frequency
- The new periodicity must be compliant with the periodicities
allowed for the goods/services delivered to the customer.
- Fixed amount

5 Variable amount for recurring payment will not be offered at digital euro launch. The corresponding data is

nevertheless provided.
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# Mandatory Business rules
Optional
Conditional

- Maximum amount 8

- Authorisation indicator

- The merchant must be able to enter additional information to
provide reason for the parameters update

- The merchant must be able validate the new parameters by
confirming the entries.

- If the merchant confirms the new parameters, the digital point of

interaction must be able to send a recurring payment parameters

update request to the payee’s acquiring PSP [refer to

specification#2 — Recurring payment service]

The digital point of interaction must be able to receive the status of

5 Mandatory the recurring payment parameters update request and close the

process accordingly

If the recurring payment parameters update request is validated by

the payee’s acquiring PSP, the new parameters must be stored.

Recurring payment termination

The merchant must be able to request a termination of a recurring

payment and enter the expiry date.

The merchant must be able to enter additional information to

provide reason for the termination (ISO External Code Set)

- CTAM mandate suspended due to amendment of the contract.

- CTCA mandate suspended due to cancellation of the contract,
requested by the debtor.

- CTEX mandate suspended due to the contract that expired.

- MCFC mandate suspended as the final collection took place.

- MCOC mandate suspended as the one off collection took place.

- MSUC mandate suspended after 7 consecutive unsuccessful
collections

The merchant must be able to confirm the termination request.

If the merchant confirms the termination, the digital point of

interaction must be able to send a recurring payment termination

2 Mandatory

3 Mandatory

4 Conditional

6 Conditional

1 Mandatory

2 Mandatory

3 request to the payee’s acquiring PSP [refer to specification#2 —
Recurring payment service]
- The digital point of interaction must be able to receive the status of
4 Mandatory the recurring payment termination request and close the process

accordingly
- If the recurring payment termination request is validated by the
payee’s acquiring PSP, the termination is confirmed.

5 Conditional

6 VVariable amount for recurring payment will not be offered at digital euro launch. The corresponding data is
nevertheless provided.
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4.4, Pre-authorisation on e-commerce

Some goods or services might require funds to be pre-authorised. In such cases, the digital point of
interaction will offer pre-authorisation services to the end-user.

This section describes the rules dedicated to pre-authorisation set-up and processing. The rules related to
pre-authorisation updates are also explained.

4.4.1. Overview of pre-authorisation on e-commerce

End-user
Requests to pay at Selects a
IR gpods B — checkout with digital —» payment
services .
euro instrument
> QR Code > E-commerce pre-reservation via QR code
= Alias > E-commerce pre-reservation via Alias
»  Pay by link > E-commerce pre-reservation via Pay-by-link
End-user
Requests pre-
authorization > Pre-authorization management
updates

Figure 3 - Overview of pre-authorisation on e-commerce

4.4.2. E-commerce pre-authorisation via QR code

The payment is initiated by the end-user (payer) who requests to pay at checkout through QR code.

The merchant should be able to cancel a pre-authorisation cancellation if the good/service is not delivered.
E2E flow reference: TM-5.2.1 pre-authorisation service on e-commerce with QR code (lower or equal
final amount)

Pre-requisites:
1. The end-user (payer) and the merchant (payee) have a digital euro payment account
2. QR code is proposed as a payment instrument by the merchant
3. The merchant digital point of interaction is able to generate dynamic QR code
4. The end-user’s device is able to scan a QR code

Business rules
# | Mandatory Business rules
Optional

Conditional

Pre-authorisation

- QR code option is presented to the end-user only if this payment instrument
is offered by the merchant

- The pre-authorisation request must include all the transaction details needed

Mandatory to request a QR code and to process properly the payment [refer to
Specification#2 Payment initiation service]

- If the pre-authorisation request is not valid, the digital point of interaction must
be able to receive the rejection notification and notify to the end-user

2 accordingly

Mandatory | - The notification must provide clear and easy to understand messages and
contain the reason of the rejection

- The notification message must be in the end-user’s preferred language as
defined by the PSP.

Mandatory | - If the pre-authorisation request is valid the process must continue

1 Conditional
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# | Mandatory

Business rules

Optional
Conditional
- The digital point of interaction must generate a QR code.
- The QR code must consist of:
3 Mandatory - Atoken
- Clear text
Mandatory - QR Code version (to be defined)
Mandatory - The token is generated by DESP on payee’s acquiring request [refer to
specification#5 — QR Code tokenisation request]
- The QR code must include the following data in clear text:
- Payee name
- Payee trade name
6 Mandatory - Type of payment scheme

Transaction currency
Transaction amount
- Reservation expiry date/time

7 Conditional

- If the pre-authorisation request is processed properly, the digital point of
interaction may only store the details related to the user details and
authorisation that will be used for the final checkout in a secure and compliant
environment (placeholder for reference to Security framework still under
discussion)

- If the pre-authorisation process failed, the digital point of interaction must be
able to receive the rejection notification and must discontinue the pre-
authorisation process.

8 Conditional

- If the pre-requisites are fulfilled (pre-authorisation settled, user details and
authorisation details stored), the digital point of interaction must provide the
goods or services selected by the end-user

Final checkout

1 Mandatory

- The digital point of interaction must determine the final amount and generate
a payment request.

- The payment request must contain all relevant data to allow proper
transaction processing [refer to Specification#2 Payment initiation
service]

Cancel pre-authorisation

1 Mandatory

- If after pre-authorisation settlement, the merchant is not able to provide the
goods or service, the digital point of interaction must generate a pre-
authorisation cancellation.

- [refer to Specification#2 Payment initiation service]
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4.4.3. E-commerce pre-authorisation via alias

The payment is initiated by the end-user (payer) who requests to pay at checkout through alias.
The merchant should be able to cancel a pre-authorisation cancellation if the good/service is not delivered.

E2E flow reference: TM-5.2.3 Pre-authorisation service on e-commerce via alias

Pre-requisites:

1. The end-user (payer) and the merchant (payee) have a digital euro payment account
2. Alias is proposed as a payment instrument by the merchant (compliant with alias types usable in

digital euro context)

Business Rules

# Mandatory Business Rules
Optional
Conditional
Pre-authorisation

1 Conditional Alias option is presented to the end-user only if this payment instrument is offered
by the merchant
- If the end-user is not acting as a “guest”, and if the end-user’s alias has been

2 Conditional isttored previously by the merchant, the digital point of interaction must display
- If the alias is not correct, the end-user must be able to update it

3 Optional - The corresponding DEAN potentially stored with the alias can be displayed.
- If the DEAN is displayed, it must be masked.
- If the alias is not displayed, the end-user must be able to provide relevant

information

4 Conditional - The end-user must select the type of alias among the list of possible aliases

- The end-user must enter the alias value corresponding to the selected alias
type. The alias value format must be consistent with the alias type

- If the alias is not correct, the end-user must be able to provide relevant
information

- The end-user must be able to use same alias type and update only the alias

5 Conditional value. . .

- The end-user must be able to select a new type of alias among the list of
possible aliases

- The end-user must enter the alias value corresponding to the selected alias
type. The alias value format must be consistent with the alias type

- The user must be able to confirm that the alias displayed or just entered is

6 Mandatory correct_ . ) o

- If the alias is not confirmed, the pre-authorisation process must be
discontinued

- If the end-user is not acting as a “guest”, he/she must be able to choose if the
merchant is allowed to store the data for future purchases.

7 Conditional - The digital point of interaction may only store the end-user’s data in a secure
and compliant environment (placeholder for reference to security framework
still under discussion)

- The pre-authorisation request must include all the transaction details to

8 Mandatory process properly the payment [refer to Specification#2 Payment initiation
service]

- If the pre-authorisation request is not valid the digital point of interaction must

9 Mandatory notify th_e_ rej_ection to the epd-user.

- The notification must provide clear and easy to understand messages and
contain the reason of the rejection
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Mandatory
Optional
Conditional

Business Rules

The notification message must be in the end-user’s preferred language as
defined by the PSP.

10

Conditional

If the pre-authorisation request is processed properly, the digital point of
interaction may only store the details related to the user details and
authorisation in a compliant and secure environment. (placeholder for
reference to security framework still under discussion)

11

Conditional

If the pre-authorisation process failed, the digital point of interaction must be
able to receive the rejection notification and must discontinue the pre-
authorisation process.

Final checkout

Mandatory

The digital point of interaction must determine the final amount and generate
a payment request.

The payment request must contain all relevant data to allow proper
transaction processing [refer to Specification#2 Payment initiation
service]

Mandatory

The digital point of interaction must be able to receive the transaction final
status and close the process accordingly.

Cancel pre-authorisation

Mandatory

If after pre-authorisation settlement, the merchant is not able to provide the
goods or service, the digital point of interaction must generate a pre-
authorisation cancellation.

[refer to Specification#2 Payment initiation service]
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4.4.4. E-commerce pre-authorisation via pay-by-link

The payment is initiated by the end-user (payer) who requests to pay at checkout via pay-by-link.
The merchant should be able to cancel a pre-authorisation if the good/service is not delivered.

E2E flow reference: TM-5.2.2 Pre-authorisation service on e-commerce with pay-by-link (lower of
equal final amount)

Pre-requisites:
1. The end-user (payer) and the merchant (payee) have a digital euro payment account

2. Pay-link-link is proposed as a payment instrument by the merchant

Business rules

# Mandatory Business rules
Optional
Conditional

Pre-authorisation
Pay-by-link option is presented to the end-user only if this payment
instrument is offered by the merchant
The digital point of interaction must be able to send a link via the preferred
channel of the end-user or the channel defined for the transaction.
3 Conditional - If the end-user is not acting as a “guest”, he/she must be able to update the
already stored communication channel:
=  The end-user must be able to keep the same communication channel
type and update only the detailed information (e.g., email address)
=  The end-user must be able to update the communication channel type
and the detailed information
4 Mandatory - The end-user must be able to enter a new communication channel to be
used only for the transaction and provide a communication channel type
and the corresponding details.

1 Conditional

2 Mandatory

5 Mandatory - The communication channel details format must be compliant with the
communication channel type

6 Mandatory - The pre-authorisation request must include all the transaction details
needed to initiate the link [refer to Specification#2: Payment Initiation
Service]

7 Mandatory - If the pre-authorisation is not valid the digital point of interaction must notify

the rejection to the end-user.

- The notification must provide clear and easy to understand messages and
contain the reason of the rejection

- The notification message must be in the end-user’s preferred language as
defined by the PSP.

8 Conditional - If the pre-authorisation request is processed properly, the digital point of

interaction may only store the details related to the user details and

authorisation in a compliant and secure environment. (placeholder for
reference to security framework still under discussion)

9 Conditional - If the pre-authorisation process failed, the digital point of interaction must be
able to receive the rejection notification and must discontinue the pre-
authorisation process.

Final checkout

- The digital point of interaction must determine the final amount and
generate a payment request.

1 Mandatory - The payment request must contain all relevant data to allow proper

transaction processing [refer to Specification#2 Payment initiation

service]

DRAFT DIGITAL EURO SCHEME RULEBOOK V0.91 - ANNEX D1 - IMPLEMENTATION SPECIFICATIONS #4 ACCEPTANCE
DEVICE.DOCX
PAGE 30 OF 51



# Mandatory Business rules
Optional
Conditional

- The digital point of interaction must be able to receive the transaction final
status and close the process accordingly.
Cancel pre-authorisation
- If after pre-authorisation settlement, the merchant is not able to provide the
goods or service, the digital point of interaction must generate a pre-
authorisation cancellation.
- [refer to Specification#2 Payment initiation service]

2 Mandatory

1 Mandatory

4.4.5. Pre-authorisation management

An existing pre-authorisation is adjustable by the merchant, if the end-user requests modification of the
service having impact on the previous pre-authorisation.
E2E flow reference: TM-5.4 modification of a reservation or a pre-authorisation

Pre-requisites:
1. There is a pre-authorisation.

2. The service already booked is adjustable

Business rules

# Mandatory Business rules
Optional
Conditional

- The digital point of interaction must be able to modify a pre-authorisation on
end-user request.

- The digital point of interaction must allow the modification of the amount or
the expiry date/time

- The digital point of interaction must generate a new transaction request

3 Mandatory corresponding to the pre-authorisation to the payee’s acquiring PSP [refer to
Specification#2 Payment initiation service]

- For traceability purposes, the digital point of interaction must create a new
pre-authorisation linked to the former one.

1 Conditional

2 Mandatory

4 Mandatory
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4.5. Refund on e-commerce

An end-user can initiate a refund by requesting a refund from the merchant. The merchant can also initiate
a refund if the goods or services are not delivered. A refund transaction is always linked to an original digital
euro transaction.

This section describes the rules dedicated to refund.

4.5.1. Overview of refund on e-commerce

End-user
Good/service

Yes ——»  corresponds to —> Yes
expectation ?

Orders Good/service
good/service properly provided ?

> No > Refund on e-commerce

»> No > Refund on e-commerce

Figure 4 - Overview of refund on e-commerce

4.5.2. Refund on e-commerce

The refund is initiated by the merchant on end-user request or by his own decision if the goods/services
are not delivered.

For the purpose of simplification, the rules are presented for the digital point of interaction even if another
system (application) could be used instead by the merchant to proceed with the refund.

The existing refund process is not impacted by the digital euro.

E2E flow reference: TM-7.2 Refund e-commerce

Pre-requisites:
1. The end-user ordered goods/services, the transaction is settled and the goods/services are sent

back to the merchant (partially or totally)
2. The end-user ordered goods/services and the goods/services are not delivered
3. The terms and conditions stipulate that a refund request can be made.

Business rules

# Mandatory Business rules
Optional
Conditional
1 Conditional - The refund request is allowed only if the refund conditions are met.

- The end-user must be able to filter existing transactions already settled
according to several criteria:
- Transaction identifier

2 Mandatory - Transaction date
- Product/service identifier
- The list of corresponding transactions must be displayed accordingly
3 M - The digital point of interaction must allow the end-user to select the initial
andatory

transaction only if it has not been already refunded.

- When the initial transaction is selected, the digital point of interaction must
allow the end-user to enter additional information to provide reason for the

4 Mandatory refund and request a confirmation

- The end-user must be able to ask a refund for the same amount, or to
adjust the amount (greater or lower than the original transaction amount)

- According to country regulations, the refund must use the same payment
method as used in the original transaction.

- If the refund is confirmed, the digital point of interaction must generate a

6 Conditional refund request to the payee’s acquiring PSP [refer to Specification#2:

Payment Initiation Service/Refund request initiation validation]

5 Conditional
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# Mandatory Business rules

Optional
Conditional
- The digital point of interaction must be able to receive the status of the
Mandatory ;
refund request and close the process accordingly.
8 Mandatory - The digital merchant point of interaction must display the final status of the

refund

- The notification must provide clear and easy to understand messages and
contain the reason of the rejection

- The notification message must be in the end-user’s preferred language as
defined by the PSP
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5. M-commerce requirements

This section is aimed at providing detailed implementation specifications for merchant mobile applications
used by an end-user to buy goods and services.
This section is structured as follows:

e General requirements that are not specific to any single process, but that define and frame the
application and its functional characteristics.

e Process-specific requirements describing the particular features of the digital euro functions that
the application must support.

In the context of the digital euro, m-commerce is involved in transaction management processes. The
requirements presented below cover the following use cases:

e M-commerce payment
e Recurring m-commerce payment
e M-commerce pre-authorisation

Assumptions
The existing functions related to end-user management (registration, address management) and shopping

experience are not impacted by the digital euro. The storage of the m-commerce transactions and
corresponding status is not expected to be impacted and is not described either.

The merchant mobile application is considered in the current document as a whole system without any
differentiation between the presentation layer (front end) and the execution of functions (back end).

Only the rules applicable to the merchant mobile app are detailed out. Rules related to actions performed
outside of the merchant mobile app are out of scope of this section specification. Offline transactions are
out of scope of the current document.

5.1. General Requirements

This section provides general functional and non-functional requirements for merchant mobile application
implementation. General requirements are related to the characteristics of the application, applicable
independently of the processes.

5.1.1. Functional requirements

5.1.1.1. Digital euro payment method
The merchant mobile application shall allow the customer to pay goods and services with digital euros.

5.1.1.2. User experience

The merchant mobile application shall comply with minimum UX requirements as defined in rulebook
Section 3.2.

5.1.2. Non-functional requirements

5.1.2.1. Supported operating systems

Merchants must ensure that mobile apps, web interfaces, and hardware are compatible with operating
systems and browsers that remain within the official support lifecycle of their respective vendors. For
security and compliance reasons, platforms that no longer receive vendor-issued security updates must not
be supported. Compatibility must be limited to devices such as smartphones and tablets that receive
ongoing security updates, support secure communication protocols, are not rooted or jailbroken, and
include necessary hardware-level security features where applicable. This is to ensure data integrity,
protection of sensitive information, and alignment with prevalent industry regulations and certifications.
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5.2. M-commerce payments via mobile App

M-commerce payments consist of payments sent by the merchant’s app to the individual end-user. The
individual end-user, after shopping online and requesting the checkout in a merchant’s app, performs the
transaction payment through the PSP mobile app or the digital euro mobile app.

5.2.1. Overview of m-commerce payments

End-user

Requests to pay at
—— checkout with digital ——»
euro

Is redirected to
the mobile app

Selects goods and

services > m-commerce payment in App

Figure 5 - Overview of m-commerce payments

5.2.2. M-commerce payment in app

The payment is initiated by the end-user (payer) who requests to pay at checkout in the merchant’s app.
E2E flow reference: TM-2.4 M-commerce payment via mobile app

Pre-requisites:
1. The end-user (payer) and the merchant (payee) have a valid digital euro payment account
2. The end-user has installed the merchant’s app on the device
3. The merchant’s app is able to manage redirection to either PSP mobile app or digital euro
mobile app
4. If both, PSP mobile app and digital euro mobile app, are installed on the end-user device,
one app must be set as the default app.

Business rules

# Mandatory Business rules
Optional
Conditional
1 Conditional - The me_rc_hant s app must allow the end-user to pay at checkout if the
prerequisites are met.
5 Mandatory - The merchant’s app must collect the minimum mandatory data elements of

the payment transaction

- The merchant’s app must generate a payment request based on the details
retrieved after end-user completes checkout

3 Mandatory - The end-user must be automatically redirected to either the PSP mobile app

or the digital euro mobile app depending on which is installed or set as

default application

- Placeholder for re-direction rules between both applications (Merchant app

4 b e 01 and end-user app)

- If authentication fails, a rejection notification must be sent to the merchant’s

S Mandatory app, which must then stop the payment process.

5.3. Recurring payment on m-commerce

Recurring payments cover electronic payments set at intervals by the merchant according to terms and
conditions agreed with the customer.

This section describes the rules dedicated to recurring payments set-up and processing on m-commerce
(in-app). Only the rules applicable to the merchant’s mobile applications are detailed out. Rules related to
actions performed outside of the merchant’s app are out of scope of this section.
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5.3.1. Overview of recurring payment on m-commerce

End-user
Requests to pay at Is recurring payment
— checkout with digital —— proposed for goods ——» No
euro or services

Selects goods and
services

Yes

* > Recurring payment is not available

Recurrlng payment on m-commerce

Figure 6 - Overview of recurring payment on m-commerce

5.3.2. Recurring payment on m-commerce

The payment is initiated by the end-user (payer) who requests to pay at checkout.

E2E flow reference: TM-4.2 Recurring payment on m-commerce

Pre-requisites:

NS

euro mobile app

o

The end-user (payer) and the merchant (payee) have a digital euro payment account
The merchant offers recurring payment for goods or services selected by the end-user
The end-user has installed the merchant’s app on his/her device

The merchant’s app is able to manage redirection to the PSP mobile app or the digital

If both, PSP mobile app and digital euro mobile app, are installed on the end-user’s

device, one app must have been set as the default app.
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Business rules

#

Mandatory
Optional
Conditional

Business rules

Recurring payment set-up

Conditional

If recurring payment is proposed by the merchant for goods or services, the end-
user must be able to initiate a recurring payment

Mandatory

The merchant’s app must provide the terms and conditions of the recurring
payment to the end-user (payer) and obtain his/her agreement.
The following payment details must be displayed:

- Starting date

- End date

- Frequency

Amount (fixed or variable”)
- Contractual conditions

Mandatory

Frequency options must be based on time interval proposed in ISO
FrequencyCode7

Mandatory

The end-user must be able to confirm the contractual conditions.
If the contractual conditions are not agreed, the process must be discontinued.

Mandatory

The merchant’s app must be able to generate a transaction request including all
the transaction details needed to initiate future recurring payments [refer to
Specification#2 — Recurring payment service]

Mandatory

The end-user must be automatically redirected to the PSP mobile app or the
digital euro mobile app (depending on the app installed or declared as default
application)

Conditional

If the authentication failed, the rejection notification is received by the merchant’s
app and the payment process must be discontinued.

Mandatory

After receiving the coded user and authorisation details, the merchant’s app may
only store end-user details for future usage in a secure and compliant
environment (placeholder for reference to Security framework still under
discussion)

If the coded user details are not received, the merchant’s app must be able to
manage the rejection and discontinue the payment process

Mandatory

The digital point of interaction must inform the end-user that the recurring
payment set-up is confirmed

The notification must provide clear and easy to understand messages
The notification message must be in the end-user’s preferred language as
defined by the end-user.

Recurring payment initiation

11

Mandatory

According to the payment schedule, the digital point of interaction must generate
the payment request

The request must include all the transaction details needed to process properly
the payment [refer to Specification#2 Payment initiation service]

12

Mandatory

The digital point of interaction must be able to receive the transaction final status
and close the process accordingly.

7 Variable amount for recurring payment will not be offered at digital euro launch. The corresponding data is

nevertheless provided.
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5.4. Pre-authorisation on m-commerce

Some goods or services might require pre-authorisation. In such cases, the merchant’s app offers pre-
authorisation services to the end-user.
This section describes the rules dedicated to pre-authorisation set-up and processing.

5.4.1. Overview of pre-authorisation on m-commerce

End-user

Selects goods and
services

Requests to pay at
— checkout with digital > Pre-authorization service on m-commerce

euro

Figure 7 - Overview of pre-authori

on m-cc

ce

5.4.2. Pre-authorisation on m-commerce
The pre-authorisation is initiated by the end-user (payer) who requests to pay at checkout in the merchant’s

app.

E2E flow reference: TM-5.3 Pre-authorisation service on m-commerce (lower or equal final amount)

Pre-requisites:

1. The end-user (payer) and the merchant (payee) must have a valid digital euro payment

account

2. The end-user has installed the merchant’s app on the device
3. The merchant’s app is able to manage redirection to either PSP mobile app or digital euro

mobile app

4. If both, PSP mobile app and digital euro mobile app, are installed on the end-user device,
one app must have been set as the default app.

Business Rules

# Mandatory Business Rules
Optional
Conditional
Pre-authorisation
1 Conditional - The me_rc_hant s app must allow the end-user to pay at checkout if the
prerequisites are met.
5 Mandatory - The mgrchant s app must collect the minimum mandatory data of the pre-
authorisation
- The merchant’s app must generate a payment request based on the details
3 Mandato retrieved after end-user checkout
Y - The end-user must be automatically redirected to either the PSP mobile app
or the digital euro mobile app depending on which is set as default application
- If authentication fails, a rejection notification must be sent to the merchant’s
4 Mandatory :
app, which must then stop the payment process.
Final checkout
- The merchant’s system must determine the final amount and generate a
payment request.

1 Mandatory - The payment request must contain all relevant data elements to qualify a
proper transaction processing [refer to Specification#2 Payment initiation
service]

- The merchant’s system must be able to receive the transaction final status

2 Mandatory ;
and close the process accordingly.

Cancel pre-authorisation
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# Mandatory Business Rules
Optional
Conditional

- If after pre-authorisation settlement, the merchant is not able to provide the
1 Mandatory goods or services, the system must generate a pre-authorisation cancellation.
- [refer to Specification#2 Payment initiation service]
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6. POS requirements

This section is aimed at providing detailed implementation specifications for merchant points of interaction
in physical environments, enabling merchants and acquiring PSPs to offer dedicated digital euro
functionalities for in-person payments.

Offline transactions are out of scope of the current document.

6.1. General requirements

This section provides general functional requirements for the implementation of digital merchant points of
interaction in physical environments. These general requirements relate to the characteristics of the
application and apply independently of specific transaction processes.

6.1.1. Functional requirements

6.1.1.1. Digital euro payment method

The physical point of interaction shall enable customers to pay for goods and services using digital euros
through proximity payment technologies such as mobile NFC and QR code.

6.1.1.2. User experience

The merchant physical point of interaction shall comply with minimum UX requirements [Refer to rulebook
Section 3.2].

6.1.2. Design decisions

6.1.2.1. Scope of applicability — Payment terminal types

This specification applies equally to both types of payment terminal implementations used for digital euro
proximity payments:]
e Option 1: Hardware-based terminals
Traditional, certified physical payment terminals that support secure contactless, chip, and magnetic
stripe transactions.
e Option 2: Software-based terminals (SoftPOS)
Software-only solutions installed on commercial off-the-shelf (COTS) devices such as smartphones or
tablets, enabling contactless payments without additional hardware.

In this specification, the term 'POS' refers to both hardware-based terminals and software-based terminals
(SoftPOS).

6.1.2.2. NFC 'point of acceptance’

In this document, the term 'point of acceptance' refers to the complete acceptance environment,
encompassing both the POS terminal (card acceptance device) and its associated acceptance
infrastructure (e.g., acceptation-hosted back-end systems), without distinction between front-end and back-
end components.

6.1.2.3. POS protocol for account digital euro payment

The POS protocol for digital euro payments, used for NFC transactions, is based on the CPACE-terminal-
kernel-specification (kernel 2E).

DRAFT DIGITAL EURO SCHEME RULEBOOK V0.91 - ANNEX D1 - IMPLEMENTATION SPECIFICATIONS #4 ACCEPTANCE
DEVICE.DOCX
PAGE 40 OF 51



6.1.2.4. POS notifications to the customer

The POS shall provide clear and easy to understand messages in the language as set in the language
preferences offered to the end-user. The merchant can offer messages in different languages, but payment-
related messages must be in the customer's preferred language as defined by the PSP.

At minimum, messages shall contain the result of the transaction or request initiated by the end-user via
the merchant physical point of interaction.

In the case of a rejection, the message shall provide the reason for the rejection.

6.1.2.5. CPACE terminal kernel

The terminal must implement the CPACE terminal kernel, which is identified by kernel ID 2E (assigned by
EMVCo).
This kernel ensures compatibility with CPACE-compliant cards and mobile applications.

6.1.2.6. NFC payment UX at the POS with a digital euro payment account

For NFC payments involving a digital euro payment account, the objective is to avoid requiring cashier
intervention to activate a specific POS configuration prior to initiating the transaction. The POS should be
ready to accept such payments without manual setup. In contrast, other payment methods such as QR
code-based payments may require the cashier to activate a dedicated acceptance mode on the POS.

6.1.3. POS configuration: CPACE KERNEL

6.1.3.1. CPACE KERNEL configuration

The acquiring PSP is responsible for implementing CPACE acceptance for the digital euro.
The ECB only provides the data that must be configured in the CPACE terminal, as well as the data that
must be transmitted from the POS to the acquiring PSP, which then forwards it to the DESP.

Each PSP is free to define and implement its own acceptance solution, taking into account the specific
characteristics of its commercial environment, such as:
e the type of merchant (small retailers, large chains, e-commerce platforms, etc.,),
e the industrial partners involved (terminal providers, integrators, payment service providers), and
the technical and operational constraints specific to each setup.

This flexibility is granted provided that the solution:
e complies with the latest official version of the CPACE kernel, ensuring compatibility with all D€
cards to maximise acceptance,
e is configured in accordance with the table below
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CPACE POS configuration for digital euro NFC payment

Name Description
Kernel ID 2E

Type of trigger for authorisation
request

Automatic and systematic

Country code

PSP country depending

Currency code

978

AID (RIX et PIX)

A0000009580110

Terminal capabilities

In accordance with EMVCo standards and based on the capabilities
supported by the terminal, the following tags must be configured to
enable CPACE HCE transactions with CDCVM support:.

Byte 2

Bit 8: EMV contactless

Bit 5: Mobile functionality

Bit 3: Consumer device CVM

amount (CENTS)

Byte 3
Bit 8: Contactless EMV mode
PDOL (eligibles tags) 9F66049F1A02
Maximum accepted transaction | 99999999
amount (CENTS)
Minimum accepted transaction | 00000001

Terminal action code (TAC)
denial

00 00 00 00 00 (no bits set — never decline locally).

Terminal action code (TAC)
online

FF FF FF FF FF (all bits set — any issue forces online

Terminal action code (TAC)
default

00 00 00 00 00 — no fallback

POS rejection codes and

display messages

See below — to be translated into the language of the acceptance
device.

POS rejection codes and display messages

g:g(:ling Explanation POS display message
001 Merchant not recognised or authorised Invalid merchant

002 Irzzl;irn refused the ftransaction without Do not honour

003 General processing error Error

004 Unsupported or malformed transaction Invalid transaction
005 Amount is zero, negative, or unacceptable | Invalid amount

006 Token is not valid or recognised Invalid token

007 Card issuer could not be identified No such issuer

008 Message format is incorrect or corrupted Format error

009 Not enough balance in the account Insufficient funds
011 Card not linked to a checking account No checking account
012 Card has expired Expired card

013 Card not found in issuer’s system No card record
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Code

meaning Explanation POS display message

014 tcr;:r:(igcc)lt?oenr not allowed to perform this Transaction not permitted to cardholder
015 Terminal not authorised for this transaction | Transaction not permitted to terminal
016 ;I;;ir;sua;ggct)n flagged as  potentially Suspected fraud

017 A security rule was breached Security violation

018 Issuer or network is unavailable Issuer or switch inoperative

019 Transaction could not be routed correctly Routing error

020 Transaction blocked due to legal restrictions | Violation of law

021 Same transaction submitted more than once | Duplicate transmission

022 Technical failure in the processing system | System malfunction

6.2. NFC CPACE mobile payment with a digital euro payment account

This specification follows the E2E flow scheme “TM-1.6 Online Contactless SoftPOS Payment
with Mobile Device, or Wearable — Same PSP”. However, there are some discrepancies that will

be worked out in a next version of E2P flows. Below, the E2E flow discrepancies in NFC/chip-

based online payments via mobile devices.

¢ This version of the specification highlights the gaps with the full end-to-end (E2E) flow:

@)

Authentication is performed prior to the payment tap, either by launching the PSP

app or through an initial "tap” that emulates the app launch.

Authentication can be local to the device (offline authentication) or executed via

an online connection to the app’s backend (online authentication).

6.2.1.1. Overview of NFC CPACE mobile payments at physical POS with a digital euro payment

account

End-user

Purchase Step

Requeststo pay at

the POS "
Mobile Payment NFC
»  payment with Digital Euro
Account

POS activation ready for all NFC
and contact transactions (Digital
Euro included)

Alternate flow

-

ey 1) Open PSP ) Authenticate in the
APP device (CDCVM)

y NFC . Authenticate in the
¥ T1AP device (CDCVM)

>

>

NFC
TAP

NFC
TAP

Successfulor
issue notification
displayed on the

POS

Successful or issue
notification
displayed on the
PSP App

Figure 8 - Overview of NFC CPACE mobile payments at physical POS with a digital euro payment account
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6.2.1.2. Mobile payment NFC CPACE transaction with a digital euro payment account

Mobile NFC payments cover proximity transactions between two digital euro users (an individual user and
a business user) using NFC contactless technology. The payer should be able to select from all available
digital euro payment instruments supported by the merchant’s physical point of interaction.

The payment is initiated by the business-user (payee) who requests to an end user payer to pay at POS

with their smartphone.

Pre-requisites:
The end-user (payer) and the merchant (payee) have a digital euro payment account

1.

2. NFC payment with an digital euro payment account is proposed as a payment instrument by the
merchant.
3. The PSP app used by the end-user is enrolled with digital euro NFC-based mobile payment
capabilities.
Business rules
Mandatory
# Optional Business rules
Conditional
1 Conditi NFC payment with a digital euro payment account option is presented to the
onditional e : :
end-user only if this payment instrument is accepted by the merchant
> M The same AID will be used across both mobile NFC payment and
andatory
contact/contactless card form factors
For mobile NFC payments involving a digital euro payment account, the
3 Mandatory objective is to avoid requiring cashier intervention to activate a specific POS
configuration prior to initiating the transaction. The POS should be ready to
accept such payments without manual setup.
The transaction is initiated by the payee’s device, and the payment request is
4 Mandatory transmitted to the DESP via the acquiring PSP through the payee’s POS
terminal
If the transaction request is invalid, the POS must inform the end-user of the
rejection using a message that accurately reflects the reason for the failure.
This notification is displayed based on a reason code, which may be generated
5 Conditional by the POS itself or provided by one of the stakeholders involved in the
payment process.
The notification message must be in the end-user’s preferred language as
defined by the PSP.
The HCE SDK stores the distributing PSP ID in tag A5-BFOC-5F54 (BIC). The
6 Mandatory POS terminal must recover this tag to provide in the online authorisation in
accordance with the acquiring PSP’s specifications, as defined in [Refer to
Specifications #5 - NFC Payment request validation]
The HCE SDK stores the last four digits of the DEAN in tag 9F25. The POS
7 Mandatory terminal must read this tag and display the value on the payment receipt,
preceded by 12 asterisks, in accordance with PCI DSS standards.
8 Mandatory The POS must be compliant with CPACE-terminal-kernel-specification V1.2
9 Conditional In case of impossibility to go online, the CPACE HCE rejects the transaction by
providing an AAC cryptogram in the response of the first generate AC.
10 Mandatory No velocity checks are applied by the POS or the acquiring PSP regarding the
number of NFC transactions performed with the same payment instrument
11 Mandatory Terminal risk management is to be performed on CPACE HCE SDK request
(this request is mandatory in CPACE HCE specification)
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Mandatory
# Optional Business rules
Conditional

This becomes
mandatory upon | Sensory branding is a form of animation and sounds, serving to provide
12 publication of | consumers with auditory and visual cues, enhancing brand recognition, and
the guideline by | providing additional audio-visual confirmation upon a successful transaction.
the ECB.

After the Tap NFC communication, the POS (point of acceptance) has obtained
all the information to perform an online authorisation in accordance with the

13 Mandatory acquiring PSP’s specifications, as defined in [Refer to Specifications #2 -
Payment initiation service/Business user payment request initiation
validation]
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7. ATM requirements

There has been no revision or modification on the ATM requirements written some months ago.
ATM use cases are deprioritised and will be addressed at a later stage.

The Automated Teller Machine offers the end-users, under conditions detailed later in the document, to
perform the following functions:
- Manual funding
- Manual defunding
- Digital euro payment account balance inquiry and transaction history
These functions can be used for online digital euro holdings and offline digital euro holdings.
Offline digital euro holding functions are out of scope of this document.

Assumptions:
e ATMis able to identify a card that works with digital euro.

e The management of fake note, time out, deposit calculation and cash dispensing is not impacted
by digital euro and not described.
e Rules processed outside of the ATM are out of scope of this section.

7.1. Manual funding at ATM

Manual funding of digital euro payment account can be performed by the end-users at ATM by inserting
cash.
In these specifications, the concept of “Cash” encompasses both banknotes and coins.

The manual funding rules are described in this section.

7.1.1. Overview of manual funding at ATM

End-user

Goesto ATM —»  Insertsthecard ———» Selez;stigunndlng > Manual funding with cash deposit at ATM through card

Presents the card to Selects funding : : :

———— :

the NEC reader option > Manual funding with cash deposit at ATM through card

- Selects funding : : 2

> : 2

Activates ATM option with QR code > Manual funding with cash deposit at ATM through QR

Figure 9 - Overview of manual funding at ATM

7.1.2. Manual funding at ATM with cash deposit at ATM through card

Manual funding is initiated by the end-user who goes to an ATM to trigger the process.
E2E flow reference: LM-1.6 Online manual funding with cash deposit at ATM through card

Pre-requisites:
1. The end-user has a valid digital euro payment account

2. The end-user has a valid digital euro card (physical or digital)
3. ATM supports digital euro
4. ATM supports cash deposit
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5. ATM supports NFC technology (required if the end-user wants to use it)
6. The end-user requests manual funding at an ATM of their own PSP.
Business rules

# Mandatory Business rules
Optional
Conditional
- The ATM must validate the digital euro card data.
1 Mandatory - If the card is not valid, the process must be discontinued, and the end-user
must be informed
2 Conditional - The funding option is displayed only if the pre-requisites for ATM are met.
- If the card is valid, the ATM must trigger the authentication of the card
holder.
3 Conditional - If the authentication failed, the end-user must be requested to retry
- If after possible tries the authentication fails, the process must be
discontinued, and the end-user must be informed.
4 Onti - The ATM must provide the option to enter the desired amount and request
ptional .
the end-user to do it
5 Mandatory - The ATM must request t_he digital euro payment account balance and
holding limits to the acquirer
- The end-user is requested to insert cash only if the holding limit is not
6 Conditional already exlceeldeld._ . .
- If the holding limit is already exceeded, the process must be discontinued,
and the end-user must be informed
- If the end-user previously entered the amount for manual funding, the ATM
7 Conditional validates the consistency with the amount entered by the user and the cash
inserted.
M - After cash is inserted, in case of issues, the ATM must reject the cash
andatory . .
partially or as a whole, inform the end-user and return the cash.
Mandatory - The ATM must generate and send a funding request to the acquirer
- The ATM must inform the end-user of the result of the funding request
10 Mandatory - In case of rejection, the ATM must provide the reason of the rejection to the
end-user
7.1.3. Manual funding at ATM with cash deposit at ATM through QR code

Manual funding is initiated by the end-users who goes to an ATM to trigger the process.
E2E flow reference: LM-1.5 Online manual funding with cash deposit at ATM through QR code

Pre-requisites:
The end-user has a digital euro payment account

ATM supports digital euro

ATM supports cash deposit

ATM is able to generate and display a QR code

The end-user owns a device capable to scan a QR code

aRrwN =~

Business rules

# Mandatory Business rules
Optional
Conditional
- - After the end-user activates the ATM, the funding option is displayed only if
1 Conditional L
the pre-requisites for ATM are met.
5 Optional - The ATM must provide the option to enter the desired amount and request

the end-user to do it
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# Mandatory

Business rules

Optional
Conditional
3 Mandatory - ;I;]he ATM must generate a QR code containing the mandatory data to initiate
e funding request
- The ATM must display the QR code to the end-user
4 Mandatory - (Placeholder for QR code details)
- After the end-user scans the QR code and performs the authentication
through the mobile app, the ATM must be able to collect the data sent by the
5 Mandatory mobile app to the acquirer
- If the authentication is not successful, the process must be discontinued, and
the end-user must be informed
6 Mandatory - The end-user must be requested to insert the cash

7 Conditional

- If the end-user entered previously the amount for manual funding, the ATM
must validate the consistency with the amount entered by the user and the
cash inserted

8 Mandatory

- After cash is inserted, in case of issue, the ATM must reject part or the whole
of cash, inform the end-user and return the cash.

9 Conditional

- The ATM must request the digital euro payment account balance and
holding limits to the acquirer

- If the holding limit is already exceeded, the process must be discontinued,
and the end-user must be informed

10 Mandatory

- The ATM must send a funding request to the acquirer

11 Mandatory

- The ATM must inform the end-user of the result of the funding request
- In case of rejection, the ATM must provide the reason of the rejection to the
end-user
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7.2. Manual defunding at ATM

Manual defunding of the digital euro payment account can be performed by the end-users at an ATM by
withdrawing cash.
The corresponding rules are described in this section.

7.2.1. Overview of manual defunding at ATM

End-user

Selects defunding

Goes to ATM —  Inserts the card =) > Manual defunding with cash deposit at ATM through card

option
= Presents the card fo —> Selects d_efundlng Manual defunding with cash deposit at ATM through card
the NFC reader option

Selects defunding

¥ RELEERAL option with QR code

> Manual defunding with cash deposit at ATM through QR

Figure 10 - Overview of manual defunding at ATM

7.2.2. Manual defunding at ATM with cash withdrawal at ATM through card

Manual defunding is initiated by the end-user who goes to an ATM to trigger the process.
E2E flow reference: LM-2.7 Online manual defunding with cash withdrawal at ATM through card

Pre-requisites:
1. The end-user has a digital euro payment account

2. The end-user has a digital euro card (physical or digital)
3. ATM supports digital euro
4. ATM supports NFC technology (required if the end-user wants to use it)

Business rules

# Mandatory Business rules

Optional

Conditional
- The ATM must validate the card data.
1 Mandatory - If the card is not valid, the process must be discontinued, and the end-user
must be informed

2 Mandatory - The option is displayed only if the pre-requisites for ATM are met.

Mandatory - The ATM must provide the option to enter the desired amount and request

the end-user to do it

- The ATM must check the availability of cash to answer to the end-user’s
request.

- If the request cannot be met, the ATM must inform the end-user and
possibly propose a cash amount compatible with the available notes.

- The end-user must have the choice to discontinue the withdrawal or accept
the ATM proposal.

- If the card is valid, the ATM must trigger the authentication of the card
holder.

5 Mandatory - If the authentication failed, the end-user must be requested to retry

- If after possible tries the authentication fails, the process must be
discontinued, and the end-user must be informed.

6 Mandatory - The ATM must send a defunding request to the acquirer

4 Mandatory
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# Mandatory Business rules
Optional
Conditional

- The ATM must inform the end-user of the result of the defunding request

- If the defunding request is rejected, the ATM must provide the reason of the

7 Mandatory rejection to the end-user

- If the defunding request is successfully completed, the ATM must dispense
the requested cash to the end-user.

7.2.3. Manual defunding at ATM with cash withdrawal at ATM through QR code

Manual defunding is initiated by the end-user who goes to an ATM to trigger the process.
E2E flow reference: LM-2.6 Online manual defunding with cash withdrawal at ATM through QR code
& App

Pre-requisites:
1. The end-user has a digital euro payment account
2. ATM supports digital euro
3. ATM s able to generate and display a QR code
4. The end-user owns a device capable to scan QR code

Business rules

# Mandatory Business rules
Optional
Conditional

- After the end-user activates the ATM, the defunding option is displayed only
if the pre-requisites for ATM are met.

- The ATM must provide the option to enter the desired amount and request
the end-user to do it.

- The ATM must check the availability of cash to answer to the end-user’s
request.

- If the request cannot be met, the ATM must inform the end-user and
possibly propose a cash amount compatible with the available notes.

- The end-user must have the choice to discontinue the withdrawal or accept
the ATM proposal.

- The ATM must generate a QR code containing the mandatory data to

1 Mandatory

2 Mandatory

3 Mandatory

4 Mandatory initiate the defunding request

- (Placeholder for QR code details)
5 Mandatory - The ATM must display the QR code to the end-user

- After the end-user scans the QR code and performs the authentication
6 Mandatory through the mobile app, the ATM must be able to receive the notification

from the acquirer.
- The ATM must inform the end-user of the result of the defunding request
- If the defunding request is rejected, the ATM must provide the reason of the
7 Mandatory rejection to the end-user
- If the defunding request is successfully completed, the ATM must dispense
the requested cash to the end-user.
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7.3. Account balance inquiry and transaction history

The end-user can request the digital euro payment account balance at an ATM by inserting a card,
presenting it to the NFC reader or using a digital card stored in a mobile device and presented to the NFC
reader. The corresponding rules are detailed out in this section.

7.3.1. Overview of account balance inquiry and transaction history

End-user

Requests Account
Goes to ATM —» Balance & > Account Balance Inquiry & Transactions history
transactions history

Figure 11 - Overview of account balance Inquiry & Transaction history at ATM

7.3.2. Account balance inquiry and transaction history

The process is initiated by the end-user who goes to an ATM to trigger it.
E2E flow reference: TM 9.4 Balance inquiry and transaction history at ATM

Pre-requisites:
1. The end-user has a digital euro payment account

2. The end-user has a digital euro card (physical or digital)
3. The end-user requests balance inquiry and transaction history at an ATM of his own PSP.

Note: According to agreement between intermediaries, balance inquiry and transaction history could be
possible at not-own PSP.

Business rules

# Mandatory Business rules
Optional
Conditional
1 Mandatory - The ATM must display the menu showing the different options
2 Conditional - The options are displayed only if the pre-requisites for ATM are met.
- The ATM must propose only manageable form factors (e.g., NFC is not
3 Mandatory proposed if the ATM doesn’t have an NFC reader)

- The ATM must request the end-user to use the selected form factor

- The ATM must indicate the action to perform according to the form factor
selected by the end-user

- The ATM must send an authentication request to the acquirer

- If the authentication fails, the end-user must be requested to retry.

5 Mandatory - If after possible retries the authentication fails, the process must be

discontinued, and the end-user must be informed.

4 Mandatory

- The ATM must send an account balance and transaction history request

6 Mandatory to the acquirer

- The transaction history is limited to the last 15 transactions.

- If the request is processed successfully, the ATM must display the
account balance and the transaction history to the end-user

- If the request fails, the ATM must display the request rejection to the
end-user

- Possibility to the end-user to print the transaction history?

- Possibility to display the details of one transaction?

7 Conditional
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