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Important information
for the use of the ECB’s electronic tendering system

This is an electronic tender procedure. Tenderers must submit their submissions electronically via the
ECB’s electronic tendering system (link
https://procurement.ecb.europa.eu/sourcing/fsvendor/vendordesktop/index). Please refer to the
below user guides for information on how to use the ECB’s electronic tendering system:

User guides

— How to submit a tender/response to a procurement procedure?
— How to change your password?

—  Supplier account management

Important information

To avoid any complications in the submission process, please carefully read and exercise the
following instructions:

> Register back-up contact persons
Tenderers shall register at least one back-up contact person in the system to ensure that someone can
always access the tender and the communication, when needed. To create the back-up contac
account, see Chapter Il of the How to manage your supplier account user guide.

> Upload a test document
Directly after accessing the tender documentation, upload a test document as an attachment to your
submission (“RFx response”) to check that the electronic tendering system functions smoothly in your
IT infrastructure. To upload the document, see Chapter IV of the How to submit a tender/response to g
procurement procedure user guide.

> Do not wait until the last minute
Submit your documents well in advance of the deadline for the respective procurement to allow enough
time for technical support, if necessary. The time it takes to finalise your submission and upload al
documents may vary considerably depending on your browser, your internet connection and the size
of your files (max. 80 MB per file).

> Change your submission’s status to “firm”
Your response will only have been submitted successfully when the status of your RFx response has
been changed to “firm” before the deadline. The system closes the relevant procurement automatically
once the deadline has passed, irrespective of submissions still being edited. Only submissions tha
have their status set to “firm” can be considered in the relevant tender procedure by the ECB.

> Check your RFx response again after submission
- Access the ECB’s electronic tendering system again after submitting your RFx response tag

check whether the content is complete and that the response’s status is set to “firm”. We advise
you to take a screenshot of your uploaded attachment.
Technical support

Should you require help when using the system, please contact the ECB’s technical support team a
sourcing.support@ecb.europa.eu. Requests are handled on average in 1-3 working days. Suppor
hours are Monday to Friday from 08:30 to 17:30 Frankfurt local time, excluding ECB public holidays
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Introduction

As announced in the contract notice of 18 October 2022 (2022/S 201-570503) the European
Central Bank (ECB) is seeking suitable candidates (Candidates) through this Call for
Applications (CfA) that will be invited to participate in the negotiated procedure and to submit a
tender for the provision of audit and investigative services. The ECB intends to award one
framework agreement each for general process audits (Lot 1) and for investigative services
collecting and assessing facts on possible breaches of professional duties (see in particular the
ECB Ethics Framework, accessible via the published ECB Staff Rules) (legal assessment (Lot
2) and technical assessment (Lot 3)) (the “Contract(s)”).

Candidates may apply for all Lots, only one Lot or two Lots.

Background
The organisation of the ECB
Established by the Treaty on European Union (EU), the ECB is one of the EU institutions and

forms part of the European System of Central Banks (ESCB). In accordance with the Treaty on
the Functioning of the EU, the ECB is entrusted with the primary objective of maintaining price
stability. In carrying out its tasks, and independently from any instruction or influence by any
external body, the ECB therefore defines and implements the monetary policy of the Union. By
virtue of Council Regulation (EU) No 1024/2013, and in co-operation with the national
competent authorities, the ECB was also tasked to form a Single Supervisory Mechanism
(SSM), and has been entrusted with specific tasks concerning policies relating to the prudential
supervision of credit institutions. The ECB has its seat in Frankfurt am Main, Germany and has
representation offices in Brussels, Washington and London. The ECB enjoys privileges and
immunities to ensure its independence and proper functioning. This means that the ECB is
partially exempted from national German laws, e.g. German tax law and national employment

and social welfare law.

Based on specific Conditions of Employment adopted by its Governing Council?, it employs
approx. 3,500 members of staff on the basis of permanent, fixed-term and short-term contracts.
In addition, external contractors perform services for the ECB both on the premises of one of
its three currently used office buildings in Frankfurt am Main including the location of the ECB
headquarter (the Main Building), as well as off-site.

Within the ECB, the Directorate Internal Audit (D/IA) provides independent and objective
assurance and consulting services designed to improve and add value to the ECB’s operations,
activities and processes. Headed by the Director Internal Audit, and sub-divided into two
divisions having approximately 35 members of staff in total, D/IA supports the ECB to

1

See Atrticle 36 of the Statute of the ESCB/ECB, https://eur-lex.europa.eu/legal-
content/EN/TXT/HTML/?uri=CELEX:12016E/PRO/04&from=EN
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accomplish its objectives by bringing a systematic and disciplined approach to evaluating and
improving the effectiveness and efficiency of risk management, control and governance
processes. The ECB’s internal audit activities conform to the International Professional
Practices Framework (IPPF) of the Institute of Internal Auditors (lIA).

D/IA is moreover entrusted with the clarification of allegations of any potential breach of
professional duties, including the conduct of internal administrative inquiries when necessary.
Allegations of a potential breach of professional duties that may need to be clarified by D/IA
can in particular concern professional misconduct such as breaches of the ECB’s ethics
framework, its rules on confidentiality, conditions of employment and staff rules, IT security
rules or procurement rules and policies. In clarifying relevant allegations, D/IA moreover assists
European and national authorities. In particular, it assists the European Anti-Fraud Office
(OLAF) in its investigations of possible cases of fraud, corruption or any other illegal activity
affecting the European Union’s financial interests, in accordance with DECISION (EU)
2016/456 OF THE EUROPEAN CENTRAL BANK and Regulation EC No 883/2013 (OJ L 248/1
of 18.09.2013).

The current contracts with external providers for audit and investigative services expire on 19
May 2023 and the ECB herewith seeks to re-tender the audit and investigate services so as to
be able to order expert audit and investigative services and advice on an ad hoc basis in
accordance with the order procedure of the contracts. See below the description under Lot 1,
Lot 2 and Lot 3.

Nature of the contracts

The ECB envisages to award one (1) Contract with one successful tenderer (Contractor) for
each Lot (Lot 1, Lot 2 and Lot 3). All the envisaged Contracts for Lot 1, Lot 2 and Lot 3 will
have a duration of four (4) years and will enter into force upon signature by the ECB and the
Contractors. The envisaged starting date for each Contract is 20 June 2023. Under the
Contracts, the ECB will issue orders agreed on the basis of supplementary offers in accordance
with the terms and conditions of each Contract. Notwithstanding the expiry of each Contract,

orders may continue until the completion of the agreed deliverables.

The scope of the contracts
Scope of the Contract for Lot 1

The Contractor shall provide the deliverables to the ECB’s Directorate Internal Audit relating to
evaluating and improving the effectiveness and efficiency of risk management, control and

governance processes.

The scope of the deliverables to be provided in support of selected audit missions and

methodology comprises in total twelve (12) areas of competence (see Table 1 below).
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As delineated in the Table 1, the Contractor shall provide five (see sections 1-5) areas of

competence by its own internal resources only and may provide five (see sections 6-10) areas

of competence by either its own internal resources or by subcontracting. Two (see sections 11-

-12) areas of competence are considered as optional deliverables, however, Candidates shall

be in a position to offer such deliverables.

The breakdown is as follows:
Table 1

Deliverables in the following

areas of competence shall be provided deploying internal

resources only:

No. | Area of Competency Potential Audit Scope
1) Audit Planning and Audit work shall focus on reviewing D/IA’s current risk-based
Methodology methodology for establishing the internal audit plan and shall
include:

e development of audit objects around emerging risks,
including environmental, social and governance (ESG)
changes in the business environment, corporate culture,
and big data.

¢ collaboration along the so-called “three-lines.

2) Recommendation follow- | Assessment of status update and evidence received to
up assessment address recommendations related to areas 3 to 102 below.
3) Project governance and Reviews shall focus on the adequacy, efficiency and

management

effectiveness of the governance and controlling activities to
ensure that projects are delivered in a cost-conscious manner
and according to the approved scope or catalogue of benefits,
by assessing the:

e adequacy, efficiency and effectiveness of a project/change
governance and control framework (incl. clear allocation of
roles and responsibilities).

e adequacy of monitoring to measure the progress of the
project according to the approved project time-plan,
envisioned outcomes and budget.

e adequacy of the reporting and escalation mechanisms.

e monitoring procedures to assess consultants’ performance,
contract deliverables and controls on consultants’
payments.

o effective identification and handling of third-party under-
performance.

¢ reliable reconciliation of the project/change output with the
initial project scope/benefits catalogue.

¢ lessons learned process related to completed projects in the
ECB.

2 May include areas 11-12.
PRO-008295— Call for Applications
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4) Financial Risk Reviews shall focus on the adequagy of risk managemgnt

frameworks that ensure an appropriate level of protection
against financial risks (i.e. credit, market, counterparty
(settlement), interest rate, liquidity and currency) by assessing
the:

e development and implementation of the financial risk
models including methodological aspects (e.g. pricing of
assets and correlation estimates) as well as the risk
measures applied.

e adequacy of portfolio management.
¢ risk monitoring and reporting activities.

e portfolio management, including benchmark setting and
allocation processes as well as performance measurement.

o efficiency and effectiveness of first and second level

controls.
5) Operational Budget and Reviews shall focus on the process and procedures designed
Controlling to support the budgetary planning cycle and consumption

(actual expenditure) by the ECB business units, covering
system solutions in SAP, by assessing the:

e adequacy of the design of the budget framework and its
application throughout the ECB.

e existence, efficiency and effectiveness of controls
embedded in the process to detect irregularities.

e adequacy of the IT tools supporting budget activities e.g.
SAP including the existence, efficiency and effectiveness of
embedded controls.

e adequacy of controls related to the invoicing process, inter
alia the appropriate use of purchase orders and the invoice
verification/goods receipting process for third party
suppliers.

Deliverables in the following areas of competence shall be provided either by deploying

internal _resources or additionally by subcontracting (subcontracting shall mean

deliverables being provided by an entity with separate leqgal identity):

No. | Area of Competency Potential Audit Scope
6) Procurement and Asset Reviews shall focus on the procurement and inventory
Inventory management processes by assessing the:

o efficiency and effectiveness of the procurement process
(incl. clear allocation of roles and responsibilities) based on
output, duration and consumption of resources.

o existence, efficiency and effectiveness of controls embedded
in the process to detect inter alia circumventions (e.g.
smurfing).

o efficiency and effectiveness of annual procurement planning
based on a comparison of forecasting/planned person-days
and actuals/consumed person-days.
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e adequacy of the initial scope description (initial contract
value) versus the contract value at the time of the final
invoice.

completeness of the register of active contracts.

recording of and controls over goods received in the ECB’s
asset inventories and dispatching these goods within the
organisation.

The ECB’s processes are supported by, inter alia, SAP
(Purchase to Pay).

7) Information Technology Reviews shall focus on the adequacy, efficiency and
(IT) effectiveness of processes related to the following risk areas:

IT Governance, Risk Management and IT Project
Management, in particular

o IT Security, in particular:

Project management:

Project management methodologies and frameworks;
o Project change management;

o Managing project quality and risks;

o Project monitoring and controlling.

o

System development methodologies:
o Agile versus waterfall;

o DevOps, BizdevOps;

o No code/Low code programming.

IT Governance and Risk Management:

o Governance methodologies and frameworks;
o Performance management, KPIs and KRls;
o Management information and reporting;

o Risk optimization;

o Resource optimization.

IT third party management:

Management of vendor risks;

Supply chain risk management;

Cyber security in vendor and supply chain
management;

Management of service agreements;
o Managing assurance in third party relationships.

o O O

Cybersecurity strategy, management and framework;
Cyber-security operations;

Vulnerability Management and Penetration testing;
OS Hardening, Patching;

Databases Security (incl. data protection);

Security Operations Centre: Threat Intelligence, Security
Logging & Monitoring, Security Information and Event
Management, Security Incident Response Management;

PRO-008295— Call for Applications
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- End-user protection management (incl. End-user
devices security and Security Awareness);

- IT Asset and Configuration Management.
- Identity and Access Management (IAM);

- Telecommunication, Network (incl. Remote access
infrastructure) and Shared Infrastructure Management;

- (IT) Supplier/Third party management, oversight and IT
security (incl. the chain of suppliers).

o IT Service management, in particular:

- IT Service Design management (Capacity, Availability
and Service Level Management, IT Service Continuity
Management, Architecture);

- IT Service Transition management (Change and
Release Management);

- IT Service Operation management (Service request,
Monitoring and event Management, Incident and
Problem Management);

- Data management and data protection;

- Cloud services (SaaS, Paa$S, laaS in a private/ public/
hybrid cloud);

- Encryption mechanisms, cryptographic protocols and
key management.

Business Continuity

Reviews shall focus on topics related to business continuity

8
) management and management (BCM) as designed and operationalised to
operational resilience minimise the impact of disruptive incidents and strengthening
operational resilience, by assessing the:
¢ relevant criteria, e.g. best practices, international standards.
e adequacy, completeness and comprehensiveness of BCM
procedures and processes.
o operational effectiveness and efficiency of the procedures.
e accuracy and completeness of the centralised risk reporting.
e adequacy of the BCM contingency planning, testing and
training (e.g. BCM exercises).
e proper allocation and execution of roles and responsibilities,
in particular as concerns the first and the second lines.
e adequacy of the second level controls/compliance checks.
e Operational resilience with a focus on IT.
9) Stress test on entities Reviews shall focus on:
supervised by the ECB e annual stress tests (e.g. EU-wide stress tests, thematic
stress tests focused on specific risks).
e stress tests as part of comprehensive assessments.
e Specific stress tests conducted on individual supervised
entities.
10) Internal models on Reviews shall focus on the adequacy, efficiency and

entities supervised by the
ECB

effectiveness of the control and governance processes related
to the assessment of internal models used by entities
supervised by the ECB to calculate capital requirements.
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Optional Deliverables; however, Candidates shall offer such deliverables.

No.

Area of Competency

Potential Audit Scope

11)

Facilities Management
(including Catering,
Physical Security & Real
Estate)

Reviews shall focus on the adequacy, comprehensiveness,
and completeness of the Facility Management (FM) operations
as designed and operationalised by the ECB or provided by
others e.g. landlord. In this context FM may be understood to
include services related to inter alia Catering, Physical Security
and Real Estate, by assessing the:

e adequacy, completeness and comprehensiveness of the
design of FM procedures (incl. standard operating
procedures) and processes incl. clear allocation of roles
and responsibilities.

e existence of tailor made or industry specific risk
management processes, complementing the Operational
Risk Management.

e existence of relevant benchmarks and key performance
indicators to monitor the cost efficiency inter alia of
operating costs in €/sq. m, and usable workplace cost in €.

e adequate use of electronic tools to support the processes.

e existence, efficiency and effectiveness of second level
controls.

e availability of relevant job descriptions and training
programmes for staff, existence, efficiency and
effectiveness of an adequate quality management process.

12)

Human Resources
(including Performance
Management)

Reviews shall focus on the accuracy of the payroll process and
the pension administration, as well as the adequacy of the
design and operationalisation of policies and procedures
related to talent management (staff development) and
performance management operations, by assessing the:

e reliability of the IT tools supporting the payroll and pension
processes.

e existence, efficiency and effectiveness of controls
embedded in the business applications supporting the
operational processes.

o efficiency and effectiveness of the process to ensure that
staff allowances data are accurate.

e adequacy of the governance and reporting tools for the
ECB retirement (i.e. pension) plans incl. e.g. the interfaces
with different stakeholders such as the investment
manager.

e adequacy of the design of the recruitment process and its
operationalisation.

e existence, efficiency and effectiveness of the controls to
detect non-compliance.

o efficiency and effectiveness of the performance
management reporting.

PRO-008295— Call for Applications
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e adequacy of the talent management and staff
development.

The ECB’s payroll processes are supported by SAP.

The place (ECB’s premises or remotely or a combination of both) and time of execution of the
deliverables shall be defined in an order under the Contract.

The ECB may order the deliverables on an ad hoc basis by the issuing of orders on the basis
of the Contract. Following the request of the ECB, the Contractor shall submit an offer to the
ECB within a maximum of three (3) weeks. Subsequently, following the issuing of the order by
the ECB and acceptance of the order by the Contractor, the Contractor shall provide the
deliverables by deploying the requested professionals to the ECB within maximum 30 calendar
days. The duration of the provision of the deliverables under an order shall be between one (1)
and sixteen (16) weeks.

D/IA estimates that three to four (3-4) orders may be placed per annum. However, the Contract
does not confer on the Contractor any exclusive right to provide the deliverables. Each mission
typically consumes approximately 100 person-days (+/-20%). During the term of the Contract,
the ECB may request deliverables of a similar type that are not currently anticipated but are
within the scope of the Contract, or deliverables of a similar type that may reasonably be
expected from the Contractor for the performance of the Contract in accordance with the ECB
procurement rules. The deliverables shall be provided in English. Any mission-related
documents will become the property of the ECB.

The deliverables may be provided by means of temporary groupings(s) of companies-
constituting 1 Candidate, or through sub-contracting arrangements for the areas of competency

indicated in the above table.

1.3.2 Scope of the Contracts for Lots 2 and 3
The scope of the deliverables to be provided under Lots 2 and 3 for the clarification of
allegations of any potential breach of professional duties and selected administrative inquiries
shall comprise all of the following deliverables:
Lot 2: legal competence for collecting and assessing facts on possible breaches of
professional duties
1) (Preliminary) legal assessments of allegations of professional misconduct that result in a
summary report.
2) Advice on the design, planning and conduct of any individual administrative inquiries on
allegations of professional misconduct as appropriate.
3) Conduct of investigative measures as a member of a panel in accordance with the
applicable legal framework and under the supervision of D/IA.
4) Gathering of evidence.
5) Analysis of documentation.
PRO-008295— Call for Applications Page 11 of 33
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Other relevant activities as appropriate in the clarification of any potential breaches of
professional duties.

Lot 3 — technical competence for collecting and assessing facts on possible breaches of

professional duties

1)

2)

3)

4)
3)
6)
7)
8)
9)
10)
11)

(Preliminary) technical assessments of allegations of professional misconduct that result

in @ summary report.

Advice on the design, planning and conduct of any individual administrative inquiries on
allegations of professional misconduct as appropriate.

Conduct of investigative measures as a member of a panel in accordance with the
applicable legal framework and under the supervision of D/IA.

Gathering of evidence.

(Computer) forensic investigations (e.g. email searches, searches on mobile phones).
Analysis of documentation.

Technical and engineering expertise and analysis of related incidents.

Background and due diligence searches.

Red-flag analysis.

Asset tracing and recovery, and

Other relevant activities as appropriate in the clarification of any potential breaches of

professional duties.

Candidates shall have or shall deploy staff that fulfil the following requirements:

Lot 2:

Extensive experience in the areas referred to above to provide expert analysis and advice.

Expertise and experience particularly in the sound legal assessment and analysis of
professional misconduct according to the rules and case-law applicable to persons working
for European institutions.

Ability to rapidly acquire knowledge of the ECB and its institutional framework, including
its ethics framework, rules on confidentiality, conditions of employment, staff rules, rules
on the conduct of administrative inquiries, IT security rules and procurement rules and

policies.

Sound knowledge in European law, specifically in civil service law, data protection law
and/or rules applicable to persons working for European institutions.
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Lot 3:

- Extensive experience in the areas referred to above to provide expert analysis and advice.

- Expertise and experience particularly in the sound technical assessment and analysis of
professional misconduct, as well as in the conduct of internal administrative inquiry
procedures, including their technical preparation and documentation.

- Experience in performing investigations.

- Expertise and experience in the area of IT and IT security.

- Ability to rapidly acquire knowledge of the ECB and its institutional framework, including
its ethics framework, rules on confidentiality, conditions of employment, staff rules, rules
on the conduct of administrative inquiries, IT security rules and procurement rules and

policies.

For Lot 2 and Lot 3:

In reply to the terms of reference for any individual assignment, the Contractors shall respond
promptly within a given deadline, indicating through which member(s) of their staff they intend
to provide the services requested, and holding such staff available at short notice, i.e. within a
day. The Contractors shall consequently employ a number of staff especially at Associate level,
who shall (jointly) cover the range of services set out above.

The ECB may request alterations to the deliverables and/or request additional deliverables in
accordance with the ECB procurement rules.

D/IA estimates that the ECB will place two (2) orders per annum. However, the Contract(s) do
not confer on the Contractors any exclusive right to provide the deliverables. The non-binding

and estimated number of person-days for 4 years is 135.

The deliverables shall be provided in English. The individual assignments shall have a duration
of between one and four weeks per order but may be significantly longer in cases of deliverables
provided in the context of an administrative inquiry. Individual orders shall be agreed upon on
the basis of the Contracts at short notice at the outset of any such order. To this end, specific
requirements will be determined by the ECB and sent to the Contractors, for the latter to set

out:
- the proposed method of approaching the deliverables to be provided under an order.
- expertise and qualification of staff proposed in the area under examination.

- availability of the staff (especially at associate level) proposed for the relevant assignment.

and

- a breakdown of the total cost of the resources required for the assignment.
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It is envisaged that the Contractors respond to an ECB request by submitting a binding offer
within one working day. In case of an urgent request, the Contractors shall reply by submitting
a binding offer within 2 hours.

The deliverables may be requested on a time and material basis, or by means of a fixed price

as appropriate.

At the end of each order the successful Contractor shall provide the ECB with working papers
documenting in detail the work done, as well as a report summarizing the findings or any other
type of deliverable agreed to in the order. Any such documents will become property of the
ECB.

The place of performance (ECB’s premises or remotely or a combination of both) and time of
execution of the deliverables shall also be defined in the order issued under the Contracts.

Potential conflicts of interest (Lots 1-3)

In order to avoid any conflict of interest arising according to the ECB “good practices” guidance,
the ECB Statutory Auditor for the period 2018-2024 (including its international network member
firms and affiliates) is not eligible to submit an application for the present procurement
procedure.

Candidates either holding an active contract with another business area of the ECB, or
participating in other procurement procedures carried out by the ECB in parallel to this tender
procedure for Lots 1-3 , may submit an application without jeopardising their existing contracts
or their participation in other procurement procedures carried out by the ECB.

In cases where, during the term of the Contract(s), Contractors become aware of a potential
conflict of interest e.g. a risk existing of auditing an output or process where Contractors
contributed/will contribute, Contractors shall communicate the potential conflict to the ECB in a
timely manner, and shall ensure that appropriate measures can be implemented to ensure
sufficient independence is maintained (e.g. robust “Chinese Walls”). In addition, Contractors
shall submit updated information on contractual or other relationships with the ECB as part of
the order procedure under the Contract(s). The ECB will conduct a verification of any potential

conflict of interest on a case-by-case basis when issuing orders.

For SSM works and services and the standards of behaviour and conflicts of interest the ECB
refers to section 5 of the ECB’s specific contract terms for SSM works and services, as further
specified in the tender specifications as part of the invitation to tender as well as in the

Contracts.

Data protection (Lots 1-3)

Candidates shall have policies in place to ensure the confidentiality, integrity, availability and

resilience of processing systems and services in terms of protection of personal data of ECB
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staff members. Candidates shall have appropriate access rights and access control in place in
terms of organisational measures, such as for example limited access to designated staff on a
need-to-know basis. Candidates shall store personal data of ECB staff members only within the
EEA. The data protection requirements will be further specified in the tender specifications as
part of the invitation to tender as well as in the contracts.

1.6 Diversity; Corporate Social Responsibility (Lots 1-3)
The ECB’s Diversity and Inclusion Strategic Intent sets out the guiding principles on how
diversity and inclusion is fostered at the ECB and its work environment. In addition, the ECB is
committed to continuously improving its environmental performance and to minimising its
ecological footprint. In this respect, the ECB is externally audited on its ongoing efforts to
improve in environmental performance, aiming at fulfilling the requirements for maintaining its
environmental certifications in accordance with the ISO 14001 standard or EMAS (Eco-
Management and Audit Scheme) or equivalent standards.
Candidates shall have the capacity to deploy professionals to the ECB to take account of
diversity and inclusion and shall integrate environmental measures into the provision of their
services.
Candidates shall provide details in each Application Form on their corporate social responsibility
procedures that integrate social (including diversity) and environmental measures.
2, Structure of the Call for Application (CfA) documentation
The Call for Application documentation consists of this Call for Application documentation and
the following annexes:
o Annex 1 CFA1: Application Form for Lot 1.
o Annex 2 CFA1: Application Form for Lot 2.
o Annex 3 CFA1: Application Form for Lot 3.

3. Legal framework
This tender procedure shall be governed by Decision ECB/2016/2 of 9 February 2016 laying
down the Rules on Procurement3, (further in this document referred to as “the ECB
Procurement Decision”) the provisions of this CfA and the provisions of the ITT to be sent to
the selected Candidates.

8 OJ L 45, 20.2.2016, p. 15-43, as amended by Decision ECB/2020/10 (OJ L 69, 6.3.2020, p.41-45) and
and Decision ECB/2020/10 (OJ L 69, 6.3.2020, p. 41-45), all published on
http://www.ecb.europa.eu/ecb/proc/tenders/html/index.en.html.
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Preparation and submission of applications
Communication, queries regarding the tender procedure

During the preparation of applications, all Candidates are encouraged to submit questions to
the ECB on any aspect of the CfA or the envisaged Contract(s).

Candidates must address all queries regarding this tender procedure via the ECB’s electronic
tendering system through which they have also accessed the present Call for Applications. Any
type of communication relating to the tender procedure must be made via the ECB'’s electronic
tendering system (under the tab ‘Discussions’) as single point of contact. The ECB does not
assume any responsibility for queries which are not submitted in writing or outside the ECB’s
electronic tendering system.

The ECB shall endeavour to answer all queries as quickly as possible but cannot guarantee a
minimum time response. The ECB shall not be bound to reply to queries received less than
seven calendar days before the time-limit for the submission of applications but will try to do so
if possible.

If a query is of general interest, the ECB shall communicate the query and the corresponding
answer to all Candidates who have asked for the tender documentation. The query shall be
anonymised and information of a commercially confidential nature shall not be disclosed.

During the tender procedure, Candidates shall not contact any other ECB staff members or
organisations/persons working for the ECB with regard to this tender procedure. Candidates
shall also not contact potential competitors unless they intend to form a temporary grouping
with them or to involve them as subcontractors. Any violation of this communication rule may

lead to the exclusion of the Candidate in question.
Unless otherwise provided, all communication with the ECB shall be made in English.

In the event of a dysfunctionality of the ECB’s electronic tendering system, the ECB may use
different means of communication or may request Tenderers to use different means of

submission and communication and set a new time-limit for the submission of tenders.

Review of the tender documentation

If Candidates consider that the ECB’s requirements laid down in the contract notice, the CfA or
supporting documents are incomplete, inconsistent or illegal or that the ECB or another
Candidate has infringed the applicable procurement rules, they shall notify their objections to
the ECB via the ECB’s electronic tendering system within 15 calendar days (Article 28(2) of the
ECB Procurement Decision). If the irregularities affect the CfA or other documents sent by the
ECB, the time limit shall start to run from the date of receipt of the documentation. In other
cases, the time limit shall start to run from the moment the Candidates become aware of the
irregularity or could reasonably have become aware of it. The ECB may then either correct or
supplement the requirements or remedy the irregularity as requested, or reject the request

indicating the reasons therefor. Objections which were not communicated to the ECB within the
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time limit may not be raised at a later stage, and Candidates shall be precluded from raising
them in an appeal procedure (Article 39 of the ECB Procurement Decision) and in proceedings
before the Court of Justice of the European Union.

3. Changes to Call for Application documentation
The ECB may at any time change or supplement the requirements set out in the contract notice
or the CfA. The ECB shall communicate, via the ECB’s electronic tendering system, the
changes or additions to all Candidates who requested the tender documentation and may, if
necessary, extend the time-limit for the submission of applications. If need be, the ECB will also
publish a corrigendum to the contract notice.

4. Preparation of the applications; expenses

4.1 Candidates shall obtain at their own responsibility and expense all information necessary for
the preparation of their applications. Candidates are solely responsible for the costs and
expenses incurred in connection with the preparation and submission of their applications and
all other stages of the tender procedure. The ECB shall not be liable for any costs or expenses
borne by Candidates or persons involved by them.

4.2 Candidates are solely responsible for obtaining the information which they consider is
necessary in order to make decisions regarding the content of their applications and to
undertake any investigations they consider necessary in order to verify any information provided
to them during the procurement process.

Ml Submission of applications
Candidates shall submit separate Applications for each Lot in accordance with the requirements
laid down in this Chapter Ill and include all documentation requested.

1. Contact person, method and time-limit for submission

1.1 Candidates must submit their application electronically via the ECB’s electronic tendering
system  (link:  https://procurement.ecb.europa.eu/sourcing/fsvendor/vendordesktop/index)
before 12:00, Frankfurt local time, on 14 November 2022.

1.2 The contact person for this tender procedure is: Ms Uta Elbers-Kesten.
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1.3 The relevant reference number for this tender procedure in the ECB’s electronic tendering

system is:

o Lot 1: RFX-PT-2022-000081: PRO-008295-L1R1-Audit and investigative
o Lot2: RFX-PT-2022-000082: PRO-008295-L2R1-Audit and investigative

o Lot 3: RFX-PT-2022-000083: PRO-008295-L3R1-Audit and investigative

2. Format of the application
The application shall consist of
e the Application form (Annex 1 CFA1 for Lot 1); and/or
e the Application form (Annex 2 CFA1 for Lot 2); and/or
e the Application form (Annex 3 CFA1 for Lot 3)

depending on whether Candidates submit an application for all Lots, for only one Lot or for two
Lots.

Candidates shall complete the Application form (Annex 1 CFA1 for Lot 1, Annex 2 CFA1 for
Lot 2 and/or Annex 3 CFA1 for Lot 3) (depending for which Lot(s) they apply) in accordance
with the instructions set out in the forms. Each Application form shall be signed handwritten by

an authorised representative of the Candidate. If an application is submitted on behalf of a
temporary grouping, the Application form shall be co-signed by all members of the temporary

grouping. If the Candidate lists subcontractors in an Application form, a separate Application

form for each subcontractor shall be completed (see also section VI.2 General Rules —

Subcontracting), with or without a signed Appendix A1 to the Annex 1 CFA1 for Lot 1, Annex 2
CFA1 for Lot 2 and/or Annex 3 CFA1 for Lot 3. In case the Candidate relies in an application
on other companies/persons to fulfil the selection criteria, each of those companies/persons
needs to fill in a separate Application form including its appendix A2 to the Annex 1 CFA1 for
Lot 1, Annex 2 CFA1 for Lot 2 and/or Annex 3 CFA1 for Lot 3. Candidates shall submit the scan
of the signed Application form(s) electronically via the ECB’s electronic tendering system as

part of their application.

3. Language

Candidates shall submit all documents and information in English. Legal, financial, ISO and
other certificates that have not been issued in English may be submitted in the original
language. The ECB may request Candidates to provide a certified translation of the original

document.
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4. Digital format
Candidates shall submit their application electronically via the ECB’s electronic tendering
system. The application shall consist of generated PDF files except for documents which must
be scanned for technical reasons (e.g. paper-based certificates). Other filled-out forms shall be
submitted as Microsoft Office readable document formats (Word or Excel or compatible
formats).

IV. Evaluation of applications

1. Evaluation process

1.1 The ECB envisages to invite a maximum of five (5) Candidates per Lot to submit a tender
provided that a sufficient number of Candidates meeting the selection criteria is available. The
ECB shall invite the Candidates
(a) whose applications comply with the formal requirements laid down in this CfA;

(b) who meet the eligibility criteria set out in Section 3 below; and

(c) who meet the selection criteria set out in Section 4 below.

The evaluation of (a)-(c) will be carried out in no particular order. Only the applications meeting
all the mandatory/minimum requirements of each stage shall be considered in the final
evaluation and ranked in order to establish the Candidates invited to submit a tender.

1.2 The ECB may request Candidates to supplement their application or to clarify specific points
within the limits set out in Article 27 of the ECB Procurement Decision. Candidates shall
respond to such requests within the reasonable time-limits set by the ECB. The ECB will not
consider replies submitted after the expiry of the time-limit.

1.3 For the purpose of the evaluation, the ECB may also take account of any other relevant
information from public or specialist sources. The ECB may contact the reference persons
indicated by the Candidates and ask specific questions. The questions and answers shall be
documented in writing.

2. Formal application requirements

2.1 The ECB shall exclude applications that
a) were not submitted via the ECB’s electronic tendering system (or by relevant other means

if and as requested by the ECB according to Chapter Il section 1.7); or
b) were received by the ECB after the expiry of the time-limit;
c) are substantially incomplete; or
d) were not submitted in English.
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The ECB may, at its own discretion, exclude Candidates that do not comply with other
substantial formal requirements laid down in this CfA.

Eligibility criteria

The tender procedure shall be open on equal terms to all natural or legal persons resident or
established in the European Union and to all natural and legal persons resident or located in a
country which has ratified the World Trade Organisation Agreement on Government
Procurement (GPA) or has concluded with the European Union a bilateral agreement on
procurement under the conditions laid down in the said agreements. Other tenderers will be
excluded.

The ECB shall exclude Candidates that are in one of the situations described in Article 30(4) of
the ECB Procurement Decision (e.g. conviction for fraud or corruption) or have been excluded
from participation in any future tender procedure for a certain period of time in accordance with
Article 30(8) of the ECB Procurement Decision.

The ECB may exclude Candidates that are in one of the situations described in Article 30(5) of
the ECB Procurement Decision (e.g. conflict of interest, insolvency; grave professional

misconduct; misrepresentation).

The ECB shall exclude Tenderers that are subject to EU restrictive measures adopted under
Article 29 of the Treaty on the European Union (TEU) or Article 215 of the Treaty on the
Functioning of the EU (TFEU), such as Regulation (EU) No. 833/2014 and Regulation (EU)
269/2014, or Tenderers that involve entities (see Section VI.1 and VI.2) subject to such
measures. The prohibition to involve such entities applies throughout the whole performance of

the contract. The sanctions that apply can be found in the Official Journal of the EU.

Candidates shall state in their declaration of honour (included in Annex 1) that they meet the
eligibility criteria and shall inform the ECB without undue delay if any circumstances arise after

the submission of their application that may affect their eligibility.

Prior to the award of the contracts, the ECB may request the best-ranked Tenderer for Lot 1,
Lot 2 and/or Lot 3 to submit the documents listed in the relevant Application form including the
documents concerning the subcontractors. The ECB reserves the right to request these
documents from Candidates/Tenderers at any other stage of the tender procedure. Upon the
ECB’s request, the Tenderers/Candidates shall submit these documents within two week(s).
Failure to comply with this requirement may lead to the exclusion of the Tenderer or Candidate.
Candidates shall inform the ECB without undue delay if any circumstances arise after the
submission of their tender that may affect their eligibility.
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4. Selection criteria

Candidates shall have the economic, financial, technical and professional capacity to perform

the Contract.

Selection criteria for Lot 1:
4.1 Economic and financial capacity
The Candidates’ economic and financial capacity will be assessed on the basis of their financial

situation (total turnover and net turnover of similar deliverables as covered by this tender
procedure). Candidates must meet the following minimum requirements:

(a) a netturnover of at least EUR 4 Million per annum in the financial years 2019, 2020 and
2021.
In the case of a temporary grouping:
. Net turnover may be derived as the sum of the respective turnover of its members.
. However, at least one (1) member shall have achieved on its own 60% of the
above indicated amount.

b) The Candidates’ business has existed for a minimum of five (5) years prior to the
submission date for this application. In the case of a temporary grouping, each member
shall have been individually and separately incorporated for a minimum of five (5) years
prior to the submission date for this application

c) The Candidates shall be able to also provide anonymised benchmarking information on
financial institutions and/or similar public institutions for audit areas covered under
sections 3-12 indicated in Table 1 of Section 1.3.1.

As proof, Candidates shall submit the documents listed in Annex 1 CFA1 for Lot 1.

4.2 Technical and professional capacity
The Candidates’ technical and professional capacity will be assessed on the basis of the

following criteria:

(a) The Candidates employ a minimum of 1004 staff who could be deployed to provide the
deliverables required by way of this Contract, whereof:

i. At least ten (10) members of the Candidates’ staff are Certified Internal Auditor (CIA)
qualified or hold an equivalent qualification for general auditing.

i. At least five (5) members of the Candidates’ staff, taken cumulatively (not
individually) hold the following IT certifications

4 i.e. excluding freelancers
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o IT Audit. CISA

o IT Security: CISSP, CISM, CSSLP, GSEC, GSNA, GIAC
. IT Risk: CRISC

. Cloud Security: CCSP, CCSK

iii. At least five (5) members of the Candidates’ staff, taken cumulatively (not
individually) have an advance knowledge of one of following frameworks:
. IT related: COBIT, ITIL, CIS, NIST, Prince 2, Dama-DMBOK, Cloud Security
Alliance, ISO standards
o Other frameworks: COSO.
iv. At least five (5) members of the Candidates’ staff, taken cumulatively (not
individually) have an advance knowledge of the following skills and knowledge:

. Cyber-security;

. Networks and infrastructure;

. Payment systems and related infrastructure;

o Cloud computing and cloud migration;

. Software development methodology

. Data management;

. Information Security risk management;

. Project management frameworks;

. Third-party risk management; and

. possess strong auditing skills and can apply a risk-based approach in

his/her work.

V. At least three (3) members of Candidates’ staff possess the relevant skills and
knowledge for the services in financial risks, in addition to one of the following
professional certifications:

. Chartered Financial Analyst (CFA);
o Chartered /Certified Accountant (e.g. ACCA).
(b) The Candidates provide services and works in support of audit missions in English and
delivers English reports.

(c) The Candidates apply the International Professional Practices Framework (IPPF) or

equivalent to reports delivered for audit missions.

(d) The Candidates have delivered a minimum of five (5) assignments related to the deliverables
between 1 January 2018 and the day of submission of the application where in each case
the duration was a continuous period of eight (8) calendar weeks and the resource
consumption exceeded 100 person-days;

(e) The Candidates have the capacity to provide the deliverables in the areas of competency
numbered 1-5 in the table 1 in Section 1.3.1 of Chapter I, using internal resources without
recourse to subcontractors.

PRO-008295— Call for Applications Page 22 of 33
Provision of Audit and Investigative Services



ECB-RESTRICTED

(f) The Candidates have the capacity to provide the deliverables in the area of competency
numbered 6-12 in the table 1 in Section 1.3.1 of Chapter |, using either internal resources or

subcontracting arrangements.

(g) The Candidates have at their disposal an audit team of at least twenty (20) professionals
who could be deployed to provide the deliverables to the ECB required by way of this
Contract,

and who collectively possess:

(i) Advanced English oral, reading and writing language skills at the level B2 from the
Common European Framework of Reference for Languages (CEFR) or equivalent;
and

(i)  Advanced German oral and reading language skills, at the level B2 from the
Common European Framework of Reference for Languages (CEFR) or equivalent;
and

(i)  Atleast one (1) professional per field of competency must possess a minimum
academic qualification of a Master’'s Level Degree (or equivalent) from a university
or comparable academic establishment; at least two (2) professionals must
demonstrate at least ten (10) years of relevant operational experience similar to
the scope under Lot 1.

(h) The Candidates are subject to a system of certified quality assurance: As proof the
Candidates shall submit a list of the accreditations and certificates.

As proof, Candidates shall submit
. the Application form (Annex 1 CFA1 for Lot 1).

. information and documents requested in the Application form (Annex 1 CFA1 for
Lot 1)

4.3 Among the Candidates meeting the minimum requirements set out in Annex 1 CFA1 for Lot 1,
the ECB shall select those which best meet the selection criteria listed below.
See also Sections 4.9 and 4.10 of this Chapter:

(a) The Candidate’s general experience and expertise, assessed on the basis of the
Candidate’s past experience and its reference contracts which are comparable in terms of
scope, size and complexity with the Contract tendered by the ECB for Lot 1: (weighting
of this criterion 60%).

Candidates shall use the Annex 1 CFA1 for Lot 1 “4.4 Experience” to provide a list of
reference assignments that the Candidate provided to clients other than the ECB between
1 January 2018 and the day of submission of this application for Lot 1 and where at a

minimum either the reporting or working language was English. These shall include:

PRO-008295— Call for Applications Page 23 of 33
Provision of Audit and Investigative Services



ECB-RESTRICTED

- one (1) reference assignment for each of the areas numbered 1, 3, 4, 5, 6, 8, 9 and
10, and 11 and 12 whether they are offered, in the table 1 — Section 1.3.1 of
Chapter I; and

- as minimum two (2) reference assignments for each of the sub-areas under area 7
of the table 1 — Section 1 IT (i.e. IT Governance, Risk Management and IT Project
Management; IT Security; IT Service management), but not more than 10
references in total.

References will be evaluated on the basis of the following criteria:

(i) The relevance of the reference client’s business, and their size in terms of annual
turnover and staff size of the entity being audited. References from Government
agencies, international organisations and banks, all with an annual turnover (or
budget) exceeding EUR 100 Million and with more than 3,000 staff will be evaluated
higher. Reference assignments provided from varied contracting parties will also be

evaluated higher.

(i)  The relevance of the scope of the reference assignments to the areas of
competency as set out in Section | (Scope). Candidates who are able to
demonstrate relevant experience across all 12 mandatory areas will score a higher

number of points.

(i)  The duration of the reference assignments. Assignment duration of more than 8

calendar weeks and consuming more than 100 person-days will score higher.

(iv) The working and reporting language. Examples where both the working and

reporting language was English will be scored higher.

(v)  The Candidate is experienced in contributing to co-sourced reports which were
delivered broadly following the International Professional Practices Framework
(IPPF) or similar. Examples where the Candidate firstly delivered over 50% of the
basis of the report (i.e. fieldwork), and where the structure of the reference
assignment broadly following the IPPF or similar will be scored higher.

(b) The Candidate’s general capacity to provide the deliverables in terms of organisation and
human resources (weighting of this criterion 40%), which will be evaluated based on a
of subject matter experts® for each area of competency to be used for the provision of
Services. Candidates shall complete the Annex 1 CFA1 “Human resources”, with between
three (3) and six (6) professionals’ Curriculum Vitae (CV) per area of competency. All

proposed CVs will be collectively evaluated on the basis of the following criteria:

3 The list may include freelancers; however, the same actor may not cover more than two areas.
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(i) Relevant academic qualifications. Additional and/or higher relevant academic
qualifications such as PhD in a topic of relevance or lecturing position post
qualification, and/or the publication of either relevant papers or participation in

standard setting boards will be evaluated higher.

(ii) Relevant operational experience. Experience obtained in the private sector will be

graded higher. Senior management experience6 will also be graded higher.

The ECB’s evaluation of the selection criteria as set out in Section 4.3(a) and (b) above
will be based on the information to be submitted by the Candidates in Annex 1 CFA1 for
Lot 1. The ECB will not evaluate information from additional documents that may be
submitted by the Candidates further to the duly filled Annex 1 CFA1 for Lot 1, unless
additional documents (such as CVs) are explicitly requested by Annex 1 CFA1 for Lot 1.

Selection criteria for Lot 2:

Technical and professional capacity (Lot 2)

The Candidates’ technical and professional capacity will be assessed on the basis of the

following criteria:

(@)

(b)
(c)

(d)

(e)

Professional formation / academic degrees obtained in one of the EU Member States of the
staff proposed, demonstrating their relevant legal expertise in relevant subject matters.

The Candidates provide services and works in English and deliver English reports.

At least, one (1) staff member at the level of Director (more than twelve (12) years of relevant
experience) or one (1) staff member at the level of Manager (more than seven (7) years of
relevant experience) and/or one (1) staff member at the level of Associate (more than five
(5) years of relevant experience). Either the Director or Manager shall serve as contract

manager.

The Candidates have at their disposal staff members at the level of Director or Manager and
Associate that collectively possess advanced English language skills (oral and written)
equivalent to a level of C1 with reference to the Common European Framework of Reference
for Languages (CEFR) or equivalent;

Candidates’ capacity to respond within one day to ECB requests and in urgent cases within
two (2) hours to the ECB’s request and to submit a binding offer to provide the deliverables;

% This means managing a team of over 50 persons and having P&L responsibility for over EUR 1 million annually.
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Minimum requirements

Among the Candidates meeting the minimum requirements, the ECB shall select those which

best meet the selection criteria listed below.

See also section 4.9 and 4.10 of this Chapter:

a)

(b)

The Candidate’s general experience and expertise, assessed on the basis of the
Candidate’s past experience and its reference contracts which are comparable in terms of
scope, size and complexity with the Contract tendered by the ECB for Lot 2 (weighting of
this criterion 60%).

References provided via the Annex 2 CFA1 Lot 2, including the experience for the

services as described for Lot 2, will be evaluated on the basis of the following criteria:

(i) The relevance of the scope of the reference assignments provided by the

Candidate to the areas of competency.

(i)  English as the working and reporting language with the ECB.

(i)  Sound knowledge in European law, specifically in civil service law, data protection

law and/or rules applicable to persons working for European institutions.

The Candidate’s general capacity to perform the Services tendered by the ECB in terms
of organisation and human resources (weighting of this criterion 40%). Candidates with
a proper description of their approach to guarantee the response times to the ECB’s
requests in accordance with the order procedure set out in the Contract - please see the
envisaged response time of 1 day or, in urgent cases 2 hours as stated under Section |,
Scope of Services to be provided for Lot 2 - and availability of staff at short notice to be
deployed to provide the deliverables to the ECB will be ranked higher.

The ECB’s evaluation of the selection criteria will be based on the information to be
submitted by the Candidates via Annex 2 CFA1 for Lot 2. The ECB will not evaluate
information from additional documents that may be submitted by the Candidates further
to the duly filled Annex 2 CFA1 for Lot 2 unless additional documents (such as CVs) are

explicitly requested by Annex 2 CFA1 for Lot 2.

Selection criteria for Lot 3:

Economic and financial capacity

The Candidates’ economic and financial capacity will be assessed on the basis of the following

criteria:
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The Candidates’ business has existed for a minimum of 5 years prior to the submission date
for this application. In the case of a temporary grouping, each member shall have been
individually and separately incorporated for a minimum of 5 years prior to the submission
date for this application.

Technical and professional capacity

The Candidates’ technical and professional capacity will be assessed on the basis of the

following criteria:

(@)
(b)

(c)

(d)

The Candidates provide services and works in English and deliver English reports.

At least, (one) 1 staff member at the level of Director (more than twelve (12) years of relevant
experience), one (1) staff member at the level of Manager (more than seven (7) years of
relevant experience) and one (1) staff member at the level of Associate (more than five
(5) years of relevant experience). Either the Director or Manager shall serve as contract

manager.

The Candidates have at their disposal staff members at the level of Director, Manager and
Associate that collectively possess:

(i) Advanced English language skills (oral and written) equivalent to a level of C1 with
reference to the Common European Framework of Reference for Languages
(CEFR) or equivalent; and

(i)  Advanced German oral and reading language skills, at the level B2 from the
Common European Framework of Reference for Languages (CEFR) or equivalent;

Candidates’ capacity to respond within one day to ECB requests and in urgent cases within

two (2) hours to the ECB’s request and to submit a binding offer to provide the deliverables;

Minimum requirements

Among the Candidates meeting the minimum requirements, the ECB shall select those which

best meet the selection criteria listed below.

See also section 4.9 and 4.10 of this Chapter:

a)

The Candidate’s general experience and expertise, assessed on the basis of the
Candidate’s past experience and its reference contracts which are comparable in terms of
scope, size and complexity with the Contract tendered by the ECB for Lot 3 (weighting of

this criterion 60%).

References provided via the Annex 3 CFA1 for Lot 3, including the experience for the

services as described for Lot 3, will be evaluated on the basis of the following criteria:
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(i) The relevance of the scope of the reference assignments provided by the Candidate

to the required areas of competency;

(i)  English as the working and reporting language with the ECB. Examples where both

the working and reporting language was English.

b) The Candidate’s general capacity to perform the Services tendered by the ECB in terms

of organisation and human resources (weighting of this criterion 40%). Candidates with a

proper description of their approach to guarantee the response times to the ECB’s requests

in accordance with the order procedure set out in the Contract - please see the envisaged

response time of 1 day or, in urgent cases 2 hours - and availability of staff at short notice

to be deployed to provide the deliverables to the ECB will be ranked higher.

4.9 Candidates shall provide further information and proof as set out in the Application form
Annex 1 CFA1 for Lot 1, in the Application form Annex 2 CFA1 for Lot 2 or in the Application
form Annex 3 CFA1 for Lot 3. The selection shall be assessed one by one per Lot and

evaluated on the basis of a scoring system from zero to five points as follows:

Score Definition

0 points No evidence/Total failure: The application totally fails to address the criterion
under examination or cannot be assessed due to missing evidence.

1 point Very Poor: The criterion under examination is addressed in an incomplete
and unsatisfactory manner; serious concerns.

2 points Poor: The criterion under examination is partly addressed but with a few
major gaps or issues.

3 points Fair: The criterion under examination is generally addressed with minor
issues.

4 points Good: The criterion under examination is fully addressed.

5 points Excellent: The criterion under examination is fully addressed and the
application offers some added value.

The ECB shall evaluate the selection criteria for each Lot using a scoring system with a

maximum of 100 points, based on the criteria and corresponding weightings set out in Sections

4.3, 4.5 and 4.8. The score obtained for each selection criterion will be multiplied with its

allocated weight to calculate the weighted score per criterion. All the weighted scores will be

added together (“added scores”) and hereafter converted into points. The tender with the

highest added score will, for the purpose of the ranking of the applications per Lot, obtain the

maximum of 100 points, and the other tenders will receive proportionally less.
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Number of Candidates to be invited to Tender per Lot: The ECB envisages inviting to tender
up to five (5) Candidates per Lot with the highest overall scores per Lot. The ECB reserves the
right to increase the maximum number of tenderers when the difference of the overall weighted
scores of the last ranked successful candidate and the first ranked non-successful Candidate
is less than 1.00 points in the aforementioned scoring system with a maximum of 100 points.

Outcome of the Call for Applications (CfA)
Notification of outcome

The ECB shall inform all Candidates in writing of the outcome of the evaluation. The successful
Candidates will receive the invitation to tender within the time frame indicated in the notification.

The ECB shall notify all concerned Candidates whose applications are rejected of the reasons
for rejecting their applications.

The ECB may decide to withhold certain information where the release of such information
would affect other suppliers’ legitimate commercial interests, would hinder application of the
law or would otherwise be contrary to the public interest.

Appeal procedure

Unsuccessful Candidates may challenge in writing the ECB’s decision to reject their application
within 10 days of receipt of the notification of the decision to reject their tender under the
conditions set out in Article 39 of the ECB Procurement Decision. Any appeal shall be submitted
to the following address:

Procurement Review Body of the ECB
c/o Legal Services Team

European Central Bank
Sonnemannstrasse 22

60314 Frankfurt am Main

Germany

E-Mail: LegalServices@ecb.europa.eu

2.3 The appeal shall be submitted in English and include all supporting information and reasoned

objections in line with Article 39(1) of the ECB Procurement Decision with the exception of any

objections which are precluded in accordance with Chapter I, Section 2.

Jurisdiction

The General Court of the European Union in Luxembourg (Rue du Fort Niedergrinewald L-
2925 Luxembourg) shall have exclusive jurisdiction in any dispute between the ECB and a
Candidate relating to this tender procedure. If an appeal procedure is available, Candidates are

requested to await the ECB’s decision on the appeal before bringing the matter to the General
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Court. The time-limit to bring proceedings under Article 263 of the Treaty on the Functioning of

the European Union shall begin to run two months from receipt of the appeal decision.
European Ombudsman

A Candidate may also lodge a complaint with the European Ombudsman (1 Avenue du
Président Robert Schuman, CS 30403, FR - 67001 Strasbourg Cedex) in accordance with
Article 228 of the Treaty on the Functioning of the European Union and the Statute of the
European Ombudsman. A complaint must be made within two years from the date when the
complainant becomes aware of the facts on which the complaint is based.

General rules

Temporary groupings

Candidates may establish temporary groupings with a view to jointly obtaining the Contract(s).
If a Contract is awarded to a temporary grouping, its members shall be jointly and severally

liable for all obligations arising from the Contract.
The ECB shall accept applications from temporary groupings under the following conditions:
(a) the application is submitted as a joint application;

(b) the application includes the Declaration for temporary groupings (included in Annex 1),

signed by duly authorised representatives of each member;

(c) the application clearly describes the responsibilities of each member of the grouping and

how they intend to cooperate.

Temporary groupings should remain unchanged throughout the tender procedure.

Subcontracting / Reliance on the capacity of other entities for fulfilling the selection

criteria

Subcontracting
Successful tenderers may subcontract parts of the Contract.

If Candidates intend to involve subcontractors, they shall list them in the Application Forms AF1
Lot 1, AF1 Lot 2 and AF1 Lot 3 and provide all the information requested, including a separate

signed Application Form for each subcontractor. If Candidates intend to rely on the capacities

of sub-contractors for the purpose of fulfilling the selection criteria set out in Chapter IV, Section
4, Candidates shall provide a signed declaration of the subcontractor confirming that it will
perform the parts of the Contract assigned to it, should the Contract be awarded to the
Candidate (Appendix 1 to Annex CFA1).

Candidates that are invited to submit a tender shall not exchange subcontractors or appoint
additional subcontractors after the submission of their tender and prior to the signature of the
Contract, unless the ECB at its sole discretion allows such an exchange or addition. Thereafter,
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the exchange or appointment of subcontractors shall be subject to the prior written approval of
the ECB. The same applies for entities, other than subcontractors, whose capacity is being
relied on by a candidate (cf. point 2.2.2 below).

The involvement of subcontractors shall not affect the overall responsibility and liability of the

successful Tenderer for the due performance of all obligations arising from the Contract.

Reliance on the capacity of other entities for fulfilling the selection criteria
Candidates may rely on other entities to fulfil the selection criteria as specified in this CfA.

With regard to criteria relating to the technical and professional capacity or experience,
Candidates may only rely on the capacities of other entities where the latter will perform the
deliverables for which these capacities are required.
With regard to criteria relating to the economic and financial standing, Candidates may only rely
on the capacities of other entities where the latter undertake to be jointly liable for the execution
of the contract.

If Candidates intend to rely on the capacities of other entities for the purpose of fulfilling the
selection criteria set out in Chapter IV, Section 4, they shall prove to the ECB that they will have
at their disposal the resources necessary for performance of the contract. As proof Candidates
shall provide a separate signed Tender Submission Form (Annex CFA1 to this CfA) for each
entity and a signed declaration of each subcontractor or entity concerned, confirming that its
capacities will be at the candidate’s disposal, should the Contract be awarded to the Candidate
(Appendix 2 to Annex CFA1). They shall indicate, for each entity being relied on, whether that
entity will perform deliverables as a subcontractor or whether its capacities will be at the
Candidate’s disposal based on another legal relationship, which should in that case be

specified.

No separate application

Candidates shall submit only one application, in case of separate Lots, only one application per
Lot. The ECB may exclude from participation any Candidates who submit a separate

application and who:

(a) are members of the same group of affiliated undertakings as another Candidate; or
(b) are members of a temporary grouping together with other Candidates; or

(c) offer a substantial part of the Contract to another Candidate as subcontractor,

if there are indications that they have received information regarding the application prepared
by another Candidate or if the submission of separate applications distorts otherwise free

competition among Candidates.

Confidentiality; professional secrecy

Subject to the exceptions referred to in Section 4.2, Candidates shall:
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(a) at all times treat the contents of the CfA and any related documents and information

(together the ‘Information’) as confidential;

(b) not disclose, copy, reproduce, distribute or pass any of the Information to any other

person at any time or allow any of these things to happen;

(c) notuse any of the Information for any purpose other than for the purposes of submitting

(or deciding whether to submit) a tender; and
(d)  not undertake any publicity activity within any section of the media.
4.2 Candidates may disclose, distribute or pass Information to third parties provided that either:

(a) the Information is already publicly available (other than through a breach of these

confidentiality rules); or

(b)  the Information is disclosed for the sole purpose of preparing an application and the
person receiving the Information undertakes in writing to keep the Information
confidential on the same terms as if that person were the Candidate; or

(c) the Candidate obtains the prior written consent of the ECB in relation to such disclosure,

distribution or passing of Information; or
(d) the Candidate is legally required to make such a disclosure.

4.3 The ECB is by law subject to the highest standards of professional secrecy and confidentiality”.

The ECB may disclose detailed information relating to the applications:

(a) to its staff and other organisations, companies or persons involved in the tender

procedure;

(b) to other Candidates, if the information is materially relevant for all Candidates or if the
ECB is required by law to disclose such information in both cases subject to the duty to
protect the Candidate’s commercial interests;

(c) tothe general public to the extent the ECB is obliged to disclose the information in order

to fulfil statutory transparency requirements.

5. Data protection

5.1 The ECB will process personal data received (such as names, contact details and other
information provided in curriculum vitae) in accordance with the Regulation (EU) 2018/1725 of
the European Parliament and of the Council of 23 October 2018 on the protection of natural
persons with regard to the processing of personal data by the Union institutions, bodies, offices
and agencies and on the free movement of such data, and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC.

5.2 The data subjects concerned may request access to their personal data, request the

rectification of any data that is inaccurate or incomplete. They also have (with some limitations)

7 See Article 37 of the Statute of the European System of Central Banks and of the European Central Bank
and Article 26(4) of Decision ECB/2016/2 (OJ L 45, 20.2.2016, p. 15-43, as amended by Decision
ECB/2020/10 (OJ L 69, 6.3.2020, p.41-45) and Decision ECB/2020/10 (OJ L 69, 6.3.2020, p. 41-45).
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the right to request the deletion of their personal data or to restrict or object to the processing
of their personal data in line with the relevant provisions of Regulation (EU) 2018/1725.

Data subjects can exercise their rights by contacting the ECB contact person for a specific
procurement procedure using the contact details mentioned in the tender documentation, and
specifying the nature of the request.

For all queries relating to personal data, they may contact the ECB’s Data Protection Officer at

dpo@ecb.europa.eu.

They also have the right to lodge a complaint with the European Data Protection Supervisor at

any time if they consider that their rights under Regulation (EU) 2018/1725 have been infringed
as a result of the processing of their personal data.

Further details are contained in the 2019 Privacy Statement which can be accessed via the
following link:

https://www.ecb.europa.eu/ecb/jobsproc/tenders/shared/pdf/2019 Privacy statement for pro

cessing personal data in_the course of a procurement procedure.pdf

If Tenderers submit to the ECB personal data of third parties (e.g. their staff member or sub-
contractor), before submitting their tender they shall inform the data subjects that the ECB will
process their data. They shall provide to the concerned data subjects the information as laid
down in Article 16 (1) and (2) of Regulation (EU) 2018/1725. In particular they shall make
available to them the 2019 Privacy statement of the ECB.

No obligation to award the Contract; cancellation

The initiation of this tender procedure imposes no obligation on the ECB to award the
Contract(s).

The ECB may cancel the tender procedure as a whole or in parts at any time before the
Contract(s) is/are signed without Candidates or Tenderers being entitled to claim any
compensation (Article 38 of Decision ECB/2016/2).
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