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Introduction

The User Detailed Functional Specifications (UDFS) of the Common Reference Data Management (CRDM)
common component are part of the component’s functional specifications. The diagram below presents an
overview of all the documents foreseen to allow CRDM Actors to understand how requirements described in
the User Requirements Document (URD) for the Common Reference Data Management common component

are implemented.

DIAGRAM 1 - OVERVIEW OF CRDM SPECIFICATIONS

/ CRDM functional Specifications \

User Detailed

Functional User
e - Handbook
Specifications (UHB)

(UDFS)

. —

The UDFS focus on the provision of information to CRDM Actors to design and build the interface of their
business applications with the Common Reference Data Management common component (A2A and Data
Migration Tool), while the UHB describes the Graphical User Interface (GUI) screens in detail.

The UDFS provide information to:

| Business analysts of the CRDM Actors, who find in the UDFS a description of the application processes

and the information flows between their own business applications and the CRDM common component;

| Developers, who find in the UDFS the necessary information to design and build the interface of the
CRDM Actors’ business applications with CRDM.

The UDFS is a self-contained document, structured along 4 different but complementary Chapters.
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UDFS Chapter 4 (Appendices)

Chapter 1: General features of the Common Reference Data Management

I

|

‘ \ CRDM Actor J

UDFS chapter 1 provides concise and descriptive information on the Common Reference Data Management
component behaviour as it is seen from a CRDM Actor point of view. The background information provided in
Chapter 1 on the CRDM internal behaviour facilitates the understanding of Chapters 2, 3 and 4 (in particular
to understand the information flows described in Chapter 2).

Information provided in Chapter 1 on the CRDM application processes is user-oriented and does not include
detailed descriptions of the internal CRDM processes. It neither provides descriptions of the internal behaviour
of CRDM Actors interacting with CRDM: it is not the purpose of the UDFS to predicate the business conduct of

CRDM users.

The following table presents the scope and user objective for each section of UDFS Chapter 1:

SECTION

1.1 Introduction to CRDM

1.2 Access to CRDM

1.3 Reference data model

All rights reserved.

TABLE 1 - STRUCTURE OF UDFS CHAPTER 1

SCOPE

USER OBJECTIVE

Overall presentation of the CRDM  To understand the general behaviour

business functionalities

CRDM Interface

Common reference data structure

of CRDM.

To understand the main principles for
the exchange of information between
CRDM and CRDM Actors.

To understand how reference data
structures can be organised in CRDM.
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SECTION SCOPE USER OBJECTIVE
1.4 CRDM features Common reference data To understand how reference data can
maintenance be managed in CRDM.
1.5 Interactions with other services Interactions between CRDM and  To understand the links in place
other Eurosystem services between CRDM and other existing and

planned Eurosystem market

infrastructure services.

1.6 Operations and support Operational aspects and actions to To understand the features supporting
be performed by the CRDM operational activities and the actions
Operator the CRDM Operator can perform for

CRDM configuration and CRDM

operations monitoring.

1.7 Limitations of the system Features and processes that are To understand the exact perimeter of
not covered by CRDM CRDM and what processes should not
be expected from CRDM.

Chapter 2: Dialogue between CRDM and CRDM Actors

Chapter 2 of the UDFS provides a formalised description of the dialogue between CRDM users and CRDM
through the Application-to-Application (A2A) and Data Migration Tool (DMT) channels, which allow CRDM
Actors to interact with CRDM. The objective of this Chapter is to describe the behaviour of CRDM regarding
the interactions with CRDM Actors, i.e. when sending/receiving messages or files to/from the latter.
Consistently with the approach of Chapter 1, UDFS Chapter 2 does not enter into any description of the
behaviour of Actors’ systems interacting with CRDM.

Each section of Chapter 2 describes the dialogue between CRDM and a CRDM Actor triggered by a particular
inbound message or file in the form of a “Universal Use Case”.

The following use cases are described in UDFS Chapter 2:

TABLE 2 - STRUCTURE OF UDFS CHAPTER 2

R

2.2.1 A2A Common reference data maintenance process
2.2.2 A2A Common reference data query

2.3 Data Migration Tool file upload

2.4 Maintain Reference Data Object for T2S

2.5 Restrict Reference Data Object

2.6 Bulk Load Securities Valuation

2.7 Bulk Load Securities Subject to Cash Penalties

2.8 Bulk Load Daily Prices for Penalties
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Chapter 3: Catalogue of messages

Chapter 3 of the UDFS provides a detailed description of the messages to be used to run application-to-
application communication with CRDM. It describes the entire set of messages which are processed by CRDM,
i.e. which can be exchanged between CRDM and the business application of a CRDM Actor directly connected
to CRDM. The following information is provided:

| Description of the XML structure with mandatory/optional fields, validation rules and purpose of each field
in the context of CRDM;

| Possible usages of the message in the context of CRDM, including when relevant specific rules for the
population of the message fields for a given usage;

| Business rules applicable for message processing.

This Chapter includes links to a set of files available on the MyStandards message documentation website
provided by Swift.

The objective of the Chapter is to allow the reader to find all the necessary information related to messaging
needed to establish a functioning system of application-to-application communication between CRDM and its
users.

Information in Chapter 3 results from the customization of the enriched ISO 20022 schemas for the specific
purpose of CRDM.

Chapter 3 of the UDFS groups the descriptions of messages according to the classification of the ISO 20022
message repository:

TABLE 3 - STRUCTURE OF UDFS CHAPTER 3

CATEGORY OF MESSAGE PREFIX

Account Management acmt
Cash Management camt
Headers head
Reference data reda

Chapter 4: Data Migration Tool Files

Chapter 4 of the UDFS is only relevant for CSDs and Central Banks and provides a detailed description of the
file specifications to be used to communicate with the Data Migration Tool. It describes the entire set of
reference data objects which are processed by the DMT, in the form of structured files which can be exchanged
between CRDM and the CRDM Actors. The initial subsections describe general structure, format and processing
rules valid for all objects, while the following subsections describe, for each object, the structure of the relevant
file with mandatory/optional fields, rules and purpose of each field in the context of the DMT.

The objective of the Chapter is to allow the reader to find all the necessary information related to DMT
communications which are needed to establish a functioning communication between CRDM and its users.

Chapter 5: Appendix
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The UDFS appendix provides information on the CRDM business rules applying to incoming messages, with
the respective messages and error codes associated. In addition, the appendix contains the file format
specifications for bulk files for specific object data loading which foresee this channel.
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Reader’s guide

The UDFS document is available for the whole community of CRDM Actors: in order to ensure the same level
of information for all CRDM Actors, information relevant for CSD, CBs, CSD Participants, External CSDs,
Payment Banks and Ancillary Systems is contained in one single book of UDFS.

Nevertheless, different readers may have different needs and priorities. For instance, “business” readers
interested mainly in organisational issues may not wish to enter into the full details of each and every message
description, while technical readers involved in the specification of technical interfaces to CRDM may not be
interested in the thorough description of the CRDM application processes that are leading to the sending of a
given message. Not every reader wants to read the entire UDFS, or even want to follow the same reading
plan.

However, all readers, whether “business” or “technical”, may find it useful to read the following UDFS sections,
which are providing a background to the understanding of any other UDFS section:

| 1.1 “Introduction to CRDM”, which is a summary providing the basis for the understanding of the main
CRDM concepts.

| 1.3 “Reference data model”, which provides the basis for data organisation in CRDM.

"Business Oriented” perspective

The business reader may be interested in the way information is structured in the UDFS. This user may want
to follow the reading plan described below to find information about the operations that can be performed,
for example, on a cash account in CRDM:

EXAMPLE 1 -“"CRDM DATA AND RELATED PROCESSING” READING PLAN

_ Cash Account?

Y,

1.3.3 Cash Account
1.4.3 Common

() data management
B - 1.3.3.3 Description of the reference data

E entities maintenance process

1. Cash Account l

2 Dialogue between CRDM and CRDM Actors
2.1.1 Reference data maintenance process

Table of common reference data maintenance messages
Create Cash Account: AccountOpeningRequest (acmt.007)

MyStandards

3 Catalogue of messages
3.1.2.3 AccountOpeningRequest (acmt.007)
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a The business reader finds in section 1.3.3 Cash account data management a general description of
Cash Accounts specifying the different attributes that make up this object in CRDM.

If the reader requires more information on the Reference data management process, they can refer to
section 1.4.3 Common reference data maintenance process 0 which offers a general description

applicable to all reference data objects.

From this point, they may jump to section 2.2.1 Reference data maintenance process o to find a
description of the maintenance process which can be carried out via A2A. This process is the same for all
reference data objects available in A2A.

Should the reader need to enter into further details, they may access through a hyperlink section 3.1.2.3
AccountOpeningRequest (acmt.007) o to find the detailed description of the message used to create a
cash account in CRDM.

From this point, they may continue through another hyperlink to the schema description available on the

MyStandards website to find all the details regarding a particular field of the message. o

"Technical oriented” perspective

For a technical reader, it is more likely that the reading plans would start either:

From Chapter 2 “Dialogue between CRDM and CRDM Actors”, when a complete overview of the possible
A2A dialogue with CRDM is required, e.g. when structuring the interface of a CRDM Actor directly
connected to CRDM.

From Chapter 3 “Catalogue of Messages”, when a detailed description of the content of a given CRDM
A2A message is needed, e.g. when specifying the details of the interface of a CRDM Actor directly
connected to CRDM.

Due to the nature of CRDM as a Common Component for the configuration of reference data used in multiple
Services, most of the information presented in this document is applicable to all such Services, while some of
it is specifically relevant only to individual Services. Readers who aim to use CRDM for configuring data for all
Services will find the entire document relevant. On the other hand, readers who are only interested in the
configuration of data for a specific Service or component may find the following sections particularly relevant.
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TABLE 4 — UDFS SECTIONS CONTAINING SERVICE-SPECIFIC INFORMATION

SECTION RELEVANT
SERVICE/COMPONENT
1.2.2.1.2 Privilege T2S, TIPS, CLM, RTGS, = When indicated in the table header, the
ECONS2, ECMS tables contain privileges relevant

exclusively for each Service/component.

1.2.2.2.2 Configuration of privileges T2S, TIPS, CLM, RTGS, Clarification about granting privileges in
ECONS2, ECMS each Service/component.

1.2.3.2 Message subscription parameter types T2S, TIPS, CLM, RTGS Message types that can be subscribed
to in each Service/component, with

related configuration parameters.

1.3.2.3 Description of the entities (Party) T2S, TIPS, CLM, RTGS, Reference data model section listing
ECONS2 Service Party Types applicable to each
Service/component.
1.3.3.3 Description of the entities (Cash T2S, TIPS, CLM, RTGS, Reference data model section listing
Account) ECONS2 Cash Account Types applicable to each
Service/component.
1.4.3.8 Common reference data propagation T2S, TIPS, CLM, RTGS,  Description of the data propagation
ECONS2, ECMS process with relevant reference data

objects for each Service/component.

1.4.4 TIPS Directory TIPS Section only relevant for TIPS.

1.4.5 RTGS Directory RTGS Section only relevant for RTGS.

1.4.6 CLM Repository CLM Section only relevant for CLM.

1.5.3 TARGET Instant Payment Settlement and TIPS, CLM, RTGS Interaction between CRDM and other
T2 Services/component that receive

reference data propagation.

1.5.4 Eurosystem Collateral Management System ECMS Interaction between CRDM and ECMS
for the data propagation process.

1.5.5 ECONS2 ECONS2 Interaction between CRDM and
ECONS?2 for the data propagation
process.

5.1 Business Rules T2S, TIPS, CLM, RTGS, Business rules listed for each

ECONS2 Service/component.
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1. General features of CRDM

The present chapter, after a short introduction of the Common Reference Data Management component,
describes all the features it provides. Section 1.2 Access to CRDM introduces the details regarding the access
of CRDM Actors to CRDM, covering the different modes of connectivity, the access rights model, the
configuration of message subscriptions as well as security aspects and an introduction to the Graphical User
Interface (GUI). Section 1.3 Reference data model describes the CRDM reference data model, including a
description of all the relevant entities and relationships. Section 1.4 CRDM Features describes the various
features of CRDM, such as the structure of reference data objects, the different types of available maintenance
operations, the management of objects with limited and unlimited valid period, the archiving and purging
processes, the life-cycle management of reference data objects and the principles for the propagation of
common reference data to other Eurosystem Market Infrastructure Services. Section 1.5 Interactions with
other services describes the interactions that CRDM, as a shareable component, has with other services and
shareable components provided by the Eurosystem, whereas section 1.6 Operations and support describes
functions supporting the CRDM Operator in the management of the component.

1.1 Introduction to CRDM

CRDM provides a common reference data management feature that allows all CRDM Actors to create and
maintain common reference data for the configuration of data related to parties, securities, securities accounts,
cash accounts, rules and parameters. The following list shows the main configuration areas for common
reference data in CRDM:

| Party reference data;

| Securities reference data;

| Securities accounts reference data;

| Cash account reference data;

| Access rights management;

| Message subscription configuration;

| Network configuration;

| Report configuration;

| Attribute domains management;

| Business day management configuration;
| Market-specific attributes configuration;

| Restriction type management;

| Conditional securities delivery configuration;

| Billing configuration;
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| Configuration parameters.!

CRDM Actors set up the appropriate configuration by creating and maintaining common reference data objects
in CRDM. A common reference data object is a set of logically related, self-consistent information (see section
1.4.3.1 Common reference data objects). Parties, securities, securities accounts and cash accounts are

examples of common reference data objects.

CRDM allows CRDM Actors to create, update and delete common reference data objects in CRDM. Deletion of
a common reference data object is always on logical level and it is possible, for a duly authorised user, to
restore a previously deleted common reference data object (see section 1.4.3.2 Reference data maintenance

types).
CRDM allows full maintenance of all reference data objects in U2A mode, whereas it provides only a sub-set

of functions in A2A and DMT mode on a limited number of reference data objects (see section 1.4.3.2
Reference data maintenance types for an exhaustive list of these reference data objects and functions).

CRDM provides versioning facilities and validity periods allowing the implementation of data revision and data
history features, in order to keep track of all past data changes, to enter changes meant to become effective
as of a future date and to define common reference data objects with limited or unlimited validity (see sections
1.4.3.1 Common reference data objects and 1.4.3.3 Validity of common reference data objects).

All types of CRDM Actors, i.e. CSDs, Central Banks, CSD participants, payment banks, ancillary systems and
the Operator have access to the common data management, each of them to different functions and data,
according to the access rights granted to their users (see section 1.2.2 Access rights).

Duly authorised users can create and maintain common reference data objects in CRDM submitting common
reference data maintenance instructions.

Reference data management immediately processes each reference data maintenance instructions and
provides a reference data maintenance response including information on the result of the processing (e.g.
the reference data maintenance instruction was successfully processed or rejected owing to a business
validation error). The following diagram shows the two messages exchanged in this case between a CRDM
Actor and CRDM:

DIAGRAM 2 - REAL-TIME PROCESSING OF REFERENCE DATA MAINTENANCE INSTRUCTIONS

Real-time Settlement

Request X (time T) Response X’ (T’)

)

Specifically for T2S reference data, if a T2S night-time settlement sequence is running, CRDM temporarily
stops the processing of all reference data maintenance instructions related to reference data objects used by
the T2S settlement process and then resume the processing after the end of night-time settlement sequence,
in order to impede any possible impact of these reference data changes on the ongoing settlement process

1 This area includes reference data for countries, currencies, currency service links, system entities, services, BIC directory and reserve management
parameters.
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(See section 1.4.3.6 Reference data maintenance instructions processing). In this case, CRDM provides
immediately a provisional static data maintenance response (to inform the relevant CRDM Actor that the initial
reference data maintenance instruction is queued) and then, after the end of the current night-time time
settlement sequence and before the following one, it sends another reference data maintenance response
providing the final result of the processing. The following diagram shows the three messages exchanged in
this case between a CRDM Actor and CRDM:

DIAGRAM 3 - NIGHT-TIME PROCESSING OF REFERENCE DATA MAINTENANCE INSTRUCTIONS

Night-time Settlement Night-time Settlement
Sequence i Sequence i+1

Static data maintenance
final response

Static datamaintenance
provisional response

Static data
maintenance request

See section 1.4.3.6 Reference data maintenance instructions processing for more information on the
processing of reference data maintenance instructions.

Reference data maintenance instructions submitted in U2A mode can be executed either in Two-Eyes mode
or in Four-Eyes mode (See section 1.2.5 Security), according to the access rights granted to the submitting
user.

Reference data management is available throughout the settlement day, with the exception of the T2S
maintenance window (Please refer to the Settlement Day section in the T2S UDFS for more information).

1.2 Access to CRDM

1.2.1 Connectivity

CRDM supports the connectivity of CRDM Actors as follows:
| communication between software applications via XML messages or files (A2A mode);
| communication via files (DMT mode) for CBs;

| online screen-based activities performed by CRDM Actors (U2A mode).

For the A2A communication, ISO 20022 is the single standard, for both inbound and outbound communication.
Messages exchanged between CRDM and CRDM Actors are based on XML technology and comply with the
ISO 20022 standards on messages and the formats and specifications defined in CRDM.

The A2A and Data Migration Tool (DMT) functionalities are described extensively in chapters 2 Dialogue
between CRDM and CRDM Actors, 3 Catalogue of Messages and 4 Data Migration Tool Files. U2A
connectivity to CRDM will be handled through the ESMIG Portal. Please refer to the ESMIG documentation
for more details.

Setup of routing configurations

The setup of routing configurations includes the configuration of the following reference data objects in CRDM:
network services, party technical addresses, links between network services and party technical addresses,
and default and conditional routings.
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The CRDM Operator is responsible for setting up and maintaining network service static data related to services
of all the network services providers offering technical connectivity between users and the relevant Services
and components.

Being included in the party static data, party technical addresses are setup and maintained, for each CRDM
Actor connected directly, by the party responsible for defining party reference data for this CRDM Actor. After
having input the party data (party technical addresses) for the directly connected CRDM Actor, the responsible
party has to link each of the party technical addresses to the relevant network service(s). This step allows
using one party technical address for several network services.

Each CRDM Actor connected directly is responsible for setting up and maintaining default and conditional
routing static data related to its outbound communication.

The following table summarises, for each static data object related to the setup of routing configurations in
T2S, the responsible T2S Actor for its configuration and it specifies which mode the T2S Actor can use for the
configuration.

TABLE 5 - SETUP OF ROUTING CONFIGURATIONS IN CRDM

REFERENCE DATA OBJECT RESPONSIBLE ACTOR MODE
Network Service Operator U2A
Party (Technical Address) Operator, CSD, CB U2A/A2A
Link between Network Service and Party Technical Address Operator, CSD, CB U2A
Default and Conditional Routing CSD, CB, CSD Participant, Payment Bank, U2A

Ancillary System
Network service

CRDM stores a catalogue of all the network services allowing technical connectivity between Actors and
Services/components for the exchange of business data. Each network service defined in CRDM corresponds
to one messaging service of one of the accredited connectivity services providers.

When defining a new network service, the CRDM Operator has to provide the following pieces of information:
| The name of the network service;
| The service or component for which it is used;
| A textual description for the network service;

| The type of technical address for the network service.

EXAMPLE 2 - NETWORK SERVICE DEFINITION

Network Service

Service Name: NSP_X — Service ABC

Service Description: Message-based, store-n-forward network service
provided by X.

Technical Address Type: Distinguished Name
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In addition, the CRDM Operator has to provide all the necessary data for the application to identify and to use
the underlying messaging service.

Party Technical Address

Each party that is directly connected to a Service or component has one or many technical addresses that the
Service or component uses to send outgoing messages to this party.

Links between Network Services and Party Technical Addresses

Each Network Service uses a specific type of technical address to identify the sender and the receiver for each
exchange of data. Different network services may use the same technical address type, which means that the
same Party Technical Address may be used to exchange data using different Network Services. Consequently,
there is a many-to-many association between the catalogue of Network Services and the set of Party Technical
Address defined in CRDM. For this reason, each Party Technical Address has to be linked to the relevant
Network Service, so that the relevant Service or component can use them to route outbound communication.

The following table shows an example of a party having five party technical addresses linked to four different
network services.

EXAMPLE 3 - PARTY TECHNICAL ADDRESS AND NETWORK SERVICES

Short Name: BK Bank
Long Name: Black Knight Banking Corporation

Technical Addresses

Type: Payment Bank
Central Bank BIC: BITAITRRXXX \ Service A | | DN=ABCD
BIC: BKBANKCCXXX ‘ Service A | DN=EFGH
Opening Date: 25-03-2015 ‘ Service B | DN=XXYZ
Closing Date: -

~ SeviceC | DN=INTR
Address: Charles Drive Square, 1
Country Name: Italy | SeviceD | DN-0PQA

Conditional Routing

CRDM applies a mandatory routing for the following outbound communication:
| Acknowledgment of receipt;
| Reactions on erroneous inbound messages;

| Query results.

In all these cases, CRDM routes the outbound communication to the same network service and party technical
address which were used for sending the related inbound communication. This implies that CRDM does not
allow defining different routing configurations for these kinds of messages. For details on the mandatory
routing rules applied by other Services and components, refer to the relevant UDFS document.

For all other types of outbound communication, CRDM allows CSDs, CBs and directly connected participants
to define specific routing configurations for their messages and files. More precisely, each of these CRDM
Actors can define a default configuration (to be used by the relevant Service/component for all outbound
communication of a given type of this Actor) for each type of outbound communication (with the types being

message-based/file-based, real-time/store-n-forward). In addition, certain types of messages allow conditional
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routing configurations (to be used by the relevant Service/component as exceptions to the default
configuration).

When defining a default routing configuration, the responsible CRDM Actor (i.e. a CSD, a CB or a directly
connected participant) has to provide the following pieces of information:

| the routing description;

| the network service to be used for the default routing (containing the indication of the
Service/component it is relevant for);

| the party technical address the Service/component has to use for the default routing;